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1. Packet sniffing attack 
Below I will demonstrate the type of information an attack could observe and manipulate using packet sniffing technologies. In the attack I will demonstrate using a hardware device that is attached via a copper crossover cable. In a real-world scenario, the attack is more likely to take place via wireless hardware or remote software, but the outcome will be the same. (See section 4.3 of report) 
[image: ]
2. Devices explained.
Router – Routers are used to direct packets throughout the network. They decide which path is best and decide which device needs the information requested, a DCHP or ARP request for example, in this case router0 is also the DHCP and DNS server, although in a large infrastructure a dedicated server would be needed for each. 
Switch – A switch is used to connect various types of network medium, in the attack demonstrated it is used to connect the ethernet connected laptop and wireless router the main router. Using a switch will minimalize the effect packet sniffing will have on the network as the attacker will only be able to see the packets sent through the same port they are connected to in through the switch.
CISCO server – Used to direct traffic through the local network from remote access devices and connect to the cell tower, in this case; the mobile device. 
Sniffer device – A hidden device in the network that retrieves all packets sent across the network, for this example I am focusing mainly on the packets can cause the most harm if not correctly encrypted: ARP, DHCP, DNS, FTP, HTTP, HTTPS, IPSec, SMTP, SSH, TCP, TELNET, UDP

3. Ethernet Frames
An ethernet frame is specified by the ethernet standards protocol (IEEE 802.3) and operates on layers 1 and 2 of the OSI model. It creates a set of rules that all packets sent across the ethernet have to abide by the ones we will be focusing on are: Source Mac Address, Destination MAC address and the IP address.

[image: ]The destination MAC address is the address of the physical device that the packet is sent too.
The source MAC address is where the packet originated from.
An attacker can use this information to perform a DHCP spoofing attack, the attack can infiltrate the routing table pretending to be the destination MAC and enter the systems as a verified user.

4. DMZ topology
A DMZ topology ensures all data is hidden behind a firewall. Meaning only authenticated devices are able to access the data

[image: ]
Src: https://www.packettracernetwork.com/labs/lab18-asa-dmz.html 
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