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In 2018 it was estimated by the UK Office for National Statistics that 4.5 million cybercrimes took place in both England and Wales, 3.24 million were fraud offences and 1.23 million were related to computer misuse, such as child pornography and hacking. In 2017, 17 million individuals from the UK were victims of some form of cybercrime, where around £130 billion was stolen. The most popular cyber offence that was committed is bank and credit card fraud, which made up 75% of offences reported. (Henshaw, 2018) 
Cybercrime is a criminal offence that takes place when a ‘cybercriminal’ or ‘hacker’ targets a computer, computer network, or a networked device for their own financial gain. The main aim is usually to make a profit and obtain money, by using advanced techniques to deceive victims out of their money, such as phishing. This is one of the most common methods used by cybercriminals. It consists of using deceptive emails and websites to obtain a victim’s personal information. It has been around for several years, since the 1990s, and over the years has been hard to distinguish a fraudulent email with a legitimate one due to the development in technology and the techniques that these hackers use. Phishing consists of emails requesting information, such as bank details, with an attachment, this is usually a malware, which would then enable the hacker to retrieve and steal bank account information if the link were to be accessed. What differentiates phishing from other cybercrimes is that within these emails, the hacker takes a known identity to the victim, for example, poses as a member of staff from the bank that they are with, the company they work for or a business that they associate themselves with. (Latto, 2020) Malware is used widely by cybercriminals, to infect computers with viruses to damage the devices or stop them from working completely to enable them to fraudulently obtain data or a person’s information. They can gain access to confidential information from businesses or the government to either dishonestly sell or leak the information to online forums. Research highlights that the top three brands used within phishing were PayPal at 22% Microsoft at 19% and Facebook at 15%. This demonstrates that hackers use well known companies to draw victims in as they think it is legitimate due to the company being well known and more than likely something they use or have used before. (Fruhlinger, 2020) It can be something as simple as an email asking for the individual to re-enter their account details to verify their account, however, the link that they would access to complete this information, is a fraudulent site implemented by the hacker, and subsequently the hacker has received the account information and can now commit online fraud. 
An example of a phishing scam that first founded this type of online fraud and is still one of the longest-running Internet frauds, the Nigerian Prince in the 1980s. This was where malware was delivered through attachments which victims would open and a virus would be put into their device and their personal details instantly became at risk. It consists of an email from an individual who claims to be royalty, so like a king or a prince, who entices victims by offering a large share of their money in an investment opportunity, but you must give over your bank details or a small advance payment to get the large sum of money over into their account. The cybercriminals either take a payment and do not contact you again or they get into your account and take every penny. It is believed that this type of scandal lost American $703,000 which is just over half a million pounds. These cyber attacks are very effective as the hackers make a believable story and provide the victim with a lot of temptation and their greed takes over believing they will have a huge financial gain at the end of it. (Leonhardt, 2019)
Despite the high numbers of cybercrimes that have taken place, statistics do state that it was a 31% decrease from the previous years. So, although the cybercriminals have advanced technology to be able to break through firewalls and obtain personal information, those in the cyber security department within the police also have the up-to-date technology and skilled investigative members of staff to prevent this from happening to innocent individuals. (Henshaw, 2018)
Cybercrime is a crime, and it is illegal, however very few of these crimes are prosecuted. This is due to these cybercriminals being fundamentally invisible. They are usually very smart individuals with advanced tactics to ensure they do not leave a trail behind. Statistics highlight that only 5% of cybercriminals are convicted of the offence which highlights the challenges the police face to enable them to arrest and prosecute these cyber criminals. (Strawbridge, 2019) 
The impact that cybercrime has on individuals is very negative, for those who have savings, or businesses, it can all be taken away from them in one single, effective cyberattack. Victims experience financial loss, theft of their property, as well as confidence and trust in consumers. (Rahaman, 2017) It has a significant impact on society due to the financial loss cybercrime can cause a significant amount of damage resulting in a detrimental impact on individuals, businesses, and the government. Experts estimate that approximately £4.5 trillion pounds worth of damages will be caused by cybercrime in 2021. (Latto, 2020) It can affect society in numerous ways, both online and offline. When you fall victim to a cyber crime it can have a lasting effect on your daily life and put you in a constant state of worry of whether it is going to happen again.  The financial loss will also have a major impact on a person’s mental health as they could be concerned that their business may fall through as all the money may have been taken from the business accounts or an individual depending on the savings in the bank to get through daily life now has nothing. It is believed that 1.5 million people become a victim of cybercrime every day. This is going to have such an emotional impact on victims as they are no longer going to feel safe online and constantly paranoid. Many victims rarely try to deal with the situation due to the lack of cybercrimes that are apprehended so do not think that any justice will take place if they were to report it so are left feeling helpless, unsure of what to do and research highlights that many blames themselves for being cyber attacked. (Rahaman, 2017)
There are two types of cybercrime, the first including phishing and any other cybercrime that relates to theft of data through websites or malware viruses. However, although the seriousness of the first type, the second type is considerably more serious and potentially dangerous as it includes various crimes such as cyberstalking, child predation, blackmail or carrying out terrorist attacks. (Rahaman, 2017) Looking at the research surrounding cybercrime and children, it highlights how challenging it must be to ensure the safety of young children as statistics show that 42% of five- to seven-year-olds own a tablet and 92% of children between five and fifteen go online. This could potentially cause a significant increase in cybercrime as 49% of guardians have never reviewed the security settings on their child’s device to ensure that they are not able to view any inappropriate data online. (Open Access Government, 2019) This could also include ‘Webcam Managing’ where hackers access your webcam, so can potentially watch your keyboard, and determine what your password is or potentially record you in a personal way and use it as blackmail to obtain money or threaten to leak the footage. This would put victims under severe stress if their passwords were stolen as everything is at risk of being hacked. Additionally, victims would be very concerned and feel violated if they found out they were being watched through their laptop. (Henshaw, 2018)
To help individuals feel safer and not have a constant fear of cybercriminals, cyber security is in place to help reduce the risk of being a victim of a cyber crime. It is in place to protect the devices that are used daily such as computers, laptops, and mobile phones, as well as preventing any unauthorised individuals accessing confidential data or personal information stored on these devices and on online accounts. (NCSC, 2021)
It is believed that men aged between 18 and 31 are a target of cybercriminals, the younger generation as they access the internet the most so hackers have the most opportunity to perform a cyber-attack, with statistics stating that 80% of those have been a victim of cybercrime during their life. (Narisi, 2011) Although there is more of an ideal target for a hacker everyone is at risk of cybercrime and there are many ways that are advised to help prevent cybercrime, this includes being more aware of unexpected fraudulent emails, do not click on any links or attachment that you do not know is 100% legitimate. Another suggestion includes not accessing personal accounts such as an online banking app on a public Wi-Fi, ensure that websites are genuine before entering any personal or confidential information and do not download anything from an unknown website. Additionally, always keep device software updated as these target any security breaches and will protect the device network.  (Latto, 2020)
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