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Purpose
     This research and testing are been carried out to help Healios Pharmaceutical Company (HPC) who have been working hard to come up with the Covid 19 vaccine to help people. They are on the verge of coming up with the cure of the Covid 19 which will save millions of lives. They want to be totally sure their security system is well protected and save from intruders/attackers who might one to hack the system to compromise it or steal sensible information they have been working on. So, the decided to hire a pen tester who will perform all the various test on the website to make sure it is well secured and all areas of vulnerabilities are discovered and dealt with reassuring the company they are free and save from any sort of attacks. While doing this test, we make sure the company rules and guidelines are being followed to avoid policy breach which might put you the pen tester into serious problems.
    This testing was carried out on the period of December to January 2022 and some initial findings were discovered on different covers, and the full outcome of our testing struggle is been shown in this report and recommendations are been made where necessary.  
[bookmark: _Hlk93317699]Scope 
  The scope of this research is to perform a real-life pen testing on HPC website. We aim to analyze the website for weaknesses, technical flaws and vulnerabilities. We are going to perform black-box penetration testing on the website bring out all its vulnerabilities and document how they can be exploited.
   We will use the OWASP top 10 and other relevant attack techniques to guide us on the kind of attacks we will carry out on the website. Then we will write a detail report of all our findings on the website.
Application Authentication	Landing	Page
HPC Portal https:  https://healios-pharma.com/
[bookmark: _Hlk93317724]Introduction 
    Penetration testing of a website points out vulnerabilities which can be exploited by an attacker for his/her malicious reasons. Websites are perhaps one of the most valuable assets to businesses and organizations. The ability to provide customers and users with a well secured and safe online experience is very important now our days and helps maintain and increase the reputation of your organization and customers and user gain more trust and confidence in you.
   Now our days a lot of people turn to rely a lot on technology which has caused us to be more exposed to security risks and attacks especially on websites and web applications which are one of the most well-known causes of data breach against companies/organizations. Though some of these attacks are automated, not aimed at a particular target, there has been a rapid increase on website attacks which are targeted by cyber criminals, anonymous group and organized criminal gangs. The exist various motive for target attacks which are: [1]
· Malware injection 
· Website defacement 
· Denial-of-service (DOS) 
· Trying to obtain access to backend database which contains sensible information.
      Penetration testing on the company’s website or web app helps us point out all the security flaws that exist in the fundamental code, which may result in cyber-security vulnerability been exploited if present.
The experience pen tester will try to identify the recent web vulnerabilities and security flaws in your website or app, then applies successful security measures to mitigate the probability of security breach. 
The reason for carrying out this test is to secure and protect important data/information unauthorized users who may try to gain unauthorized access to the system. As soon as a vulnerability is identified, it is exploited to gain access to the network or system which contains sensible information. [2]
1) [bookmark: _Hlk93317764]Penetration testing 
   A penetration test (pen test) is the procedure of pointing out security vulnerabilities in an app or website by assessing the network or system with different malicious attacks/techniques. After the evaluation of the system the vulnerable areas of the system is been exploited through an authorized simulated attack [2]. A pen tester is also known as an ethical hacker and he helps discover vulnerabilities of our web applications, network, and computer system through penetration testing. 
  Pen testing helps assess the defense of any company or organization giving you a result on whether the systems is strong enough to stop security breaches or weak. Pen testing report provides corrective measures which can be taken into consideration to mitigate the risk of the system or network being attacked. [2]
1.1. [bookmark: _Hlk93317811]Penetration Testing Stages
     Pen testing process has 5 main stages which are:
· Planning and reconnaissance: 
This first stage involves defining the extent and goals of the test, the system to be tested and methods used in testing. It also involves intelligence/information gathering (e.g., mail server, domain names, and network) which helps us in understanding the working of a target and its vulnerabilities.
· Scanning:
Next stage is the understanding of how target app will react to different intrusion attempts. This is done by:
a) Dynamic analysis - where the code of an app in progress is been examined. This method of scanning is more practical, as it gives a real time scenario of an app’s performance.
b)   Static analysis – here an app code is been examined to determine its behavior while in running state. The entire code can be scanned by these tools in one go.

· Gaining access:
Web app attacks like SQL injection, cross site scripting, backdoors etc. are been used in this stage to discover the targets weaknesses. The ethical hacker then tries to exploit these vulnerabilities, by data theft, traffic interception, privilege escalation etc. to have an understanding of what damage can be caused on the system.

· Maintaining access:
In this stage the goal is to see if we can use the vulnerability to obtain lasting presence in the system been exploit. The goal here is to take as a model developed persistent threats, which hides itself in the system for months/years stealing organizations most sensitive information.

· Analysis:
At this stage, the compiled pen test report is been provided detailing:
a) All exploited vulnerabilities 
b) Sensitive information which was gained 
c) The total time spent by the pen tester in the system without being detected 
Pen tester/security personnel then analyze all these information to help configure a company’s WAF setting and help patch security vulnerabilities protecting the organization against future attack [3]

[image: Five Stages of Penetration Testing]
Figure 1: the pen test process 

1.2. [bookmark: _Hlk93317856] Pen testing methods 
· External testing 
Here the assets of companies visible on the internet is been targeted e.g., the organisations website, domain name servers (DNS), web apps and emails. The goal here is to obtain access and get sensible information.
· Internal testing 
Here the ethical hacker with who has access to an app behind a firewall mimics an attack by a malicious insider. This can be a case where phishing attack was used to still employee’s credentials.
· Blind testing
Here only the name of the targeted company/organisation is been given to the tester. Security personnel are been given a real-time scenario on how an authentic app attack is been carried out.
· Double-blind testing
Here no prior knowledge of the simulated attack is been known by the security personnel. Like in the real-world scenario there is no time for them to strengthen their defence before the attack is carried out.
· Targeted test 
Here the security personnel and tester both works together and update each other of their movements. This is an important training practice that gives real time feedback to the security team from the hackers’ point of view [3]
1.3. [bookmark: _Hlk93317907] Use of pen testing 
                      Remember the WannaCry Ransome attack which happened in may 2017. More than 2 million computers were locked off worldwide and the attackers asked for a Ransome to be payed to them in bitcoins crypto currency. This attack affected a lot of big organisations worldwide. With such massive form of attacks going on out there it is very important for organisations to do pen testing in their system on a regular interval to protect the system against breaches.
· Used in securing users’ data/information 
· Used in finding security weaknesses/vulnerabilities in a web app or websites
· Used in the discovery of loopholes in a system 
· It Is used as part of a software release cycle by many clients 
· Helps to protect financial or sensitive information while it’s been transferred through different systems
· Helps in the implementation of an efficient security strategy [2]
      Organisations/companies need to pick out security issues that exist in the computer system and internal network. With the help of these information gathered, companies can plan a security defence against any hacking attempt. Information security and data privacy are they greatest concern now our days.

1.4.  Things to be tested
· Hardware 
· Software (i.e., applications, OS and services)
· Processes 
· Network 
· End-user behaviour
1.5. [bookmark: _Hlk93318009] Causes of vulnerabilities   
· Connectivity: hackers can easily hack systems connected to an unsecured network i.e., open connections 
· Human errors: human factors like coding errors, sharing password, phishing sites, insider threats etc. can cause security breaches. 
· Password: we use password to stop unauthorized access. Password should be strong mixed letters, numbers and characters in your password. Do not tell anyone your password or write it down somewhere people can easily see it. easy to guess passwords should not be used.     
· Bad configuration of a system: if a system is wrongly configured it leaves weaknesses for attackers to hack the system and get whatever information they want.
· Complexity: now our days systems are made up of a lot of features to satisfy users need and the more features available the easier it makes it for the system to get attacked 
· Lack of trained staffs: if your staff has no knowledge on vulnerabilities and all they may make errors which will led to the system being attacked.
1.6. [bookmark: _Hlk93318109]  Pen test tools and companies 
                    Standard vulnerabilities present in a website or app can easily be identified using automated tools. These tools help us scan codes to identify errors in them or if they are malicious to the system which might cause a security breach. 
Security weaknesses in systems can be identified using pen test tools to examine data encryption techniques and trying to figure out hard-coded values like passwords and usernames.

[bookmark: _Hlk93318150]     1.6.1 criteria’s for selecting the best pen test tool 

·  It should easily scan your system
· Detailed vulnerability logs and reports should easily be detailed 
· Easy re-verification of previous exploit found 
· Easy to use, deploy and configure 
· Vulnerabilities should easily be classified based on severity and immediately fixed 
[bookmark: _Hlk93318193]1.6.2. recommended pen test tools 

· Intruder 
· Acunetix
· PowerShell- suite  
· Zmap
· Wireshark 
· Aircrack-ng 
· Metasploit
· Nmap   etc 

1.7.   Pen testing type 
It is always a good habit as a pen tester to familiarise yourself with the different types of pen testing available, as engagement vary on depth, duration and focus. The common ones include: [4]
·  Internal/external infrastructure pen testing: an evaluation of an on site and cloud network infrastructure, made up of switches, routers, firewalls, devices and system host. To carry out a test, the number of external and internal IPs to be tested need to be known, number of sites and their subnets. [4]
·  Wireless pen testing:  it finds unauthorised, open, and less secured hotspots or WIFI then connects to them. This test targets organisations WLAN and protocols. It also helps point out bad access points, WPA vulnerabilities. Here testers need to know number of guest networks and wireless network, SSIDs. [1] [2]
· Web app testing: here we can verify if the app is exposed to security weaknesses using software. The security vulnerabilities are been checked using this software in the particular environment. Here there is the evaluation of clients’ app and website delivered over the internet. Trying to discover building and coding flaws that can easily be exploited. Before carrying out this kind of test, access the static page, dynamic page and number of applications that require testing. [4] [2]
· Mobile app testing: this testing is done on OS like android, IOS to bring to identify authorisation, authentication, session handling and data leakage problems. The OS and version needs to be known in order for this test to be carried out [4]
·  Social engineering test: here the aim is to make people reveal sensitive information like important business information, passwords etc. this test mostly targets helpdesk employees and carried out through internet or phone. 
The main cause of vulnerabilities is human errors. Security policies and standards should be put in place and followed by all staff to prevent social engineering attacks. [2]
· Remote dial up war dial: modems in that area or zone are been searched and connection attempts are made by brute force or password guessing in order to get access to the system 
            The above is how pen testing is categorized 
     
1.8.  Different approaches to pen testing 
           They exist different approaches in pen testing and different vulnerabilities they try to exploit. The amount of information given to the pen tester will determine the scope and approach they will use to solve the problem.
These approaches include:
· Black box 
· Grey box 
· White box 

     1.8.1   Black box pen testing  
                       Black box pen test (external pen test) is one in which the pen tester is given little to no information at all about the organisations infrastructure in which the test has to be performed on. The advantage of this technique is that you simulate a real-world cyber-attack, where the pen tester takes the role of a uniformed attacker [5]
[image: black box penetration testing]
Figure 2: black box pen test
       This is one of the longest types of pen test carried out it might take up to 2 months to complete it. Regarding the time and effort used to plan, perform, test, and write the report business can pay close to £10,000-£25,000 depending on the scope of the project. The best and easy way to carry out a black box test is to perform or deploy a series of exploits known to work. This method is known as the “trial and error” method; however, this requires a high level of technical skills.

1.8.2 white box pen test
       White box testing (glass box, clear box, or internal pen testing) is the pen test in which the pen tester has complete access and knowledge to the organisation architecture and source code. White pen tester aims on conducting a comprehensive security audit of the organisations system and the pen tester is been provided with as much information about the system as possible. 
This makes the test less complicated and difficult since the pen tester has knowledge and a lot of information which a black box tester doesn’t have like app design, codes etc [5]
[image: white box penetration testing]
        Figure 3: white box pen test knowledge    
                       The disadvantage here is that give all the access and information to the pen tester it will take time for them to choose on what area to start and focus on. Also, expensive and advanced tools like debuggers are needed in this method of testing. This test may cost £4,000-£20,000 to conduct and it takes like two to three weeks to complete it.

1.8.3. Gray box pen test 
             Here, the tester has partial access and knowledge to the system or web app. Here the pes tester first tries to gain users privileged on a host then later on tries. To escalate this privileged to a domain admin.
[image: grey box penetration testing]
Figure 4: Gray box pen test (translucent test)

    One important advantage in this test Is that the report provided gives a more efficient assessment and focus on the network security system.
For example, instead of conducting a trial-and-error method pen testers conduct a Gray box test which gives reviews on the network diagram spotting areas with high risk and countermeasures can be taken to tackle the problem. [5]

1.9.  Pen Testing Techniques
· Manual Penetration Test
· Using automated penetration testing tools.
· Combination of both manual and automated processes.

Manual pen test: finding vulnerabilities using automated tools is quite difficult because some vulnerabilities can only be found by manually scanning. Based on the knowledge and skills attackers have on an app, it will help them conduct a good attack.
Humans can perform social engineering. Manual checks are made up of: business logics, design and code verification.
1.10.  Pen test process 
This are the processes pen test agencies and pen tester carry on. Vulnerability identification in the system is the first step and most important step. Countermeasures are done on the vulnerabilities found to correct them on till the system becomes negative to all test carried out.
1.10.1.  This process can be categories as follow
              
[image: Methods of manual penetration testing]
Figure 5: methods of pen testing

· Data collection: the exist several ways to collect data including google search which helps us get information on the system being targeted. The source code of the web page can also be used to analyze techniques in order to obtain more information on the system, plugins and software version. The exist different free tools out there which can help you get information like database, software version, hardware used etc.
· Vulnerability assessment:  we can find the security vulnerabilities in the system based on the information we collected in the first process. This information collected helps pen testers carry out and attack in regards to the weaknesses identified.
· Actual exploit: this is one of the most important steps it needs knowledge, technique and skills to carry out the attack on the system been targeted. Experience pen testers then launch the attack.
· Results in analysis and preparation of the report: after the pen test has been completed, a detailed report is been prepared in order to take corrective actions to secure the system. All vulnerabilities discovered are listed and their recommended corrective actions to in this report. This vulnerability report is customizable depending on the requirements of your organization. [2]



2) Penetration testing on the website 
       The first step here we will try to discover the IP address of the website using its domain name and find open ports in the website 
[image: ]
Figure 6: IP address discovery and ports 
         After performing the scan on the URL of the given website (https://Healios-pharma.com) we discovered its IP address which is 13.126.252.213 and found out the host is up. Out of the 1000 port scanned just 2 ports were open and all the rest not shown. Port 80 and port 443 TCP ports were opened running http and https services
We were also able to discover the operating system our target is using with the following Nmap command sudo nmap -O healios-pharma.com

[image: ]
Figure 7: operating system discovery 
The operating system is running a linux 2.4.X and a Microsoft Window xp|7|2012 and its servers.
We were also able to detect the OS, version, traceroute and scrip scanning using the -A
[image: ]
 Figure 8: version and traceroute discovery
We found the OS, version of the protocols which is Apache httpd 2.4.46 on port 80 running service http and Apache httpd (SSL-only mode) running service ssl/ssl. the distance between the network and your local network and the trace route. 
    When scanning a network, a lot of traffic is been send and received so u can easily be tracked. we want to avoid being found so in order for me to scan this website and make sure no one finds us easily we will cover our tracks using the following command in the figure below
[image: ]
Figure 9: covering tracks 
The D stands for decoy and we give in a decoy IP address and it targets it sends a duplicate traffic and confuse anyone trying to track you. 
1.     Next, we are going to use the following script to scan our host to find open ports and in addition will scan to find vulnerabilities that can be exploited (sudo nmap –script vuln healios-pharma.com)

[image: ]

[image: ]
Figure 10: vulnerabilities found using Nmap  
The following possible CSRF vulnerabilities were found: 
Path: https: healios-pharma.com:443/includes/subscribe.php
Form id: contact 
Form action: include/contact.php etc all the rest as shown in (figure 10) 
2.1.   Cross Site Request Forgery (CSRF)
                This attack forces end users to perform unwanted actions on a web app in which they are authenticated to. Attackers may trick users by sending them links through emails or chats when clicked the attacker can easily carry out his actions a successful CSRF attack can make the user to perform state changing request like changing email, fund transfer etc. if this attack is successful on the admin of the system the attacker can compromise the entire web app. Browsers request automatically has all cookies included in them that’s one reason why a CSRF attack can be carried out.
2.1.1.  how to defend against CSRF attacks
· CSRF token should be added to all state changing request and make sure they are been validated on the back end.
· Synchronize token pattern should be used for stateful software’s  
· Double submit cookies should be used for stateless software 
· Custom request headers should be used 
· Standard headers should be used to verify the origin 
· For state changing operation GET request should not be used.
   The login page of this website is hidden which makes it a little bit difficult to carry out the CSRF attack. 
2.1.2.  passive reconnaissance email harvesting with the harvester 
          We tried finding emails related to the website using email theHavester but could not find any then we used whois and had a bunch of information like the phone number emails etc. as shown in the figure below
 [image: ]
     [image: ]
[image: ]
Figure 11: scan results using  whois 
  2.2.  Clickjacking
          Using the web application testing tool called Acunetix we were able to find out some vulnerabilities which can be exploited in the website. Click jacking (UI redress attack, user interface redress, UI redressing) is a spiteful way in which web users are been tricked to click on something different from what he/she recognise they are clicking on, as a consequence sensitive and confidential information are been revealed or their computer is been taken control over by the hacker when the click on apparently on the harmless web page. The clicks done by the user are been hijacked by the attacker on the page and routed to another page owned by some other domain, app, or both.
It is also possible to hijack key strokes using same method. Using well-structured iframe, text boxes, and stylesheets a user can type in their password, bank details and other sensitive information thinking it’s been typed in the legitimate frame while its instead goes to an invisible frame controlled by the attacker.   
      The server did not return an X-FRAME-OPTION header which means that the website is vulnerable to clickjacking attack. The X-FRAME OPTION HTTP response header can be used to tell whether a browser should be allowed to render a page inside a frame or not.
The vulnerability affects http://healios.com/
Discovered by Scripting (Clickjacking_X_Frame_Options.script)
[image: ]
[bookmark: _Hlk93324206]    Figure 12: clickjacking and cookies vulnerabilities found using acunetix
2.2.1. why I choose Acunetix
    Acunetix is a strong automated web app testing tool that helps examine websites by checking for all forms of weaknesses like: cross site scripting, sql injections etc. any website or app available over the internet can be scanned using Acunetix it uses http and https protocols. 
It gives us a unique and strong feature for analyzing custom and off shell web apps. It has an advance crawler which can locate almost all files [6]
2.2.2. Advantages of using Acunetix
 - because of its capabilities to provide a lot of information about vulnerabilities, it enables you to locate and fix them quicker 
- since it understands the behavior of the web app, when scanning the website, it reduces false positive.
- alerts the user of misconfiguration problems or sensitive information which are been exposed 
- tells you how to better secure your web app settings 
- more sql injections can be detected using this [6] etc.
2.2.3.  how to defend against click jacking 
The exist several methods to prevent this form of attack 
· A defensive code is been implemented in the UI to make sure that the current frame is the most top level.
· The proper CSP (content security policy) should be sent, frame ancestors directive response headers which the browser gets instruction from to stop framing coming from other domains.
· JavaScript code should be implemented in the page to prevent it from loading in a page 
· Use the SameSite cookies attribute to prevent the inclusion of session cookies 
· Multiple attack vectors should be used when securing website and system 
· Anti-clickjacking Add-ons should be used on the client site of the website some browsers like Firefox have them [7]
2.2.4. how to fix clickjacking 
    Clickjacking is caused when third party websites gain permission and use iframe to embed the vulnerable site. Setting up HTTP Headers to prevent the website from been iframed will help stop this attack. This can be done when servers are been configured on the two-response header: JavaScript code and X-Frame-Options Content-Security-Policy that stops the iframe. Third way is use JavaScript code to burst the frame. 
· X frame option: it is a respond header. It is used to protect websites against clickjacking. We can use this to tell whether a browser is allowed to render a web in iframe or not by setting its value as follow:
             X-FRAME-OPTIONS: DENY: using this no site will be allowed to load page in a frame 
            X-FRAME-OPTIONS: SAMEORIGIN: here the page can still be used as long as the site adding               it to the frame is same as the one serving it
         X-FRAME-OPTIONS: ALLOW-FROM uri: here if this is been specified, the site can only be displayed in the frame by specified URL. Doesn’t work anymore with new browsers  [8]
· HTTP Content-Security-Policy: this header allows admins of websites manipulate resources which user agents load for a given page.
2.2.5 classification 
        
CWE
CWE-693
CVSS Base score:  6.8 — AV:N/AC:M/Au:N/C:P/I:P/A:P
Access Vector: Network
Access Complexity: Medium
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: Partial
Availability Impact: Partial


2.3. cookies without HTTPONLY flag set 
         This was discovered using same web app testing tool Acunetix. The HTTPOnly flag is not set in the cookies of this website. When the httponly flag is being set on the cookies, it tells the browser that only the server can access the cookies and not the client-side script. It is an important security protection for session cookies. When the httponly attribute is placed on the cookies, that ensures that the cookies value can’t be read or set by client-side JavaScript. This makes most client side attacks like CSS harder to carry out [9]
The vulnerability affects: http://healios.com/
Discovered by Crawler  
2.3.1. how to fix it 
    We simply set the HTTPOnly flag for this cookie on the website 
2.3.2. classification 

CWECWE-16
CVSS Base score:  0 — AV:N/AC:L/Au:N/C:N/I:N/A:N
Access Vector: Network
Access Complexity: Low
Authentication: None
Confidentiality Impact: None[endnoteRef:2] [2: ] 

Integrity Impact: None
Availability Impact: None
3) Finding vulnerabilities in the website using Nessus
     Nessus is a security scanning tool which is used to scan websites, apps, networks, computers etc and provides all the possible vulnerabilities it found during the scanning process which hackers can use to gain access to the system and perform their malicious act. Nessus runs over 1200 checks on the system trying to find weaknesses attackers could exploit. If you are an administrator or pen tester in an organisation its always advisable to use Nessus to scan for vulnerabilities and viruses which attackers could possibly use to get into the system. Nessus doesn’t protect your computer from attacks it just helps in the sense that, it provides all possible vulnerabilities in the system it is now up to the admin or pen tester to research, get solutions and patch these vulnerabilities found [10]
3.1 advantages of Nessus 
· When compared with other scanners, Nessus doesn’t make assumption on the configuration of your server (e.g., assuming port 80 is always the web server) which makes other scanners miss important vulnerabilities in the system.
· Nessus has all recent information on new attacks and vulnerabilities. A list is been updated daily on new vulnerabilities by the Nessus team  
· Nessus is highly extensible; it provides a scripting language for testing the system. It also provides a lot of free plugins on the Nessus plug in site.
· Nessus is an open-source tool you can easily download it for no cost at all.
· When a vulnerability is been detected, Nessus also provides a way to patch these vulnerabilities.
· Nessus shows you the vulnerabilities which needs immediate attention and which one should be addressed in first place
3.2 some important information about the host which we discovered using the Nessus tool
          We downloaded and installed the Nessus web app testing tool and performed a scan on our Host IP address which is the 13.126.252.213. Both a basic network scan and web application scan was carried out and the following information was gotten after the scan was completed.
 3.2.1 Operating system identification:
     A combination of remote probes was used (e.g., SMB, HTTP, TCP/IP, NTP, etc) it was possible to obtain the name of the OS and version the Host is using.
emote operating system: Linux Kernel 2.6
Confidence level: 65
Method: SinFP
The remote host is running Linux Kernel 2.6
Risk Information
Risk Factor: None
Vulnerability Information
Asset Inventory: True
3.2.2 jQuery Detection
              This is a JavaScript library build to ease html Dom tree manipulation, traversal, event handling ajax and CSSs animation and it also enables the use of JavaScript on a website [11]
Output
  URL: http://ec2-13-126-252-213.ap-south-1.compute.amazonaws.com/assets/js/jquery-2.1.0.min.js
  Version: 2.1.0
Hosts
80 / tcp / www	
13.126.252.213
  URL: https://ec2-13-126-252-213.ap-south-1.compute.amazonaws.com/assets/js/jquery-2.1.0.min.js
  Version: 2.1.0
Hosts
443 / tcp / www	
13.126.252.213
Risk Information
Risk Factor: None
Vulnerability Information
CPE: cpe:/a:jquery:jquery
Asset Inventory: True
3.2.3 SSL Root Certification Authority Certificate Information
             An SSL certificate chain that has a self-signed root Certification Authority certificate at the top of the chain is been used by the remote service 
     [image: ]
Figure 13: root certification authority for Healios
3.2.4 PHP Version Detection
       Nessus was able to determine the version of PHP available on the remote web server.
Output:
Nessus was able to identify the following PHP version information:
  Version: 7.2.34
  Source: X-Powered-By: PHP/7.2.34
Hosts
443 / tcp / www	
13.126.252.213
80 / tcp / www	
13.126.252.213
Risk Information
Risk Factor: None
Vulnerability Information
CPE: cpe:/a:php:php
Asset Inventory: True
3.2.5 OpenSSL Version Detection 
   We were able to extract the OpenSSL version from the web server's banner using using Nessus. Keep in mind security patches in a lot of scenarios are backported and the patch level is not shown on the display number. The use of this to pick out vulnerable software is might lead to false detection.
Output:
  Source: Apache/2.4.46 () OpenSSL/1.0.2k-fips
  Reported version: 1.0.2k
  Backported version: 1.0.2zzzz
Hosts
443 / tcp / www	
13.126.252.213
80 / tcp / www	
13.126.252.213
risk Information
Risk Factor: None
Vulnerability Information
CPE: cpe:/a:openssl:openssl
Asset Inventory: True
3.2.6 Nessus SYN scanner
This is a SYN 'half-open ‘plugin port scanner. it's faster even once facing a target with firewall.
Keep in mind that that SYN scans area unit less interrupting than transmission control protocol scans against broken services, however issues might stumble upon for fewer strong firewalls and conjointly leave unclosed connections on the remote target, if the network is loaded.
Solution:
Protect your target with an IP filter.
Output:
Port 80/tcp was found to be open
Hosts
80 / tcp / www	
13.126.252.213
Port 443/tcp was found to be open
Hosts
443 / tcp / www	
13.126.252.213
3.2.7 Apache HTTP Server Version
       Apache HTTP Server running on the host, an open-source web server. The version number could be read from the banner.
Output:
  URL: http://ec2-13-126-252-213.ap-south-1.compute.amazonaws.com/
  Version: 2.4.46
  backported: 1
[bookmark: _Hlk92125899]Hosts
443 and 80 / tcp / www	
13.126.252.213
Risk Information
Risk Factor: None
Vulnerability Information
CPE: cpe:/a:apache:http_server
Asset Inventory: True
3.2.8 Service Detection
   Nessus could determine the remote service by its banner or by observing the error message it sends once it receives associate degree protocol request
Output
A web server is running on this port.
Hosts
80 / tcp / www	
13.126.252.213
A web server is running on this port through TLSv1.2.
Hosts
443 / tcp / www	
13.126.252.213
A TLSv1.2 server answered on this port.
Hosts
443 / tcp / www	
13.126.252.213
[bookmark: _Hlk92116142]3.2.9 SSL Perfect Forward Secrecy Cipher Suites Supported
          The remote host supports the utilization of SSL ciphers that provide perfect Forward Secrecy (PFS) secret writing. These cipher suites make sure that recorded SSL traffic can't be broken at a future date if the server's private key is compromised.
[image: ]
Figure 14: SSL Perfect Forward Secrecy Cipher Suites Supported
[bookmark: _Hlk92116399]3.2.10 SSL Cipher Suites Supported
         This plugin tells us which SSL ciphers are supported by the remote service for encrypting communications.
[image: ]
Figure 15: SSL Cipher Suites Supported output
3.2.11 HTTP/2 Cleartext Detection
     HTTP server that supports HTTP/2 running over cleartext TCP (h2c) is been ran on the remote host 
Solution:
Limit incoming traffic to the present port if desired
Output:
   Direct HTTP/2 connections are supported by the server without encryption.
Hosts
80 / tcp / www	
13.126.252.213
3.2.12 HSTS Missing from HTTPS Server
        The remote hypertext transfer protocol server isn't implementing HTTP Strict Transport Security (HSTS). HSTS is a respond header, which is optional to configure on the server to tell the browser to communicate using only HTTPS. The absence of HSTS permits downgrade attacks, SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.
Solution:
The remote web server should be configured to use HSTS
Output:
  The remote HTTPS server does not send the HTTP “Strict-Transport-Security" header.
Hosts
443 / tcp / www	
13.126.252.213
3.2.13 Web mirroring
      A mirror of the remote website can be made using this plugin and the CGIs list used by the remote host ca be extracted. It is advisable to change the number of pages that can be mirrored in the client’s option section
.[image: ]
Fig: web mirroring information 
     3.2.14 Web Application Sitemap
            They exist linkable content on the remote web which an attacker can use to gather information about the target 
[image: ]
Fig 15: linkable contents 
3.2.15 Web Application Potentially Sensitive CGI Parameter Detect
        
3.3 some vulnerabilities discovered 
     The following vulnerabilities were captured during the scan and attackers could use these vulnerabilities to exploit the system:
[bookmark: _Hlk92117297]3.3.1 SSL Cipher Suites Supported
       This plugin checks expiry dates of certificates associated with SSL- enabled services on the target and reports whether any have already expired. The SSL cipher suites for our target host (healios-pharma.com) was found to be expired meaning attackers can easily exploit through this way. Information about it is given in (figure 16) below 
Solution:
Purchase or generate a new SSL certificate to replace the existing one.
Plugin Details
Severity: Medium
ID:15901
Version:1.50
Type: remote
Family: General
Published: December 3, 2004
Modified: February 3, 2021

[image: ]
Figure 16: expired SSL Cipher Suites
[bookmark: _Hlk92118521]3.3.2 SSL Self-Signed Certificate
       The X.509 certificate chain for this service isn't signed by a recognized certificate authority. If the remote host could be a public host in production, this nullifies the utilization of SSL as anyone may establish a man-in-the-middle attack against the remote host.
Note that this plugin doesn't check for certificate chains that finish during a certificate that's not self-signed, however is signed by Associate in Nursing unrecognized certificate authority [12]
Solution:
buy or produce a correct SSL certificate for this service.
Plugin Details
Severity: Medium
ID:57582
Version:1.5
Type: remote
Family: General
Published: January 17, 2012
Modified: April 27, 2020

[image: ]
Figure 17: Self-Signed Certificate SSL
3.3.3 SSL Certificate Cannot Be Trusted
       [image: ]
    [image: ]
Figure 18: expired ssl certification chain and solution 
3.3.4 HTTP TRACE / TRACK Methods Allowed
          These are http methods used to troubleshoot connections on web servers. An attacker may be able to abuse the trace and track functionality to obtain important information in http headers when http request is been made [13]
Solution:
These http methods should be disabled. For this method to be disabled, the following line should be added for each virtual host in your config file as shown in (figure 19) for both 443 and 80 / tcp / www on host 13.126.252.213.
 [image: ]
Figure 19: how to disable trace and track method 
3.3.5 jQuery 1.2 < 3.5.0 Multiple XSS
       In regards to our scan performed on the target host; it was discovered that the host is running an older version of jQuery which makes is vulnerable to multiple cross site scripting.
Solution:
It should be updated to jQuery version 3.5.0 or latest 
[image: ]
Figure 20: jQuery version installed and its fixed version 
3.3.6 PHP < 7.3.28 Email Header Injection
       After the scan was completed, it was discovered that the remote host web server was running an older version of php which can be affected by an email header injection vulnerability, in regard to a failure in the handling of the CR-LF sequences in the header fields. Line feed characters can be inserted into the email header by an attacker trying to exploit the system to obtain complete control over the header contents. 
Solution:
Install or upgrade to PHP version 7.3.28 or recent php version 
Risk factor and severity:
Medium 
[image: ]
[bookmark: _Hlk92155933]Figure 21: PHP version installed an its fixed
3.3.7 PHP 7.2.x / 7.3.x < 7.3.22 Memory Leak Vulnerability
      The remote web server is of the host is running php version 7.2.x which or prior which is the old version. This version is affected by a memory leak vulnerability in the LDAP component which attacks could use to carry out a denial-of-service attack.
Solution:
A latest version of php should be installed or old one upgraded to version 7.3.22 or recent.
Risk severity:
High 
[image: ]
Figure 22: PHP version installed an its fixed for memory vul
      3.3.8 PHP < 7.3.24 Multiple Vulnerabilities
            The php version running here is an older version which can be affected by multiple vulnerability 
Solution:
A recent version should be installed or old one upgraded to 7.3.24
Severity level:
High 
[image: ]
Figure 23 : récent PHP version installed for multiple vulnerability 
3.3.9 PHP Unsupported Version Detection
         Looking at the version of php running on the remote host, it doesn’t support the installation of php any more so this implies that, they won’t be new security patches which leads to security weaknesses for attackers to exploit.
Solution:
Upgrade or install a php version which is currently supported.
Severity level: critical 
[image: ]
Figure 24: php version supported 
3.3.10 Browsable Web Directories
     Browsable directories were identified on the web server by multiple Nessus plugins 
Solution: 
Ensure that this browsable directories do not content important information that attackers can use or give access to exploitable resources. For any containing sensitive information, access restriction should be used and directory indexing should also be disabled.
Severity: medium 
[image: ]
Figure 25: browsable directories on the host 

[image: ]
Fig: portal 

[image: ] 
Fig: assets 
3.3.11 Web Application Potentially Vulnerable to Clickjacking 
     Well, I have already explained a lot on click jacking in (2.2) so will just show you a screen shoot of what the Nessus scanning app was able to discover on it.
Severity and risk factor:
Medium 
[image: ]
Figure 26: click jacking pages in the host (healios-pharma.com) 
3.4 using zenmap to scan the host (healios-pharma.com)
            When we talk of zenmap it is similar to Nmap but, it is the graphic user interface of Nmap scanner. Zenmap was created to ease the use of Nmap to perform scan. It is an open source, multi-platform application (i.e., free to download and use). Zenmap makes it easy for beginners to use   while still giving us the experience with advanced features. Here we can save frequently used scans as a profile to enable it run repeatedly in an easy way. We can save and view scan results later. We can check the results of saved scan and compare them together to see their difference. Scan results are been kept in a database [14]
3.4.1 advantages of zenmap and why some people will prefer it to Nmap 
· It gives us the normal Nmap results and also and show us all ports on a host by arranging its display. It also shows us which particular services hosts are running. Details about a complete scan or single host can easily be summarized in suitable display. A topology map of the networks found can be drawn using Zenmap. Output of different scans can be but together and views as one.
· It has the capability to compare two scans and bring out their differences which makes it easy for admins to track new services or host which pops up on the network.
· It keeps track of all the scan results you have performed till u decide to dump them away 
· It commands facilitates the task of repeatedly running exact same scan more than ones 
· It has a lot of options which is amazing for beginners. It interface helps show which command will be run making it easy for beginners to learn and understand [14]
[bookmark: _Hlk92781978]3.4.2 scanning our host (healios-pharma.com) using zenmap 
            An intense scan was carried out on our host (healios-pharma.com) and zenmap was able to provide us with a lot of information about the host which we could use to attack or check for vulnerabilities [image: ] [image: ]
[image: ][image: ]
Figure 27: scanning the host using GUI of Nmap 
3.5 Using the command uniscan on Linux to detect vulnerabilities on our host.
          Uniscan is a web vulnerabilities scanner that is used to look for weaknesses in a host like remote cmd execution, local and remote files etc. this command was used on the targeted host and we were able to obtain some information which is documented and will be attached to this pen test file when submitting name of the file is (uniscan.log). all our finding using uniscan has been documented In this file.
3.5.1 some important findings we discovered using uniscan on the host 
 
· Emails:     
       E-mail Found: humbedooh@apache.org
       E-mail Found: kevinh@kevcom.com
       E-mail Found: info@healios-pharma.com
       E-mail Found: mike@hyperreal.org
· External hosts:
      External Host Found: http://httpd.apache.org

| Directory check:
        CODE : 200 URL : http://13.126.252.213/assets/
        CODE : 200 URL : http://13.126.252.213/icons/
        CODE : 200 URL : http://13.126.252.213/includes/
[bookmark: _Hlk92916943]        CODE : 200 URL : http://13.126.252.213/portal/

      This directory link (http://13.126.252.213/portal/) which we discovered takes us to the sign in page of the healios-pharma website. This page is hidden from the website no one can find it except pen testers when carrying out test. With is login page been discovered we can now try to gain access to the database i.e., we will try to hack the login page to access the database and later on gain admin privilege.

[image: ]
Figure 28: sign in page of host hidden from users 
       
    Using the uniscan command on Linux we weren’t able to discover any form of vulnerability as documented in our file. A lot of other useful information was found which is all documented in the (uniscan.log) file please check file.

3.6 finding weaknesses using N-STALKER tool and solution
        N-stalker is a web scanner tool which helps assess your network or web applications. It plays an important role when it comes to app security testing. It is well trusted when we talk of browser weaknesses. It makes applications readily connected to it using the configuration section. It still works well with apps which has a lot of codes and complex apps. Data here can be exported in different formats for presentation reasons using the reporting features. 
3.6.1 advantages of N-STALKER 
· Depending on the area of test it enables us to customize our scan.
· It is used for compliance test making sure dangerous materials are not incorporated in your website.
· It assesses web resources as individual components and examine their relationship. (htt)
· The most complete form of web attack signatures are been used to scan your network system (htt)
3.6.2 screen shots of vulnerabilities discovered using n-stalker 
  [image: ]
Figure 29: vulnerabilities discovered using N-Stalker scanner 
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    A lot of other weaknesses was discovered how an attacker could hack the host which is too broad and I can’t put all of them here. We discovered all of these vulnerabilities using N-Stalker and some of the vulnerabilities we have already spoken about them previously when discussing about the Nessus scanner.
3.7 scan results found using Nikto scanner 

[image: ]
[bookmark: _Hlk93325350]Figure 30: nikto scan result 
3.8 budget 
           The total cost of carrying out this penetration test is almost free kali Linux free to download, VMware work station was used on my windows computer but had to pay for parallels which is a virtual machine for MAC operating system M1 CHIP which do not support VMware which cost around £80 most of the other resources I used have been kind of free. I had a windows 10 OS which I installed on my virtual machine on my windows laptop. I used 2 laptops to carry out this project a MacBook m1 chip and a windows ASUS laptop which made it a little difficult for me my windows laptop lacked space which made the virtual machine and the entire laptop too slow. Some of the resources was been given to us by the lecturer like Nessus, N-stalker etc. 

	                                Items
	                      Budget cost 

	VMware workstation
	£0

	Parallel 
	£80

	Kali Linux
	£0

	Windows os 
	£0

	Nessus, N-stalker and all tools
	£0

	Pen test tool online
	£0

	Nikto
	[bookmark: _Hlk93230396]£0


Figure 31: budget table 
3.8.1. cost to fix vulnerabilities discovered and fix
      Most of the vulnerabilities discovered just requires us to update the settings and libraries into latest versions like: the JavaScript libraries need update, PHP version update which cost nothing, jQuery updates etc. all the vulnerabilities and their weaknesses have been listed above. 
     The only thing which will require payment is the purchase of the latest SSL certification which will cost about £50 a year depending on where u purchase it from. And like we can see from the screen shots above most of the vulnerabilities came from the expired SSL certification so purchasing and installing latest one will patch most of the SSL vulnerabilities. 
   My hourly rate to find out all the possible vulnerabilities in the host and carry out the fix will be £31.25 an hour so depending on how many hours I spent on it we will be looking at the rate.
   
	Name 
	Planned start date 
	Planned finish date 
	Planned duration  
	Planned cost 
	Planned resource cost 

	Evaluation 
	15/01/2022
	17/01/2022
	3 days 
	31.25 per hour
	£130


Figure 32: time table for execution 
4   Research into cyber security incident and defensive technique case
Study
[bookmark: _Hlk93327427]         Due to the fact that Nera was been sideline by the management after working for 6 months on the covid 19 treatment project, she was disappointed that she wasn’t rewarded after all her efforts on this project she was angry and quit the company doing that she also deleted all important information and documents she worked on related to the project. And if healios-pharma company is unbale to retrieve this important document they will lose 3 million USD so the hired m Ceac Cybersecurity and Forensics Ltd (CCFL) to help investigate and recover the important documents which Nera deleted.
4.1 process and procedure to recover deleted files 
        As a digital forensic you must know how to recover deleted file which is very important. Deleted files stays on the storage medium till it is overwritten. When the file system is overwritten, if a suspect deletes any evidence file, they still remain so it’s still possible to recover them. When your hard disk is been defragmented, that’s when deleted files can be overwritten by your computer. (OTW, 2021)
      Firstly, we need to ask those who previously tried recovering the data what the found and if by any chance did, they Take photographs of Nera’s computer and all hardware/software connected to it. Because the first people or person who touched her computer after she left is the first responder and you need to know all what he found immediately when the turned on her computer. They had to document all hardware’s and software connected to it. He needs to protect all evidence found from the crime scene and makes sure no one tempers with them. So, you coming as a second investigator send by the company makes it a little bit difficult because the data had already been tempered with by HPC’s IT department who failed to retrieve it.
4.1.1 procedure to protect and document the evidence 
· Tag all evidence found to uniquely identify them 
· Use a chain of custody to record every process 
· The log book of the process 
4.1.2 data analysis 
Data analysis technique depends on the scope of the case and requirement of the client which is to recover the files Nera deleted. This data analysis phase includes 
· Analysis of the file content 
· Date and time when the files were created and modified 
· User association with file 
· Location and physical storage of files 
Forensic tools like Recuva or autopsy which we will use to recover the files aids in the analysis and sorting of huge volume of data.
4.1.3 evidence assessment
    A thorough assessment is been conducted reviewing the search warrant, hardware, software etc. installed in Nera’s computer. Be aware of hidden evidence and take precautions to secure it and check if it is necessary to perform other forensic processes on the incident to obtain more digital evidence.
  We need to determine what kind of evidence we are searching for which is easy because our client already told us what Nera deleted and what they are searching for.
  Determine where to carryout the examination of the evidence after the assessment. Nera’s computer can be taken to a forensic lab with all its peripherals or we secure the area and make sure no one is there apart of the main individuals carrying out the research then start the retrieval.
4.1.4 recovering the deleted files 
[bookmark: _Hlk93330778][bookmark: _Hlk93330841]       Here we are going to recover all files deleted by the suspect. We will use the open-source tool the sleuth kit (TSK) which is free to download to carry out the identification and recovering of the files the suspect deleted. TSK is a Linux base software, but a GUI of this software has been developed for windows computer called Autopsy. We will use autopsy in the retrieval process and screenshot will be shown below of what we obtained as evidence.
    Since no data has been given, I created a folder but, in some documents, then deleted those documents then used autopsy to retrieve them back. Also, I used an empty 7.19 USB drive which had files I deleted previous years ago to carry out this experiment. Though it was empty I still formatted drive twice to make sure the experiment is effective, installed autopsy on my laptop and started the retrieval process which took several minutes for the process to complete images are shown below 

[image: ]
Figure 32: empty USB drive LATO (F:)
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Figure 33: deleted files from 2021 was discovered 
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Figure 34: extraction of file to selected folder
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Figure 35: Retrieved files 
 The professional forensic report and the invoice are found in the report folder uploaded as additional document 
5 Conclusion 
      In part one related to the pen testing several tools were been used to carry out the pen test on our host (Healios Pharmaceutical Company (HPC). With each tool having different functionality we were able to discover some weaknesses which attackers could easily use to exploit the host using some tools like Nessus, n-stalker etc. with other tool, we didn’t get such information they just gave us information about the host but didn’t give its vulnerabilities that’s why several tools were been used to carry out this experiment. For all the vulnerabilities we discovered, their solution was been given on how to fix it and its preventive measures. The total payment of work and cost of software was listed to. In conclusion they were vulnerabilities in the host which attackers could use to exploit the system.
For the second part we were able to carry out the analysis and technique on how to retrieve and restore deleted information (documents, pictures, videos etc.) on a drive. And a report of the steps we used to carry out this restoration was given in our report and an invoice was provided on the total cost of carrying out this process and restoring the deleted files.
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Nmap done: 1 IP address (1 host up) scanned in 13.96 seconds

(lato® lato)-[~]
Cs'
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MA
(lato® lato)-[~]
$ sudo nmap -0 h -ph
0<Start1ng Nmap 7.91 ( https: //nmap org ) at 2021-11-27 15:31 CST
NeNmap scan report for healios-pharma.com (13.126.252.213)
Host is up (0.085s latency).
0SrDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.amazonaws.com
NTNot shown: 998 filtered ports
~ PORT STATE SERVICE
80/tcp open http
~443/tcp open https
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose
Running: Linux 2.4.X, Microsoft Windows XP|7|2012
0S CPE: cpe:/o:linux:linux_kernel:2.4.37 cpe:/o:microsoft:windows_xp::sp3 cpe:/o:microsoft:windows_7 cpe:/o:microsoft:windows_server_2012
0S details: DD-WRT v24-sp2 (Linux 2.4.37), Microsoft Windows XP SP3, Microsoft Windows XP SP3 or Windows 7 or Windows Server 2012

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.23 seconds
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' —(lato® lato)-[~]
1§ sudo nmap -A healios-pharma.com
‘Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 15:35 CST
Nmap scan report for healios-pharma.com (13.126.252.213)
Host is up (0.031s latency).
rDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.amazonaws.com
Not shown: 998 filtered ports
PORT STATE SERVICE VERSION
80/tcp open http  Apache httpd 2.4.46 (() OpenSSL/1.0.2k-fips)
_http-server-header: Apache/2.4.46 () OpenSSL/1.0.2k-fips
_http-title: Did not follow redirect to https://healios-pharma.com/
443/tcp open ss1/ssl Apache httpd (SSL-only mode)
_http-server-header: Apache/2.4.46 () OpenSSL/1.0.2k-fips
_http-title: Healios Pharmaceutical Company
ssl-cert: Subject: commonName=healios-pharma.com
Subject Alternative Name: DNS:healios-pharma.com, DNS:www.healios-pharma.com
Not valid before: 2021-11-18T00:43:09
_Not valid after: 2022-02-16T00:43:08
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: leP|genera1 purpose
Running: Actiontec embedded, Linux 2.4.X|3.X, Microsoft Windows XP|7|2012
0S CPE: cpe:/h:actiontec:mi424wr-gen3i cpe:/o:linux:linux_kernel cpe:/o:linux:linux_kernel:2.4.37 cpe:/o:linux:linux_kernel:3.2 cpe:/o:microsoft:windows_xp::s
p3 cpe:/o:microsoft:windows_7 cpe:/o:microsoft:windows_server_2012
0S details: Actiontec MI424WR-GEN3I WAP, DD-WRT v24-sp2 (Linux 2.4.37), Linux 3.2, Microsoft Windows XP SP3 or Windows 7 or Windows Server 2012
Network Distance: 2 hops

TRACEROUTE (using port 80/tcp)

HOP RTT ADDRESS

1 10.64 ms 192.168.94.2

2 9.70 ms ec2-13-126-252-213.ap-south-1.compute.amazonaws.com (13.126.252.213)
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L—(‘lato@ lato)-[~]

$ sudo nmap -sS -D 13.126.252.80 healios-pharma.com

[sudo] password for lato:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 17:42 CST
Nmap scan report for healios-pharma.com (13.126.252.213)

Host is up (0.025s latency).

rDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.amazonaws.com
‘Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 7.73 seconds
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Places @ Terminal Nov27 17:20

BH Applications
| j+§ lato@lato: ~

LS sudo nmap - scrlpt vuln healios-pharma.com

Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 15:46 CST

Pre-scan script results:

broadcast-avahi-dos:

‘ Discovered hosts:

224.0.0.251

‘ After NULL UDP avahi packet DoS (CVE-2011-1002).

| Hosts are all up (not vulnerable). 1{

Nmap scan report for healios-pharma.com (13.126.252.213)

Host is up (0.017s latency).

rDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.amazonaws.com

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-dombased-xss: Couldn't find any DOM based XSS
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.

443/tcp open https

http-csrf:
Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=healios-pharma.com
Found the following possible CSRF vulnerabilities:

Path: https://healios-pharma.com:443/
Form id: contact
Form action: includes/contact.php

Path: https://healios-pharma.com:443/
Form id: subscribe-now
Form action: includes/subscribe.php

Path: https://healios-pharma.com:443/includes/contact.php
Form id: contact
Form action: includes/contact.php

Path: https://healios-pharma.com:443/includes/contact.php
Form id: subscribe-now
Form action: includes/subscribe.php
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a lato@lato: ~

Path: https://healios-pharma.com:443/includes/contact.php
Form id: contact
Form action: includes/contact.php

Path: https://healios-pharma.com:443/includes/contact.php
Form id: subscribe-now
Form action: includes/subscribe.php

Path: https://healios-pharma.com:443/index.php
Form id: contact
Form action: includes/contact.php

Path: https://healios-pharma.com:443/index.php
Form id: subscribe-now
Form action: includes/subscribe.php

Path: https://healios-pharma.com:443/includes/subscribe.php
Form id: contact
Form action: includes/contact.php

Path: https://healios-pharma.com:443/includes/subscribe.php
Form id: subscribe-now
o Form action: includes/subscribe.php
_http-dombased-xss: Couldn't find any DOM based XSS.
http-enum:
/icons/: Potentially interesting folder w/ directory listing
/includes/: Potentially interesting folder
/portal/: Potentially interesting folder
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
_http-trace: TRACE is enabled
_http-vuln-cve2017-1001000: ERROR: Script execution failed (use -d to debug)
_sslv2-drown:

Nmap done: 1 IP address (1 host up) scanned in 1379.70 seconds
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lato@lato:

—$ theHarvester -d healios-pharma.com -1 500 -b google

il
\ \////
I

e _| | |\___| \Y \__._

theHarvester 4.0.0

Coded by Christian Martorella
Edge-Security Research
cmartorellagedge-security.com

:
3
;
3
3
]

‘l \v/

-
/

/0\e—. | | 7 \_\___

\
-/
I-

P

*] Target: healios-pharma.com

Searching @ results.

Searching 100 results.

Searching 200 results.

Searching 300 results.

Searching 400 results.

Searching 500 results.
*] Searching Google.

*] No IPs found.
*] No emails found.

*] No hosts found.
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3o Applications  Places @ Terminal Dec25 5:07 AM
a lato@lato: ~

lato@ato: ~ lato@lato: ~

Registrant Postal Code: 80201

Registrant Country: US

Registrant Phone: +1.7208009072

Registrant Fax: +1.7209758725

Registrant Email: https://ww.name.con/contact-domain-whois/healios-pharma.con
Registry Admin ID: Not Available From Registry

Admin Name: Whois Agent

Aduin Organization: Domain Protection Services, Inc.

Adnin Street: PO Box 1769

Aduin City: Denver

Adnin State/Province: CO

Aduin Postal Code: 80201

Adnin Country: US

Aduin Phone: +1.7208009072

Adnin Fax: +1.7209758725

Adnin Email: https://w.name.con/contact-domain-whois/healios-pharma.con
Registry Tech ID: Not Available From Registry

Tech Name: Whois Agent

Tech Organization: Domain Protection Services, Inc.

Tech Street: PO Box 1769

Tech City: Denver

Tech State/Province: CO

Tech Postal Code: 80201

Tech Country: Us
Tech Phone: +1.720800
Tech Fax: +1.7209758725

Tech Email: https://www.name.con/contact-domain-whois/healios-pharma.con
Name Server: ns-1812.awsdns-34.co.uk

Name Server: ns-1076.awsdns-06.0rg

Name Server: ns-873.awsdns-45.net

Name Server: ns-416.awsdns-52.com

DNSSEC: unsigned

Registrar Abuse Contact Email: abuseaname.com

Registrar Abuse Contact Phon
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2021-12-25T22:12:042 <<<
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lato@lato: ~

-$ whois healios-pharma.com
Domain Name: HEALIOS-PHARMA.COM
Registry Domain ID: 2570004120_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.name.com
Registrar URI
Updated Date:
Creation Dat
Registry Expiry Date: 2022-11-03T16:31:47Z
Registrar: Name.com, Inc.
Registrar IANA ID: 625
Registrar Abuse Contact Enail: abuseqnane. cony
Registrar Abuse Contact Phone: 7202492374
Domain Status: clientTransferProhibited https://icann.org/epp#iclientTransferProhibited
Name Server: NS-1076.AWSDNS-06.0RG
Name Server: NS-1812.AWSDNS-34.C0.UK
Name Server: NS-416.AWSONS-52.COM
Name Server: NS-873.AWSONS-45.NET
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

>> Last update of whois database: 2021-12-25T08:14:53Z <<<

or more information on Whois status codes, please visit https://icann.org/epp

OTICE: The expiration date displayed in this record is the date the
egistrar's sponsorship of the domain name registration in the registry is
urrently set to expire. This date does not necessarily reflect the expiration
ate of the domain name registrant's agreement with the sponsoring

egistrar. Users may consult the sponsoring registrar's Whois database to
iew the registrar's reported date of expiration for this registration.

ERMS OF USE: You are not authorized to access or query our Whois

atabase through the use of electronic processes that are high-volume and
utomated except as reasonably necessary to register domain names or
odify existing registrations; the Data in Verisign Global Registry
ervices' ("Verisign') Whois database is provided by Verisign for
nformation purposes only, and to assist persons in obtaining information

lato@lato: ~
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See Also
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778623(v=ws.10)

output

The following root Certification Authority certificate was found :

I-Subject : C=US/0=Unspecified/OU=ca-6792611657475843735/CN=1p-172-31-44-
145.ap-south-1.compute. internal/E=root@ip-172-31-44-145.ap-south-1. compute. internal
|-Issuer + C=US/0=Unspecified/OU=ca-6792611657475843735/C=1p-172-31-44-

145.ap-south-1.compute. internal/E=root@ip-172-31-44-145.ap-south-1. compuse. inceznal

|-Valid From
|-valid To

Nov 27 17:52:51 2021 GMT
|-Signature Algorithm : SHA-256 With RSA Encryption

Port Hosts.

483 tcp 1w 13.126.252.213

Vulnerability Information

cPE:

pe:/aiettmds cpe:

1x.509_certificate
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Output

Here is the list of SSL PFS ciphers supported by the remote

High Strength Ciphers (>= 112-bit key)

Name Code

DHE-RSA-2AES128-SHA25E 0x00, 0x9E
GCM (128) SHA256
more. ..
Port Hosts

443 /tcp 1 www 13.126.252.213

KEX

DB

server

Auth

RS

Encryption

2Es-

Risk Information

Risk Factor: None
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Output
Risk Information

Here is the list of SSL ciphers supported by the remote server
Each group is reported per SSL Version. Risk Factor: None

SSL Version : TLSv12
High Strength Ciphers (>= 112-bit key)

Name Code. KEX auth Encryption
mac

DHE-RSA-2ES128-SHA25E 0x00, 0x9E ot EE 2Es-

GeM (128) SHA256

DHE-RSA-AES256-SHA3E4 0x00, 0x9F ot EE 2Es-
GCM (256) SHA384

ECDHE-RSA-AES123-SHA256 0xC0, 0x2F ECDH RS 2Es-
GeM (128) SHA256

ECDHE-RSA-AES256-SEA3E4 0xC0, 0x30 ECDH RS 2Es-
GCM (256) SHA3E4

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}

P
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Output Published: ™
Modified: D

Webmirror performed 27 queries in 153 (1.0800 queries per second)

The following CGIs have been discovered : Risk Information

+ CGI : /includes/contact.php Risk Factor: None

Methods : POST
Argument : email
Zrgument : message
Argument : name
Argument : phone
argument : subject

+ CGI : /includes/subscribe.php
Methods : POST
Argument : email

+ CGI : /portal/auch.php

Methods : POST
Argument : captchaResult
Argument : firsthum
Value: 25

Argument : password
Argunment : secondNum
Value: 50

Argument : username

Directory index found at /assets/css/
Directory index found at /portal/css/

less...

port . Hosts

80/tcp/www 13126252213
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The following sitemsp was created from crawling linkable content on the target host : Risk Information

- nep.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.

breszed.cas
~neep.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.
- ntip.

Attached is a copy of the sitemap file.
less...

port . Hosts

80/tcp/wwnw

13126957 213

//ec2-13-126-252-213.ap-s0uth-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.

//ec2-13-126-252-213.ap-s0uth-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
//ec2-13-126-252-213.ap-south-1.
- htip://ec2-13-126-252-213.ap-south-1.

compute. anazonaws . com/
compute.amazonaws.con/assets/
compute.amazonaws.con/assets/css/
compute.amazonaws . com/assets/css/bootsTIaD. min.c38
compute.amazonaws.com/assets/css/flex-slider.cas
compute.amazonaws.con/assets/css/ font-swesons.cas
compute.amazonaws. com/assets/css/1ightoox.css
compute.amazonaws.con/assets/css/oul-carousel.css
compute.amazonaws.con/assets/css/templatens—

Risk Factor: None

compute. amazonaws . con/ includes/
compute . amazonaws - con/ index.php

compute. amazonaws . com/portal/

compute . amazonaws . com/portal /auth.php

ompute. amazonaws . con/portal/css/

compute . amazonaws - com/portal/css/bootsTrap.min.css
compute. amazonaws . com/portal/css/ font-awesons .min. css
compute.amazonaws . con/portal/css/templatemo-style . css
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Published: December 3, 2004
Modified: February 3, 2021

Purchase or generate a new SSL certificate to replace the existing one.

output
Risk Information

The SSL certificate has already expired :
Risk Factor: Medium

Subject C=US, O=Unspecified, CN=ip-172-31-£4-145.ap-south-1.compute.internal,

emailiddress=root@ip-172-31-44-145.ap-south-1.compute. internal CVSS v3.0 Base Score 5.3
Issuer : C=US, O=Unspecified, OU=ca-6792611657475843735, CN=ip-172-31-44-145.ap-

south-1.compute. internal, emailAddress=root@ip-172-31-44-145.ap-south-1.compute. internal CVS5 V3.0 Vector:

Not valid before : Nov 22 16:12:51 2020 GMT
Nov 27 17

PRIN/UEN/S:U/CN/ELIAN
Not valid after

CVSS v2.0 Vector:

port . Hosts CVSS2#AVN/ACLIAUN/CN/EPIAN

443 15w 13.126.252.213
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Dutput

The following cercificate was found at the top of the certificate
chain sent by the remote host, but is seli-signed and was not
found in the list of known certificate authorities

|-Subject :
1.compute. internal/!

Port .

443 15cp o

C=US/0=Unspecified/OU=ca-6792611657475243735/Cli=ip-172-31-44-145 . ap-south-
0ot1p-172-31-44-145 . ap-south-1.compute. internal

Hosts

13.126.252.213

Risk Information

Risk Factor: Medium
€VS5 v2.0 Base Scor

CVSS v2.0 Vector:
CVSS2#AVN/ACL/AUN/CPIP/AN
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SSL Certificate Cannot Be Trusted

lugin Details
Descri Medium
The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be. 51192
broken, a5 stated below: 119
remote
- First, the top of the certificate chain sent by the server might not be descended from a known public certificate authority. This Family: General
can occur either when the top of the chain is an unrecognized, self-signed certiicate, or when intermediate certificates are missing oL po o
that would connect the top of the certificate chain to a known public certificate authority.
Modified: April 27, 2020
- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can occur either when the scan
‘occurs before one of the certificate's otBefore’ dates, or after one of the cartificate’s otaftar” dates. Risk Information

- Third, the certificate chain may contain a signature that either didn't match the certificate's information or could not be verified.
Bad signatures can be fixed by getting the certificate with the bad signature to be re-signed by its issuer. Signatures that could not
be verified are the result of the certificate’s issuer using a signing algorithm that Nessus either does not support or does not

Risk Factor: Medium
CVSS V3.0 Base Score 6.5

CVSS 3.0 Vector:

recognize.
CVSS:3.0/AV:N/ACL/PRN/ULN/SIU/C:LI:LIA:

If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the authenticity ~ C/>° Y20 Base Score: 6.4

and identity of the web server. This could make it easier to carry out man-in-the-middle attacks against the remote host. CVS5 v2.0 Vector:
CUSS2EAV:NIAC

AUNICPIEPIAN

Solution
Purchase or generate a proper SSL certificate for this service.
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output

The following cervificates were part of the certificate chain
sent by the remote host, but cthey have expired

|-Subject  : C=US/O=Unspecifisd/OU=ca-6752611657475843735/Ch=1p-172-31-44-145 . ap-south-
1.compute. internal /E=root@ip-172-31-44-145.ap-souch-1.compute . invernal
|“Not After : Nov 27 17:52:51 2021 GUT

|-Subject : C=US/O=Unspecified/C
31-24-145.ap-scuth-1.compute, internal
|Not After : Nov 27 17:52:51 2021 GUT

D-172-31-44-145 . ap-south-1.compute . internal/E:

oot8ip-172-

The following cercificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
Gercificate authority

|-subject 5/0=Unspecified/Ol=ca-6792611657475243735/Climip-172-31-44-145 . ap-south-,
1.compute. internal /E=root@ip-172-31-44-145.ap-souch-1.compute. internal
[ “Iasuer 5/0=UnspeciZied/OU=ca-6752611657475243735/ Climip-172-31-44-145 . ap-south-,
1.compute. internal /E=root@ip-172-31-44-145.ap-souch-1.compute . invernal

port . Hosts

443/ tep / www 13.126.952.213
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Rewriteingine on
RewriteCond %{REQUEST_METHOD} " (TRACE|TRACK)
RewriteRule .* - [F]

Alternatively, note that Apache versions 1.3.34, 2.0.55, and 2.2
support disabling the TRACE method natively via the ‘IraceEnabie'
directive.

Nessus sent the following TRACE request :

= - snip

TRACE /Nessus830486859.heml HTTP/1.1

Connection: Close

Host: ec2-13-126-252-213.ap-south-1.compute. anazonaws. com

Eragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
image/gif, image/x-xbitmap, image/jpeg, image/pipey, image/png, */*

Zecept-Language: en

Accept-Charset: is0-8859-1,%,uts-g

- snip

and received the following response from the remote server :

- snip

HTTR/1.1 200 OK
Date: Thu, 30 Dec 2021 11:00:25 GMT
Server: Rpache/2.4.46 () OpensSL/1.0.2k-fips
Keep-Aliv:

Content-Type: message/http

TRACE /Nessus830486859.heml HTTP/1.1

Connection: Keep-Alive

Host: ec2-13-126-252-213.ap-south-1.compute. anazonaws. com

Eragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
image/gif, image/x-xbitmap, image/jpeg, image/pipey, image/png, */*

Zecept-Language: en

Accept-Chazset: i30-8859-1,%,utf-8

VS5 2.0 Base Score: 5.0
VS5 2.0 Temporal Score: 3.7

CVSS v2.0 Vector:
CVSS2#AVIN/ACLIAUN/C

VS5 v2.0 Temporal Vector:

/ENIAN

Vulnerability Information

Exploit Available: false
Exploit Ease: No known exploits are available
Vulnerability Pub Date: January 20, 2003

Reference Information

CWE: 16, 200
CERT: 288308, 867503

BID: 9506, 9561, 11604, 33374, 37995

CVE: CVE-2003-1567, CVE-2004-2320, CVE-2010-
0386
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See Also

https://blog jquery.com/2020/04/10/jquery-3-5-0-released/
https://security.paloaltonetworks.com/PAN-5A-2020-0007

output

URL : htip://ec2-13-126-252-213.ap-south-
1.compute.amazonaws.con/assets/3s/Jquery-2.1.0.min. 33
Installed version : 2.1.0
Fixed version 3500

port . Hosts

80/tcp/www 13126252213 2

URL : htips://ec2-13-126-252-213.ap-south-
1.compute.amazonaws.con/assets/3s/Iquery-2.1.0.min. 33
Installed version : 2.1.0

Fixed version 3500
Port . Hosts
443 15w 13126252213 2

RISk intormation

Risk Factor: Medium
CVSS V3.0 Base Score 6.1
CVSS 3.0 Vector:

CVSS:3.0/AV:N/ACLPRN/UIR/S:C/CLUEUAN

VS5 v3.0 Temporal vector:
CUS5:3.0/EP/RLORCC

€SS v3.0 Temporal Score: 5.5
€SS v2.0 Base Score: 43
€SS v2.0 Temporal Score: 3.4

CVSS v2.0 Vector:
CVSS2#AVN/ACIM/AUN/CN/EP/AN

VS5 v2.0 Temporal vector:
CUS52#E:POC/RLOFRC:C

1AVM Severity: I

Vulnerability Information

Exploit Available: true
Exploit Ease: Exploits are available
Patch Pub Date: April 10, 2020
Vulnerability Pub Date: April 20, 2020

Reference Information
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CVSS 3.0 Vector:

Output CVS5:3.0/AV:N/ACLPRN/UEN/SIU/CN/LAIN
VS5 v2.0 Base Score: 5.0

vRL htep://ec2-15-126-252-213 . ap-s0uth-1. conpute . anazonaws.com/ (7.2.34 under

X-Powered-By: PHP/7.2.34) CVSS v2.0 Vector:
Inscalled version : 7.2.3% CVSS2#AVNIACLAUNICN/LRIAN
Fixed version | i 7.3.28

Port . Hosts Vulnerability Informat

80/tcp /v 13126252213 2

CPE: cpev/aiphpiphp
Patch Pub Date: April 29, 2021
Vulnerability Pub Date: April 29, 2021
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Index of /portal/css

Name Last modified  Size Descrij

& Paent Directory. -
bootstrapmincss  2015-03-16 01:42 115K
font-awesome min css 2015-01-22 06:52 23K
templatemo-style.css 2020-11-07 17:59 16K
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~ http://ec2-13-126-252-213.ap-south-1.compute . anazonaus . con/
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- nttps://ec2-13-126-252-213. ap-south-1.compute . anazonaws .con/portal/
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Theresults of our scan will be shown in (figure 27) below   
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< Zenmap
Scan Tools Profile Help

Target: | healios-pharma.com | Profile: | Intense scan

Command: | nmap -T4 -A -v healios-pharma.com

Sevices | Nmap Outpu Pors/Hosts Topalogy Host Dt Scns

05 4 Host nmap -T4 -A -v healios-pharma.com

B helios-pharmacor | Starting Neap 7.60 ( https://nmap.org ) at 2022-01-07 08:24 GHT Standard Time
NSE: Loaded 146 scripts for scanning.

NSE: Script Pre-scanning.

Tnitiating NSE at 05:24

Completed NSE ot 03:24, 0.00s elapsed

Initiating NSE at 08:24

Completed NSE at 03:24, 0.00s elapsed

Initiating Ping Scan at 68:24

Scanning healios-pharma.con (13.126.252.213) [4 ports]

Completed Ping Scan at 08:2¢, 6.455 elapsed (1 total hosts)

Initiating Parallel DS resolution of 1 host. at 05:24]

Completed Parallel DNS resolution of 1 host. at 03:24, 0.02s elapsed

Initiating SYN Stealth Scan at 03:2

Scanning healios-pharma. con (13.126.252.213) [1600 ports]

Discovered open port 80/tcp on 13.126.252.213

Discoverad open port 443/tcp on 13.126.252.213

Completed SYN Stealth Scan at 68:24, 9.64s elapsed (1008 total ports)

Initiating Service scan at 08:24

Scanning 2 services on healios-pharma.con (13.126.252.213)

Completed Service scan at 05:25, 13.6s elapsed (2 services on 1 host)

Initiating 05 detection (try #1) against healios-pharma.com (13.126.252.213)

Retrying 05 detection (try #2) against healios-pharma.com (13.126.252.213)

Initiating Traceroute at 08:25

Completed Traceroute at 08:25, 9.08s elapsed

Initiating Parallel DS resolution of 2 hosts. at 03:25

Completed Parallel DNS resolution of 2 hosts. at @8:25, 0.00s elapsed

NSE: Script scanning 13.126.252.213.

Tnitiating NSE at 05:25

Completed NSE ot 03:25, 7.655 elapsed

Initiating NSE at 08:25

Completed NSE at 03:25, 0.00s elapsed

Ninap scan report for healios-pharma.com (13.126.252.213)

Host is up (6.145 latency).

Not_shoun: 995 filtered ports

PORT  STATE SERVICE VERSION

80/tcp open http  Apache httpd 2.4.46 (() OpensSL/1..2k-Fips)

| http-methods:

I supported ethoa

| Tnttp-server-header

GET HEAD POST OPTIONS
Apache/2.4.46 () OpensSL/1.0.2k-Fips

Filter Hosts

Scan!

Gar
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< Zenmap - X
Scan Tools Profile Help

Target: | healios-pharma.com | Profile: | Intense scan | [scan]| [Gones
Command: | nmap -T4 -A - healios-pharma.com

Services | Nmap Output Ports / Hosts Topology Host Detais Scans

05 4 Host nmap T4 -A -v heslos-pharma.com o] = [peti

A heslios-pharma.cor | |_nttp-title: Did not follow redirect to https://healios-pharms.con/
433/tcp open ssl/ss1 Apache httpd (sSL-only mode)
| _ttp: favicon: Unknown avicon HDS: 225571E04SCOACEAGADEDF 7313231940
| http-nethods
|- Supported Metnods: GET HEAD POST OPTIONS
|Zhttp- server-header: Apache/2.4.45 () OpenSSL/1.0.2k-Fips
|Ihttp-titles Healios Prarmaceutical Company
| ssl-cert: Subject: commonName=healios-pharma.com
| Subject Alternative Name: DNS:healios-pharma.con, DNS:wm.healios-pharma.con
| Tssuer: comonane=R3/organizationtiane-Let's Encrypt/countrylamesUs
| Public Key type: rsa
| Public Key bits: 2048
I
I
I
I

Signature Algorithm: sha2seWithRSAEncryption

Not valid before: 2021-11-18T00:43:09

Not valid after: 2022-02-16T00:43:08

Sdc4 29e8 0227 bsb2 blea SbS1 bIGO Sdaf

acoc 0770 792 2648 77c0 6265 1blb 05a3 6158 2285

Warning: OsScan results may be unreliable because we could not Find at least 1 open and 1 closed port

Device type: general purpose|storage-misc|PEX

Running (JUST GUESSING): Linux 2.6.X|3.X|4.X (96%), Synology DiskStation Manager 5.X (88%), Vodavi embedded (87%)

05 CPE: cpe:/o:linux:linux_kernel:2.6.32 cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4 cpe:/a:synology:diskstation_manager:5.2 cpe:/h:vodav
Aggressive 05 guesses: Linux 2.6.32 (30%), Linux 3.10 - 4.5 (30%), Linux 3.2 - 4.5 (30%), Linux 3.4 - 3.10 (90%), Linux 2.6.32 - 3.10 (89%), Linux 2.6.32 - 3.13 (89%
), Synology DiskStation Manager 5.2-5644 (83%), Vodavi XTS-IP PBX (87%), Linux 2.6.22 - 2.6.36 (86%), Linux 3.10 (36%)

No exact 05 matches for host (test conditions non-ideal).

Uptine guess: 18.855 days (since Sun Dec 19 11:38:14 2021)

Netuork Distance: 25 hops

ICP_Seauence Prediction: Difficulty=252 (Good luck!)

Ip 1D Sequence Generation: All zeros

TRACEROUTE (using port 80/tcp)

HoP RTT ADDRESS

1 3.68 ms logout.lan (10.254.124.1)

2 .2

28 135.68 ms healios-pharma.com (13.126.252.213)

NSE: Script Post-scanning.

Tnitiating NSE at 68:25

Completed NSE at 08:25, 0.005 elapsed

S Tnitiatine NSE at 88:25 o
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| Signature Algorithm: sha256WithRSAEncryption
| Not valid before: 2021-11-18T60:43:09
|
|

Not valid after: 2022-02-16T00:43:08
Sdc4 29e8 0227 bsb2 blea SbS1 bIGO Sdaf
acoc 0770 792 2648 77c0 6265 1blb 05a3 6158 2285

Device type: general purpose|storage-misc|PEX

Running (JUST GUESSING): Linux 2.6.X|3.X|4.X (96%), Synology DiskStation Manager 5.X (88%), Vodavi embedded (87%)

05 CPE: cpe:/o:linux:linux_kernel:2.6.32 cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4 cpe:/a:synology:diskstation_manager:5.2 cpe:/h:vodaviixts-ip
Aggressive 05 guesses: Linux 2.6.32 (30%), Linux 3.10 - 4.5 (30%), Linux 3.2 - 4.8 (90%), Linux 3.4 - 3.10 (90%), Linux 2.6.32 - 3.10 (89%), Linux 2.6.32 - 3.13 (i
), Synology DiskStation Manager 5.2-5644 (83%), Vodavi XTS-IP PBX (87%), Linux 2.6.22 - 2.6.36 (86%), Linux 3.10 (36%)

No exact 05 matches for host (test conditions non-ideal).

Uptine guess: 18.855 days (since Sun Dec 19 11:38:14 2021)

Netuork Distance: 25 hops

ICP_Seauence Prediction: Difficulty=252 (Good luck!)

Ip 1D Sequence Generation: All zeros

TRACEROUTE (using port 80/tcp)

HoP RTT ADDRESS

1 3.68 ms logout.lan (10.254.124.1)

2 .2

28 135.68 ms healios-pharma.com (13.126.252.213)

NSE: Script Post-scanning.
Initiating NSE at 08:25
Completed NSE at €8:25, 0.00s clapsed
Initiating NSE at 68:25
Completed NSE at 08:25, 0.005 elapsed
Read data files from: C:\Program Files (x86)\map
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nnap done: 1 IP address (1 host up) scanned in 54.70 seconds
Raw packets sent: 2168 (168.652KB) | Rcvd: 366 (35.699KB)

Filter Hoste
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