










Design and implementation of Smart Home


SMART & CONNECTED DEVICES I (ACDA5005)
MAY 2020 

Abstract
This report will give a brief introduction to the concept of the Internet of Things (IoT). It will then detail vulnerabilities associated with different IoT technologies and finally conclude with reflections on potential mitigations to the vulnerabilities stated.
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[bookmark: _Toc45648325]Introduction
The core concept of the Internet of Things (IoT) is traditionally ‘dumb’ (not connected to the internet) devices being connected to the internet. This can include anything from lightbulbs, to air-conditioning, to door locks. IoT is a rapidly expanding industry, with an estimated number of just over 15 billion IoT connected devices in 2015 rising to a projected 75 billion in 2025 according to a Statista report[1]. This rapid expansion can cause issues with the integration of different technologies, and with securing those technologies. 
[bookmark: _Toc45648326]Types of Vulnerability
There are many different ways of compromising IoT devices and/or the networks they inhabit. There could be vulnerabilities in the device itself, in a framework it relies upon, or in a communication protocol between devices and the gateway, or the gateway and the application.

[bookmark: _Toc45648327]Bluetooth
Bluetooth is a key part of wireless communications, particularly in regard to IoT where its low power requirements make it favourable over other wireless communication methods such as Wi-Fi[2]. Bluetooth can be found in smart homes, providing controls for everything from lights and thermostats, to door locks, cameras, and security systems. Bluetooth lacks a centralized security infrastructure and as such has various security vulnerabilities.
There are four Security Modes that all Bluetooth devices operate in:
Mode 1 – Non-secure
Mode 2 – Service level enforced security
Mode 3 – Link level enforced security
Mode 4 – Service level enforced security with encrypted key exchange 

In addition to the security modes above, there are two levels of trust with Bluetooth devices:
1. Trusted – There is a fixed relationship between the devices and there are no restrictions on services.
Untrusted – There is no fixed relationship between the devices and though the device has been authenticated, there are restrictions on the services available.

Bluetooth enabled devices can be set to discoverable mode, this means that the device’s name, class, list of services, and BD_ADDR (a manufacturer assigned unique identifier much like a MAC address) are visible to all other Bluetooth enabled devices in range. There is no time limit for a device in discoverable mode, so it may stay in this more vulnerable state indefinitely[2]. This presents obvious information disclosure concerns, but can also result in device spoofing[3].
Bluetooth also does not contain any provisions for user authentication, the standard only includes device authentication. This could allow for attackers vectors to pivot to different machines on a network once they have gained control of a Bluetooth enabled device.
Early versions of Bluetooth (before 2.1 + EDR) allowed for short PINs of 4 to 16 characters. These are easy for attackers to guess due to their length, and also due to the fact that the keystream for the PINs repeats after a period of 1 day. This means that devices connected for extended periods of time increase the ability of attackers to decrypt messages[3].
In versions 2.1 and 3.0 of Bluetooth, it is possible to rollback security modes devices using Security Mode 4 by requesting a connection with a device that does not support it. This ability to rollback to a less secure standard increases a devices vulnerability.
In versions of Bluetooth before 4.0, there was no limit on the number of authentication challenge requests[3]. This allows attackers to gain information on secret link keys and brute force attack the authentication. The E0 stream cipher used is also considered to be weak due to cryptanalysis conducted by Lu, Meier and Vaudenay[4] in 2005.
Whilst these vulnerabilities only affect older versions of Bluetooth, these versions are still in wide use to due to the difficulty of upgrading the embedded and/or low-cost devices inherent to the IoT field.

[bookmark: _Toc45648328]Zigbee
Zigbee is an open standard, used for low-power, low-rate, wireless personal area networks (LR-WPANs). It is one of the most widely adopted IoT communication standards, with major device manufacturers like Samsung[5], and Philips[6] using it for their IoT home automation products. As such, Zigbee has over 25% market share in the indoor smart lighting market according to LEDinside[7]. Zigbee claim to provide “state-of-the-art security tools”, however its security model contains flaws that have resulted in multiple exploits of devices based on Zigbee architecture[8]. 
The Zigbee platform operates on several assumptions:
Open Trust – The protocol stack layers all trust each other and the layer that creates the frame is responsible for securing it.
Cryptography – As a result of the open trust, the security services only protect the interfaces between devices, not between stack layers on the same device.
Safekeeping Keys – Zigbee assumes that secret keys are not available outside of the device, meaning that all key transfer must be encrypted. There is an exception to this for “pre-configuration” of a new device, where a single key is sent unencrypted.
RNG – Zigbee assumes that almost perfect Random Number Generators are available
Hardware – Zigbee assumes that any hardware is tamper-resistant, this is to cut down on costs by avoiding the expense of protecting against hardware attacks.

Zigbee offer two different security models that change how they initialise new devices onto the network and how messages are protected on the network[9]. This is to allow the one standard to function in a wide range of applications, whilst keeping cost and power consumption low. 
[image: ]
Figure 1 - Zigbee Security Models
The Distributed Security Model is more simple than the Centralised Model, but less secure. This model contains two device types: routers, and end-devices. The routers can form new distributed networks if they cannot find an existing network and are responsible for enrolling other routers and end devices as they are added. Routers currently in the network issue network keys to new routers and end-devices as they join the network. Both the routers and end-devices in the network use the same symmetric network key for encrypting traffic between devices. All nodes must be pre-configured with a link key prior to being enrolled in the network, this is used to encrypt the network key. As stated in the assumptions above, this key is sent unencrypted.

The Centralised Security Model seen in Figure 1[10] is more complex, but also more secure. It has a third device type the Trust Centre (TC), also known as the Network Coordinator. The TC takes over configuring and authenticating new routers and end-devices from the routers. It also generates the network key used by all the devices on the network, generating a new one periodically to limit the usefulness of a leaked network key. It also generates a unique Trust Centre link key with each device on the network specifically for communications between devices and the TC.
These Security Models place great emphasis on the secrecy of the symmetric keys. As Checkpoint Researchers have found[11], the ZigBee Home Automation Public Application Profile (HAPAP) allows the use of a default TC link key “ZigBeeAlliance09”. This default TC link key is used to encrypt the network key which presents a high risk as if an attacker was able to detect the use of the default TC link key and decrypt the shared network key, the entire network is effectively compromised[11]. The only mitigating factor is that the default TC link key is only used in the case where the joining device is unknown or has no specific authorization associated with it[12]. Door-locks use the Home-Automation profile, which mean the potential impact of this vulnerability being exploited could be catastrophic.

[bookmark: _Toc45648329]Treck TCP/IP Stack
The Treck TCP/IP Stack are a set of networking protocol libraries that are specifically designed for embedded systems. These libraries are sold in the form of source code, this makes it easy for buyers to integrate and modify them for specific applications. This complex and obscure supply chain, especially when it comes to low cost IoT products makes it almost impossible to identify what products use the libraries and how heavily they have been customised if they are in use. 
Israeli researches at JSOF discovered a group of 19 vulnerabilities in the Treck TCP/IP stack, naming them Ripple20[13] for the wide reaching ripple effect of the vulnerabilities across industries, according to JSOF CEO Shlomi Oberman[14]. These vulnerabilities range from critical to high severity and most can be exploited by sending malformed IP packets or DNS requests[15] and can result in denial of service, information disclosure, or remote code execution, allowing attackers to take over a device. 
These vulnerabilities are only exploitable when the attacker is on the same network as the target device. However, with many IoT devices internet accessible (at least 100,000 according to JSOF and Shodan[16], but there are likely to be millions of devices behind firewalls), either by mistake or through necessity, it poses a major risk. The list of vendors who are definitely affected include healthcare providers like CareStream and Baxter; IT companies like Intel, HP, and Xerox; as well as many more in the oil and gas, transportation, power, and manufacturing industries.

[bookmark: _Toc45648330]Conclusion
The majority of security concerns with regards to IoT devices are much the same as in other sectors of the Information industry. That is; insecure default configurations, out of date firmware/software, and poor network segregation. These concerns are more prevalent in the IoT sector due to the low-cost, quick implementation nature of the sector, but they are not unique.
As such, they can be mitigated using standard technical controls that can be found in cybersecurity standards such as Cyber Essentials Plus[17]. Ensuring that all devices are behind a suitable firewall, or if this is not possible that other controls are in place will mitigate against exploits like Ripple20 that require network access. Having a robust patching policy such that all devices are patched within a reasonable timespan, 88% of vulnerabilities were first exploited a week after the patch was released[18]. This means that ~90% of all non-zero-day attacks can be avoided by patching devices quickly, including those affecting previous versions of Bluetooth. Having Intrusion Detection/Prevention Systems (IPS/IDS) in place will alert any anomalous activity which can then be investigated, lowering the potential for long-term malicious access.
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