
Risk Assessment Matrix
Score each risk from 1 to 5 for likelihood and impact using the guidance below, then multiply the two to find its place on the matrix. Rescore as the incident develops.
The matrix
	Likelihood ↓   Impact →
	1 Minimal
	2 Minor
	3 Moderate
	4 Major
	5 Severe

	5 Almost certain
	5
	10
	15
	20
	25

	4 Likely
	4
	8
	12
	16
	20

	3 Possible
	3
	6
	9
	12
	15

	2 Unlikely
	2
	4
	6
	8
	10

	1 Rare
	1
	2
	3
	4
	5




	Score
	Rating
	Response

	1 to 4
	Low
	Monitor

	5 to 9
	Medium
	Manage within the business

	10 to 16
	High
	Senior management attention

	20 to 25
	Critical
	Immediate action and board oversight



Scoring guidance
	Score
	Likelihood
	Impact

	1
	Rare: not expected in the next year
	Minimal: no customer effect, negligible cost

	2
	Unlikely: could happen but not expected
	Minor: brief disruption in one country, limited cost

	3
	Possible: could happen in the next few months
	Moderate: disruption to bookings, local media coverage, regulator enquiry

	4
	Likely: expected to happen without action
	Major: customer data exposed, national media coverage, regulatory investigation in one country

	5
	Almost certain: happening now or imminent
	Severe: large-scale data loss, action by regulators in several countries, effect on share price



Your risk register
	Risk
	Country
	Owner
	Likelihood (1 to 5)
	Impact (1 to 5)
	Score and rating

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Remember: scores are judgements, not measurements. A rare but severe risk (1 × 5) scores the same as a likely but minor one (5 × 1), although a board would treat them very differently (Cox, 2008).

