DIGITAL FORENSICS
(ACCA7031)

INVESTIGATIVE PROCESS



ENSURING INTEGRITY

1. Access Control

2. Backup and Recovery

3. Hashing and Digital Signature
4. Monitoring and Auditing

5. Data validation



USING WINDOWS REGISTRY

Preventing data write access to external storage devices through the Windows
eqgistry.

s* Access Windows Registry

¢ Navigate to USB Write Protection Key:
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\StorageDevic
ePolicies

» Create or Modify DWORD Value:

s Restart Your System
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EM Administrator: Command Prompt - diskpart
osoft Windows [Version 18.8.19844.1

Microsoft Corporation. All rights reserved.

JWindows\system32>diskpart
icrosoft DiskPart version 16.6.19841

Copyright Microsoft Corporation.
On computer: DESKTOP-MG6RO2MH

DISKPART> list disk

Status

Online
Online

DISKPART» attributes disk set readonly
Disk attributes set successfully.
SIDISKPART> attributes?

Microsoft DiskPart version 10.6.19641.964

IACTIVE - Mark the selected partition as active
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Display a list of objects.
MERGE Merges a child disk with its parents.
OMLIME Online an object that is currently marked as offline.
OFFLINE Offline an object that is currently marked as online.
gRECOVER Refreshes the state of all disks in the selected pack.
Attempts recovery on disks in the invalid pack, and
resynchronizes mirrored volumes and RAIDS volumes
that have stale plex or parity data.
Does nothing. This is used to comment scripts.
Remove a drive letter or mount point assignment.
Repair a RAID-5 volume with a failed member.
Rescan the computer looking for disks and volumes.
Place a retained partition under a simple wvolume.
Display or set the SAN policy for the currently booted 0S.
Shift the focus to an object.
Change the partition type.
Reduce the size of the selected volume.
Displays or sets the GUID partition table (GPT) identifier or
master boot record (MBR) signature of a disk.

DISKPART>» select disk 1

Disk 1 is now the selected disk.
RDISKPART> attributes disk clear readonly
Disk attributes cleared successfully.

DISKPART> _

J“.' Music oy 2.79 GB free of 3.67 GB
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im} google - Search me.net - Search

&~ @] A Not secure www.chrysocome.net/dd @ (Y 1 =
piedse uy dnouner noppy aisk or relormdlurg uie aisk.

Downloads for dd family

dd 0.6beta3 Binary .zip Windows dd-0.6beta3.zip
0.6beta3 Source .zip Delphi  dd-0.6beta3.src.zip
E¥ Command Prompt
i) google - Search * chrysocome.net - Search * ﬁ chrysocome.net - dd for windor % | |+
< O A MNotsecure | www.chrysocome.net/dd @ AV O 1y m &= @@ %@ g .. ?
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STETE I dd 0.6beta3 Binary .zip Windows dd-0.6beta3.zip
dd 0.6beta3 Source .zip Delphi  dd-0.6beta3.src.zip
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(null data)
/random (pseudo-random data)
(standard input)

Wirtual output devices
- (standard output)
fdev/null (discard the data)

C:\Users\jenish\Desktop\DD\dd-8.6beta3>dd if=\\.\e: of=c:\Users\jenish\Desktop\DD\output.dd bs=1M --size --progress
rawwrite dd for windows ion 8.6beta3.

Written by John Newbigin <jn@it.swin.edu.au>

This program is covered by terms of the GPL Version 2.

M
68+1 records in
8+1 records out
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Computer Dir(s) 2,565,640,192 bytes free
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CONSENT TO SEARCH ELECTRONIC MEDIA

| , hereby authorize , who has
identified himself / herself as a law enforcement officer, and any other person(s),
including but not limited to a computer forensic examiner, he / she may designate
to assist him / her, to remove, take possession of and / or conduct a complete
search of the following: computer systems, electronic data storage devices
computer data storage diskettes. CD-ROMs, or any other electronic equipment
capable of storing, retrieving, processing and / or accessing data

The aforementioned equipment will be subject to data duplication / imaging and a
forensic analysis for any data pertinent to the incident / criminal investigation

| give this consent to search freely and voluntarily without fear, threat, coercion or
promises of any kind and with full knowledge of my constitutional right to refuse
to give my consent for the removal and / or search of the aforementioned
equipment / data, which | hereby waive. | am also aware that if | wish to exercise
this right of refusal at any time during the seizure and or search of the equipment
/ data. it will be respected.

This consent to search is given by me this day of

20 at H am/pm

Location items taken from

Consenter Signature:

Witness Signature:

Witness Signature:




Property Record Number:

Anywhere Police Department
EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Mumbser: Cifenze:
Submitting Officer: (Name/fID#)

Wictim:

Suspect:

Date/Time Seized: Location of Seizure:
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Hem | Quoniiby Description of llem [Model, Seral £, Condition, Marks, Scrabches)
#
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Stardards and Tedhnology. 3.
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EVIDENCE CHECKLIST

ECT Claim No.:

Name of Party/Representative: |

SN

Name of item

Yes(Y)/ Date
Not_ uploaded/’
submitting | submitted
(NS).

Documentary evidence

L

All documentary evidence that I'we wish to rely on has been
upleaded to CITS.

Note: Examples of documentary evidence are employment
contract, letters, emails, electronic messages (SMS, Whatsapp
messages, eic. ), Video/audio transcripts and photographs.

I['J

I'we have prepared the originals of the uploaded documents to
be exhibited at the hearing_ if necessary.

Other evidence

Explanatory notes on witnesses and witness statements

3.

I'we have submitted copies of electronic evidence (e.g. video,
audio recordings) that will be relied on to the Registrv and the
opposing party.

I'we have prepared all physical evidence that will be relied on
(e.g. samples) to be exhibited at the hearing, if necessary.

Witness evidence

I want to rely on the evidence of the following witnesses at the
hearing.
Note: List all witmesses, including vowrself if vou are also

a.

b.

C.

A\ N

Declaration

Iwe have read and understood the above and confirm that, aside from what 15 listed above,

I'we have no cther evidence I'we want the Tribunal Magistrate to consider.

I'we understand that, if we have further evidence other than those listed above, I'we may not
be allowed to tender the evidence if there is no satisfactory reason for not including the

evidence in this list, and in that event, they will not be considered by the Tribunal

Magistrate.

Signature:

Mame:

Date:




THANK YOU




Any Questions ?



http://www.tcpdf.org

