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This critical review shall analysis the real-life situation of both London Bridge Attack 2017 and Cardiff Champions League 2017 applying crisis management theories and frameworks to support key points discussed. The review of the tabletop exercise that provided students experiential learning shall be discussed by following the guidance of Gibbs reflective cycle of utlising the following stages as heading topics of describe, feelings, conclusion and recommendations. Included throughout shall use government official guidelines, crisis models and frameworks to assist the author to analyse and critically discuss strengths and weaknesses of all aspects to support the author in developing skills that can be applied to industry. 

Real – Life Situation Review
On the 3rd of June 2017 a terrorist attack took place in London that lasted eight minutes. The attack resulted in eight deaths and many injured as vans were used to plough into pedestrians on London Bridge with two men then carried out a knife attack throughout borough market (Black, 2019). 
See appendix A. for ‘A Photo of London Bridge Attack’.
In an article shared by the BBC, a photograph is used to describe the timeline of the attack that happened in only eight minutes. A term commonly discussed in crisis management is ‘the golden hour’ meaning the actions mitigated instantly responding to crisis are vital (Martin and Shelton, 2003). The decisions made will determine success or failure of management and National Critical Incident Management guidance shared by home office states that the term ‘golden hour’ is not restricted to 60 minutes (Home Office, 2021). This is evident by the London Attack. Successful management would have established a command structure of strategic, tactical and operational commands which is the National framework agreed by HM Government in their ‘Emergency and Response’ guidance (HM Government, 2013). As the London Attack was a national interest, stated by College of Policing COBRA would have been activated to be the primary liaison to the government and responders (College of Policing, 2023).  
Due to the severity of the attack decisions had to be strategically executed within the 8 minutes by following the joint decision model core of ‘Working Together, Saving Lives, Reducing Harm’ (Home Office, 2021). Communication, control, and co-ordination are principal objectives when establishing a crisis management plan and responses and decisions deployed resulted in the London attackers getting shot down at the 8-minute mark. 
It is stated by Martin and Shelton that after incidents critical evaluation is essential (Martin and Shelton, 2003), this is agreed by the Mitroff's Five-Stage Crisis Management model as the ‘learning’ stage (Mitroff and Anagnos, 2001). The author is unable provide evidence on decisions made from commands however, it was evident that through evaluation of the London Bridge Attack, identified to authorities how vehicles can be used as a weapon to pedestrians and as prevention methods situated in London are now concrete and metal barriers installed following the London Bridge Attack (LBC, 2023). Arguably to this, two months before the June London Bridge Attack there was a terrorist attack on Westminster bridge in March with one terrorist killing four people and injuring 50 by using a vehicle to plough into crowds and further stabbing members of the public, the terrorist was shot down by armed guards that were located at Houses of Parliament this attack happened in 82 seconds (BBC, 2017). 
Upon analysing the London Bridge Attack, the authorities that evaluated this terrorist attack did not identify the vulnerability of London Bridge following the March Westminster terror attack. In reference to Mitroff’s five-stage crisis model this terrorist attack provided signal detection of the risks surrounding vehicles being used as weapons in high crowded areas in London. As prevention to this aspect instant vehicle-proof barriers should have been implemented following this event that would have prevented aspects of the London Bridge Attack.  
Confidential information was shared that the London Bridge Attack was planned for the Cardiff Champions League 2017. The Cardiff Champions league was held at Principality Stadium in the city center that welcomed 170,000 visitors impacting event-led tourism. It is stated from Supt Steve Furnham, head of security planning for the event security was similar scale to the Nato summit held in Newport with counterterrorism being risk analysed and planned for months in advance (Beacham, 2017) this involved many road closures, ring of steel lockdown and restrictions of alcohol sales prior and during the event. It is important to consider that security measures are implemented not just as a response to the threat of terrorism, A major consideration surrounds this due to mega-events receiving global attention, media exposure and mass tourism (Bowdin, 2011). Effective risk analysis must include crowd control, fire, health services (Getz, 2018, p. 131) and noticeable within football events is identifying the risks of violence and aggression of fans towards opposing teams. 
The author believes the strict vital security measures prevented terrorists to attempt and issue the attack on Cardiff. The author has forecasted that if the terror attack had happened in Cardiff, it potentially would have led to many more deaths due to the visitor numbers and lack of health service resources in Cardiff that would been needed. Further impacts of financial and reputational risks following the terrorism attack could have impacted Cardiff and the whole of Wales. This is due to terrorism creating fear that results in individual avoidance and negative attitudes to areas following attacks (Pearsons and Clair, 1998). Considerable to this Principality Stadium issued an economic report that discovered the stadium has impacted the Welsh economy by £2.75 billion (Rimmer, 2019) this figure would have been incredibly lower if the terrorism attack had taken place as Pearsons and Clair discuss failure outcomes include reputational damage to stakeholders and industry whilst mentioning it is possible organisers can be seen as the villain due to ineffective crisis management planning (Pearsons and Clair, 1998). This expectation is discussed by Bowdin who discusses attendees have an expectation to the organisers in implementing their safety, this is also noted as a legal responsibility to following the Management of Health and Safety Act 1992 (Bowdin, 2011, p, 594). 
Tabletop Exercise Summary:
Students undertook crisis management training by responding to a series of crises scenarios true to past events. Each student member was assigned to the command hierarchy of Bronze, Silver, and Gold. The main scenario was based on Cardiff Champions League 2017 and combining the London Bridge attack as confidential information shared prior to the exercise indicated the London Bridge Attack was planned for Cardiff during the Champions League. Breakdown of the main scenario involved the final champions league game to be held on the 25th of April at Principality Stadium in Cardiff which had been in lockdown five days prior to the event and the ring of steel surrounding the principality stadium lockdown for 3 days prior. The final was between Bayern Munich and Liverpool with an audience of 60,000. The event welcomed four royal family members, British and German prime ministers. 
The author was expected to prepare detailed research in advance to support the actions provided within the scenarios all situated in a file to present in class, preparation notes have been added to appendices to demonstrate the planning the author made.  
Appendix B. Preparation notes 
Description:
The day commenced by watching videos set in an immersive room that displayed disasters that have taken place throughout the years at events these included Bradford fire, London 2017 Attack, Hillsborough disaster. This was planned to get students to emotionally involved in the experience and to prepare for future problem solving, applying this to Kolb's experiential learning styles, the theory is surrounded by the cognitive internal process this exercise provided (Kolb, 2015) by closely having a powerful understanding of what happened and the students were then able to intake the information to  unlock emotions and establishing personal thoughts around the matter (Kolb, 2015) 
Students were then sent to discuss amongst their arranged commands what they had witnessed, and active engagement is discussed by Beard and Wilson as being a basic principle to experiential learning (Beard and Wilson, 2006). This enabled the Gold Command to identify their strengths and interests, from these discussions' roles were then delegated. The author prepared for the gold command by having the National Crisis Incident Management (Home Office, 2021) Gold Command checklist to hand that was then briefed to the gold command this included the importance of determining specialist skills required (Home Office, 2021). As the author had a skill-set communication and media, it was identified that was an appropriate role and following the checklist highlighted the role is accountable for providing media strategies and understanding the implications of media was for the author (Home Office, 2021). See appendix C for delegated roles amongst gold command.
Appendix C. Delegated roles amongst Gold Command.

The author believed it was important to not assign as ‘rank’ as following guidance from college of policing stated amongst all structures the delegation of responsibilities was ‘role specific not rank’ (College of Policing, 2023). The Gold Command further discussed how these responsibilities would be applied to the events witnessed for all members to understand the purpose of Gold Command identifying that Gold Command provides the overall strategy following The Human Rights Act 1988 and Civil Contingencies Act 2004 (HM Government, 2013) these tactics deployed are then delegated to Silver Command that assists delegation to the operational approach by Bronze Command (Home Office, 2021). The structures were then formed, and the author asked members of silver and bronze command to identify their roles to support the upcoming exercise of who to liaise with and correctly following the NCIM (National Crisis Incident Management) Gold Command checklist, unclarity of roles amongst Silver and Bronze Command prevented this. There are many consequences to the lack of unclarity of responsibilities that are discussed by Mullins and McLeans of structure deficiencies of low morale, late decisions, and conflict (Mullins and McLeans, 2019, p. 452). 
[bookmark: _Int_pXM7u0op][bookmark: _Int_VpjvVnou]Mini Scenarios were then given to prepare students for the upcoming main exercise and tested the commands to respond and discuss responses that may have not been considered. For example, a bomb call threat was made to Cardiff Castle and instantly many students responded to deploy a bomb squad and other appropriate authorities. This response was due to the understanding that large scale events being a target for terrorism (Bowdin, 2011) and it was then discussed how the response was not necessarily wrong however risks of this nature would have been identified and confidence in all security planning should have been within the preparation. Following the EMBOK framework (O’Toole, 2011) with risk being a core domain the following processes of assess, select, monitor, communicate and document (Robson, 2008) would have provided guidance to not evacuate until necessary to avoid chaos. This was discussed by Bowdin that bomb scare evacuation can have negative impact on local community and legacy of the event as it can create chaos that was apparent in the 1997 Grand National (Bowdin, 2011 p, 85). Advice is also shared on Protect UK to assess creditability of bomb threat is to consider factors such as bomb visibility in location identified, CCTV cover the area and has suspicious behaviour been reported (ProtectUK, 2023). 
The exercise then became focused on the main scenario with all students responding to scenario of London Bridge Attack following the events of 8 minutes additionally applying at the Cardiff Champions League. During each minute, the gold command provided responses to mitigate action these included forming COBRA, deploying emergency response of ambulances and armed response, road closures, media responses and during times limited information was shared to avoid further panic and chaos surrounding event attendees. Successful choices were made as it is discussed by Getz that actions that result in sudden movements and panic should be avoided (Getz, 2018, p. 131). There were key considerations that were forgotten about such as the dignitaries based in the area that and upon reflection should have been strategically planned in preparation on how to immediately evacuate. 
Despite deploying strategic objectives for silver and bronze command to follow there was not clear communication of this during the crisis and this is identified as not only effective teamwork by Mullins and McLeans (Mullins and McLeans, 2019) even so a primary concept needed amongst the command structure that determines the success and failure of the emergency and response to crisis (College of Policing, 2023). It was also reflected above during the planning of the security surrounding the Champions League 2017 preparation was invested many months in advance, the gold command did not prepare enough correspondence to this. 
The delegated responsibility of media strategy was prepared by the author by pre-written responses and strategies such as using social media for individuals to identify their safety. By having responses in preparation provided ability to respond quickly.
Feelings
The author throughout the process felt emotionally connected to the exercise and demonstrated the need to ensure public safety was strategically set in every decision made and advised in comparison to Belbin's team roles theory the author showed characteristics of the ‘Shaper’ - as the author remained motivated and energetic throughout whilst providing leadership to gold command and to other commands (Belbin, 2010). This was demonstrated by most of the movements around communicating to the commands and many approaching for delegation was to the author. The author was not equated with such a responsibility would have preferred to have remained assigned to the responsibility of media and implementing strategies to that effect. Following the joint decision model, five stages are set to reduce harm and save lives by ‘Working Together’ (Home Office, 2021) this however was not followed during the exercise due to the inability to work effectively due to a lack of communication and understanding of responsibilities. 
Appendix D. Joint Decision Model
It is stated within Belbin's team roles theory the weakness of ‘The Shaper’ is an ‘intolerance towards people without ambition’ (Belbin, 2010) and this was established as the author found during times of the exercised found arability towards class members who demonstrated little input and low morale. To improve interpersonal skills that can be applied to future career aspirations is to understand that challenges amongst a team that arise when working under pressure (Mullins and McLeans, 2021, p, 15) and by perceiving and understanding other people would have avoided the author to feel such way. 
Evaluation – Conclusion
To conclude, crisis situations can form from many different factors and sometimes can be inevitable regardless of preparation and risk analysis. Effective preparation, understanding of crisis management protocols and frameworks enable organisers and authorities to limit the severity of crisis by establishing strategic, tactical, and operational approaches quickly. As discussed the understanding shall support the importance of adapting to the ‘golden hour’ mentality. It is agreed to follow guidance provided by government officials to mitigate action by meeting the core joint decision model aim of ‘Working Together, saving life and reduce harm’ (Home Office, 2021). Crisis Management Theories such as Mitroff 1994 established prevention may not always be achievable such as Westminster Attack however by applying stages to guide future decisions can recover and evaluate incidents efficiently that could lead to future prevention measures much like the following London Bridge Attack. 
Upon reflection the tabletop exercise provided the author with experiential learning to understand the severity, timescale and pressure surrounding crisis management decisions with noticeable strengths of active engagement and acknowledgement to fundamental errors that shall support growth of interpersonal skills and establish key points of consideration in crisis management decisions. The author did prepare individually and actively engaged in the process showed understanding of elements of potential risks, media strategies and the importance of a oggist and spokesperson amongst a team. However, being a part of the gold command, it demonstrated a lack of not preparing effectively as team before the exercise.
Recommendations
As discussed during the real-life scenarios of effective evaluation should be undertaken by applying crisis management theory during and after the incident that should be constantly reviewed without hesitance with prevention measures implemented to ensure public safety. 
Command structures should communicate clearly and specifically to their assigned commands and responsibilities to limit misunderstandings that would prevent misleading decisions and delayed responses. 
Effective teamwork is produced through clear communication of roles and responsibilities that will enable quick creditable decisions and boost morale. This can be done in preparation prior to the event planning process and emergency response plans that should meet the expectations following crisis management models and government guidance. 
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Appendices 
A. A photo of the London Bridge Attack Timeline
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(BBC, 2019)
B. Preparation Notes 
[bookmark: _Int_ep5EMOKP]Script: “Cardiff Arms Park located within City Centre jointly on to Principality Stadium via the south stand and local residency opposite at east stand will be used as the media hub for the event of Liverpool VS Bayern Munich champions league final held on the 25th April with women's final 2 days prior. 
The UEFA identifies broadcast partnerships for the champions league of over 119 media platforms used to reach a global audience (UEFE 2023). This demonstrates an expectancy for high volumes of press, vehicles, and production infrastructure to be located at Cardiff Arms Park, suitable power supply will need to be at Cardiff Arms Park by generators for these key stakeholders with a copy of inspection certificates of all equipment to limit electrical fault and fire risks. 
High potential risks have been identified below for the Cardiff Arms Park to train event staff in awareness, minimisation and control risks: 
Given the international attraction for this mega event it increases the threat of terrorism to the whole of Cardiff. Prevention at Cardiff Arms Park is to increase security checks on arrival with strict access for the media only at the venue agreed from UEFA officials. Communication radios for all security, Vehicle checks, 24-hour CTTV monitoring in the days before the event, with overnight monitoring and regular ground searches conducted. 
Staff are to be briefed on reporting suspicious behaviour and if possible, restricting access to the south stand joined on to Principality Stadium. 
Before the event, concerns shall be raised with police about residents' security checks in viewpoint to the Cardiff Arms Park.
Football fans have been known to use the media attention that football brings to protest their views via banners and behaviour. Bayern Munich games have been postponed in recent years due to this notion and there is great deal of animosity between England and German teams. As Cardiff Arms Park will be used as the media hub this is an identified a risk outside the venue and this concept will be briefed to security to communicate to police authorities immediately if threat arises. 
There are two entrances to the venue which will be monitored by security located at the Angel entrance and quay street entrance and four assembly points located around the venue ensuring as part of the evacuation plan these will need to be clearly always signed and accessible to all within the venue. “
Included within the authors folder was:
· Notes from Cardiff and Principality Tour academic trip 
· Map of Cardiff
· Map of Cardiff Arms Park 
· Map of Principality Stadium 
· The Command Structure description
· The Gold Command Checklist 
· The golden hour response considerations 
· Crisis Comms examples

C. Delegated roles within Gold Command
Mel – Media strategies, Spokesperson, Loggist 
Shannon – Emergency medical responses strategies
Chloe S – Policing strategies  
Anna – Armed Responses strategies
Amy – Fire response strategies

D. Joint Decision Model 
[image: ]
(Home Office, 2021)
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