 Virtual Machine Setup and Operating System Installations – Worksheet 1
Introduction
Learners were tasked with creating 4 virtual machines (VMs), as well as two ‘disconnected’ virtual networks to allow communication between the VMs whilst separating hosts onto two different local area networks. When all machines are imaged and configured, tests will be undertaken to ensure connectivity between VMs.
Lastly, observation tasks will be completed.
Task 1:
[image: ][image: ][image: ]The below screenshots show the installation process for installing Virtual Box. As the screenshots show, setup is simple without needing to change a lot of the default settings for install. Setup does warn about making changes to networking settings however, as a virtual adaptor is created to allow communication between virtual machines (VMs) and external networks.

After installing VirtualBox, four VMs will be setup using within the hypervisor; two servers and two client machines. The two servers will have Windows Server 2019 as their operating systems, with the two client systems having Windows 10 as their operating system. To avoid repetition, screenshots demonstrating the setup of one server and one client machine are below.
Server Configuration
The below table contains screenshots which display the stages of configuration for one of the server virtual machines, followed by the steps undertaken to install the operating system onto the VM.
	Evidence/ Screenshot
	Description

	[image: ]
	Selecting new under the machine tab or Oracle Virtual Box to add a new virtual machine.

	[image: ]
	



Creating “Server1” with Microsoft Windows set as the type, and versions set to Windows 2019 (64bit)

	[image: ]
	


Selecting the right amount of memory for the virtual machine, 4096MB.

	[image: ]
	

Choosing to “create a virtual hard disk now”

	[image: ]
	

Selecting VDI as the hard disk type

	[image: ]
	

Selecting dynamically allocated storage for the hard disk.

	[image: ]
	Changing the size value to 25GB

	[image: ]
	
Going into VM settings.

	[image: ][image: ]
	
Selecting the CD option under the Storage tab of settings.

Then selecting the disk icon and chose a disk file.

	[image: ]
	Choosing the server 2019 iso to be used by the VM.

	[image: ]
	Display settings for the VM have set video Memory to the maximum available. The reason for doing so is to optimise the performance of the VM. 

	[image: ]
	Another optimisation, to improve performance. This time PAE/NX has been enabled, this will: ***

Other optimisation to make a machine more suitable to act as a host could be better storage options like an SSD. Also extra RAM could be added to the machine.

	[image: ]
	After clicking start, the machine has booted  

	[image: ]
	Windows installation,
Here language settings are selected, as well as time format and keyboard layout.

	[image: ]
	After selecting options, selecting install now initiated the install of the operating system.

	
[image: ]
	Selecting Windows Server 2019 DataCenter Edition, which includes the Desktop GUI. The Operating system is 64bit as are all server operating systems newer than *check*.

	[image: ]
	Ticking the box to accept license terms

	[image: ]
	Selecting custom install, which will just install windows

	[image: ]
	As is highlighted, the 25GB hard drive allocated to the server earlier is available to install windows.

	[image: ]
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	[image: ][image: ]
	Logging into server, using credentials created during initial configuration.

	[image: ]
	Shutting down system to continue imaging other VMs




Client Configuration
The below table displays the stages of configuration for a client virtual machines.
	Evidence/ Screenshot
	Description

	[image: ]
	Selecting new under the machine tab or Oracle Virtual Box to add a new virtual machine.

	[image: ]
	



Creating “Client1” with Microsoft Windows set as the type, and versions set to Windows 10 (64bit)

	[image: ]
	


Selecting the right amount of memory for the virtual machine, 4096MB.

	[image: ]
	

Choosing to “create a virtual hard disk now”

	[image: ]
	

Selecting VDI as the hard disk type

	[image: ]
	

Selecting dynamically allocated storage for the hard disk.

	[image: ]
	Changing the size value to 20GB

	[image: ]
	Selecting the windows 10 iso to be utilized by the machine in the virtual disc drive storage.
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Task 2: Virtual Network Configurations
The table below displays the stages for setting up the virtual networks within VirtualBox, the Type 2 hypervisor chosen to host the VMs.
	Evidence/ Screenshot
	Description

	[image: ]
	All Systems are powered off, which is required for initial configuration.

	[image: ]
	After navigating to the settings for the Server1 VM, the first network adapter is enabled and set to ‘Internal network’.
Next the server is started to locally configure a static IP.

Promiscuous Mode was later changed to ‘Allow All’

	[image: ]
	Once logged onto the machine, we open the control panel. Typing control into the run box will do this.

	[image: ]
	Once in control panel, we need to select View Network Status and Tasks

	[image: ]
	Then after selecting change adaptor settings, we open the right side window and can change properties.

	[image: ]
	Ethernet has been renamed to PublicNet, to match the settings created in VirtualBox.

	[image: ]
	Selecting IPV4 on the left window, to be able to configure IP settings on the right-side window which opened after double-clicking IPV4 properties.

After these settings were saved, the server was shut down again.

	[image: ]
	The second Adaptor is now enabled and named correctly within Virtual Box.

	[image: ]
	As can be seen in the screenshot, the adaptor has been renamed to PrivateNet1. And the IP address and subnet mask have been configured as per Figure 1 in worksheet 1.

After saving the details, the server is shutdown once more.

	[image: ]
	Screenshot highlights that Client1 has adaptor 1 enabled, which is the only one required for the Client VM.

	[image: ]
	Screenshot displays that adaptor has been renamed correctly on Client1, and correct IP configuration is applied. 

	[image: ]
	Displays firewall settings that have been applied to each of the VMs. All are turned off to not block any traffic, specifically ICMP.

	[image: ]
	Screenshot shows advanced settings for adapter 2 on Server 2, specifically that Promiscuous Mode is set to ‘Allow All’. This is reflected on all adapters for all VMs.

	[image: ]
	Shows successful pings from client1 when pinging from server1.

	[image: ]
	Shows successful pings from client2 when pinging from server2.

	
	




Task 3 – Observational Tasks:
Describe the main differences between Type 1 and Type 2 Hypervisors. Identify benefits and drawbacks of both and provide some example Vendors. 
A Hypervisor enables a computers resources to be fully utilized. This is because previously a single computer system (comprise of CPU (s), Motherboard, RAM, Hard drive etc), would only contain a single operating system. However, this would mean that the hardware would never be efficiently used, with some resources being wasted. 
IBM [1] advise that a hypervisor is “a small software layer that enables multiple operating systems to run alongside each other, sharing the same physical computing resources”. Of course, this means that all computing resources are utilized efficiently. 
The main difference between Type 1 and Type 2 hypervisors, is that a Type 2 hypervisor resides on top of an Operating system in the form of an installed application. Oracle box is an example of this, where Oracle Box has been installed onto Windows 10 to then host virtual machines. The table below discusses other differences as well as the benefits and drawbacks of each, in brief.
	
	Type 1 Hypervisor
	Type 2 Hypervisor

	Features

	· Do not require an operating system, and communicate directly with a systems hardware
	· Run as an application within an operating system

	Benefits
	· Cost
· Efficiency
· Secure
· Redundancy 
· Performance 
	· Accessibility
· No dedicated server required 
· cost

	Drawbacks
	· Separate management machine required
· Dedicated server(s) required
	· Performance 

	Vendors
	Hyper-V
Citrix XenServer
KVM (Kernel-Based Virtual Machine)
VMware vSphere/ESXi
	Hyper-V (client on Windows 10)
VirtualBox



As the table highlights both types of hypervisor have benefits as well as drawbacks. Whilst a type 1 hypervisor is the more commonly used solution, especially for business purposes in an enterprise environment, a type 2 hypervisor will also be useful for specific needs. The type 1 is more efficient, in the sense that it is not reliant on an operating system to manage resources which in turn makes performance for virtual machines better when compared with a type 2 hypervisor. This also results in virtual machines being more secure, as exploits in operating systems can not be exploited to affect all virtual machines hosted on a server, as the VMs are not contained within the same operating system. 
Where a type 2 hypervisor does excel however is the accessibility factor. As there is not a dedicated server to host VMs required, type 2 hypervisors can be used by pretty much anybody with an existing operating system and enough resources. Therefore, this can be useful for a software developer for example, who has Windows 10 installed on their computer, but needs to test that their code will work on Windows 7. In this case, they could simply enable the Hyper-V feature or install Oracle Box and create a VM with Windows 7 as the operating system.  
What is the significance of the subnet mask in IPv4 addressing? 
The subnet mask in IPv4 addressing is significant as it identifies which part of an IP address is the network portion and which part of the address is the host portion.
 As computers use binary to communicate IP addresses are made up of 4 octets each containing 8 bits. These 8 bits will be either a ‘1’ or a ‘0’ and make up addresses that are more familiar to us, for example an IP address in binary format such as 11000000.10101000.01100100.00000001 would be 192.168.100.1, the IP of the server in earlier tasks. 
The subnet mask is a second binary value, which is in the same format of 4 octets with 8 bits each. The server from earlier had a subnet mask of 255.255.255.0, this would be a binary value of 11111111.11111111.11111111.00000000.  where the 1’s are in the subnet mask tells the computer that this is the network portion of the IP address, therefore when sending packets of data across a network this part of the IP address would be compared with the recipient.  Using server 1 as an example the first 3 octets are “192.168.100”, the host portion is “.1”. if server 1 was to send a packet of data to client 1 (192.168.100.2), the network portion of the address is the same “192.168.100” this would mean that the address is local. Lastly the server would identify that the host portion is “.2” and then forward packets of data to the destination. If however data was to be sent to 192.168.101.1, the network portion would be different, and therefore not local to the current subnet.  In simple terms Microsoft [2] state “The subnet mask is used by the TCP/IP protocol to determine whether a host is on the local subnet or on a remote network.” .
The Below diagram illustrates how the mask identifies which is which.
	Network 
	Network
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	Host

	192
	168
	100
	1

	255
	255
	255
	0



The subnet mask can be thought of as a postcode, if somebody wanted to send a letter to somebody, they would check the postcode to see if the address was local. If they shared the same postcode, then they would be geographically local to the recipient, therefore they might decide to deliver the letter themselves instead of sending via the mail. They would then check the house number, which is like the host portion of IP address. 
Cloud computing has revolutionised the way that enterprise networks are hosted. Describe the use of cloud computing including its benefits and drawbacks and identify example vendors within the industry. 
Cloud computing has been on the rise for the last decade, it is where computing resources are accessed via the internet. This means that physical servers are not required by a customer to complete tasks that in the past might have required several servers be configured. A few popular vendors include Amazon Web Services, Microsoft Azure, Google Cloud Platform. 
Customers will often pay for cloud services via subscription instead of paying thousands of pounds to host equipment in a datacentre, as well as pay money on top to purchase the physical server. Instead, the companies who sell their cloud space, will be paying to run a datacentre containing several dedicated servers with high performance. “The main types of services, though not the only ones, typically available in the cloud are: Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS)” [3].
Infrastructure as a service (IaaS) is where servers, storage, networking, and firewalls as provided as part of a subscription. This irradicates the need for a company to purchase equipment such as next generation firewalls and servers. A case of use could be website hosting, where resources in the cloud are used to host a site. This could be cheaper than buying all the required components. Software As a service is essentially a fully built application, hosted in the cloud. With the customer not needing to worry about setup behind the scenes all aspects are covered by the cloud provider.
Platform as a service sits somewhere between the other two main options and offers control over less aspects than IaaS. But still allows some control over the data and applications, whereas SaaS is completely managed by the provider.
Across all the different cloud solutions, there are several benefits which as listed below.
· Scalability: servers which are available in the cloud are easily scalable, whereas with physical servers it can take time to add a new server into the environment, with a cloud solution the computing resource is already waiting in the datacentre. This means servers can be built within minutes and be ready for use. 
· Security: The security offered by high-tech datacentres is “is far superior to that which can be afforded in-house” [4]. Cloud providers will always have a secured environment in the datacentre and ensure that firewalls etc are extremely modern. Smaller businesses will likely not upgrade their security features such as firewalls for several years in contrast.
· Cost: companies can save of the cost of purchasing servers, as well as the cost usually paid to a datacentre to host their equipment. Most cloud solutions have a “pay-as-you-go” options which means customers only pay per usage. So, if a server does very little, and usage is generally low bar a few increases across a year. The payment would be less, whereas in a datacentre the cost would not differ for hosting.  
· Adaptable: cloud solutions can host servers which are allocated extra resources only when required, for example a web server could be assigned 8GB of memory as a baseline as the customer does not forecast a lot of usage. However, the site is accessed more regularly that expected and in fact needs double that. In that case the memory would be dynamically allocated and allocate an extra 8GB.
· Robust/Redundant: using Microsoft Azure as an example, there are several datacentres dedicated too cloud usage. Using the two in the UK as an example, UK South and UK west. If there was an outage at the UK South datacentre, virtualized servers would failover across to the UK West datacentre to avoid any outages. Microsoft call this Paired Regions. This also allows Microsoft to perform regular maintenance by changing storage across to the paired region.

Whilst there are a lot of benefits to cloud solutions, there are still some drawbacks to consider, however, such as;
· Manageability: with certain options such as SaaS, a lot of the administration is taken out of the customer’s hand. While that is a benefit to some businesses, it is also an issues for others who like to have holistic control over all aspects of their service. Other business have a legal requirement to oversee all aspects of the business too.
· Reliant of Internet connection: businesses can have issues accessing cloud computing if they are not able to access the internet, then they are not able to access their cloud hosted resources.
· Inflexible :  “Choosing a Cloud computing vendor often means locking the business into using their proprietary applications or formats” [5]. 
Give an in-detail description about the different terminologies and its purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE etc) you came across during the Task 1 and Task 2. Compare your list of terminologies in the aspect of their operations/functionality with other Network Operating Systems. (For example: If you select Windows Firewall and describe the operations/functionality of Windows Server 2019 Firewall, you must compare these features with the operations/functionality of other Network Operating Systems like Linux, Mac)

whilst completing task there were a number of different terminologies used, these are listed below along with a description.
[image: ]Ping – ping is a windows command which uses the ICMP TCP/IP protocol to try get a response from a network node. As example is below. In the example the ip address 192.168.100.2 is ‘pinged’, host sends an ICMP, the target host then sends a response. This confirms that the host is reachable from the destination the ping originated. If this failed however, and it was not expected however it could mean there is a networking issue preventing connection, or even a software-based firewall prevented the packets reaching the target.  The ping command is also used in Linux based system, with the same functionality.


[image: ]Software based firewall (Windows Defender Firewall) – As mentioned when discussing the ping command, a software-based firewall is used at the software level to block unwanted network traffic. If there was an issue with receiving the ping command for example, the first place to check would be the firewall integrated into windows. Below the screenshot shows that inbound traffic for ICMPv4 is allowed. So, this would be allowed. The software-based firewall can block different protocols, IPs from inbound and outbound connections.
“Linux has a firewall built right into the kernel itself. That said, it isn’t the most convenient to use.” [6].




OOBE Out of box experience  - the out of box experience is where Microsoft offer options such as language selection , to connect to a network and make the overall process of setting up a new machine a seamless task for even a basic user. “The OOBE flow is also designed to reduce cognitive load significantly by breaking up tasks into discrete chunks” [7]. Linux is known to not have such a simple experience to setup a machine “out of the box”, this is one of the reasons that Windows is favoured for less IT literate users.
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You may also want to try setting up some of the options shown in the link
provided above to optimise your virtual network environment. Ensure that you
repeat these optimisation steps for the other 3 VMs.

To begin installing the Operating System on Server 1; from the Oracle Virtual
Box Manager window, select Server 1 and double click the VM to start it, this
should the VM as a normal physical Computer System would start. You should
be faced with the Windows Server 2019 installation screen.

From the Windows Setup screen — choose Time and Currency Format
English United Kingdom and Keyboard Layout — English, United Kingdom
Choose Next

Click on Install Now

Choose | don’t have a Product Key

Be careful at this point: At the “Select the Operating System you want to install
window’: Choose Windows Server 2019 Datacenter Desktop Experience -
choose Next

Accept the license terms, click Next

Choose Custom: Install Windows Only

Choose the hard drive you wish to install windows on (note our Virtual Hard
drive has been presented to the OS but not the physical one). Select the drive
and choose next.

o Windows Server 2019 Datacenter (Desktop Experience) edition will now install.
o Near the final stages of installation, you will be asked to specify an

‘Administrator Password: FOR THE PURPOSE OF SECURITY USE THE ONE
1 HAVE PROVIDED: P@sswOrd

5 Upon completion, you will be faced with the logon screen in your VM. Click on

the ‘Input menu option (top of the VMs window) and choose Keyboard ~ Insert
CTRL+ALT+DELETE

o This is the login option, now specify the password given above.
o Once this s installed, shut down Windows on Server 1 as you usually would via

the Shutdown menu and repeat the process for Server 2

o You will need to do this for Server 2 and Client 1 and Client 2,
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