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Cryptography is the study and art of hiding meaningful information in an unreadable format.
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Task 1: Basic Data Encryption Using CrypTool

Cnplool is a freeware program that enables you to apply and analyze
cryptographic mechanismis. 1t has the hpical look and feel of a modern Windows
application. CrypTool includes every state-of-the-art eryptographic function and

allows you to learn and use cryptography within the sanme environment.

Lab Scenario

Most security Initiatives are defensive strategies aimed at protecting the
perimeter of the network. But these efforts may ignore a crucial vulnerability
sensitive data stored on networked servers are at risk from attackers who only
need to find one way inside the network to access this confidential information.
Additionally, perimeter defenses like firewalls cannot protect stored sensitive
data from the internal threat emplovees with the means to access and exploit
this data. Encryption can provide strong security for sensitive data stored on
local or network servers. To be an expert ethical hacker and penetration tester,
you must have knowledge of cryptography functions.

Lab Objectives

This lab will give you experience on encrypting data and show yvou how to do
so. It will teach vou how to:

" Use encrypting/decrypting command
"  Visualize several algorithms

»  (Calculate hash values and analysis

Pre- Activity exercise
To carry out the lab, you need:

CrypTool located on the shared drive lecturer PC.

Windows running on virtual machine

" You can also download the latest version of CrypTool from the link
http:/ /www.crvptoolorg/en/download-ctl-en

= If vou decide to download the latest version, then screenshots shown in
the lab might differ
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Overview of Lab
CrypTool is a free, open-source e-learning applicaton used in the implementaton
and analysis of cryptographic algorithms. It was orginally designed for internal
business application for information security training,

Activity:
Note: Screenshot may varies from the one in this lab. Though the lab says Windows server 2008,
use Windows 7 and/or Windows 10 if the Windows server 2008 is not available.

1. Navigate to the shared drive on lecturer PC for CrypTool, double-click

SetupCrypTool_1_4_31_Beta6b_r3670_VS2008_en.exe, and follow the
wizard driven installation steps to install the application.

2. On completing the installation, launch CrypTool application from the
Apps screen.

Apps

Internet L O Re ] an Wi i : MumberShark
Information... | 5 e N 6] il MEW

iSCE Initiator ity Wi g% CCleaner P

Local Security Server Manager Windows i CCleaner
Policy owershell ISE... . Hornepage

Metwork Policy Services : _ : Uninstall CCleaner script

Advanced Uninstall
Encryption Packa.. yp
System Information Clipboard AES-Tool
MEW NEW
Performance Task Scheduler Histary Cry | Google Chrome
Monitor MEW -

Remote Acces —~ ires How to use (Help) ny | CrypTool Help
Manage: B

FIGURE 11.1: Launching CrypTool from Apps screen
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3. The How to Start dialog box appears; check Don’t show this message
again, and click Close.

v Don't show this dialog again

FIGURE 11.2: How to Start Dialog box
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4. 'The main window of CrypTool appears; close the startingexample-
en.txt window.

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window
Help

D || |Q|S| »|®[@] £ 2%

arting example for the CrypTool version family 1.x (CT1)

CrypToal 1(CT1) is a comprehensive free educational program

about cryptography and cryptanalysis
offering extensive online help and many wisualizations.

is is a text file, created in order to help you to make your first steps with CT1.

FIGURE 11.3: startingexample-en.txt window in CrypTool
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5. To encrypt data, click the File option from the menu bar, and select
New.

Edit View Encrypt/Decrypt Digital Signatures/PK| Indiv. Procedures  Analysis  Options  Window
New CtrieN |
Open... Ctrd+0
Close Ctrl+F4
Save Ctrl+5
Save ac...

Document Properties... Ctrl+D

Print... Ctri+P
Print Setup...

Recent Files

Exit

FIGURE 11.4: Choosing a new file to crypt
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6. Type some content in the opened Unnamed1 Notepad of CrypTool.
You will be encrypting this content.

7. Select Encrypt/iDecrypt = Symmetric (modern) 2 RC2... in the Menu
bar.

Eile Edit View | Encrypt/Decrypt | Digital Signatures/PKl  Indiv. Procedures  Analysis Options Window
Help ' Symmetric (classic) ’
D || @] Symmetric (modem)  *] | IDEA..

' Asymmetric Y T ]
Hybrid » RCA..
T DES (ECB)...

CrypTool is a free, open-source e-learning ap DES (CBC)...

analysis of cryptographic algorthms. It was ¢ i
application for information security training. i e S
Triple DES (CBC)...

AES (CBC)... Shift + Strg + R

Further Algorithms r
AES (self extracting)...

FIGURE 11.5: Enerypting the file
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8. 'The Key Entry: RC2 dialog box appears; select Key length (here, 8 bits)
from the drop-down list.

9. Enter the key using hexadecimal characters (05), and click Encrypt.

Enter the key using hexadecimal characters (0.9, A.F).

Key length: |8 bits b

FIGURE 11.6: Encrypting the file

10. The RC2 encrypton of Unnamed1 notepad displays, as shown in the
screenshot:

RC2 encryption of <Unnamed1>, key <00>

00000000 @6 96 A3 DD SD DD 52 B7? 1B 15 60 &E EC
oogooooD  2E 22 7F Z2A E9 57 OC A2 EC 78 DS 0C DD
00000014 EA 29 6B 4D bE 38 BS 46 Fe D1 17 23 01
goooop2? 44 91 7E AC BE 9C C3 88 16 70 06 15 F7
00000034 %94 40 44 00 8F 81 74 45 CE DE BE 27 BB
OpoooD41 79 98 43 89 3C CC 7E C1 CF 34 9F 8D &D
O0O0O0D0D4E SC FD 72 84 2F B8E 78 FD 14 B4 FO 57 ds
ODOOOOSE A9 9C 19 00 24 D3 B3 FD 4D 89 79 F3 BE
opooooes D7 20 24 78 E3 AA 1F 17 80 BE FD 29 44
0000007 Fe 29 D8 OE F3 Be 25 4E 3D C1 AF 08 72
gpopoooos2 22 69 3B BY 26 0D 11 CC 63 23 27 46 B2

FIGURE 11.7: Output of RC2 - encrypted data
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11. To save the file, click File in the menu bar, and select Save.

Edit View Encrypt/Decrypt Digital Signatures/PKlI Indiv. Procedures Analysis Options Window
Mew Ctri+N
Open... a0 2|
Close Ctrl+F4
Save Cties |t
Save as..

Document Properties... Cirl+D
Print... Ctrl+P
Print Setup...

1 C\Users\..\Cry-RC2-fake.hex
2 fake.bt
3 C\Users\..\Temp\cry2.org

FIGURE 11.8: Saving the encrypted file
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12. The Save As dialog-box appears; choose a location where you want to
save the file (Desktop), specify a file name (Cry-RC2-Unnamed4.hex),
and click Save.

Note: The file name may differ in your lab environment.

4 | Desktop » Search Desktop

Organize =  Mew folder

4.7 Favorites
Adrministrator
& Downloads

“LFL.-J Recent places

I Desktop k} This PC

4 ﬂ! This PC e
b | jg Desktop @ Libraries
b 2| Documents ~ :

File name: | Cry-RC2-Unnamed4d.hex

Save as type: | Binary file (*.hex)

. Hide Folders

FIGURE 11.9: Saving the encrypted file
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13.

14.

16.

18.
19.

Now, you can send this file to the intended person by email or any
other means and provide him/her with the hex value, which will be
used to decrypt the file.

To share the file, you may copy the encrypted file from the Desktop to
D:\CEH-Tools\CEHvV9 Module 18 Cryptography\Cryptanalysis
Tools\CrypTool.

. Assume that you are the intended recipient (working on Windows 8.1)

of the Crypted file through the shared network drive.

Log into the Windows virtual machine, navigate to the shared drive on lecturer PC for
CrvnTool. double-click

SetupCrypTool_1_4_31_Beta6b_r3670_VS2008_en.exe, and follow the
steps to install the application.

’. In the meanwhile, copy the Crypted hex file (Cry-RC2-Unnamed4.hex)

from CrypTool on the shared drive on lecturer PC, and save it to the desktop

Launch the CrypTool application.

The How to Start dialog box appears; check Don’t show this message
again, and click Close.

Dr Carlene Campbell Page 11 of 17



20. The main window of CrypTool appears; close the startingexample-
en.txt window.

LT P 1l i s SETA B e Tl N s —"."':IE'_""'l!l‘:

File Edit WView Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window
Help

D|=|of[E|&| »|%|0] £ 2[%

CrypTool 1 (CT1) is a comprehensive free educational program

|about cryptography and cryptanalysis
offering extensive online help and many visualizations.

is is a text file, created in order to help you to make your
steps with CT1.

FIGURE 11.10: startingexample-en.txt window in CrypTool
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21. To deerypt data, click File in the menu bar, and select Open....

L ] ol fo [ 5 1 Beld ._:. ~ — -
le | Edt View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window
Ctrl+N i
Ctrd+0

Close
Save
Save as...

Document Properties...

Frint...

Print Setup...

Recent Files

Exit

FIGURE 11.11: Opening a Crypted file
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22. The Open dialog-box appears; select All files from the drop-down list,
navigate to the location of the file (Desktop), select it, and click Open.

Bl Desktop » Search Desktop

Organize - Mew folder e

I Favontes
Bl Desktop njRat
@ Downloads '

= Recent places
Proxy Workbench

i@ Homegroup s
ain
Shortcut
1™ This PC 1.TAKB

r.,  Cry-RC2-Unnamedd.hex
€l Network HEX File

Open Cancel

All files (")

FIGURE 11.12: Opening a Crypted file
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23. Select Encrypt/Decrypt = Symmetric (modern) 2 RC2... from the
menu bar.

File Edit View
Help

Hybnd

DES (ECB)...

00000000 DES (CBO)...
0000000B (

0oooonle Triple DES (ECB)...

00000021 :
00ooo02c Triple DES (CBC)...

0oooQoaz?
onooOoo42 S
0000004D .

goooone2 5
000000GE AES5 (self extracting)...
goooooza Uy -
gooooongs 55 B3 99 73 33 -

mAanhnnanT e o e ™7 ™7 Tmin T N |

FIGURE 11.13: Select the RC2 Encryption algorithm
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24. The Key Entry: RC2 dialog-box appears; select Key length (here, 8
bits) from the drop-down list.

25. Enter the hexadecimal kev (05) that was used to encrypt the file, and
click Decrypt.

Enter the key using hexadecimal characters (0.9, A.F).

Key length: |8 bits ﬂ

FIGURE 11.14: Decrypting the file
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26. The decrypted text appears, as shown in the screenshot:

File Edit Wiew Encrypt/Decrypt Digital Signatures/PKl Indiv, Procedures Analysis QOptions Window
Help

Do W& %[%|8 S| 2%

=t

l.‘,:yannI Is a free, open-source e-learning application used in the implementation
and analysis of cryptographic algorithms. It was originally designed for internal
business application for information secunty training.

o e T T e T s T s T e e O e O

FIGURE 11.15: Decrypted the file successfully

27. 'This way, files can be encrypted using CrypTool and shared with an
individual in a secure manner, so that no one can intercept its data.

Lab Analysis

Analyze and document the results related to this lab exercise.
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