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Abstract— This document is the second of four papers detailing the practical work and observations to install two virtual networks utilising the Oracle VirtualBox software. As part of the Network Operating Systems assignment.

Introduction
This document forms the part of the assessment for the level five  Network and Operating System Services module. The evaluation consists of two parts: a practical task and a written record of the work undertaken to present insights, thoughts, decisions, and observations concerning network operating systems and their associated services. The practical work revolves around four worksheets that detail the installation and setup of two virtual networks using a type two hypervisor to install two Windows Server installations and two windows client operating systems. To cover the evidentiary requirements, they are screenshots taken at the time of installation to document and demonstrate the procedures. The second component of the assessment consists of more traditional research and annotation or facts found from reliable sources. Bibliography citations and references will be given as stipulated in the requirements specified in the assignment brief. For clarity, technical terms and abbreviations are explained in detail in a Glossary at the end of this document.
 Planning
With network engineering, as with any other practical undertaking, there are four initial stages. These are planning, preparation, execution and refinement. In terms of networking, these can be interpreted as planning initial setup installation and configuration. This document well now looks at the first part, which is planning.
Planning is the most critical phase of any undertaking; bad planning will guarantee a failure; good planning will make a hard job very easy. For a plan to be successful, one must first understand all the undertaking's requirements and needs. This approach is strongly underlined worksheet one; it advises that the sheet be read thoroughly before starting any work. It is good working practise for anyone in a professional occupation. In this instance, there will be a requirement for four virtual machines, two of which will be of the servers and two will be clients. Each client will operate via each server. The server will require two network adapters each.  Contrary to the Work Sheets instructions, the cards will be installed in the setup phase for efficiency. 
The servers will be configured with additional memory to fulfil specification requirements and have maximum memory allocated to the graphics adapter for high-resolution monitors. 
As the network specified is essentially symmetrical,   the workload will be reduced to configuring a server and client pair, which will then be cloned utilising the hypervisors cloning facility. This method will save time and minimised mistakes.  Once cloned, all that is required is to change network names and settings to make them unique. 
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The hypervisor will have to be programmed to issue random  MAC addresses for each adapter. The default setting for Mac addresses is to duplicate existing addresses and must be changed in the setup phase. Additional planning requirements include the choice of operating systems, which will be Windows 10 pro for the clients and the Server 2019 Essentials edition for the server.  The decision to use Windows 2019 Server Essentials was based on its design as a minimalist version of the operating system. The attending lower memory requirements for this edition would reduce the virtual machines' operational needs.
The additional planning required will include installing Active Directory(AD) controls and services on both the servers and establishing a domain controller and associated DNS services. Details of the planning will be included in the sections concerning the AD installation advanced settings sections.
Initial Setup
The initial setup phase of the work revolves around the installation and configuring of the Oracle VirtualBox software. This software is what is known as a type 2 hypervisor. Previous experience has shown that type 2 hypervisors do not work correctly on any operating system that uses a type one hypervisor subsystem, Hyper-V, in Microsoft's case. An installation check was made to make sure that the Hyper-V was disabled. The setup of the virtual machines is quite straight forward. The Oracle interface is graphical by nature and is quite intuitive. The first stage defines the type of operating systems used with the hypervisor; this can be chosen from a choice of operating systems that include windows, various forms of Linux and a setting for an unspecified operating system that allows for sandbox testing of new software. For the worksheet, two machines were specified as windows 10 (64 bit), and the other two were Windows 2019 (64 bit). 
When created, the settings were adjusted to enable the central processing unit (CPU) to allow virtualisation extensions to operate (see fig X.).  The settings for the server include 4-gigabyte memory space and 128-megabyte video memory. These settings are more extensive than a standard set up to provide more resources for the server subsystems. 
The Second Stage of setup involves creating virtual hard drives to hold the operating system files and data. The Server virtual hard drives are allocated 25 gigabytes of storage space for the same reasons that the memory allocation was enlarged. The client settings were given 2 gigabytes of memory space,128Mb of video memory and only 20GB of virtual storage. As previously mentioned, the servers will be used to connect two networks. Therefore, they will require two network cards at this stage.  The network card settings were set to provide random MAC addresses for the cards.  This stage of the setup concludes the initial virtual hardware set up of the network devices.

OS Installation and testing
As the initial setup has now finished, all that remains is to install the operating systems. A disc image must be uploaded from the vendor's server and stored on the host systems hard drive to install the operating system. The virtual machine is then configured, so the virtual CD interface points to the directory where the installation image is stored. This arrangement emulates the install procedure used in world hardware that uses CD or DVD media. Once started, the virtual machine will then treat the download image as an actual disc and then instal accordingly. The install procedure varies depending on the operating system used; in windows, the only requirement is to follow the instructions on the screen and enter the information appropriate to that operating system. Where the issue of licencing occurs during instal, please select the "I don't have a licence" option at the bottom of the screen and continue. This option will install the operating system but will not allow updates from the Microsoft server and has a limited operational period before screen notifications to enter licence appear.  It helps set the CD driver's storage profile to "live disc"; this is done by selecting the disc within the storage section and ticking the appropriate box. The object of this is to allow the virtual machine to 'eject' the disc once this has finished installing and change the boot location to the newly installed operating system. For further details, see appendix 1

When ready, the operating system will install the necessary components onto the hard drive,  configure the basic start-up options, and then require the administrator password entry. The password is configured by default to have a certain complexity to avoid easy decryption by a brute force method. The setup process will take then the computer to initialise the operating system. 

The process will then start the Windows operating system from the boot partition on the main hard drive rather than the installation disc. Once completed, the screen will show the default windows start-up image. It will display the username add a password box. At this point, the password is entered into the password box, and the enter key pressed. Providing the correct password has been entered, the system will take you to the initial desktop, at which stage the configuration of network and firewall settings are processed. 

Once the reboot completes, the virtual computer is accessed using the administrator account, and the configuration process starts. Using the access methods described in the worksheet, the firewall is disabled for local and public networks.  This action permits diagnostic tools to be used on the new network without interference from the security settings. The virtual box machine has the adaptors set to 'Internal network', which means that the virtual networks are disconnected from the host machine and the internet. This disconnection also means that there will be no connection to the root servers on the internet.  
Without this lookup function, any lookup is limited to that part of the network within the current domain. This restriction would typically be rectified by creating a third NAT* connected network adaptor on the gateway server/domain controller. The new connection will permit internet access to the virtual network behind an obscuring firewall based on the host computer. Using the search bar and entering "Network Connections" will gain access to the list of network connections ton the computer. Right clicking the desired adaptor and selecting Properties will bring up the network cards settings dialogue. This control allows the user to set parameters for the numerous functions that control the card.  The network addresses, DNS forwarding addresses and identification settings were set up using the worksheets provided specification.

Table I
Assigned Network Addresses and Masks
	Computer Name
	Adaptor Name
	IP Address
	Network Mask

	N1S1
	PublicNet
	192.169.1.100
	255.255.255.0

	
	PrivateNet
	192.168.100.1
	255.255.255.0

	N1S2
	PublicNet
	192.168.1.101
	255.255.255.0

	
	PrivateNet
	192.168.101.1
	255.255.255.0

	N1C1
	PrivateNet
	192.168.100.2
	255.255.255.0

	N2C1
	PrivateNet
	192.168.101.2
	255.255.255.0


Table 1. Network Address  Settings
Table 1. Network Address Settings
With the network cards being configured to the above settings, testing of the network commenced.  The procedure used was to open a terminal window on the PC's to be tested, and an IPCONFIG command entered to verify the settings and adaptor ident. The next step was to use the Operating systems PING* command to send an IMCP packet to the address listed on the receiving server. If the connection is good, the terminal will display four packets received messages along with time to live timings. If the connection were bad, a packet not received message would be issued instead. The worksheet specified that testing would be undertaken from both ends of the link. However, for this installation, the connections were tested from one end only as the second connection test is redundant as the return signal is evidence enough to show that the receiving card has registered the packet and transmitted an ack packet in reply.  The order of testing was to check the connection between server and client on each network. The next step was to check the connection between servers. The link was checked and found to be good. Except for one failure on network one, all tests were successful. The error was analysed and found to transpose octets three and four on the client network card's address. The settings were corrected, and the connection was tested again and found to be good.
Observations
Q.  Describe the main differences between Type 1 and Type 2 Hypervisors. Identify benefits and drawbacks of both and provide some example Vendors. 

Virtual environments fall into two main formats. These are unimaginatively described as type one and type two hypervisor systems. Simply put, a type two hypervisor is a virtual system that runs the hypervisor as a program in a host operating system. The host operating system (OS) is linked to the guest system in software and handles all functional calls to the hardware. A type one hypervisor is an environment that is more software focused. The environment provides a managed interface that offers API* function calls to hardware that eliminates the need for a host OS.  For more technical details, I would refer the reader to the Glossary at the end of the document.
Hypervisor controlled virtual systems offer several advantages and a few disadvantages. These are:
Sandboxing. 
Virtualised systems offer the ability to create firmware systems that run in an isolated software environment. This feature provides an easily made and formatted test area suitable for potentially dangerous or damaging testing work without affecting the real world's hardware or software. The preferred hypervisor type for this application is type two. This format has the advantage that an intervening host OS can test/monitoring software external to the virtual environment. It is not affected when the virtual environment is compromised or disrupted. Typical uses include malware analysis, honeypots, File mazes and computer forensics.
Experimental builds. 
The use of a virtualised environment is the favourited tool of developers. As the environment is entirely in software, the environment can be quickly built, configured, saved, replicated and deployed. The ability for rapid change is easily implemented with a minimal hardware configuration of the host system. 
Uses for this toolset include the construction of demonstration networks, experimental network designing, cluster processing and storage array analysis, alpha software testing and destructive testing.  The choice of hypervisor is dependant on its intended function.  Typically, a type one format is used for improved performance and lower resource overheads. However, where the requirement calls for a specific OS's facility and services, a type two format is the obvious choice.
Minimised use of hardware  
With the advent of cloud computing, the virtualisation system leverages its most significant advantage. This advantage is the ability to create and run multiple servers on a single instance of hardware.  It not only reduces the hardware requirement for a server farm; it lowers power requirements, lowers the operating costs and solves technical problems such as power distribution and loading, heat dissipation and space requirements. For vendors, server farms built in a virtual environment allows the construction of client specified networks. The servers can be configured as simple one-off workspaces with the OS* of the client's choice installed (type two hypervisor). If the client is looking for a Saas* or a Paas* configuration, then a type one hypervisor can be implemented with an API/HAL* appropriate for the users need.  The use of containerised* deployments is mainly used in the latter case as the requirement is entirely software dependant and make the best use of the hypervisor to enable its task.  An example of this kind of container system would be Kubernetes.

There are also disadvantages, and these are:

Higher hardware specification
As Virtualised environments are essential for a sophisticated program running on a computer, hardware choice becomes necessary. Virtualised environments are resource dependant. For optimum functionality, the hardware specification needs to be high compared to a stand-alone computer.  This fact affects the initial cost of implementation and increases the running cost per capita when used in numbers. Where type two hypervisors are used, this requirement is increased as a host OS generates a higher functional load and increases the buffer memory allocation requirement within the environment.

Limited size for Virtual Networks.
A further limitation for Virtualised networks is the limited availability of resources for creating extended network configurations within a host machine. Network devices like any other device on the virtual network will consume a proportion of the available resources. Where networks of large size are modelled, the available memory and processor capacities may run out or under such demand that lag time* will become unmanageable. Therefore, the current practice is to model sub-networks on each server and link multiple hosts to a cluster configuration with one host dedicated to the cluster controller.  This arrangement will ease the demands on the host machines resources and permit vast virtual networks.
Reduced Fidelity
The creation of networks within the virtual space is undoubtedly a handy tool. There is a caveat, though; whereas the functions of a network switch can be emulated in software, the functional specification cannot. Physical hardware has many parameters, such as switching latency and wait states that cannot be modelled accurately. The variance comes from the interaction of timings between the virtual machine and the supporting software structure. The hardware parameters could be minutely modelled, but the time needed to calculate the results would skew the primary process's timing.  Add to that the varying demand for processor time required by the virtualisation software to process these requirements on a dynamic system. Calculation of an accurate real-world timing result becomes impossible. For this reason and others, a proper real-time simulation is difficult or impossible, and any product would be an approximation only. The only recourse, in this case, would be to assemble the system in a real-world environment.

As mentioned earlier in this document, there are two forms of virtual environments that are run by different hypervisors. Examples of type one hypervisors include:

· Oracle Virtual Box
· VMWare
· Xen
· MS Hypervisor

Type two hypervisors include:

· Microsoft Virtual PC
· VMWare ESXi Server
· Kubernetes

Q. What is the significance of the subnet mask in IPv4 addressing? 
The advantage of subnet masking is to Allow multiple networks to exist within a specified address range. Subnets can be tailored to host a specific number of hosts to optimise address space usage by implementing VLSM* masking. Using the mask in this fashion frees up addresses that would usually be unused by monolithic addressing systems.
-
Q.  Cloud computing has revolutionised the way that enterprise networks are hosted. Describe the use of cloud computing, including its benefits and drawbacks, and identify example vendors within the industry. 
The use of cloud systems can offer the following benefits for enterprises. These include:

· Minimal technical overhead
· Guaranteed connectivity 24/7
· Universal connectivity
· Minimised hardware costs – benefit for smaller businesses.
· Access to four business models – SaaS*, PaaS*, IaaS* and FaaS*
· Scalability

There are some drawbacks to using these forms of computing systems. These are:

· Reliance on ISP availability
· No control on vendor security. (loophole)
· The additional cost of operation – for larger businesses and corporations
· Reduced Access Level Controls
· Vendor Lock-in

There are many cloud system vendors but the major players in the cloud computing business are:
 
· Microsoft Azure
· AWS – Amazon Web Services
· Google Concurrent Services
· Alibaba (Chinas biggest Cloud Vendor)
· IBM


Q.  Give an in-detail description about the different terminologies and its purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE etc) you came across during Task 1 and Task 2. Compare your list of terminologies in the aspect of their operations/functionality with other Network Operating Systems. (For example: If you select Windows Firewall and describe the operations/functionality of Windows Server 2019 Firewall, you must compare these features with the operations/functionality of other Network Operating Systems like Linux, Mac)
The terms used during the research and documentation phase of this assignment fall into two main categories. These are Network protocols and Services and hardware/software-based terms.   Network/Services terms include:

DNS*
This is the protocol as defined in RFC 882[4] and RFC883[5] created in 1983 by P. Mockapetris. It solves the problem of associating hostname with network addresses on medium to large networks. When networks were small and stand-alone, assigning addresses to clients was just a matter of changing the client address in the network file. With the introduction or the Advanced Research Projects Agency Network or ARPAnet, the assigning of client addresses over multiple linked networks became problematical. The Reversed Address Resolution Protocol [6] was an initial attempt to overcome this problem but had limitations in that MAC addresses had to manually inserted into the database that acted as the responder for RARP request s from clients. This fact and the ingle network limitation led to the Boot Protocol. The Boot Protocol[7] or BootP replaced RARP as address request messages at start up could now be sent via relay agents across multiple networks to a control server. This feature made obtaining IP addresses easier where multiple networks were interlinked.  This protocol worked fine until the internet was created, where instead of twenty or thirty networks were involved, hundreds of nets were linked.  With this many relays, the BootP was inadequate, and DNS and DHCP protocols were born. Further Details about DNS can be found in the companion document for worksheet two.
DHCP*
This protocol is defined in RFC1531[8], posted in 1993 by R. Droms. However, due to errors and publication issues, RFC154[9]1 became the official declarative document.  This network protocol solved the problem of dynamically assigning IP addresses to subnets using a dedicated server previously managed by the RARP and BootP protocols. Before introducing this protocol, IP addresses were static and held within the host's file on each pc.  These files had to be individually updated when new hosts were introduced into the network, and with the increase of network sizes in the late 1970' and '80s, this method became ineffective. The Reversed Address Resolution Protocol's introduction in 1984 and later BootP in 1985 solved some of the problems but was still flawed. 

The hardware/software terminologies include:

Ping*
The name Ping is derived from active sonar technology. It relates to a software tool that sends ICMP* data packets to a host and awaits a reply signal very much in the same manner that a sonar signal is reflected from a submerged object. This tool is universally implemented on many operating systems and generally offers the same utility. Ther are some minor differences with various Linux* variants, usually with how ping handles reporting and configuration. 

Ipconfig*
Ipconfig is a windows terminal command to display network adaptor settings and is Microsoft's 'interpretation' of the Unix/Linux network tool ifconfig. The main difference is that Microsoft has added extra options to the command line that allow for updating or renewing DNS and DHCP leases and registration connected to the adapter.  Separate programs on Unix based systems control these functions.

PAE/NX*
PAE stands for Paged Address Extension and is a memory management extension of the Intel x86 architecture[3]. This feature first appeared in 1985 with the introduction of the Pentium Pro Processor. The introduction of PAE enabled the page table entry to be expanded from 32 bits to 64 bits, allowing for a more significant virtual memory addressing space. Consequently, this extended the physical address limit from 4 GB to 64Gb.  This term is also associated with the NX suffix.  The NX suffix refers to the no execute bit of the address architecture. The paged memory can be used for the storage of data or program code. The NX bit signifies that it does not have executable code within the page and is set whenever the memory page is used for data storage. AMD has used PAE/NX in their processor architectures and has independently extended the page addressing to 48 bit and latterly 52bit addresses with their extensions. Currently, the Epyc [2] server processor can address 4TB of physical memory  [10]
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Glossary
API
	A three-letter acronym for Application Programming Interface.  This is a software construct that provides a unified interface for accessing program code within an applications library structure. These are used to allow third party software to access a programs functions or in the case of an Operating System, to access device driver settings or service functions of the OS's subsystems.

BootP
	Boot Protocol of BootP is a protocol developed by the Internet Engineering Task Force to enable computer networks to be centrally configured using a dedicated address server. First proposed in 1985 in RFC951 and later succeeded by rfc's 1395, 1497, 1532, 1542 and 5494.

Container
	Container is a term used in virtualised systems as very basic application controlled object that can access the host OS functions. Unlike virtual machines that have a hypervisor and as full set of OS interfaces, containers are very minimal of structure and have only enough resources to run and execute the application within.  This makes these very useful where fast operation and code independence is essential. Suitable implementations would be for cluster computing applications, failover components within critical systems and variable scale processing systems for cloud applications.

DHCP
	DHCP stands for the Dynamic Host Configuration Protocol.  Introduced with RFC 1531/41 in 1985. This protocol solved the problems of large-scale integration of the BootP protocol. See https://www.lifewire.com/what-is-dhcp-2625848 for Further information.

DNS
	A Three letter Acronym for Domain Name Service. This service appeared in 1983 as RFC882 and RFC883. Along side DHCP, it is one of the key operating protocols used on internet connected servers. Universally used, it allows IP addresses to be linked to a unique name in the internet name space.  The system uses a tree based hierarchical system of names(domains) to catalogue and identify hosts on the internet. The name servers used with the protocol use several recursive and iterative searches to check stored caches within the tree structure to locate a named resource as defined in the universal resource locator (URL). For more detail see https://www.cloudflare.com/learning/dns/what-is-dns/

Faas (Function as a Service)
	A cloud format which provides cloud services as a provider of application functions. Simply put an application is a group of small programs called functions that are assembled and configured as a whole.  This is known as a monolithic structure. If these functions were treated as small programs on their own with their own API interfaces and code languages and placed in and environment where they could talk to each other then you would still have an application, but it is deployed as a microservice structure.  The advantage of this form of deployment is that the functions can be developed and update individually with additional functionality being added later as the application matures through the development life cycle.  This provides a lot of flexibility in application development and deployment and makes application management extremely easy.  To get a better idea of this concept check out the video by Tom Bettinger in the IBM presentation at https://www.ibm.com/cloud/learn/microservices.

HAL
	HAL stands for the Hardware Abstraction Layer. This is a software device to isolate a program from the underlying driver sub systems.  By Providing an application with a standard interface, a developer can hide the details of the device drivers used by the operating system. Where different computers may have different hardware installed with corresponding drivers, an application can use these devices if the installed drivers utilise the HAL APIs. This provides a degree of independence for the application and guarantees driver compatibility with different operating systems. See https://www.techopedia.com/definition/4288/hardware-abstraction-layer-hal. For more information.

Hypervisor (Type 1)
	. A type one hypervisor is different as it enables the software in the virtual environment to access the host operating system's services and facilities directly.

Hypervisor (Type 2)
	A hypervisor that allows an operating system to host a second guest operating system in a virtual environment provisioning the systems resources through the guest OS virtual interface rather than directly running applications.

Iaas (Infrastructure as a Service)
	Infrastructure as a service is the cloud version of a datacentre. It provides storage and server facilities to a client that can be integrated into the client's own server systems. It can be configured to the client's specifications with chosen operating, storage systems and applications. Being a cloud platform, it can be dynamically adjusted, easily expanded and have total reliability with greater than 99.95% uptime.

ICMP
	This is the Internet Control Messaging Protocol. 
This is a network layer protocol that is commonly used to determine if network messages(packets) are reaching their destination. It is commonly used in routers and servers to detect and log errors in the transmission of data packets. The protocols primary purpose is as a reporting tool for disconnections and transmission errors(dropped packets). Secondary uses for the protocol is as a connection tool for test ware such as ping and traceroute that check and trace connection in a network respectfully. Mare detail about this protocol can be found at https://www.cloudflare.com/learning/ddos/glossary/internet-control-message-protocol-icmp/.

IPCONFIG
	Ipconfig refers to Internet Protocol Configuration. This a system tool to test and report system settings and configuration.

Lag Time 
This is a measure of time. It is defined as the additional time above the expected call-response time for a function or service in a software system.

Linux
	Based on Unix, Linux is an open-source version of Unix based on the non-propriety GNU kernel. The GNU kernel came about as the result of the rampant privatisation of new operating systems by companies like AT&T and the SCO (Santa Cruise Operation).  This intellectual property land grab threatened to monopolise the Operating System industry and stifle application creation and distribution.  As a result, the software authors and developers banded together the form an opensource community which gave rise to the Free Software foundation and under the FSF General Software licence, a clone of the Unix kernel called GNU. 

Paas (Platform as a Service)
	This is a provision format used by cloud service vendors. In principle, it is a completed web development platform that combines the features of Saas with the tools to develop and deploy web-based applications.  It offers multiplatform development, more flexible development capabilities, an affordable all-in-one development tool set and global deployment capability. Examples of this form of service are :

· Microsoft Azure
· Open Shift
· HeroKu
· Google App Engine

PAE
	PAE refers to the Page Addressing Extension features of intel x64 processors.


PING 
	A software tool to check network connections.

RARP 
	RARP stands for Reverse Address Resolution Protocol.

Saas (Software as a Service)
	This is the most basic cloud platform service. It offers clients a method of exposing data and application services to the public using the web platform. It offers the ability to deploy middleware such as MS Office and data services like MS OneDrive over a variety of platforms with centralised licensing and version control. It has  affordable set up and maintenance costs, twenty-four-hour availability and vendor provided high end backup and security features.

VHD/VHDX 
	VHD .files are the virtualised equivalent of hard Drive storage.  The internal file format replicates the structure of modern hard disk formats with a standardised file header that is used by a many hypervisor.  An extended version of this file format is now available and is denoted by  the 'X' suffix in the name.  This version provides more versatility within virtualisation systems an example of which is the ability for these files to  be mounted as a disk on windows 10 operating systems.

VLSM 
	VSLM stands for Variable Length subnet masking.  This is a technique that uses different length network masks to split an address range  into subnets that closely fit the number of required host numbers for the relevant sub net. It works by allocation some of the most significant bits (MSB) of the host portion of the address to the end of the network mask.  In a standard Class C Address the network mask would be 255.255.255 and the host portion would have 255  host addresses. If the network admin wishes to create three subnets consisting of 12, 45 and 120 hosts, network masks of 255.255.255.224, 255.255.255.192 and 255.255.255.128 could be used to create the subnets. These networks  would hold 16,48 and 127 hosts, respectively. The network addresses for these sub nets would be 192.168.0.0, 192.168.0.17, 192.168.0.65 which  provides an optimised use of the addressing space for the required 177 hosts. VLSM mask are designated as the standard mask with a slash and the positions of the masking bits i.e., 255.255.255 / 27 where three are used to extend the mask.  In this case this would allow  for 31 hosts.
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Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems
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