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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt how to Identify the key organizational stakeholders that are actively involved in planning and compare their roles, explain strategic organizational planning for data/information security (InfoSec) and describe its relationship to organization-wide and IT strategic planning Discuss the importance, benefits, and desired outcomes of information security governance and how such a program would be implemented, Describe the principal components of InfoSec system implementation planning within the organizational planning scheme.  
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is planning? How does an organization determine if planning is necessary? 
2.	What are the three common levels of planning? 

3.	Who are stakeholders? Why is it important to consider their views when planning? 
4.	What is a values statement? What is a vision statement? What is a mission statement? Why are they important? What do they contain? 
5.	What is strategy? 
6.	What is InfoSec governance? 


7.	What should a board of directors recommend as an organization’s InfoSec objectives? 

8.	What are the five basic outcomes that should be achieved through InfoSec governance? 

9.	Describe top-down strategic planning. How does it differ from bottom-up strategic planning? Which is usually more effective in implementing security in a large, diverse organization? 
10.	What is security convergence and why is it significant? 
11.	What is joint application design? 
12.	What is a systems development life cycle methodology?
13.	How does the SecSDLC differ from the more general SDLC? 
14.	What is the primary objective of the SecSDLC? What are its major steps, and what are the major objectives of each step? 
15.	What is a managerial control? 
16.	What is an operational security control? 
17.	What is a technical security control? 
18.	What is a project champion? 
19.	What is the difference between a CSO and a CISO? 
20.	Why is maintenance needed for information security management systems? 

Exercises
Student answers will vary.
1. Use a Web browser connected to the Internet to explore frameworks use in the UK. Which is most popular use if you explore more than one?
2. Using the resources available in your library, find out UK governance framework or model that most organisation adopted.
3. Using the Web, what other security systems development life cycle (SecSDLC) can UK organizations adopted other than the waterfall methodology?
4. Consider each data/InfoSec professionals roles, outline their key functions/duties. Are there any other roles you can consider other than those mentioned in the lecture?  Bring your answers to class to compare them with those of your peers.



Quick Quiz 1

1. Which of the following is used to declare the intended areas of operation for a business?
A. Values statement
B. Vision statement
C. Objectives statement
D. Mission Statement

2. True or False: Organizational planning should make use of a bottom-up process in which the employees choose the initiatives the organization should pursue.

3. A multilayered approach to strategic planning encompasses two key objectives: general strategy and which of the following?
A. overall strategic planning
B. Archived profiling
C. Organizational profiling
D. InfoSec planning

4. Which of the following best describes a stakeholder?
A. An individual or group that owns financial stock in an organization
B. A competing organization
C. An individual who buys an organization’s products
D. An individual or group who has a vested interest

5. Which of the following is used to establish a formal set of organizational principles and qualities for an organization?
A. Values statement
B. Vision statement
C. Mission statement
D. Morals statement




Quick Quiz 2

1. Which phase of the CGTF framework involves determining where you are relative to where you want to be?
A. Initiating
B. Diagnosing
C. Establishing
D. Learning 

2. True or False: InfoSec objectives must be addressed at the highest levels of an organization’s management team in order to be effective and offer a sustainable approach.

3. According to the IDEAL framework, which functional role should be responsible for communicating policies to employees and coordinate training?
A. Chief Executive Officer
B. Chief Risk Officer
C. Mid-Level Manager
D. Enterprise Staff

4. Which of the following governance processes, as outlined in ISO 27014:2013, involves the review and assessment of organizational information security performance toward goals and objectives by the governing body?
A. Monitor
B. Direct
C. Communicate
D. Assure

5. Why is the bottom-up approach less effective than the top-down approach?
A. Lack of technical support
B. Lack of management support
C. Lack of stakeholder support
D. Lack of stockholder support
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