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Introduction
The policy goal identified for a digital solution is twofold, driven from NHS Wales Shared Services Partnership’s (NWSSP) strategic objective to “Focus on continuous service improvement, automation and the use of technology” but constrained by a limitation in freedom to act by the guidelines provided by the NHS Employment Check Standards (ECS), Home Office and Disclosure and Barring Service (DBS).
NWSSP was setup in “2011 to provide a range of high quality, customer-focused professional, technical and administrative services on behalf of all Health Boards and Trusts in NHS Wales”. The purpose of NWSSP is to support health boards and trusts through these services so that they are able to concentrate on effective delivery of front-line patient facing services (NWSSP, 2011). 
The services that NWSSP provide are in the most so-called ‘back office’ services like recruitment.  As part of the recruitment process there is a requirement to undertake mandatory checks.  NWSSP undertake recruitment on behalf of NHS Wales from advertising a vacancy to issuing the unconditional offer, carrying out pre-employment checks is part of this process.
The NHS Employment Check Standards outline the mandatory checks that NHS organisations must carry out in not only the recruitment of staff but also the ongoing employment of all staff, whether permanent and temporary staff, volunteers, or trainees.  ECS comprises of seven main areas, the seven main areas are Identity Checks, right to work checks, registration and qualification checks, employment history checks, checks on references, checks for any criminal record and Occupational Health checks (NHS Employers, 2021).
Due to the Covid-19 pandemic and subsequent government guidance on home working and social distancing, the NHS Employers Check Standards were temporarily adjusted for identity checks to be held within a safe environment.  A temporary process was therefore implemented whereby identity checks were conducted virtually via Microsoft Office Teams.  The pandemic had sped up the NHS Wales and NWSSP adoption of technology for service transformation and the need to act to develop an alternative solution to the face to face pre-employment check process (NHS Providers, 2012).
Notification has been received from the Home Office that the temporarily adjusted measures were set to cease in April 2022, however, this has now been extended until September 2022.  At this point, the organisation will either return to face to face Pre-Employment Check appointments or implement software to validate identity documents, using technology through an approved and accredited supplier.
The Home Office and DBS have recently announced that from September 2022 organisations will be permitted to use a certified Identification Document Verification Technology (IDVT) service provider to carry out digital identity checks on their behalf which is a way for potential employees to share their information using digital technology, and for the employer to check they are who they say they are.
Prior to Covid-19 pandemic, the recruitment team would undertake face to face meetings to verify the new starter’s identity documents to satisfy the requirements of the ECS. 
The recruitment team had recently mapped out the process which requires:
· Candidate travelling to one of several locations within the area.
· Recruitment team member travelling to locations.
· Documents verified and scanned.
· Document details manually keyed into the online recruitment management system (TRAC) and the NHS Electronic Staff Record (ESR)
· Potential for a second site visit required if documents were not suitable. 

A contributing factor for wanting to continue with a virtual process to pre-employment checks is that the number of recruitments required through Covid-19 increased hugely and still remains a pressure on the division.  This would cause significant investment required in staff and cause a huge cost pressure.

Methods
Due to the Covid-19 pandemic and subsequent government advice on home working and social distancing, the NHS Employers Check Standards were temporarily adjusted for identity checks to be held within a safe environment.  A temporary process was therefore implemented whereby identity checks were conducted virtually utilising Microsoft Office Teams.
Whist the introduction of the virtual process utilising Microsoft Office Teams has improved the service, this is not an option going forward in line with government legislation set out by the Home Office and DBS.  The home office and DBS have decided that using a certified provider will allow for consistency, better security, reduce risk and the process to be safer (GOV.UK, 2022). 
The benefits recognised whilst operating this temporary solution have been that there has been a reduction in cost and time for both the organisation and candidate due to not requiring travel.  It is also recognised that the requirement to not travel will contribute to the Welsh Government priority of net zero by 2030 which requires the Welsh public sector to reach net zero greenhouse gas emissions by 2030 (Welsh Government, 2021).
Within NWSSP it was also identified that this caused a risk to data security as applicants are sending their documents into Recruitment Services via personal email accounts such as Hotmail, yahoo and other free providers which could potentially be hacked as they are not secure. 
To understand the requirements the users need from IDVT software it is important to understand the process they currently go through so that they can see how the software will benefit and improve the existing face to face process.  This needs to be done as it can prove difficult to understand from the users what requirements are needed because they do not know what is feasible from the software (Sommerville, 2016).  
Continuous and early engagement with the user is highly important to develop the IDVT software.  The MoSCoW approach to prioritisations can be used with the engagement of users to form a list of requirements (Hyseni, 2020).  
The acronym MoSCoW developed by (Clegg, 1994) stands for:
· M = Must have – These are the critical requirements to be included in the technology/software.
· S = Should have – These are a step below the “Must haves” but considered essential but not vital.
· C = Could have – These are desirable or nice to have.
· W = Won’t have - These are initiatives that are not included this time but will be looked at inclusions in future developments.
To identify the digital technological requirements of this service improvement change it is important to understand current state or situation by undertaking a Gap Analysis.  A Gap analysis is a method to compare and identify gaps an organisation might have to overcome to get from a current state to achieve its goals or outcomes.  There are four steps identified as part of undertaking gap analysis, Identify the current state or situation, identify the future goal, identify the gap between the current state and where you want to be and finally develop improvements to minimise that gap (Forbes, 2022).
Due to the Covid-19 pandemic and the temporary move to undertake pre-employment checks virtually via Microsoft Office Teams was proven successful and the use of specific IDVT can be considered as the natural next development as many benefits have been identified however, areas of further service improvement can also be explored.  
It is important to note that the current face to face process fulfils the Employment check standards legal obligations and the use of technology is seen to streamline and improve this process.  
To identify the current state of the organisation is key and there are a number of ways this could be undertaken such as SWOT analysis looking at the Strengths, Weaknesses, Opportunities and Threats of the pre-employment checks process or perhaps more relevant and to complement the SWOT analysis is to use PESTEL analysis which looks at the Political, Economic, Social, Technology, Environmental and Legislation factors due to the importance of the external factors that exist on this process from the Home Office and DBS (Local Government Association, 2022).
An options appraisal would need to carried out, the options appraisal is completed at the early stages of any strategy development or implementation project, it is an iterative process that may need to be repeated several times before project implementation to ensure it has been refined to be more specific.  The outcome of the options appraisal is used to inform whether a project should be initiated by early analysis of costs and benefits of a short list of options (NHS Highland Scotland, 2014).  
To understand the technical requirements that will support using IDVT it is important to capture user requirements and system requirements that look at functional and non-functional requirements.  Functional requirements describe what the software should do in a clear and simple way. Non-functional Requirements identify constraints on the software like Performance, Reliability, Security and certification (Sommerville, 2016).
The requirements will be captured in a living document and will need constant engagement from key stakeholders to grow and be refined.
To be able to define the requirements there was a requirement to collect data which included interviews, process mapping and an element of personal experience. 
Ten of the recruitment team were interviewed using a combination of closed pre-defined questions and open follow up questions if required.  The questions asked are set out below to gain an understanding on the current pre-employment checks process.
· Can you describe the process of a pre-employment checks?
· How long does it take for a typical face to face pre-employment check appointment take?
· Did you have to travel to undertake this pre-employment check appointment?
· If you travelled, how far did you travel, the mode of travel and how long did it take you?
· Did the candidate bring all the required documentation required on the first time?
To supplement the question in relation to describing the process of a face to face pre-employment checks a process map was obtained from the recruitment division as they have undertaken a recent process mapping exercise.  This was then compared to the answers to ensure the process written down was the same as the process described. As with some research which formed part of this requirements identification there is always a possibility that the Hawthorne effect may have played a part and the recruitment team modified their normal behaviour when describing how they undertake the process compared to the process in how it should be done (Deutsch, 2017). 
From personal experience of first joining the NHS and subsequent employment, the pre-employment checks on a face to face basis were experienced first-hand with a requirement to book an appropriate time and date at one of the several locations that undertook pre- employment checks, select from a list of approved documentation and ensure the relevant documentation is produced at the meeting, travel to the meeting, share the documentation with the recruitment member of staff who then would photocopy documentation.  The preparation and travel took a lot of time when compared to the length of the relatively short ten-minute meeting.  To explore this further than personal experience a workshop could also be held to gain feedback and comments from other new starters on there experiences to ensure no bias exists (NHS Providers, 2012)
It is crucial that the IDVT is Interoperable, understandable by the two user groups, it is important for the recruitment team to be able to use the information for onboarding the candidate and complete the end-to-end recruitment process, and important that the candidate to be able to understand what is being asked of them when attending the pre-employment checks.  An example of this is not using acronyms and organisational naming conventions but also simple language (Iroju et al, 2013).
Consideration needs to be applied to how the learning and experiences will be captured and shared to retain the knowledge within the organisation, as to if employees move on to other roles or organisations then the knowledge remains.  Knowledge is an asset to organisations and if lost can slow innovation and prevent a new employee being productive and up to speed quickly (Xue, 2017).  Ideally the knowledge management should be real-time and part of the solution and not a separate compilation.  A frequently asked questions should also be developed for both candidates and the recruitment team to avoid the same questions being asked (Starmind, 2022).
Additional thought also needs to be applied and analysed if NWSSP has appropriately skilled staff to implement the IDVT process which in itself could be identified as a gap which needs to be fulfilled when there is a new reiteration of the options appraisal and gap analysis.
Following on from understanding the user requirements which are documented as part of a requirements document there is a need to also understand and document the system requirements such as minimum RAM and disc space to run the technology.  This will be done at the implementation stage as part of discussions between NWSSP and the IDSP (Sommerville, 2016).




Results
The results from the interview, observations and personal experience have been analysed and summarised below.  A summary of the results are presented below by the Interview Question:
Can you describe the process of a pre-employment checks?
It was found there was little or no deviation to how the pre-employment checks were described to be undertaken compared to the process map shown below in figure 1.
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Figure 1 Process Map of face to face pre-employment checks
How long does it take for a typical face to face pre-employment check appointment take?
It was found that on average the pre-employment check meeting took between 15 and 25 minutes.
Did you have to travel to undertake this pre-employment check appointment?  If you travelled, how far did you travel, the mode of travel and how long did it take you?
Only 3 of the 10 had to travel to a different location to undertake the pre-employment check appointment meeting and of these 3 they all travelled by personal car, travelling on average 10 miles taking 20 minutes for travel.
Did the candidate bring all the required documentation required on the first time?
It was found that a large proportion 60% of candidates either did not bring any of the required documents, issues with the incorrect documents being brought or no photo identification provided.  In most of these situations a follow up meeting would have been needed to be arranged causing duplication the time and cost.
As a result of working with key stakeholders to define the functional and non-functional requirements the following was identified.  
Functional Requirements Findings
For the IDVT software the functional requirements must be able to digitally check documents are genuine, validation of the document, verify the individual directly linked to the document and interface with other known systems.  
Non-functional Requirements Findings
For the IDVT software one of the key non-functional requirements is for the Identity service software provider to meet the legal requirements to be a certified provider approved by the Home Office and DBS, it is important to note that there are many existing providers of this IDV technology however, they need to be accredited by the Home Office and DBS and registered on the government framework.  Another non-functional requirement would be the security of the IDVT software, due to the need to be able to handle Personal Information of the candidates in a secure way.    The software will need to perform reasonably fast to provide a response to the candidate and the recruitment team on whether a document is valid and approved or not in a timely basis.  The software will also need to be reliable as to not cause delays to recruitment if system down-time is experienced.
An options appraisal was undertaken to assess the costs and benefits of a short list of different options. Whether an in-house solution could be an option to the pre-employment check solution however, the only options judged to be available and within guidelines are to return to face to face (Do nothing) for the short term or to implement software and work in partnership with an Identity Service Provider (IDSP) from an approved supplier list on the Government framework, the option to develop an in-house technological solution appears not to be permitted in the current environment due to the requirement of certification but the needs of the service are well understood and a vibrant market exists as this is not new technology but now is permitted for use for pre-employment checks in the NHS (NHS Providers, 2012).
As part of the options appraisal, it is vital to understand the key objectives for moving to IDVT which is to make the pre-employment checks process easier, more efficient and less costly to both candidates and the organisation without losing compliance and governance (Local Government Association, 2022).
A gap analysis was undertaken to identify the current state or situation with the findings highlighted in the form of a SWOT analysis in figure 2 and PESTEL analysis in figure 3 below. 
[image: Diagram

Description automatically generated]
Figure 2 SWOT Analysis of face to face pre-employment checks
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Figure 3 PESTEL Analysis of face-to-face pre-employment checks
The gap analysis highlights the gap between the current state or situation and the achievement of the future goal or key objectives and how to address this gap through the introduction of the IDVT software.
· The opportunity to introduce the use of IDVT to automate the interface the current manual process of entering information into ESR and TRAC to improve the identified weakness of the current process being a manual process.
· The introduction of IDVT will aim to reduce the need for time and travel costs for the recruitment team and the candidate
· The use of IDVT will improve efficiency as to more pre-employment check will be able to be completed by the recruitment team in a shorter period of time due to not having to physically attend meetings.
· The use of IDVT will support the continuation of providing a high quality service, maintain a committed and happy workforce and continue to underpin a robust governance procedure in line with the guidance from the Home office and DBS.
· The requirement to travel will help to address the climate emergency and the burden on public finances.
Discussion
The IDVT will need to be implemented via a project if the benefits are considered greater than the costs identified as part of the options appraisal.  The benefits do not have to be financial, however, if non-financial it is important that these are scored appropriately and consistently for each of the short-listed options.
Within NWSSP and the other NHS organisations throughout Wales there is limited resources to invest in digital strategies, projects and programmes.  It is important to be able to prioritise and target investment to areas judged to have the largest benefit financial or non-financial (NHS Providers, 2012).
To evaluate the implementation of the IDVT it is important to understand what outcomes the intervention has delivered.  Using a framework developed by (Lilford et al, 2010) which is modified from (Donabedian, 1997) model for quality improvement in healthcare and causal chain or an ordered sequence of events.  
It is considered that the use of IDVT identifies as a targeted service intervention driven in part by a policy intervention or and the effectiveness of this intervention will be felt by the recruitment process and a more effective outcome for recruitment staff, organisation and candidate as shown in figure 4 below (Lilford et al, 2010).
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Figure 4 Lilford et al. (2010) Modified Donabedian causal chain
The outcomes or benefits need to be recorded and captured to identify whether the introduction of the technology has delivered these.  To be able to identify whether the intervention has achieved the objectives it is vitally important to identify a baseline.  The baseline will be formulated from analysis of activity data of recruitment pre-employment checks, analysis of travel expenditure, investigation of the time spent undertaking pre-employment checks face to face and how long the end-to-end recruitment process currently takes.  This information will be used to compare when utilising the IDVT to identify if benefits have been realised to the time, cost, reduction in greenhouse gasses but also with the speed end to end recruitment performs
A consideration on the technology requirements will also need to be discussed with the providers when tendering the procurement and awarding the contract.  Given that the use of IDVT is a government initiative they are likely to be “pre-tendered” frameworks which suppliers are already on and can be called off to use, this is reliant on the fact that the product is off the shelf (OTS) and not requires bespoke developments. NWSSP has a large Procurement Services team as they manage the NHS All Wales service so it will be vital that there is Procurement involvement in the Project and Project Board.  The technology requirements for both recruitment team and candidate will be driven from the technical requirement already captured as part of the options appraisal and how to address the gap from the gap analysis.  
Early indications would suggest the requirement for the following:
· A device to scan the identity document such as smart mobile phones and tablets.
· Software which has an inbuilt template library of identity documents to enable checks that an image of the documents positively compares to the template library.  The software will also need to perform a biometric checking to check if a person is who they say they are.
· The software must also be able to interface with the existing ESR and online recruitment management system (GOV.UK, 2018).
However, a further gap to consider is the assumption that all candidates would have access to the hardware to be able to operate the software such as a smart mobile phone, tablet or computer but this would be considered and resolved as part of the implementation plan.
Conclusion
Pre-employment checks are a vital process to recruiting staff into NHS Wales ensuring the verification and validity of the candidates NHS Wales employs.  The covid-19 pandemic and the government guidance on home working and social distancing made NWSSP think differently about how they undertook these pre-employment checks with a temporary process put in place using Microsoft Office Teams which as a necessity replaced the face to face manual process. 
The Covid-19 pandemic has sped up the way in which NWSSP looks at digital transformation and encourages the adoption of digital technology which in the past may have taken years.  The Home Office and DBS have given the green light to use IDVT albeit with an approved supplier.  
As a result of the pandemic and the pressures on NHS Wales clearing waiting lists in part recruiting additional staff has had an unprecedented demand on the recruitment service which without significant resource would struggle to revert back to face to face pre-employment checks.  
The options appraisal has shown the positive cost benefits moving to utilising IDVT to carry out the pre-employment checks and the gap analysis has highlighted how we could get from current state to the achievement of the key objectives which is to make the pre-employment checks process easier, more efficient and less costly to both candidates and the organisation without losing compliance and governance.  In addition, looking at the functional and non-functional requirements of IDVT.
To utilise IDVT for pre-employment checks would achieve NWSSP’s strategic objective of “Focus on continuous service improvement, automation and the use of technology”.
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