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The following report aims to demonstrate the use of open-source network automation tool called Ansible, it’s major functionalities and use cases, and to show an exemplary deployment and configuration of one of the most popular stacks of technologies focused on building an infrastructure for deployment and delivering web applications – LAMP stack. LAMP consists of and is abbreviation for any Linux Distribution Operating System, Apache Web Server, MySQL Relational Database Management System and PHP server-side programming language.
 The environment for deploying of the aforementioned technologies is comprised of virtual machines spun up by Oracle VM VirtualBox - a virtualization software solution of Type 2 Hypervisor.

Background of Ansible

Ansible is open-source IT automation software initially developed by Michael DeHaan in 2012. It is preceded by two other automation tools created and developed by the same software engineer, respectively “Cobbler” and “Func”. Both are widely adopted by the network and IT administration community as they are  open-source projects. Later, DeHaan starts working for Puppet and it isn’t long after, that he came back to work on open-source projects. Because it used to take him a lot of time to get a set-up working due to DNS and NTP issues he decides to create automation tool with which he could facilitate configurations and installations. That’s how the idea for Ansible is born.[1]
So, what is Ansible? It is an application which provides a fast configuration and deployment of infrastructure as a code (IaaC). It consists of different modules –  discrete units representing pieces of code which could be executed from the command line or from Ansible Playbooks. Modules are hosted in different collections to facilitate their usability.[2]
IaaC
Infrastructure as a Code is an approach to the automation of IT infrastructure that has “borrowed”  practices and know-how from the software development industry. The repetitive actions of configuration and set-up of network infrastructure, servers, operating systems etc., are what IaaC is focused on. Contemporary IT tools are perceiving  now infrastructure as code and data, so it gets easier for applying software concepts and practises such as version control, orchestration development, automated testing, CI/CD or test-driven development.[3]
As a type of automated configuration tool used for dynamic infrastructure, Ansible inherits some of the pros and cons accompanying these technologies.
Some of the challenges that Ansible addresses are servers’ sprawl (teams can’t catch up with the growing number of servers), configuration drift (the differences between servers and services running on them, and their configurations, should be managed so that they could be easily rebuilt and reproduced), fragile infrastructure (“don’t touch that server” case), erosion (the idea of occurring problems into a running system over time).[3]
On the other hand, Ansible and Infrastructure as a Code follows set of principles that could fight effectively these challenges. Using tools like Ansible we could easily reproduce systems, dispose them, provide consistency between servers, processes become repeatable, and last but not least produce always-changing design.

Ansible features

Inventory. 
There are two major files that need to be created in order for Ansible to be able to automate hosts or network devices. These files are Inventory file and Ansible Playbook file. The inventory file is usually in “ini” format, but it could be also conceived in YAML format. The Ansible Inventory file stores all nodes or devices that are going to be automated by our new favourite automation tool. In particular the devices should participate with their IP addresses or hostnames (the latter need to be fully qualified domain names).
Config management.
Ansible is declarative – Ansible would use a totally declarative approach by utilising Ansible playbooks to automate a set of tasks run on  asset of host systems.
Playbooks – a set of plays (each play represents a set of tasks). A play consists of three major things – name, hosts (on which the play is going to be executed) and the actual tasks.
Ansible take advantage of organizing these playbooks in YAML format.
Ansible is “Agent-Less”. 
Unlike other automation infrastructure tools sysadmins don’t need to install an agent on the VM’s (or Servers) that are provisioned. Taking advantage of SSH allows Ansible to directly go onto those machines and run the prepared tasks.
Ansible is idempotent. 
It means that this tool could run an operation multiple times beyond changing the initial application. The first time a playbook and its tasks are executed, everything that needs to be done on the hosts, on which the plays are running, will be done, but every next execution of the same playbook will be marked as already executed and the user will receive a message that nothing needs to be done. Moreover, when a minor change like new task or newer version of an application needs to be updated (and that change is added to the YAML file - the Ansible playbook), will be recognised again by Ansible. Then, despite that all plays and their tasks are executed, only the configuration respectively installation which is new for that hosts and hasn’t been yet installed or configured will be done .[4]
All tasks of a play are powered by underlying modules and these modules  should be design in a way that they are also idempotent.
Ansible modules.
As it was already mentioned the modules represent single units that perform specific operations. The modules could be part of Ansible core, or they also could be developed by third-party vendors. This is because Ansible has becomes well-adopted by the biggest cloud-infrastructure providers on the market like AWS and Azure.[2]

Last but not least Ansible is community-driven.
 This means that most of the operations, modules and tasks that need to be executed, most probably are already developed by other users and developers, part of the community. Those are published as collections in a repository called “Ansible Galaxy”. It stores these pre-configured units (playbooks, tasks, modules etc.).[5]

Comparing Ansible with other network automation tools.
Salt
Salt is a framework designed to be extremely fast and lightweight compared to Ansible. Everything in Salt is pluggable or it consists of a core, which is considerably simple with  pluggable interfaces. Because everything is extensible as addition to the core, almost any type of network devices could be automated with tis tool. The central server is running  the code and is called “salt-master”. The managed hosts respectively network devices are called Salt minions which run the “salt-master” software. As it is designed initially to be agent-based tool, later the architecture of Salt is redesign so it starts providing both type of solutions, adding agentless to its functionality.[5]
StackStorm
The architecture of this tool differs significantly from Salt and Ansible as it focuses on event-driven automation approach. It executes tasks as a response to specific events. It is also an open-source project similar to Ansible. In its core, this is a tool that sits somewhere between managing automations and monitoring systems (or network devices). Because of its nature StackStorm introduces the idea of resolving issues with complete absence of human interventions. This, of course, is not possible if before that a problem hasn’t been solved manually, but when a problem is fixed, a procedure could be well-described, structured in a human-readable document (most often a YAML file), and then used to automate those repetitive tasks.[5]







Prerequisites for deploying LAMP Stack

Before the start of demonstrating how Ansible could automate and configure Apache server installation, a set of virtual hosts should be launched and configured. This VMs will play the role of server environment where the applications and technologies comprising the stack will be deployed.

Creating Virtual Machines and Installing CentOS 

The tool used for configuring and deploying Virtual Machines is called Oracle VirtualBox. It is a virtualisation tool used to build another layer of abstraction on top of the computer’s physical hardware thus allowing multiple Operating Systems to run on the same physical machine. VirtualBox is Type 2 hypervisor which means that it is application that operates on the top of the operating system (in this case Microsoft Windows 10 Pro Edition)  and allocates hardware resources that have been provisioned by the operating system, without having direct access to these resources.
When creating a new virtual machine, a name of that machine as well as the name of the operating system that is going to be installed needs to be configured, using Configuration Wizard of the hypervisor. Here the installed OS will be CentOS and despite being independent project, it is part of the Red Hat Enterprise Linux family of distributions, hence the OS version is Red Hat.
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The configuration of the VM is followed by allocating the RAM, the number of processor’s cores as well as the Hard Disk, the Network interface card etc. Additionally, dynamically growing capacity, the location and the maximum size of the hard disk should be configured as well.
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The configuration of the virtual machine is ready, and it is time CentOS Operating System to be installed. 
Firstly, we need to pick an optical drive storage where the initial boot of the OS will be done, and the installation will start.
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The configuration of the language, the date, the time and the region as well as the hard disk destination and the hostname are pretty straight forward. In addition, if we want to avoid latter CLI configuration of the LAN card we could add it now and enable it.
[image: Graphical user interface, text, application, email

Description automatically generated][image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated][image: Graphical user interface, website

Description automatically generated]


For the purpose of this demonstration a GNOME graphic user interface will be installed on our machines, but it needs to be clarified that this is done only for visual proof that Apache-server is running when accessed through a web browser.	In production environment, servers usually run without GUI, thus leaving  more resources for the services that operate, achieving speed and reliability, and  mitigating security vulnerabilities that might occur due to the use of GUI.
Following the GUI configuration, a username with a password needs to be created and a root password that will be used to elevate the current user account to have root privileges. These privileges are necessary for almost any process from system configurations, software installation,  permissions allocation and any change of files ownership. 
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All the steps should be performed for all Virtual machines that are going to be launched. To demonstrate how versatile Ansible is and why being agentless makes it powerful automation tool an Ubuntu system will be added to the set of our Ansible targets.  The final infrastructure consists of one Ansible server with a CentOS running on it, two CentOS and one Ubuntu Linux hosts to be managed by Ansible.

Configuring SSH connectivity between hosts

In order to be able to utilise Ansible functionality and execute its plays on the managed hosts a secure SSH connection must be established between the main server - called controller, where Ansible will be installed and configured, and the nodes called Ansible targets.
Before configuring the SSH connectivity we must ensure our hosts are on the same network. This could be easily accomplished by executing series of ping commands.
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Next step has the purpose to show that a SSH service (respectively client and server) is installed on the hosts. This is done by trying to connect via SSH from controller to the target machines. By default, all CentOS have installed SSH server coming with the Linux distribution itself. The initial connection requires confirmation, so the ECDSA  fingerprint key is added to the “known_hosts” file on the server and hosts systems. This allows for connectivity every time the user is authenticated with the password.
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As for the purpose of using Ansible smoothly, without prompting for user’s password every time a connection must be established, a public and private key have to be generated where the public key has to be copied as an authorised key on the target systems. Thus, the controller will be able to connect to the nodes via SSH without user’s authentication. The commands used for this purpose are : “ssh-keygen” and “ssh-copy-id”.
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Description automatically generated]The keys are created and copied to the remote hosts using the IP Address after the command. The connection is now possible without prompting for user’s password:

The public and private keys are available on controller system and could be easily accessed:
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Description automatically generated]At the target machines only, the public key is present.
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Finally, we could test if a connection is possible to be established from the controller to all targets:
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Ansible Installation and Configuration

Ansible is agentless, so it is installed only on the server which will play the role of the controller.
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Description automatically generated]Prior its installation an “epel-release” repository should be installed as well.
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Description automatically generated]Then with “ansible --version” command, some important information could be obtained as well as the current version of Ansible app.
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Description automatically generated]The white field shows the path to the config file of Ansible that keeps all the options and features, defining the overall Ansible behaviour. Most of the lines are commented and the configurations there should be changed with increased caution and only for a very good reason. To make Ansible more flexible a new “.ansible.cfg” file (the “.” is used to make it a hidden file as it is the requirement to be treated with higher priority by Ansible) should  be created and placed in user’s home folder, thus, every time an Ansible command is executed (when this user is logged in), the new file will be with higher priority and the configuration there will override the one in the original file.


Another very important file is the Ansible Inventory (“hosts”) file . It keeps information for all target hosts where the plays will be executed. If we try to list ansible hosts without configuring that file, the following message will be received:
[image: Graphical user interface, text

Description automatically generated]
Although, the inventory is not yet created we still could execute Ansible commands by using “-i” option for Inventory and explicitly reciting the IPs of the hosts we want to target:
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But this is not an example of automation, is it? Let’s create an Inventory file and set a simple configuration in the newly created “.ansible.cfg” file.
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Let’s start with only one host’ IP, configured in the Ansible Inventory. It’s a good practise to set an alias name for the host for better human readability. In this case the given alias  is “target1”
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Description automatically generated]In the config file under the section “defaults” an absolute path to the inventory file could be given so no matter in which directory is the user while executing Ansible command the addressed inventory file will always be the same.

If for some reason the known_hosts file is deleted Ansible would be no longer aware of the target fingerprint and will start prompting again for approval on every command execution.
Let’s delete it.
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Description automatically generated]Fortunately, an option called “host_key_checking” – part of the config file could be set to “false”, and this will solve the problem.
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Another useful feature of the inventory file is the option for splitting hosts into different groups to increase the flexibility of their management.
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Now it is possible to ping the targets separately by using their group names. Moreover, in order to elevate privileges to root without being asked for “sudo” password, there is an option (a variable) called “ansible_become” set to “true” and another one - “ansible_become_pass”, with the root passwords assigned to it for all target hosts.
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The proper configuration of “.ansible.cfg” file and “hosts” file allows users to execute ad-hoc commands targeting desired nodes in a sophisticated manner. Some use cases might be creating multiple files, changing permissions of the same files on multiple hosts, extracting information about targeted hosts and many more.
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In the previous examples, “file” and “ping” Ansible modules were used for the commands to be executed, as it were. The “command” module is part of ansible-core and could be omitted when executing single Ansible commands, by putting the command in quotation marks and passing it as an argument (this is not the case when “command” module is used in Ansible playbooks).
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Installation and configuration of Apache Server

Ansible Playbooks

In the section for Ansible feature was pointed out that the playbook could have many plays and each play consists of three major lines – name, hosts and tasks. The file format for the playbooks is YAML file. The extension of the file could be either “.yaml” or “.yml”, and usually both works. The convention for conceiving such files suggests that each YAML file starts with three dashes (“---“) and ends with three dots (“…”) but the file will be recognised as formatted properly even without them. The most important in a YAML file are the indentations separating the hierarchical sections between the key-value pairs in a YAML file.
If a playbook containing only the name and hosts part  without any tasks, is executed, it just gathers the facts which is a default action of executing a playbook by Ansible.
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For Apache-server installation on CentOS system initially, epel-release repository must be installed on the host.
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Description automatically generated]Here a “when” clause is used in other to specify that installation must be attempted only on CentOS targets. The “hosts” part of the play addresses “linux” group because the inventory is changed as follows:








 
The purpose of this change is to show how “children” option could be used in order to combine two groups into a collective one without using “all” which is the default inventory group.
The installation of Apache-server is done by adding the missing plays to the “apache_playbook.yml” file. The Ubuntu host has been specified by adding another “when” clause and instead of “yum” module, “apt” is used as it is the distribution-specific, advanced package tool. The state clause means that if the application (in this case Apache2) is installed already but there is an update, the app will be updated.


After the book is executed the information that is returned from the action is as follows:
Green colour – no change has occurred, orange colour – a change has been made, and the blue one shows that the particular task has omitted the specified host (thanks to the “when” clause here).
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Description automatically generated]Because the httpd service (CentOS name for Apache service) is inactive, it needs to be enabled and started.
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Description automatically generated]The same thing is done on the other two hosts so the running Apache server could be accessed through a HTTP client by typing http://localhost or 127.0.0.1 .
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While the Apache2 running on the Ubuntu machine is accessible from the localhost and the controller at the same time, the CentOS required additional configuration:
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Then httpd services running on CentOS VMs become accessible from the controller.
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The removing of Apache server from a host using Ansible is strait forward. All parts except the installation tasks could be removed from the file and the “state” clause should be changed from latest (or present) to “absent”, which should remove these packages when playbook is executed.
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Apache server is no longer accessible as the service isn’t running anymore.
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Installation and configuration of PHP

The installation of PHP differs in the requirements for Ubuntu and CentOS Linux distributions.
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In addition to the task for installation a set of popular PHP modules, a new one is added which restarts the Apache-server immediately after the installation of PHP so the new configuration can work properly.
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Description automatically generated]With “dpkg” package manager used on Ubuntu systems a list of all installed packages on the system are filtered with the “grep” command so all installed PHP modules are displayed as output in the console. Then, a small piece of PHP code is saved on a file so it could be tested with the Apache server accessed through a web browser.
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The next step is creating another play to our playbook and execute it in order to install PHP on the CentOS nodes.
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Description automatically generated]The approach for creating “phpinfo.php” file and copying it in “/var/www/html” folder on CentOS is more automated as another playbook is creating where Ansible copy module is efficiently utilised.  
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Finally, similar to the Apache section, a playbook for uninstallation of the PHP packages is created and executed from the controller pushing the new configuration to all nodes.
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Installation and configuration of MySQL 

The packages for Ubuntu and CentOS systems for MySQL installation are also different,  as it was with to the previous two installations.
The MySQL package is already included in the APT package repository for Ubuntu computers, making installation simple.
There is no need to search for a specific repository of MySQL because we have the "update_cache" clause set to "true" and included in each of the playbooks. This clause searches for and performs update of "APT" or "YUM", after each execution of the playbook, when a new release is available. [image: ]
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After the playbook is executed, the root password of MySQL is set so the user could be logged in to the relevant  Database Management System.
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Once this is done, we could login to MySQL with our credentials through the user interface provisioned by phpMyAdmin.
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For the CentOS nodes the repository is downloaded manually (it doesn’t come with the package management tool – “YUM” as it does with “APT”)  and using Ansible “copy” module is copied to the targets.
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Description automatically generated with medium confidence]After the repository is copied to the CentOS systems the playbook is executed, and the installation of MySQL is successful.
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Description automatically generated]With the command “systemctl status mysqld”, it is shown that the service is present and running on both Ansible targets.
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Description automatically generated]Finally, the paybook responsible for the uninstallation of MySQL is created and executed with the “ansible-playbook  [playbook.yml file]” on the controller.
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 Evaluation of Ansible as a Network Programming and automation tool 

From the performed demonstration of major Ansible functionalities, we could conclude that this tool is quite versatile and flexible when it comes to multiple server configuration and network automation especially in the scale of an enterprise network infrastructure. Some  advantages of the Ansible automation tool are that it is relatively simple compared to other automation tools used in the industry, and the tasks are executed quickly and in a manageable order. Network engineers and system administrators don’t need special coding skills to work efficiently with it, so they could achieve a high level of productivity in a timely manner. On the other hand, regardless its simplicity, it is a powerful automation tool,  which brings functionalities such as configuration management, app deployment, workflow and app lifecycle orchestration. It is agentless, meaning that there is no need to constantly be updated and it could mitigate security issues connected with possible agent exploits. The YAML files come in a human-readable form, they are easy to create and work with, so the network engineers are able to focus on more interesting and complex problems[6].
Despite its advantages when it comes to large volumes of data, Ansible could hit some bottlenecks. The serialization and deserialization that Ansible performs between tasks could use serious amount of CPU power, especially when a huge amount of data is processed. Moreover, with expansion of complexity of the Ansible playbooks, the readability decreases a lot. Some requirements for a sound programmatic flow when complex tasks are required, which also adds to the list of Ansible drawbacks. 
Nevertheless, Ansible shouldn’t be avoided as it is a great tool that could help  the network engineers to implement automation in their daily routine, usually  demanding execution of many repetitive tasks, thus increasing significantly their productivity in a short time.
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- [MEEs: ubuntu
user: npuser
tasks:
- name: Deinstalling Apache-PHP Mod + PHP_8 on Ubuntu Linux
apt:
update_cache: yes
name:
- libapache2-mod-php
- php
- php-fpm
- php-common
- php-mysql
- php-cgi
- php-mbstring
- php-curl
- php-gd
- php-xml
state: absent
- [Es: centos
user: npuser
tasks:
- name: Deinstalling PHP
yum:
enablerepo: "remi,remi-php80"
name:
- php
- php-common
- php-cli
- php-gd
- php-curl
- php-mysqlnd
- php-fpm
- php-mysqli

state: absent
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npuser@ansible-controller:~/ansibleHosts

File Edit View Search Terminal Help

[FEREs : ubuntu
user: npuser
gather_facts: true

tasks:

- name: Install MySql-Server and MyPhpAdmin on Ubuntu System
apt:
update_cache: true
name:
- mysql-server
- phpmyadmin
state: latest

- name: Restart MySql
shell: "systemctl restart mysql.service"
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File Edit View Search Terminal Help
inflating: phpmyadmin/phpMyAdmin-5.2.0-all-languages/vendor/williamdes/mariadb-mysql-kbs/src/Search.php
inflating: phpmyadmin/phpMyAdmin-5.2.0-all-languages/vendor/williamdes/mariadb-mysql-kbs/src/SlimData.php
inflating: phpmyadmin/phpMyAdmin-5.2.0-all-languages/yarn.lock
root@ansible-target-3:/var/www/html# 1s -al
total 13812
drwxr-xr-x 3 root root 4096 Nov 12:42
drwxr-xr-x 3 root root 4096 Nov 16:55 .
-rw-r--r-- 1 root root 10671 Nov 16:55 index.html
-rW-r--r-- root root 20 Nov 01:29 phpinfo.php
drwxr-xr-x 3 root root 4096 Nov 12:42 phpmyadmin
-rW-r--r-- root root 14112668 Nov 12:29 phpMyAdmin-5.2.0-all-languages.zip
root@ansible-target-3:/var/www/html# systemctl restart apache2
root@ansible-target-3:/var/www/html# systemctl status apache2
@ apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-11-04 12:42:39 GMT; 18s ago
Docs: https://httpd.apache.org/docs/2.4/
Process: 54615 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCCESS)
Main PID: 54620 (apache2)
Tasks: 6 (limit: 9457)
Memory: 12.8M
CPU: 41ms
CGroup: /system.slice/apache2.service
54620 /usr/sbin/apache2 start
54621 /usr/sbin/apache2 start
54622 /usr/sbin/apache2 start
54623 /usr/sbin/apache2 start
54624 /usr/sbin/apache2 start
54625 /usr/sbin/apache2 start I
Nov 04 12:42:39 ansible-target-3 systemd[1]: Starting The Apache HTTP Server...
Nov 04 12:42:39 ansible-target-3 apachectl[54618]: AHO0558: apache2: Could not reliably determine the server's ful§
Nov 04 12:42:39 ansible-target-3 systemd[1]: Started The Apache HTTP Server
root@ansible-target-3:/var/www/html#
root@ansible-target-3:/var/www/html# l
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npuser@ansible-controller:~/ansibleHosts - 8 x

File Edit View Search Terminal Help
[npuser@ansible-controller ansibleHosts]$ ansible-playbook mySql-playbook.yml

PLAY [Ubuntu] koo oo koot koot koot koo koo ko ok o ok R R R R R R R R R R R R R R AR R K

TASK [Gathering Facts] )k kkkkkkkkkkkkkkkkkkkkkkkokkokkkokokkokkokokokokokok
ok: [target3]

TASK [Install MySql.Server and MyPhpAdmin on Ubuntu System] s,k kR Rk kR kR kR ok
changed: [target3]

TASK [Restart MySql] Hkrtkskiikrthhhikhrtdhhkkhith ok khrtd kAR AR AR R A
changed: [target3]

PLAY RECAP otk otk ook otk ko bbbk ot ot ot ko ko o o o R o A A A A AR A
target3 : ok=3 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

[npuser@ansible-controller ansibleHosts]$ l
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npuser@ansible-target-3: ~
File Edit View Search Terminal Help
npuser@ansible-target-3:~$ dpkg --get-selections | grep -i mysql

dbconfig-mysql install
mysql-client-8.0 install
nysql-client-core-8.0 install
nysgl-common install
mysql-server install
mysql-server-8.0 install
nysql-server-core-8.0 install
php-mariadb-mysql-kbs install
php-mysql install
php8.1-mysql install

npuser@ansible-target-3:~$ sudo mysql

[sudo] password for npuser

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 8

Server version: 8.0.31-Qubuntu6.22.04.1 (Ubuntu

Copyright (c) 2000, 2022, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> alter user 'root'@'localhost' identified with mysql native password by 'm7p@ss123';
Query 0K, 0 rows affected (0.01 sec

mysql> i
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€ Create Virtual Machine

Hard disk

1 you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from
‘another location using the folder icon.

1 you need a more complex storage set-up you can skip this step and
make the changes to the machine settings once the machine is created.

‘The recommended size of the hard disk is 8.00

(O Do not add a virtual hard disk

(@ Create a virtual hard disk now

(O Use an existing virtual hard disk file
Cent0S-newInstal-Template-disk001.vdi (Normal, 60.00 GB) ~

e
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npuser@ansible-controller:~ - e ox

File Edit View Search Terminal Help
[npuser@ansible-controller ~]$ ls -al /home/npuser/Downloads/
total 16
drwxr-xr-x. 2 npuser npuser 56 Nov 4 14:28 .
drwx------. 21 npuser npuser 4096 Nov 4 14:27 ..
-rW-rw-r 1 npuser npuser 11196 Nov 4 14:28 mysql80-community-release-el7-7.noarch.rpm
[npuser@ansible-controller ~]$ ansible centos -m copy -a 'src=~/Downloads/mysql80-community-release-el7-7.noarch.rp
m dest=/var/lib/rpm'
target2 | CHANGED => {

"ansible_facts": {

"discovered interpreter python": "/usr/bin/python"

T,

"changed": true,

"checksum": "8044e985e628b6c5bad19fe3ac9f6dc20abbdocl”,

"dest": "/var/lib/rpm/mysql80-community-release-el7-7.noarch.rpm",
"gid":
"group"
"md5sum": "659400f9842fffb8d64ae0b650f081b9"

"mode": "0644",

"owner": "root",

"secontext": "system u:object r:rpm_var lib_t:se",

"size": 11196,

"src": "/home/npuser/.ansible/tmp/ansible-tmp-1667573366.28-12009-193420726905450/source",
"state": "file",

"uid": 0

"root",

}
targetl | CHANGED => {
"ansible facts": {
"discovered interpreter python": "/usr/bin/python"
T,
"changed": true,
"checksum": "8044e985e628b6c5bad19fe3ac9f6dc20abbdocl”,
"dest": "/var/lib/rpm/mysql80-community-release-el7-7.noarch.rpm",
"gid":
“group”
"md5sum"

PR

"root",
65940019842 fffb8d64ae0b650T081b9" ,

-
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npuser@ansible-controller:~/ansibleHosts

File Edit View Search Terminal Help
PLAY [UbUNtU] sk ik ook ook ook ko ook ko otk ok ok R kR R R R R R R R R R R R R R o

TASK [Gathering Facts] s,k kkokkkkkkkkkokkkkkkkkkkkokkokkkokkokkokkokkokokokokokok:
ok: [target3]

TASK [Install MySql.Server and MyPhpAdmin on Ubuntu System] B s
ok: [target3]

TASK [Restart MySql] Hsktkkiiritthkhtthhhkkhith ok khhad kAR AR
changed: [target3]

PLAY [CENtOS] koo kof ook ook oo koo koo ok R R AR R R R R R R R R R R R o

TASK [Gathering Facts] *tktkkiiritihiiirithhkkihithfkkhhit kRt kR AR

ol [targetl]
ok: [target2]

TASK [Install Mysql-Server on Cent0S SyStems] kkkkkiirithhkiirithhkkhhithfkkhitffkkhhithfkkkhrtffk kR Rk

changed: [target2]
changed: [targetl]

TASK [Restart mysql service on Cent0S SySTems] * kkkkikithhkiirithhkihithfkhhithfkkhhitffkkkhrt kbR

changed: [targetl]
changed: [target2]

PLAY RECAP otk otk otk otk ko ko otk ot ot otk ko ko o o A A R R A A A A
targetl : ok=3 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

target2 : ok=3 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

target3 : ok=3 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

[npuser@ansible-controller ansibleHosts]$ l
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- [EFs: centos

user: npuser
tasks:

- name: Install Mysql-Server on Cent0S Systems
yun:
name:
- mysql-server
state: latest

- name: Restart mysql service on Cent0S systems
service:
name: mysqld
state: restarted
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Applications

Places  Terminal Mon14:44 % ) B

npuser@ansible-target-2:~ - e ox

File Edit View Search Terminal Help

[npuser@ansible-target-2 ~]$ rpm -qa | grep -i mysql
mysqL-community-common-8.0.31-1.el7.x86_64
mysql-community-client-8.0.31-1.el7.x86_64
mysql-community-icu-data-files-8.0.31-1.el7.x86_64
mysqL-community-1ibs-compat-8.0.31-1.e17.x86_64
php-mysqlnd-8.0.25-1.el7.remi.x86_64
mysql-community-client-plugins-8.0.31-1.e17.x86_64
mysql-community-server-8.0.31-1.el7.x86_64
mysql80-community-release-el7-7.noarch
mysqL-community-1ibs-8.0.31-1.e17.x86_64
[npuser@ansible-target-2 ~]$ systemctl status mysqld
e mysqld.service - MySQL Server

Loaded:

)

Active:
Docs:

Process:
Main PID:
Status:
Tasks:
CGroup:

loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled

active (running) since Mon 2022-10-31 14:30:40 GMT; 12min ago

man:mysqld(8)

http://dev.mysql.com/doc/refman/en/using-systemd.html

9004 ExecStartPre=/usr/bin/mysqld pre systemd (code=exited, status=0/SUCCESS)
9085 (mysqld)

"Server is operational"

38

/system.slice/mysqld.service

L9085 /usr/sbin/mysqld

Oct 31 14:30:33 ansible-target-2 systemd[1]: Starting MySQL Server...
Oct 31 14:30:40 ansible-target-2 systemd[1]: Started MySQL Server
[npuser@ansible-target-2 ~1$ l
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Applications

Places  Terminal Mon1433 & & B

npuser@ansible-target-1:~ - e ox

File Edit View Search Terminal Help

[sudo] password for npuser
1ysql-community-common-8.0.31-1.el7.x86_64
nysql-community-client-8.0.31-1.el7.x86_64
1ysql80-community-release-el7-7.noarch
nysql-community-1ibs-8.0.31-1.el7.x86_64
nysql-community-libs-compat-8.0.31-1.el7.x86_64
nysql-community-icu-data-files-8.0.31-1.el7.x86_64
ohp-mysqlnd-8.0.25-1.el7.remi.x86_64
nysql-community-client-plugins-8.0.31-1.el7.x86_64
nysql-community-server-8.0.31-1.el7.x86_64
[npuser@ansible-target-1 ~]$ sudo systemctl status mysqld
» mysqld.service - MySQL Server

Loaded:

)
Active:
Docs:

Process:
Main PID:
Status:
Tasks:
CGroup:

loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled

active (running) since Mon 2022-10-31 14:30:53 GMT; 2min 44s ago

man:mysqld(8)

http://dev.mysql.com/doc/refman/en/using-systemd.html

10256 ExecStartPre=/usr/bin/mysqld pre_systemd (code=exited, status=0/SUCCESS)
10342 (mysqld)

"Server is operational"

38

/system.slice/mysqld.service

110342 /usr/sbin/mysqld

)ct 31 14:30:47 ansible-target-1 systemd[1]: Starting MySQL Server...
Dct 31 14:30:53 ansible-target-1 systemd[1]: Started MySQL Server
[npuser@ansible-target-1 ~]$
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[npuser@ansible-controller ansibleHosts]$ ansible-playbook mySql-uninstall-playbook.yml

PLAY [UbUNtU] stk ookt ookt ookt ook ookt ook R R R R R AR R AR R R R R R

TASK [Gathering Facts] kRl kkkkkkokkkkkkkkkokkkkokokkokkokokokokkokokokok:
ok: [target3]

TASK [Uninstall MySql.Server and MyPhpAdmin on Ubuntu System] sk Rk kR Rk kR koK
changed: [target3]

PLAY [Centos] kit koo ko ook ook ook ook ok R R R R R R R R R R R AR R R R

TASK [Gathering Facts] #¥kxtkkrtiitkathkakkkbhkhk kb k kAR KRR KRR KRR AR AR AR
ok: [targetl]

ok: [target2]

TASK [Uninstall Mysql-Server on Cent0S Systems] *kkkkrkkirtkiithiithitthik kb ki ki kb bk kAR AR
changed: [target2]

changed: [targetl]

PLAY RECAP kbbb koo bk koo bk ko bk bk Rk kR R R R R R ARk R ARk R AR o

targetl ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored
target2 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored
target3 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored

[npuser@ansiblg-controller ansibleHosts]$ l
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: ubuntu
user: npuserf]

tasks:

- name: Uninstall MySql-Server and MyPhpAdmin on Ubuntu System
apt:
update_cache: true
name:
- mysql-server
- phpmyadmin
state: absent

- : centos
user: npuser

tasks:

- name: Uninstall Mysql-Server on Cent0S Systems
yum:
update_cache: true
name:
- mysql-server
state: absent
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m npuser@ansible-target-3: ~ ol = XX
o :-$ dpkg --get-selections | grep -i phpmyadmin
php- -motranslator install
php- -shapefile install
php- -sql-parser install

= &
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i Applications  Places  Terminal

npuser@ansible-target-1:~ -

File Edit View Search Terminal Help
[npuser@ansible-target-1 ~]$ mysql

ERROR 2002 (HY@00): Can't connect to local MySQL server through socket '/var/lib/mysql/mysq
l.sock' (2)

[npuser@ansible-target-1 ~]$ sudo mysql

[sudo] password for npuser

ERROR 2002 (HY@00): Can't connect to local MySQL server through socket '/var/lib/mysql/mysq
L.sock' (2)

[npuser@ansible-target-1 ~]$ sudo systemctl status mysqld

Unit mysqld.service could not be found.

[npuser@ansible-target-1 ~1$ l
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€ Create Virtual Machine

Memory size
Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

‘The recommended memory size is 1024 M.

45056 MB

o
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X

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual hard
disk. I you do not need to use it with other virtualization software you can leave

this setting unchanged.
(@ VDI (VirtualBox Disk Image)
(O VHD (Virtual Hard Disk)

(O VMDK (Virtual Machine Disk)
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X

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamicaly allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file wil only use space on your physical hard
disk as it fills up (up to a maximum fixed size), although it will not shrink again
‘automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is often
faster to use.

(@ Dynamically allocated
O Fixed size





image6.png
& NP-Ansible-Controller - Settings

=] Shared Folders

[T userinterface

Network

Adapter1  Adapter2  Adapter3  Adapterd

nable Network Adapter

Attached to: [NAT -
r
tome: T
I Advanced |Internal Netwg
Host-only Adg Bridged Adapter

Generic Driver
NAT Network
Cloud Network [EXPERIMENTAL]
Not attached





image7.png
€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or cick
on the folder icon to select a different folder to create the file in.

[co\users\user\virtualBox vMs\NP-Ansible-Controller\NP-Ansible-Controller.vd| [2]

Select the size of the virtual hard disk in megabytes. This size is the limit on the
‘amount of file data that a virtual machine will be able to store on the hard disk.

v

20078

4.00MB
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INSTALLATION DESTINATION CENTOS 7 INSTALLATI

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation” button.
Local Standard Disks

60 GiB

)

ATA VBOX HARDDISK
sda / 60GiB free
Disks left unselected here will not be touched,
Specialized & Network Disks

a
Add a disk...

Disks left unselected here will not be touched.
Other Storage Options
Partitioning
®) Automatically configure partitioning. Iwill configure partitioning
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NETWORK & HOST NAME

Done

Host name:

Ethernet (enp0s3)
Intel Corporaton

Input  Devices Help

M Gigabt Ethernet Controller

CENTOS 7 INSTALLATI

2 Ethernet (enp0s3) nj

Connected

Hardware Address 08:00:27:FO:F45E
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2
DNS 192.168.0.1

Configure,
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Apply Current host name:  localhost
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ROOT PASSWORD
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U Starting package instalation process
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File Machine View Input Devices Help

SOFTWARE SELECTION

Done

Base Environment

Installation for performing computation and processing.
Infrastructure Server

Server for operating network infrastructure services
File and Print Server

File, print, and storage server for enterprises

Basic Web Server

Server for serving static and dynamic internet content.
Virtualization Host

Minimal virtualization host

Server with GUI

Server for operating network infrastructure services,
with 2 GUL

GNOME Desktop

GNOME is 2 highly intuitive and

KDE Plasma Workspaces
The KDE Plasma Workspaces, 2 highly-configurable
graphical user interface which includes 2 panel, desktop,
system icons and desktop widgets, and many powerful
KDE applications.

Development and Creative Workstation
Workstation for software, hardware, graphics, or
content development.

CENTOS 7 INSTALLATION

AAdd-Ons for Selected Environment

- Bachup cuer
Client tools for connecting to a backup server and doing
backups.

&% GNOME Applications

A set of commonly used GNOME Appl

) Internet Applications
Email, chat, and video conferencing software.

(] Legacy X Window System Compatibility
Compatibiity programs for migration from or working
with legacy X Window System environments

(] Office Suite and Productivity
Afull-purpose office suite, and other productivity tools.

(] Smart Card Support
Support for using smart card authentication.

(] Compatibility Libraries
Compatibility liraries for applications built on previous
versions of CentOS Linux.
(] Development Tools
A basic development environment.
() Security Tools
Security tools for integrity and trust verification.
(¥ System Administration Tools
Utilities useful in system administration.

3
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File Machine View Input Devices Help

CREATE USER CENTOS 7 INSTALLATI

Full name | Network Programmability User

Username | npuser
Tip: Keep your user name shorter than 32 characters and do not use spaces.
[ Make this user administrator

(¥ Require a password to use this account

Password | o

Strong

Confirm password

Advanced.

Beok@s | =&G] 2 @rgntcr
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ROOT PASSWORD CENTOS 7 INSTALLATIO

The root account is used for administering the system. Enter a password for the root user.

Root Password: . .

Strong

‘ Confirm:

[N

Roeok@s =G 2@ rntcr
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npuser@ansible-target-1:~

File Edit View Search Terminal Help
[npuser@ansible-target-1 ~]$ ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 /128 scope host
valid 1ft forever preferred 1ft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fa
Lt qlen 1000
link/ether 08:00:27:b9:59:7e brd ff:ff:ff:ff:ff:ff
jinet 192.168.0.34/24 brd 192.168.0.255 s\l LLINUELIERIEIT
valid 1ft 85212sec preferred 1ft 85212sec
inet6 2a02:c7c-59c6:2500-38h6-4511:641-38c1/64 <cone alobal noor
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npuser@ansible-target-2:~
File Edit View Search Terminal Help
[npuser@ansible-target-2 ~]$ ip address
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group de
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_ fast state
1t qlen 1000
link/ether 08:00:27:fd:04:fc brd ff:ff:ff:ff:ff:ff
jinet 192.168.0.35/24 brd 192.168.0.255 scEl CRILINIELILEENCILIMEL
valid_1ft 85294sec preferred 1ft 852B4sec
inet6 2a02:c7c:59c6:2500:b5ca:7301:b22a:d68d/64 scope global noprefixrot

alid 1f+ 99EAcar mraforrad 1f+ 9QA0ca
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npuser@nsible-controller ~]$ hostname -I | cut -f 1 -d'
92.168.0.30

npuser@ansible-controller ~]$ ping 192.168.0.34

ING 192.168.0.34 (192.168.0.34) 56(84) bytes of data.

4 bytes from 192.168.0.34: icmp_seq=1 ttl=64 time=0.411 ms
4 bytes from 192.168.0.34: icmp_seq=2 ttl=64 time=0.383 ms
4 bytes from 192.168.0.34: icmp_seq=3 ttl=64 time=0.407 ms
T

-- 192.168.0.34 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
“tt min/avg/max/mdev = ©.383/0.400/0.411/0.020 ms
npuser@ansible-controller ~]$ ping 192.168.0.35

ING 192.168.0.35 (192.168.0.35) 56(84) bytes of data.

4 bytes from 192.168.0.35: icmp_seq=1 ttl=64 time=0.510 ms
4 bytes from 192.168.0.35: icmp_seq=2 ttl=64 time=0.313 ms
4 bytes from 192.168.0.35: icmp_seq=3 ttl=64 time=0.387 ms
T

-- 192.168.0.35 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
“tt min/avg/max/mdev = 0.313/0.403/0.510/0.082 ms
npuser@ansible-controller ~]$ ping 192.168.0.37

ING 192.168.0.37 (192.168.0.37) 56(84) bytes of data.

4 bytes from 192.168.0.37: icmp_seq=1 ttl=64 time=0.400 ms
4 bytes from 192.168.0.37: icmp_seq=2 ttl=64 time=0.352 ms
4 bytes from 192.168.0.37: icmp_seq=3 ttl=64 time=0.344 ms
T

-- 192.168.0.37 ping statistics ---

_nacketc trancmitted 2 received

nacket lace  time 20Q1mc
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es 3 Terminal 26 Oct 20:36
m npuser@ansible-target-3: ~ C

npuser@ansible-target-3:~$ ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN ¢
n 1000
link/loopback 00:00:00:00:00:00 brd 060:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel
efault qlen 1000
link/ether 08 d8:a5:6b brd ff:ff:ff:ff:ff:ff
i B scope global dynamic nopre
valid 1ft 83920sec preferred 1ft 83920sec
inet6 2a02:c7c:59c6:2500: c48e:165d:88f0:6e11/64 scope global temy
valid 1ft 1470sec preferred 1ft 1470sec
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[npuser@ansible-controller ~]$ ssh 192.168.0.34

The authenticity of host '192.168.0.34 (192.168.0.34)' can't be established.
ECDSA key fingerprint is SHA256:VxZ0onyPA+nPwRv/GHvrQtYU8K7Y/iaDImUIjmh82zw.
ECDSA key fingerprint is MD5:6e:e7:92:c9:35:9a:84:3e:f8:d7:5c:56:df:3a:8e:4f.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.34' (ECDSA) to the list of known hosts.
npuser@192.168.0.34's password:

Last login: Mon Oct 24 21:23:18 2022

[npuser@ansible-target-1 ~]$ exit

logout

Connection to 192.168.0.34 closed.

[npuser@ansible-controller ~]$ 1s -a

.bash_profile .dbus .esd_auth Music Templates
. .bashrc Desktop .ICEauthority Pictures Videos
.bash_history .cache Documents .local Public
.bash_logout .config Downloads .mozilla .ssh

[npuser@ansible-controller ~]$ cd .ssh

[npuser@ansible-controller .ssh]$ 1s

known_hosts

[npuser@ansible-controller .ssh]$ cat known hosts

192.168.0.34 ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmlzdHAYNTY
AAABBBA150wivp7wMMcQW2NhIiiFiUyrFqCd1gG36;GVahbhwKYwjicJRFYXIykFv5HU7BOr09yZQOMb
fkiW2VM4AYpo=

[npuser@ansible-controller .ssh]$ l
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[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$ ssh

ssh ssh-agent sshd ssh-keygen

ssh-add ssh-copy-id sshd-keygen ssh-keyscan

[npuser@ansible-controller ~]$ ssh 192.168.0.34

The authenticity of host '192.168.0.34 (192.168.0.34)' can't be established.

ECDSA key fingerprint is SHA256:VxZ0onyPA+nPwRv/GHvrQtYU8K7Y/iaDImUIjmh82zw.

ECDSA key fingerprint is MD5:6e:e7:92:c9:35:9a:84:3e:f8:d7:5c:56:df:3a:8e:4f.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.34' (ECDSA) to the list of known hosts.
npuser@192.168.0.34's password: l
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npuser@ansible-controller:~ -

File Edit View Search Terminal Help
[npuser@ansible-controller ~]$ ssh-copy-id 192.168.0.34
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any t
t are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it
s to install the new keys

npuser@l92.168.0.34's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.0.34'"
and check to make sure that only the key(s) you wanted were added.

[npuser@ansible-controller ~]$ l

>
# | Right ctrl
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[npusergansible-controller ~]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/npuser/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/npuser/.ssh/id rsa.

Your public key has been saved in /home/npuser/.ssh/id rsa.pub.

The key fingerprint is

SHA256 : HWLWB T 2XCqNDOIBQLF LBUL +qY tNShnvHAVeaMGINXSE npuser@ansible-controller
The key's randomart image is:

+---[RSA 2048]----+

| .

* Xooo

0+ %o+
| .o+
+----[SHA256] - - -- - +
[npuser@ansible-controller ~1$ |

I

I

I |

| |

|

| |
|
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Now try logging into the machine, with: "ssh '192.168.0.34'"
and check to make sure that only the key(s) you wanted were added.

[npuser@ansible-controller ~]$ ssh 192.168.0.34
Last login: Mon Oct 24 22:35:03 2022 from desktop-bdj44hd
[npuser@ansible-target-1 ~1$ l
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-~ [SHA256] -----+

[npusereansible-controller ~]$

[npuser@ansible-controller ~]$ clear

[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$ cat .ssh/id rsa.pub

ssh-rsa AAAAB3NZaClyc2EAAAADAQABAAABAQDGXSGLFDKTGBSRBFUGMCSL LN+g+V3+aclGHj+2C1wdQeVZDA60]
5 rHwU1S2ICB611X] CUL rYSXT1Z]b10yNIWhKOGHagS7emIhh9uhd-+1tYESHrvoq9EU1Voy/as] hez6ZzAdkdd6oMz
AUSBHY7vWUYZ0+pRt2IDei9rGx5y72r8nEAKENPTICS] jn8Vs5SZLr+UTI4fnjQptsiLEGNGnGKYLQNPHMPUSCCHIg
102t3uv1j /HONAXXDCAMVLO3 ]y Lty41dL7wleSFG7bvxBR/mnibzaRFOYKENHY-+0ns 1PUZTVZa4e1POVPGNI fQmmo
TVohan8lesGeCV31 npuser@ansible-controller

[npuser@ansible-controller ~]$ |
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npuser@ansible-controller:~

Fie Edt View Search Temial Help
[npuser@ansible-controller ~|§ cat .ssh/id rsa

rrrrr BEGIN RSA PRIVATE KEY-----
[MI1EOWIBAAKCAQEAXL+apRAyk+geUQRbhpnEopTcFfoPld/mnIRh4/ swtcHUHLWQ
[+NDiUgx8Lokt rSAgetY14wlC62ESSNWY29TsjSVoSjhh20Eu3piIYfboXftbWBEL
47/aVRFIValiv2kod fMIGHGHZHXe tDM1 j AFPWX2078FGGTvqUbcyQ30vaxsecust/
hAJBDTSguY45/L70Unda/ | EyOH540KbbT1x0L0J+inC012zDD7vHHBYYPBENrd7
r9Y/x9JWMVwWUDFS /d48pb CuNXS+8NXuXxu278QUf5pan82KX/ cpBDR2P 7116
ULc2uHt TOL6YDSHEKI15qELfYfIvIXrBngldIQIDAQABACIBAHaZhg2YC70eETIA
VvACUtGZChQhktvalzgKBpSVAGRHhBg2tBVUVSFy2j PAVAY]noeSNL1smh073wwl
[1/UnUd75NGbbWrWCnom2LMpOTenJag7YPhUFeT fxuZqUBVEMAL+puJkFnhlgply
4P07LDe0SWmC 18239 rHGK f SbwwsAENVKON] IppQ/Y/T] Tw3d/ F7qXnVug0vocks+
[NV roFvy21MxLyM] f51/5MOA LU03Dwk6kpZ Fb8QgP filjGkz jKVLGpKLcZ4y/1us
Y roZAMd4JLeHDPDITNIXChr5MU// fGaolAGL9ZWXc4ZvcETtbh+4db4GpKc3cgjB
 fgxESKECGYEABpBSRNPUABMIRTG F70ZITSWjW6 IWbgewqmgveDGpBLsu+AJYSaT
[KDKVKvZGtdd+7UnMedeDysoQeP8I8ANeOW4d rvs9lep+HCdBe/2N72Q61JevMfRF
cn1BC7I12wHdz)+wdCILSCCHFOKDMTNi sFmxvgnhd0xi iALVAUDWA+KCGYEAOVYC
KTZa j 1YwPpOVF 55Z0Mo6R+/vQzRZyDcpUs3U0hLdPny+pnPK+nQreTfLAL/yP2
5Gwj 1R+16TUNXBOBHZfKRNYCQh69atQ2AQu+PEXrBEULWGPT jaidQtzy] 4UQFSHK
[n+t610ThedDSY5F8YKIDezvCBGS2VPOj gypeHiBCgYBj8HanPSY61U61fWDQCL+r
QL31L0AG+RF j bVRWGGA/ LbSTK+RxbK1080QaTZ+qLOHCPg582VPV7VNXPbZ0Ze f
3ej JAachjgj rn2DpLyzc6Ce9wsFhazl7cHPUV601YgBEOT ] ZMHXUWXiOSYSALS3T
jwwhimoe T 3xkxp3cFhVHEKQKBGQCGOMVSWY s iNDNQK/0qOHqMMd6 +aaT j A2QE0qw
[X0692x+q0CTjdO1EETQtqdqFenQ/MkI0atez8d5aC/GApcCYiwZQuwy+ts0SUZHU
0xeIno5izaUTh1bs+STcI j SOhtNtRIWWSBONIKDEGXbG/ 1 p05pOVPqPBAD/w6uCn
rnPtVQKBgEYxiHAwfzf50B6AFTFHSYDaCrrCLaK2eNhiBPLgB30+F+IxQY9+dZNw
[EuUVOnfYndj tADOKCN8drIHncCglolaot68yMPYxKeEdxhIXE30YCOFH3USTTO7F
15xKGovT0Cacou106Yg6/MrbDQFosPd6tqnoaCIolCFecomwC
_END_RSA_PRIVATE KEY__ -
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[npuser@ansible-target-1 ~]$ cat .ssh/authorized keys

SRS NAAAAB3NZaCly c2EAAAADAQABAAABAQDGX5qLFDKT6B5RBFUGMCS 1 TNwV+g+V3+aclGH]j+zC1lwdQeVZD400]|
SrHwuiS2tICB61jXjCULrYSxI1Zjb10yNIWhKOGHagS7emIhh9uhd+1tYESWrv9q9EUL1Voy/aSjh8z0ZZAdkdd66Mz)

IAU9bHY7vwUYZ0+pRtzIDei9rGx5y7z r8mEAKENPMCSj jn8vs55Z1r+UTI4fnjQptsilE6GWgn6KYLQnPMMPu8ccHIgs]
02t3uv1j/HONAXXDC4MVLI3jylty41dL7wle5fG7bvxBR/mnibzaRf9ykENHY+0nsiPUZTVza4elPOvpgNI fgQmXmof
V9h8m8lesGeCV3]] npuser@ansible-controller
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[npuser@ansible-target-2 ~]$ cat .ssh/authorized keys

RS WAAAAB3NZaCly c2EAAAADAQABAAABAQDGX5q L FDKT6B5RBFUGMCS1INWV+g+V3+aclGHj+zClwdQeVZD400]
SrHwuiS2tICB61jXjCULrYSxI1Zjb10yNIWhKOGHagS7emIhh9uhd+1tYESWrv9q9EU1Voy/aSjh8z0ZZAdkdd60Mz!
MAU9bHY7vwUYZ0+pRtzIDei9rGx5y7zr8mEAKENPMC5] jn8vs5SZ1r+UTI4fnjQptsiLE6Wgn6KYLQnPMMPU8ccHIg|
H02t3uv1]/HOnAxXDCAMVL93]ylty41dL7w135fG7bvaR/mn1bzaRf9ykENHY+0ns1PUZTVza431P0vpgNIqumeo
/home/nouser/ .ssh/id rsa
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[npuser@ansible-controller ~]$ ssh 192.168.0.34

Last login: Wed Oct 26 22:53:51 2022 from 192.168.0.30
[npuser@ansible-target-1 ~1$

[npuser@ansible-target-1 ~]$ exit

logout

Connection to 192.168.0.34 closed.

[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$ ssh 192.168.0.35

Last login: Wed Oct 26 22:54:07 2022 from 192.168.0.30
[npuser@ansible-target-2 ~1$

[npuser@ansible-target-2 ~]$ exit

logout

Connection to 192.168.0.35 closed.

[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$ ssh 192.168.0.37

Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-52-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

0 updates can be applied immediately.

Last login: Wed Oct 26 22:54:27 2022 from 192.168.0.30
npuser@ansible-target-3:~$ l
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[npuser@ansible-controlle 1$ sudo yum install ansible
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* base: mirrors.melbourne.co.uk
* epel: ftp.plusline.net
* extras: mirrors.melbourne.co.uk
* updates: mirrors.melbourne.co.uk
Resolving Dependencies
> Running transaction check
-> Package ansible.noarch 0:2.9.27-1.el7 will be installed
> Processing Dependency: python-httplib2 for package: ansible-2.9.27-1.el7.noarch
> Processing Dependency: python-jinja2 for package: ansible-2.9.27-1.el7.noarch
> Processing Dependency: python-paramiko for package: ansible-2.9.27-1.el7.noarch
> Processing Dependency: python2-jmespath for package: ansible-2.9.27-1.el7.noarch
--> Running transaction check
-> Package python-jinja2.noarch 0:2.7.2-4.el7 will be installed
> Processing Dependency: python-babel >= 0.8 for package: python-jinja2-2.7.2-4.el7.noarc

> Processing Dependency: python-markupsafe for package: python-jinja2-2.7.2-4.el7.noarch
> Package python-paramiko.noarch 0:2.1.1-9.el7 will be installed

> Package python2-httplib2.noarch 0:0.18.1-3.el7 will be installed

-> Package python2-jmespath.noarch 0:0.9.4-2.el7 will be installed

> Running transaction check

> Package python-babel.noarch 0:0.9.6-8.el7 will be installed

> Package python-markupsafe.x86 64 0:0.11-10.el7 will be installed

> Finished Dependency Resolution
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Package Arch Version Repository Size
Installing:
epel-release noarch 7-11 extras 15 k

Transaction Summary

Install 1 Package

Total download size: 15 k

Installed size: 24 k

Is this ok [y/d/N]: y

Downloading packages:

epel-release-7-11.noarch. rpm | 15 kB 00:00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : epel-release-7-11.noarch 1/1
Verifying : epel-release-7-11.noarch 1/1
Installed:

epel-release.noarch 0:7-11
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[npuser@ansible-controller ~]$ ansible --version
ansible 2.9.27

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/npuser/.ansible/plugins/modules', u'/usr/share/a
nsible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Jun 28 2022, 15:30:04) [GCC 4.8.5 20150623 (Red Hat 4.8.
5-44)]
[npuser@ansible-controller ~]$ l
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npuser@ansible-controller ~]$ ansible --version
pnsible 2.9.27

config file = /etc/ansible/ansible.cfg

configured moduie search path = [u'/home/npuser/.ansible/plugins/modules', u'/usr/share/a
sible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Jun 28 2022, 15:30:04) [GCC 4.8.5 20150623 (Red Hat 4.8.
-44)]

npuser@ansible-controller ~]$ touch .ansible.cfg

npuser@ansible-controller ~]$ ansible --version
pnsible 2.9.27

config file = /home/npuser/.ansible.cfg

configured module search path = [u'/home/npuser/.ansible/plugins/modules', u'/usr/share/a
sible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Jun 28 2022, 15:30:04) [GCC 4.8.5 20150623 (Red Hat 4.8.
-44)]

npuser@ansible-controller ~]$ l
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[npuser@ansible-controller ~]$ ansible all --list-hosts

hosts (0):
[npuser@ansible-controller ~1$ l
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[npuser@ansible-controller ~]$ ansible -i,192.168.60.34,192.168.0.35,192.168.0.37 all -m pin

g
192.168.0.37 | SUCCESS => {

"ansible facts": {
"discovered interpreter python": "/usr/bin/python3"
}

“<"hanqed“: false,
"ping": "pong"

192.168.0.34 | SUCCESS => {
"ansible facts": {
"discovered interpreter python": "/usr/bin/python"
}

“<"hanqed“: false,
"ping": "pong"

192.168.0.35 | SUCCESS => {
"ansible facts": {
"discovered interpreter python": "/usr/bin/python"
}

“<"hanqed“: false,
"ping": "pong"
}

[npuser@ansible-controller ~]$ l
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[npuser@ansible-controller ~]$ mkdir ansibleHosts
[npuser@ansible-controller ~]$ touch ansibleHosts/hosts
[npuser@ansible-controller ~]$ gedit ansibleHosts/hosts
[npuser@ansible-controller ~]$ l
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File Edit View Search Terminal Help

[all]
targetl ansible ssh host=192.168.0.34]
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[defaults]
inventory=/home/npuser/ansibleHosts/hostsf]
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[npuser@ansible-controller ansibleHosts]$
[npuser@ansible-controller ansibleHosts]$ 1s -al ~/.ssh/
total 16

drwx-
drwx-
-rw

. 2 npuser npuser 57 Oct 25 15:07 .

19 npuser npuser 4096 Oct 28 09:46 ..
1 npuser npuser 1675 Oct 24 23:05 id rsa
npuser npuser 407 Oct 24 23:05 id rsa.pub
npuser 1041 Oct 25 13:37 known hosts|
[npuser@ansible-controller ansibleHosts]$ rm -rf ~/.ssh/known_hosts
[npuser@ansible-controller ansibleHosts]$ 1s -al ~/.ssh/
total 12
drwx-

2 npuser npuser 38 Oct 28 09:49 .

drwx- 19 npuser npuser 4096 Oct 28 09:46 ..

-rw-- 1 npuser npuser 1675 Oct 24 23:05 id rsa
-rw-r--r--. 1 npuser npuser 407 Oct 24 23:05 id rsa.pub
[npuser@ansible-controller ansibleHosts]$ l
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[npuser@ansible-controller ~]$
[npuser@ansible-controller ~]$

[npuser@ansible-controller ~]$ ansible all -m ping

The authenticity of host '192.168.0.34 (192.168.0.34)' can't be established.

ECDSA key fingerprint is SHA256:VxZ@onyPA+nPwRv/GHvrQtYU8k7Y/iaDImUIjmh82zw.

ECDSA key fingerprint is MD5:6e:e7:92:c9:35:9a:84:3e:f8:d7:5c:56:df:3a:8e:4f.

Are you sure you want to continue connecting (yes/no)? ~C =~ = o

on
[npuser@ansible-controller ~]$ l
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[npuser@ansible-controller ~]$
[npuser@ansible-controller ~]$
[npuser@ansible-controller ~]$ ansible all -m ping
The authenticity of host '192.168.0.34 (192.168.0.34)' can't be established.
ECDSA key fingerprint is SHA256:VxZ0onyPA+nPwRv/GHvrQtYU8Kk7Y/iaDImUIjmh82zw.
ECDSA key fingerprint is MD5:6e:e7:92:c9:35:9a:84:3e:f8:d7:5c:56:df:3a:8e:4f.
Are you sure you want to continue connecting (yes/mo)? ~C
on
[npuser@ansible-controller ~]$ vi .ansible.cfg
[npuser@ansible-controller ~]$ ansible all -m ping
targetl | SUCCESS => {

"ansible_facts": {

"discovered interpreter python": "/usr/bin/python"
}

”éhanged“: false,
“ping": "pong"
}

[npuser@ansible-controller ~]$ l
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[defaults]
inventory=/home/npuser/ansibleHosts/hosts
host_key_checking=Falsel]
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L
npuser@ansible-controller:~

File Edit View Search Terminal Help
[centos]

targetl ansible_ssh_host=192.168.0.34
target2 ansible_ssh_host=192.168.0.35

lubuntu]
target3 ansible_ssh_host=192.168.0.37
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[npuser@ansible-controller ~]$ ansible ubuntu -m ping -o
target3 | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python3"
}, "changed": false, "ping": "pong"}
[npuser@ansible-controller ~]$ ansible centos -m ping -o
target2 | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python"}
, "changed": false, "ping": "pong"}
targetl | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python"}
, "changed": false, "ping": "pong"}
[npuser@ansible-controller ~]$ ansible centos --list-hosts
hosts (2):
targetl
target2
[npuser@ansible-controller ~]$ ansible ubuntu --list-hosts
hosts (1):
target3
[npuser@ansible-controller ~]$ ansible all --list-hosts
hosts (3):
targetl
target2
target3
[npuser@ansible-controller ~]$
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[npuser@ansible-controller ~]$ ansible all -m ping

target3 | SUCCESS => {
"ansible_facts": {

"discovered interpreter python":

T,
"changed": false,
“ping": "pong"

i

targetl | SUCCESS => {
"ansible_facts": {

"discovered interpreter python":

T,
"changed": false,
“ping": "pong"

i

target2 | SUCCESS => {
"ansible_facts": {

"discovered interpreter python":

T,
"changed": false,

"ping": "pong”

"/usr/bin/python3"

"/usr/bin/python"

"/usr/bin/python"
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[centos]
fargetl ansible ssh host=192.168.0.34 ansible become=true ansible become pass=puppiesl23

target2 anslble ssh host=192.168.0.35 anslble become=true anslble become_pass=puppies123

[ubuntu]
target3 ansible ssh_host=192.168.0.37 ansible_become=true ansible become_pass=m7p@ss123
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[npuser@ansible-controller ansibleHosts]$ vi hosts

[npuser@ansible-controller ansibleHosts]$ ansible all -a 'id' -o

target3 | CHANGED | rc=0 | (stdout) uid=0(root) gid=0(root) groups=0(root

target2 | CHANGED | rc=0 | (stdout) uid=0(root) gid=0(root) groups=0(root) context=unconfin
ed_u:unconfined r:unconfined t:s0-s0:c@.c1023

targetl | CHANGED | rc=0 | (stdout) uid=0(root) gid=0(root) groups=0(root) context=unconfin
ed_u:unconfined r:unconfined t:s0-s0:c@.c1023

[npuser@ansible-controller ansibleHosts]$ ansible all -m ping -o

target3 | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python3"
}, "changed": false, "ping": "pong"}

targetl | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python"}
, "changed": false, "ping": "pong"}

target2 | SUCCESS => {"ansible facts": {"discovered interpreter python": "/usr/bin/python"}
, "changed": false, "ping": "pong"}

[npuser@ansible-controller ansibleHosts]$ l
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[npuser@ansible-controller ~]$ ansible all -m file -a 'path=/tmp/test state=touch
target3 | CHANGED => {
"ansible_facts": {

"discovered interpreter python": "/usr/bin/python3"

T,

"changed": true,

"dest": "/tmp/test",

"gid

"group": "root",

"mode": "0644", 1
"owner": "root",

"size": 0,

"state": "file",

"uid":

}
target2 | CHANGED => {
"ansible_facts": {

"discovered interpreter python": "/usr/bin/python"
T,
"changed": true,
"dest": "/tmp/test",
"gid
"group": "root",
"mode": "0644",
"owner": "root",
"secontext": "unconfined u:object r:user_tmp_t:se",
"size": 0,
tciatat. Mfilan
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[npuser@ansible-controller ~]$ ssh 192.168.0.34 1s -althr /tmp/test
-rw-r--r--. 1 root root @ Oct 27 21:01 /tmp/test
[npuser@ansible-controller ~]$ l
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[npuser@ansible-controller ~]$ ssh 192.168.0.37 ls -altrh /tmp/test
SrW------- 1 root root © Oct 36 19:37 /tmp/test
[npuser@ansible-controller ~]$ l
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npuser@ansible-controller ~]$ ansible all -m file -a 'path=/tmp/test state=file mode=660"
rarget3 | CHANGED => {
"ansible facts": {
“discovered_interpreter python": */usr/bin/python3"

“changed": true,

“gid": @
“group”: "root",
"mode": 600",

“owner”: "root",

“state": "file",

4
rarget2 | CHANGED => {
“ansible fact:
“discovered_interpreter_python": "/usr/bin/python"

“changed”: true,
gid o,

“path”: "/tmp/test",

"secontext”: "unconfined u:object_r:user_tmp_t:s0",
"size": @,

W e
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[npuser@ansible-controller ~]$ ansible all -a 'uname -a' -o
target3 | CHANGED | rc=0 | (stdout) Linux ansible-target-3 5.15.0-52-generic #58-Ubuntu SMP
Thu Oct 13 08:03:55 UTC 2022 x86_64 x86_64 x86_64 GNU/Linux
targetl | CHANGED | rc=0 | (stdout) Linux ansible-target-1 3.10.0-1160.76.1.el7.x86 64 #1 S
MP Wed Aug 10 16:21:17 UTC 2022 x86_64 x86_64 x86_64 GNU/Linux
target2 | CHANGED | rc=0 | (stdout) Linux ansible-target-2 3.10.0-1160.76.1.el7.x86 64 #1 S
MP Wed Aug 10 16:21:17 UTC 2022 x86_64 x86_64 x86_64 GNU/Linux
[npuser@ansible-controller ~]$ ansible all -a 'hostnamectl' -o
target3 | CHANGED | rc=0 | (stdout) Static hostname: ansible-target-3\n Icon name: c
omputer-vm\n Chassis: vm\n Machine ID: 7754c41547b743d0be3d129e5ac2bfd3\n

Boot ID: 51be95003b964bf19206cbb707389810\n Virtualization: oracle\nOperating System:
Ubuntu 22.04.1 LTS\n Kernel: Linux 5.15.0-52-generic\n Architecture: x86-64\n H
ardware Vendor: innotek GmbH\n Hardware Model: VirtualBox
target2 | CHANGED | rc=0 | (stdout) Static hostname: ansible-target-2\n Icon nam
e: computer-vm\n Chassis: vm\n Machine ID: 79c4b71fcla7254d81f6214b50ceads
8\n Boot ID: 203dc73f44224bc99f2b8bblac487b07\n Virtualization: kvm\n Operati
ng System: Cent0S Linux 7 (Core)\n CPE 0S Name: cpe:/o:centos:centos:7\n K
ernel: Linux 3.10.0-1160.76.1.el7.x86_64\n Architecture: x86-64
targetl | CHANGED | rc=0 | (stdout) Static hostname: ansible-target-1\n Icon nam
e: computer-vm\n Chassis: vm\n Machine ID: 79c4b71fcla7254d81f6214b50ceads
8\n Boot ID: 1901241d9d3743e88e768b964e70804e\n Virtualization: kvm\n Operati
ng System: Cent0S Linux 7 (Core)\n CPE 0S Name: cpe:/o:centos:centos:7\n K
ernel: Linux 3.10.0-1160.76.1.el7.x86_64\n Architecture: x86-64
[npuser@ansible-controller ~]$ l
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[npuser@ansible-controller ~]$ cd ansibleHosts/
[npuser@ansible-controller ansibleHosts]$ vi apache playbook.yaml[]
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# YAML document begin with the document separator "---

# The minus in YAML indicates a list item. The playbook contains a list of plays

# Hosts: where the play will run
hos tEHEIIGH]
user: npuser

# Vars: variables applied to the play on all target systems
# Tasks: list of tasks executed within the playbook

tasks:
- name: Install apache server

fum:

# Handlers: the list of handlers that are esecuted as a notify key from a task

# Three dots indicating the end of a YAML document
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[npuser@ansible-controller ~]$ cd ansibleHosts/
[npuser@ansible-controller ansibleHosts]$ ansible-playbook apache playbook.yaml

PLAY [Centos] skt ko ook ook ook ok ok R R R R AR AR AR A K

TASK [Gathering Facts] #kkrtthkiirithbkkkridhhkhhtd ok kRhad ok kAR AR AR A

ok: [target2]
ok: [targetl]

TASK [Install apache Server] #tkkkkrikttkiiriditkkkritikkhrtt ok khhah kR

ok: [targetl]
ok: [target2]

PLAY RECAP kb rkokbkkh bk kokof koo koko koo koo ko bk Rk ok Rk ok Rk kAR R R Ko

targetl ¢ ok=2 changed=0 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0
target2 ¢ ok=2 changed=0 unreachable=0 failed=0 skipped=0

rescued=0 ignored=0

[npuser@ansible-controller ansibleHosts]$ B
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[npuser@ansible-controller ansibleHosts]$ ansible-playbook apache playbook.yaml

PLAY [Linux] #sssoms ook ko ko ook oko ookt ookt ookt ook ko ok ok R kR AR AR R K

TASK [Gathering Facts] s,k okokok ok
ok: [target3]
ok: [targetl]
ok: [target2]

TASK [Install EPEL] B
skipping: [target3]

changed: [targetl]

changed: [target2]

PLAY RECAP kb rkokbkkh bk kokof koo koko koo koo ko bk Rk ok Rk ok Rk kAR R R Ko

targetl ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

target2 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

target3 : ok=1 changed=0 unreachable=0 failed=0 skipped=1

rescued=0 ignored=0

[npuser@ansible-controller ansibleHosts]$ l
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# YAML document begin with the document separator "---"

# The minus in YAML indicates a list item. The playbook contains a list of plays

# Hosts: where the play will run
s linux
user: npuser

# Vars: variables applied to the play on all target systems

# Tasks: list of tasks executed within the playbook
tasks:
- name: Install EPEL
yum:
name: epel-release
update_cache: yes
state: latest
when: ansible_distribution == 'Cent0S

# Handlers: the list of handlers that are esecuted as a notify key from a task

# Three dots indicating the end of a YAML document

wafl
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[centos]
targetl ansible =192.168.0.34 ansible become_pass=puppies123
target2 ansible =192.168.0.35 anslble become_pass=puppies123

[ubuntu]
target3 ansible [J¥e=192.168.0.37 ansible become pass=m7p@ss123

[linux:children]
centos
ubuntu

[Linux:vars]
ansible become=true





image62.png
npuser@ansible-controller:~/ansibleHosts
File Edit View Search Terminal Help
yum:
name: epel-release
update_cache: yes
state: latest

when: ansible_distribution 'Cent0S

- name: Install Apache Cent0S
yum:
name: httpd
update_cache: yes
state: latest
when: ansible_distribution == 'Cent0S

- name: Install Apache Ubuntu
apt:
name: apache2
update_cache: yes
state: latest
when: ansible_distribution == 'Ubuntu

# Handlers: the list of handlers that are esecuted as a notify key from a task

t Three dots indicating the end of a YAML document
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[npuser@ansible-target-1 ~]$ sudo systemctl status httpd
[sudo] password for npuser
e httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor prese
t: disabled)

Active: inactive (dead)

Docs: man:httpd(8)
man:apachectl(8)

[npuser@ansible-target-1 ~]$ sudo systemctl enable httpd
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service t
o /usr/lib/systemd/system/httpd.service.
[npuser@ansible-target-1 ~]$ sudo systemctl status httpd
e httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled; vendor preset

: disabled)
Active: inactive (dead) I
Docs: man:httpd(8)
man:apachectl(8)
[npuser@ansible-target-1 ~]$ sudo systemctl start httpd
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[npuser@ansible-target-1 ~]$ sudo systemctl start httpd
[npuser@ansible-target-1 ~]$ sudo systemctl status httpd
e httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled; vendor preset
: disabled)
Active: active (running) since Sat 2022-10-29 16:23:24 BST; 3s ago
Docs: man:httpd(8)
man:apachectl(8)
Main PID: 22461 (httpd)
Status: "Processing requests..."
Tasks: 6
CGroup: /system.slice/httpd.service
22461 /usr/sbin/httpd -DFOREGROUND
22465 /usr/sbin/httpd -DFOREGROUND
22466 /usr/sbin/httpd -DFOREGROUND
22467 /usr/sbin/httpd -DFOREGROUND
22468 /usr/sbin/httpd -DFOREGROUND
22469 /usr/sbin/httpd -DFOREGROUND

Oct 29 16:23:23 ansible-target-1 systemd[1]: Starting The Apache HTTP Server...
Oct 29 16 4 ansible-target-1 httpd[22461]: AH00558: httpd: Could not rel
Oct 29 16:23:24 ansible-target-1 systemd[1]: Started The Apache HTTP Server
Hint: Some lines were ellipsized, use -1 to show in full.
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[npuser@ansible-controller ~]$ ansible-playbook ansibleHosts/apache_playbook.yaml

PLAY [LLnUX] skt koot koot koot kot ko o o o R oo R R R R R R R R R R R R R R R A

TASK [Gathering Facts] #*kkkkikkrtkiitkiihhkatkkatkkakkhb kb kR kR AR AR R KRR KRR KRR AR
ok: [target3]
ok: [targetl]
ok: [target2]

TASK [Install EPEL] koo ook koot koot koot koot ko otk ko ok o ok R R R R R R R R R R R R R R R
skipping: [target3]
changed: [targetl]
changed: [target2]

TASK [Install Apache CentQS] #kkkkrikihkikrthhhkrthhhkhrtdhkhhrtd ik khrth kAR AR AR AR

skipping: [target3]
changed: [target2]
changed: [targetl]

TASK [Install Apache Ubuntu] B
skipping: [targetl]
skipping: [target2]
changed: [target3]

PLAY RECAP kb koo bk koo kb ko bk Rk Rk R R R R R R R Rk ARk o

targetl changed: unreachable=0 failed skipped: rescued=0 ignored=0
target2 changed=: unreachable=0 failed=( skipped= rescued=0 ignored=0
target3 changed=1 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0

[npuser@ansible-controller ~]$ l
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This is the default welcome page used to test the correct operation of the Apache? server after installation on
Ubuntu systems. Itis based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If
you can read this page, it means that the Apache HTTP server installed at this site is working properly. You should
replace this file (located at /var/www/html/index.html) before continuing to operate your HTTP server.

IF you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several
files optimized for interaction with Ubuntu tools. The configuration system is fully documented in /ust/share
/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web server
itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apache2.conf

! ‘-~ ports.conf
|-- mods-enabled

! *. load

! *. conf
|-~ conf-enabled
' <k conf
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[npuser@ansible-controller ansibleHosts]$ ansible-playbook apache_playbook.yaml

PLAY [LinUX] skt koot koot koo kot ko ok o ok o oo SR R R R R R R R

TASK [Gathering FaCts] *Herstssmimtttissik famkimkk kR amk ok HRR R ARR R ARR R ARR A
ok: [target3]
ok: [target2]
ok: [targetl]

TASK [Install EPEL] #kkskkokkskkohkok ook koo koot koot ko otk ko otk ko ook R ok R R R R R R Rk
skipping: [target3]

ok: [targetl]

ok: [target2]

TASK [Install Apache CENTOS] H¥rkttisriittiirtiiarkihkkarmkk kR RRR R ARRR R ARR R A
skipping: [target3]

ok: [target2]

ok: [targetl]

TASK [Install Apache UBUNTU] H¥srstssssitttaomsi ok amhiokk kAmmkk kR RR kR AR R ARR R
skipping: [targetl]

skipping: [target2]

ok: [target3]

TASK [Open firewall] #Hkkkrstthhiiritthhkkhtthfk kbt kRt kR
skipping: [target3]

ok: [target2]

ok: [targetl]

TASK [ReStart apache] #Hkkrittikiiritthkihithhkkhhithfkkhrth ok kbt Rk R
skipping: [target3]
changed: [targetl]
changed: [target2]
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- name: Open firewall
firewalld:
service: http
state: enabled
immediate: true
permanent: true
when: ansible_distribution == 'Cent0S

- name: Restart apache
service:
name: httpd
state: restarted
notify: Check HTTP Service
when: ansible_distribution == 'Cent0S
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[npuser@ansible-controller ansibleHosts]$ ansible-playbook apache-uninstall playbook.yaml

PLAY [LENUX] skt okt ookt ko ko ko oo R R R R R R R R R R R o

TASK [Gathering Facts] s,k Rkl kokkkkkokkokkokokokokokokokokok:
ok: [target2]
ok: [targetl]
ok: [target3]

TASK [Uninstall Apache cEntOS] kR kkokkokokokokokokok:
skipping: [target3]
changed: [targetl]
changed: [target2]

TASK [Uninstall Apache Ubuntu] kR kkokkokokokokokokok:
skipping: [targetl]
skipping: [target2]
changed: [target3]

PLAY RECAP **kkkkskokrkokoh koo bk koo ko koo ok ko koo ko ko ko ko ko ko R Ak R R R R Rk AR

targetl ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=1 rescued=0 igng
target2 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=1 rescued=0 igng
target3 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=1 rescued=0 igng

[npuser@ansible-controller ansibleHosts]$ l
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: linux

user: npuser

tasks:

- name: Uninstall Apache Cent0S
yum:
name: httpd
update_cache: yes
state: absent
when: ansible distribution ==

- name: Uninstall Apache Ubuntu
apt:
name: apache2
update_cache: yes
state: absent
when: ansible distribution ==

'Cent0S"'

'Ubuntu’
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Bl NP-Ansible-Controller [Running] - Oracle VM VirtualBox
Help

Input De
Places  Firefox
_ o x

File
4* Applications

x|+
w @ =

@ Problem loading page

<« > C @ https://192.168.0.37

@ Centos @Wiki @ Documentation @ Forums

Unable to connect

Firefox can't establish a connection to the server at 192.168.0.37.

« The site could be temporarily unavailable or too busy. Try again in a few moments.

« If you are unable to load any pages, check your computer's network connection.
« If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the

Web.
Try Aga
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Activities 3 Terminal 4Nov 22:37
M npuser@ansible-target-3: ~ B & © €

npuser@ansible-target-3:-$ sudo systemctl status apache2
o apache2.service
Loaded: masked (Reason: Unit apache2.service is masked.)
Active: inactive (dead) since Fri 2022-11-04 22:29:57 GMT; 6min ago
Main PID: 770 (code=exited, status=0/SUCCESS)

CPU: 723ms
Nov :34 ansible-target-3 systemd[1]: Starting The Apache HTTP Server
Nov :35 ansible-target-3 apachect1[733]: AHO0558: apache2: Could not reE
Nov :35 ansible-target-3 systemd[1]: Started The Apache HTTP Server.
Nov 57 ansible-target-3 systemd[1]: Stopping The Apache HTTP Server..
Nov 57 ansible-target-3 apachect1[4630]: AH00558: apache2: Could not
Nov 57 ansible-target-3 systemd[1]: apache2.service: Deactivated succi

Nov :57 ansible-target-3 systemd[1]: Stopped The Apache HTTP Server
npuser@ansible-target-3:-$ sudo systemctl restart apache2

Failed to restart apache2.service: Unit apache2.service is masked.
npuser@ansible-target-3:-$ sudo systemctl enable apache2

Synchronizing state of apache2.service with SysV service script with /lib/system
d/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable apache2

Failed to enable unit: Unit file /etc/systemd/system/apache2.service is masked.
npuser@ansible-target-3:~$

3" @eBEPON MG
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npuser@ansible-target-2:~

File Edit View Search Terminal Help
[npuser@ansible-target-2 ~]$ sudo systemctl status httpd
[sudo] password for npuser:

Unit httpd.service could not be found.
[npuser@ansible-target-2 ~1$ l
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npuser@ansible-controller:~/ansibleHosts I

File Edit View Search Terminal Help
[npuser@ansible-controller ansibleHosts]$ ansible-playbook php-install-all.yaml

PLAY [@ll] #kiomkson koot ko ook koo ko ook ook ok kR kR R R R R R R R R R R R R RO R R

TASK [Gathering Facts] #kkrtkskiirttihkhrthhkkhrth ik khrt kR kAR AR

ok: [target2]
ok: [target3]
ok: [targetl]

TASK [Installing Apache.PHP Mod] B
skipping: [targetl]
skipping: [target2]
changed: [target3]

TASK [Restart apache] B
skipping: [targetl]
skipping: [target2]
changed: [target3]

PLAY RECAP okttt koot otk ot ot ot o ko o o ot o o o o A R A A A
targetl : ok=1 changed=0 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0

target2 : ok=1 changed=0 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0

target3 : ok=3 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
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B
- [MEEs: ubuntu

user: npuser
tasks:

- name: Installing Apache-PHP Mod + PHP_8 on Ubuntu Linux
apt:
update_cache: yes
name:
- libapache2-mod-php
- php
- php-fpm
- php-common
- php-mysql
- php-cgi
- php-mbstring
- php-curl
- php-gd
php-xml
state latest

- name: Restart apache
service:
name: apache2
state: restarted
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npuser@ansible-target-3: -
Fle £t View Seach Teminal Help

|npusergans1oLe-ConTroLLer ansinleHosts|$ s 192,108.6.3/

Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-52-generic x86_64)

* Documentation: https://help.ubuntu.com
* Managenen https://landscape. canonical. com
* Support: https: //ubuntu. con/advantage

® updates can be applied immediately.

#4% Systen restart required +:+

Welcome to Ubuntu Linux - Ansible Rocks

Last login: Thu Nov 3 23:36:21 2622 from 192.168.0.38
npuser@ansible-target-3:~§ dpkg --get-selections | grep -i php

Uibapache2-mod-php install
Uibapache2-mod-phi8. 1 install
php install
php-cgi install
ohp-common install
php-curl install
php-fom install
php-gd install
php-nbstring install
php-nysql install
php-xml install
phps. 1 install
php8.1-cgi install
php8.1-cli install
8. 1-common install
php8.1-curl install
php8.1-fpm install
op8.1-gd install
php8.1-mbstring install
php8. 1-mysql install
ohp8.1-opcache install
ohp8.1-readline install

php8.1-xml install
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npuser@ansible-target-2:~

File Edit View Search Terminal Help
[npuser@ansible-controller ansibleHosts]$ ssh 192.168.0.34
Last login: Sun Oct 30 23:27:57 2022 from 192.168.0.30
Welcome to Cent0S Linux - Ansible Rocks
[npuser@ansible-target-1 ~]$ rpm -qa | grep -i php
php-fpm-8.0.25-1.el7.remi.x86_64
php-common-8.0.25-1.el7.remi.x86_64
php-sodium-8.0.25-1.el7.remi.x86_64
php-gd-8.0.25-1.el7.remi.x86_64
php-cli-8.0.25-1.el7.remi.x86_64
php-8.0.25-1.el7.remi.x86_64
php-pdo-8.0.25-1.el7.remi.x86_64
php-mysqlnd-8.0.25-1.el7.remi.x86_64
gd3php-2.3.3-7.el7.remi.x86_64
[npuser@ansible-target-1 ~1$ php -v

PHP 8.0.25 (cli) (built: Oct 25 2022 ©9:42:31) ( NTS gcc x86_64 )
Copyright (c) The PHP Group

Zend Engine v4.0.25, Copyright (c) Zend Technologies
[npuser@ansible-target-1 ~]$ ssh 192.168.0.35
npuser@l92.168.0.35's password:

Last login: Sun Oct 30 23:27:43 2022 from 192.168.0.30
Welcome to Cent0S Linux - Ansible Rocks
[npuser@ansible-target-2 ~]$ rpm -qa | grep -i php
php-fpm-8.0.25-1.el7.remi.x86_64
php-common-8.0.25-1.el7.remi.x86_64
php-gd-8.0.25-1.el7.remi.x86_64
php-cli-8.0.25-1.el7.remi.x86_64
php-8.0.25-1.el7.remi.x86_64
php-pdo-8.0.25-1.el7.remi.x86_64
php-mysqlnd-8.0.25-1.el7.remi.x86_64
gd3php-2.3.3-7.el7.remi.x86_64
php-sodium-8.0.25-1.el7.remi.x86_64
[npuser@ansible-target-2 ~1$ l
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npuser@ansible-controller:~/ansibleHosts - 8 x

File Edit View Search Terminal Help
PLAY [ubuntu] #kssiokisk koot koot kot kot koo ko o R R R R R R R R R R R R R o

TASK [Gathering Facts] )k kkkkkkkkkkkkkkkkkkkkkkkokkokkkokokkokkokokokokokok
ok: [target3]

TASK [Installing Apache.PHP Mod + PHP 8 on Ubuntu Linux] K oK K K KK K KKK K KK K KK K KK K KK K oK K K KK R oK K K KK R ok K K Kok R ok Kk ko Rk ok
ok: [target3] -

TASK [Restart apache] s,k kokkokkokkkkkkkkkkkkkkkkkkokkokkokkkokokkokokokokokok
changed: [target3]

PLAY [CeNtos] #kikiokiskiokisk koo koo koot kot koo koo ko R R R R R R R R R R R R

TASK [Gathering FaCcts] #Hkrttihiirihihkkhrthhhkhhth ok khath kAR AR AR A

ok: [targetl]
ok: [target2]

TASK [Installing Remi RepoSitory] rkskkiithihiirihhkkhithfk kbbb kkhrth kRt kR kAR AR AR A

ok: [target2]
changed: [targetl]

TASK [INstalling PHP] #kkkkkkrkkirthiakhhtkkkbhkhbhkh kb kb kb kAR KRR K
[target2] 1
[targetl]

TASK [Restart Apache on CEntS] Hkikkkkkirthhhikrihhkkhitdfhkkhithfkkkhrth kAR Rk

changed: [target2]
changed: [targetl]

PLAY RECAP kot kbbb bbbk kot ot kot ko ok ok ot ot ko o o Ao A R R R A ok
targetl : ok=4 changed=3 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

target2 : ok=4 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

target3 : ok=3 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0





image86.png
= : centos
user: npuser
tasks:

- name: Installing Remi Repository
yum:
update_cache: yes
name: https://rpms.remirepo.net/enterprise/remi-release-7.ry
state: present

- name: Installing PHP
yum:

enablerepo: "remi,remi-php8e"
name:

- php

- php-common

- php-cli

- php-gd

- php-curl

- php-mysqlnd

- php-fpm

- php-mysqli

state: latest

- name: Restart Apache on Cent0S
service:
name: httpd
state: restarted
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npuser@ansible-controller:~/ansibleHosts I

File Edit View Search Terminal Help

[npuser@ansible-controller ansibleHosts]$ vi create-phpinfo-to-all.yml
[npuser@ansible-controller ansibleHosts]$ ansible-playbook create-phpinfo-to-all.yml

LAY [CeNtos] #kk koot ko otk ook ko ok kR R R R R R R R R R R R R R R R R R R o

TASK [Gathering Facts] Hkrtkshiirthhhikhithhk kbbb k kbt kbR AR AR AR

k: [target2]
k: [targetl]

TASK [Creating phpinfo.php to all Cent0S Systems] *kkkiikithikiiribhhkkiridhhkirihihkkhrttfkkhrtd ok kR

“hanged: [targetl]
“hanged: [target2]

SLAY RECAP Hsok kb otk otk otk ot kot kot ko bk ok ot o o o o R A A R R R o
targetl ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

target2 ¢ ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

[npuser@ansible-controller ansibleHosts]$ l
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npuser@ansible-controller:~(ansibleHosts

File Edit View Search Terminal Help

- [EBs: centos
user: npuser
tasks:

- name: Creating phpinfo.php to all Cent0S systems
copy:
dest: "/var/www/html/phpinfo.php"
conteffit: |
<?php
phpinfo();
7>
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npuser@ansible-target-2:~
File Edit View Search Terminal Help

[npuser@ansible-controller ansibleHosts]$ ssh 192.168.0.34
Last login: Mon Oct 31 ©0:22:32 2022 from 192.168.0.30
Welcome to Cent0S Linux - Ansible Rocks
[npuser@ansible-target-1 ~]$ 1s -al /var/www/html/

total 4

drwxr-xr-x. 2 root root 25 Oct 31 00:22 .

drwxr-xr-x. 4 root root 33 Oct 29 16:16 ..

-rw-r--r--. 1 root root 21 Oct 31 00:22 phpinfo.php
[npuser@ansible-target-1 ~]$ ssh 192.168.0.35
npuser@l92.168.0.35's password:

Last login: Mon Oct 31 00:22:19 2022 from 192.168.0.30
Welcome to Cent0S Linux - Ansible Rocks
[npuser@ansible-target-2 ~]$ cat /var/www/html/phpinfo.php
<?php

phpinfo();

7>

[npuser@ansible-target-2 ~1$ l




