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[bookmark: _Toc50722128]1/ Abstract
The following set of reports have been created in the result of a scenario which has breached the data protection legislation. This assignment will include a report to the Head of Information Governance, a report to the Executive Board and a discussion note for the Information Governance Committee. 
[bookmark: _Toc50722129]2/ Report to the Head of Information Governance

[bookmark: _Toc50722130]2.1/ Summary of Circumstances 

[bookmark: _Toc50722131]2.1.1/ Breach
An incident has been reported by a manager who has accidentally sent a list of names and addresses of their members of staff, to a member of the public. The manager had meant to send a leaflet however accidentally attached the list of names and addresses instead. This list should not have been stored on their local network, however they had downloaded the leaflet from an operational system to carry out their work in a timely manner. 

[bookmark: _Toc50722132]2.1.2/ Data
The data included were names and addresses of staff members and this is held by the manager to carry out managerial tasks such as to send correspondence to their home address. It was held to carry out these tasks in a more efficient manner however this is not how the data should be held. Identifiable data should not be stored on a desktop and the manager should carry out these tasks using the operational system only.

[bookmark: _Toc50722133]2.2/ Data Protection Implications
The data that has been breached only includes names and addresses and is therefore Personal Data. According to the ICO [1], personal data includes anything that can relate to an identifiable person. This may be from a single piece of data such as name, or can be data that is used in conjunction with another piece of data such as address and date of birth. If the data had included for example, ethnic origin or political opinions also, then the data breached would have been both Personal and Special Category data. For personal data to be lawfully processed, certain conditions must be met. For example, the data subject must have given consent or there must be a legal obligation on the data controller. As none of the conditions are met in this circumstance, GDPR must be engaged. 

[bookmark: _Toc50722134]2.2.1/ Principles
There are seven key principles mentioned in GDPR. In this scenario, at least two principles of the GDPR have been breached. The first principle in GDPR suggests the data must be processed fairly, lawfully and transparently. In this instance, staff members have not been informed or agreed to their data being sent to the public. The second principle that has been breached is the integrity and confidentiality principle. It begs the question as to whether the system should allow users to be able to download sensitive material as such from the operational system onto their desktop and also highlights the potential need for further Information Governance training for staff. It could also be considered that the accountability principle has also been breached as the manager has not been compliant with GDPR. Although this principle may not have been breached in the first instance, a scenario such as this could then go on to breach both the accuracy and storage limitation principle. There data stored privately may not be kept up to date and therefore could eventually become inaccurate and out of date. The information could also easily be forgotten about as it’s not the master copy and could be kept for longer than necessary. 

[bookmark: _Toc50722135]2.2.2/ Risk of Exposure 
With reference to the risk matrix in figure 1 below, this scenario could produce a risk score of nine. The severity of the impact, although it’s very personal information distributed, does not cause serious harm however does cause some impact to those who have been affected. As this data has only been sent to one member of the public, it’s fair to suggest that this would lower the severity of the breach. If the data had been sent to hundreds of people outside the organisation, it would be worth considering a score of 12 or even 15, which would also increase the need to report to the ICO. This would also be the case if hundreds or even thousands of staff had been affected. It is not clear how many names and addresses are sent but as only one manager is involved, it likely that it would be under a hundred people affected. The more people affected, the higher the impact score. The likelihood of this happening again, could also be considered ‘Possible’ therefore having a likelihood score of three. If nothing is done to mitigate this risk, then there is the likelihood of the same member of staff repeating the incident or other managers following the same working patterns and becoming at risk of a similar breach also. If the manager is not reminded of her responsibilities under GDPR then they will potentially continue to download personal and special category data onto the desktop, once again increasing the risk of a breach of this kind repeating itself. How this data has been held by the manager plays the main role as to how this breach occurred. Actions taken following this breach should attempt to mitigate any further breaches of this kind and should aim to substantially reduce the risk score. By implementing the actions discussed in section 2.4 of this report, such as training refresh and reminder of the policies we are reducing the likelihood of this scenario recurring and the likelihood score could be reconsidered as ‘rare’. Actions which introduce further security measures, such as password protected documents, could also reduce the impact levels. By introducing password protection, even if this document was sent to the incorrect recipient, they would not be able to view any of the data inside without the correct password. In turn, this would bring down the overall risk score to a three, or even a two and falling into the low risk category. 

Figure 1. Risk Matrix
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[bookmark: _Toc50722136]2.3/ Organisations Policy
The All Wales Information Governance Policy [2] suggests that any records should be held with a planned approach for their creation and their removal. Thus meaning that the NHS Organisation can manage the records to ensure that they are kept up to date and are not kept for longer than necessary. This scenario has gone against the organisations policy and did not have a planned approach for their removal. This information should not have been held for any longer than necessary. The policy also mentions that data must be processed fairly and to do so, they must be transparent. In this case, employees would have been unaware of their personal data being held on their managers desktop, let alone consented for it to be distributed to a member of the public. The policy references record management and explains that their must be a planned approach to the management of records from the date of creation to the date of disposal, thus ensuring that the data can be quality and quantity controlled to ensure data minimisation and that the records are kept up to date. Once this personal data was downloaded on to the manager’s desktop, the policy was breached and the data was no longer managed in the appropriate way as stated in the policy. Although the policy has been breached, by reporting the breach to the Information Governance Manager, the manager has followed the breach reporting requirements, assuming the incident was reported immediately. The organisation also holds a ‘Records Management’ Policy [3]. This policy discusses that there is responsibility on individuals within the organisation to ensure any creation or use of records are responsible and expected to abide by this policy. It suggests that the quality of the records must be complete and up to date. At the time of downloading, the data should meet this requirement however if these records are updated on the system, this will not be reflected on the downloaded document. The record is no longer as secure as it should be as it is held on the managers desktop. This means that it can be accessible whilst outside of the organisation’s secure network, thus not meeting the organisation’s security requirements. The policy also states that records should be kept for a minimum period of time, which suggests that the manager should have removed the document from her computer as soon as she completed her task.  

[bookmark: _Toc50722137]2.4/ Actions Following Breach
It’s clear to see that this breach has happened due to a member of staff holding personal data on their desktop without any security measures in place such as the document being password protected. If the member of staff were familiar with the Records Management Policy, then it’s fair to say that this breach could have been avoided. There are a wide range of actions that need to be implemented following this breach which can attempt to reduce the risk of such a breach happening again. Firstly, it highlights the need for all staff within the organisation to be reminded of several policies which reference GDPR and the roles and responsibilities of staff when holding data. Such policies could be the ‘All Wales Information Governance Policy’ and the ‘Records Management’ policy. Encouraging staff to read these could be done by emailing them to the entire workforce. As a policy can be overwhelming, it would be advantageous to create a poster aswell, which would act as a constant reminder to staff of their role under GDPR. As the All Wales Information Governance policy confirms that Information Governance training is mandatory, then the uptake of this training should be reviewed and further training should be offered to all staff to refresh their understanding and could also enable staff with the confidence to highlight bad practice. The organisation’s system that the information was downloaded from should also be reviewed and processes should be put in place to avoid users being able to download information so easy onto their desktop in the future. The option to download the information should be removed or if the requirement exists, then the file could be sent straight to a secure drive on the organisations network ensuring access can be restricted. This scenario however does beg the question as to whether this information should be held by managers at all. It would be useful for a dedicated department, such as Human Resources, who already hold personal and special category data, to manage any data such as this. As Human Resources would already hold such data, it would be fair to assume that they have the correct working practices in place when it comes to processing this kind of data. This would therefore minimise the risk that comes with managers holding records against the organisational policies. 

[bookmark: _Toc50722138]2.5/ Actions towards Victims
Due to the lower severity of this scenario, it’s not essential that data subjects are informed. However, morally, it would be advised that they are aware that their information has been leaked and that the organisation is working towards ensuring that a data protection breach such as this does not happen again. Following further investigations, it was found that staff sick notes and occupational health reports were also saved onto the managers desktop. If these had also been distributed to the public, then the data would fall under special category data. According to the ICO [4] not only do you have to abide by the principles of Article 6 in the GDPR, you also have to meet one of the conditions in Article 9 including explicit consent and vital interests. Due to the sensitivity of special category data, if this data were to have been leaked also, the severity of impact may be considered greater and therefore the risk of exposure may be considered to fall into the ‘high risk’ category. If this was to be the case, then the data subjects should be informed immediately and the data breach should be reported to the ICO. ICO states that a high risk data breach means that data subjects should be informed with no delay suggesting that you may decide to inform the data subjects even before it’s reported to the ICO. [5]

[bookmark: _Toc50722139]2.6/ Other Considerations
Following a data breach, it would also be important to ensure the correct procedures are set up to handle any increase in complaints. It is very possible that staff members would be upset regarding the breach of their data leading to an influx of complaints. According to ICO [5], the organisation should also consider other bodies which the data breach may need to be reported to such as eIDAS (Electronic Identification and Trust Services) if they are a UK trust service provider. In this scenario, dependent on the nature of the job, there could be a risk of the member of public turning up at a staff member’s house. For example, they could be in pain waiting for an operation and are angry that they have not had an operation date. In this scenario, the organisation may need to consider informing the police.

[bookmark: _Toc50722140]3/ Report to the Executive Board

[bookmark: _Toc50722141]3.1/ Summary

[bookmark: _Toc50722142]3.1.1/ Breach
An incident has been reported by a manager who has accidentally sent a list of names and addresses of their members of staff, to a member of the public. The manager had meant to send a leaflet however accidentally attached the list of names and addresses instead. This list should not have been stored on their local network however they had downloaded from an operational system to carry out their work in a timely manner. 

[bookmark: _Toc50722143]3.1.2/ Data
The data included were names and addresses of staff members and this is held by the manager to carry out managerial tasks such as to send correspondence to their home address. It was held to carry out these tasks in a more efficient manner however this is not how the data should be held. Identifiable data should not be stored on a desktop and the manager should carry out these tasks using the operational system. 

[bookmark: _Toc50722144]3.2/ Data Protection Implications

[bookmark: _Toc50722145]3.2.1/ Principles 
As personal data has been distributed without the data subjects consent, this scenario breached the first principle in GDPR. This principle ensures data is processed fairly, lawfully and transparently. As there is also no security built in to eliminate the risk of this data breach happening this also goes against the integrity and confidentiality principle. By introducing password protected documents for example, this would have ensured that the member of public who received this data would be unable to open the document and view the data held within. As the manager has not been compliant with GDPR, it can be argued that the accountability principle has also been breached and this may highlight the need for staff to undergo further Information Governance training. Eventually, there is potential for the accuracy and storage limitation principle to be breached also. 

[bookmark: _Toc50722146]3.3/ Risk Matrix 

[bookmark: _Toc50722147]3.3.1/ Likelihood Score
With reference to the risk matrix in figure 1, it can be argued that the likelihood score could fall under anywhere as high as three. If nothing is done to mitigate the risk, then the likelihood of this repeating itself by the same member of staff, or another individual is most certainly possible. 

[bookmark: _Toc50722148]3.3.2/ Impact Score
Again, in reference to figure 1, this particular scenario could be scored a three for severity levels. The personal data that has been leaked, could be considered as very personal information as it reveals their home address. If the member of public who received this information, had dealt with any of the data subjects involved in this scenario and were unhappy or upset with their conversion, then this could become dangerous and the member of the public may attempt to get in contact with them. However, the chances of the scenario above are rare, and hopefully would not happen. If this data had been sent to more than one member of the public or if it affects hundreds or even thousands of staff members, then obviously this severity could be considered much higher.

[bookmark: _Toc50722149]3.4/ Actions
There are several actions that should follow this data breach which will help towards mitigating the risk for potential further data breaches of a similar kind.  This would include ensuring all staff undergo further Information Governance training. This will refresh the staff with the procedures that should be taken to minimise the risk of a data breach. It should inform staff of their responsibilities when it comes to GDPR. The organisation’s system that allowed a user to print off staff member’s names and addresses and save to their desktop should also be reviewed as to whether it needs to implement security measures to stop staff from doing anything of this nature. If there is a requirement for this, then it either needs to be sent straight to a folder on a private network, or needs to be password protected. This will reduce the risk of staff confusing such a document with other documents on their desktop. If it is password protected also, it would have removed the possibility of the member of public being able to view the personal data. Following this, staff need to be reminded of the All Wales Information Governance Policy which will ensure staff are more aware of their roles and responsibilities. A poster could also be produced and distributed throughout the workplace which will also remind staff of the dangers of not being aware of their Information Governance policy. This approach will be a constant reminder and should be easy to understand and therefore potentially more desirable to read for staff. The managers role to manage staff sickness should also be reviewed as to whether this could be better managed by a designated team such are Human Resources. By taking this responsibility from managers and centralising the management of staff sickness could minimise the risk of this happening again as managers will no longer have to hold onto their staff’s personal details. As human resources would already have this information and a process in place to manage their data, it could be considered less likely for them to leak such data. 

[bookmark: _Toc50722150]3.5/ Severity

Following the likelihood and impact score discussed above, it could be argued that this breach does not need to be reported to the ICO. Although the data that has been breached is personal and easily identifiable, it is vital to note that this data has only been leaked to one member of the public. If this had been leaked to a larger audience, then the risk of this breach would increase and in that scenario, it may have been advised to contact the ICO. The likelihood of this scenario repeating itself has been considered possible, especially if no actions are implemented following this breach. With such data being so easily downloaded onto staff desktop, it would be probable that other managers have similar working practices in place and therefore there may be more than one member of staff with data of this kind saved on their desktop. Further investigation has also found that staff sick notes and occupational health reports are held on their desktop also which would also increase the likelihood of a similar scenario of emailing an incorrect document to the incorrect recipient. 

[bookmark: _Toc50722151]3.6/ Other Discoveries 
Following further investigations, staff sickness notes and occupational health reports were also found on the manager in question’s desktop. This creates serious concern as if this data was leaked, this would fall into special category data. According to the ICO, special category data should have more protection as it is considered more sensitive. To process special category data, you must abide by Article 6 and conform to one of the conditions in Article 9 of GDPR. As an example, this would include explicit consent or vital interests. As special category data is considered higher risk, a DPIA (Data Processing Impact Assessment) should always been considered when processing this kind of data. If special category data was leaked, then the risk assessment would need to be re-evaluated. With reference to the risk matrix in figure 1, it would be fair to suggest that the likelihood of the scenario recurring would remain similar, however the impact could increase. As this data is a lot more sensitive as it includes their health details, then the impact becomes more severe and it would be sensible to increase the score to four. This increases the risk score to a twelve, and although it is still not considered in the high risk category, it is very close and could be argued that it should be reported to the ICO. It is again important to remember that this information has only been sent to one member of the public, and keeping this in mind allows us to consider not reporting this incident, if it were to happen, to the ICO. The ICO [6] mention that many DPIA’s that they receive are where there are no actions that can be put in place to reduce the risk. As discuss in section 3 above, there are several actions demonstrated that can be carried out by the organisation which will reduce the risk of this happening again and therefore this potential incident does not need to be report to the ICO. Although the ICO does not need to be informed, it would be sensible to inform the data subjects involved. This is sensitive data, and morally it would be unfair to not inform data subjects of the incident. 

[bookmark: _Toc50722152]4/ Information Governance Committee Report 

[bookmark: _Toc50722153]4.1/ Data Breach
An incident has been reported to the Information Governance manager where a member of staff has unintentionally disclosed a list of names and addresses of staff working within the organisation to a member of the public. The list of names and addresses were stored on their personal desktop and was mistaken for a leaflet that should have been sent instead. 

[bookmark: _Toc50722154]4.2/ Risk
The risk of this breach has been considered against the risk matrix in figure 1 and a score of 9 has been suggested. The likelihood of this happening again, has been thought of as possible, however the amount of people who download this kind of data onto their desktop would need to be reviewed. If a large number of staff work this way, the likelihood of this repeating itself could be considered higher, especially if they have contact with the public. Similarly, it could be considered lower if this is the only member of staff to carry out this working practice, and if they have little contact with the public. The impact has been also been scored at a three suggesting the severity is moderate. This scoring has focused on how easy the data is identifiable. However as the data is personal and not special category, it could be argued that the score should be reduce to minor. 

[bookmark: _Toc50722155]4.3/ Actions
Several actions that should be implemented following this breach have been discussed to help reduce the risk. Firstly, the organisation could encourage staff to undergo further mandatory information governance training, with the aim to refresh their awareness of their roles and responsibilities under GDPR. The organisation’s system involved in this breach could also be reviewed, and further security measures could be introduced which could either stop staff downloaded personal data onto their desktops entirely or they could introduce security mechanisms such as password protection. Furthermore staff should be encourage to educate themselves on the relevant organisational policies, such as the Information Governance Policy. Again, this will remind staff of their roles and responsibilities which will hopefully reduce the risk of a data breach of this kind repeating itself. As policies can be very formal and intimidating, a poster could also be developed, which would offer staff a constant reminder of the severities of a data breach. Finally, a review of working processes around staff details and sickness records should be undertaken. It’s a possibility that centralising any handling of such data, should be done by one department, such as Human Resources. As this department already handles such data, processes should already be in place to attempt to mitigate any data breaches of this kind. 
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