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         I. Part 1: Research report of IPv6 benefits and deployment       
                      issues


         1. Short Introduction to IPv6

         1.1 Introduction
  
                  
         We live in a modern and well structured electronic world. To gain a wonderful 
         continuity in our life is critical – special attention should be paid
         to communications. Every electronic device needs a special numeric 
         combination - IP address, to be able to communicate with other devices around 
         the world. The newer Ipv6 protocol (starting as development set of protocols 
         by IETF) has a difficult task to keep people connected, migrating from older (current)  
         IPv4, because of the limited numbers of addresses (around 4,3 billion in IPv4).
         Beside of unreachable numbers of IP addresses, IPv6 is built for security, great
         auto - configuration protocol, routing improvements, better mobile support and etc.. 
         It has a slightly different type of addresses - leading to significant differences.
         As Abdullah (2019) states, we can find a bit different main type addresses in IPv6,
         and they called Link Local, Unique Local, Global Unicast and Unicast. So - we can    
         compare and recognize Unicast address as public address(in IPv4) , and respectively
         Unique Local one will have the same features as private address (in IPv4).
         Implementation of IPv6 will be a long process and will depends to capabilities
         of the particular businesses, their needs and level of readiness for this migration.
                  IPv6 is the following version internet protocol which will sooner or later replace
         IPv4, but until then each one of these protocols needs to coexist together for an   
         extended time. 
         The problem is about compatibility: each of the protocols isn’t compatible with each 
         other. A special set of routing protocols is needed for IPv4 and IPv6. These 
         protocols have exceptional performances for various situations.
         (Chauhan and Sharma,2015)       


         
         2. Benefits of using IPv6 addressing
         
         There are a lot of benefits, using new Protocol version, but also some threats, 
         because we all need to adopt to different standards and it will take a lot of time creating  
         new support scheme.
         
         2.1 Unreachable numbers of IPv6 addresses

         
         Primarily, IPv6 is starting, because of unconditional advantage – huge range of
         3,40 x1038  IP addresses(2128 ).
         As Graziani (2017) mentions, IPv6 offers much more addresses than IPv4. IPv4, 
         with its 32-bit deal with area, contains 232 addresses - unlike of the 128-bits in 
         IPv6 (offers 340 sextillion-incredible, unbelievable space for IP addresses)!
         This means, that in the future we will haven’t more limitation, regarding IP 
         addresses.
         
         
         2.2 Auto configuration

         

         As Feldner (2018) believes, aside of the maximum outstanding IPv6 feature - its 
         massive cope with space, stateless automatic address configuration(SLAAC) is 
         one of the most important principal blocks of allotted IIoT programs - without 
         manually interventions to configure communication. The author also notes 
         that in the new IPv6, simplified header structure will be great advantage.
         Without a doubt – SLAAC is one of the greatest characteristics – this means
         that every single host is able to configure itself automatically. In case of need –
         configuration might be done via DHCPv6 or manually .As result of SLAAC is 
         another great performance – the efficiency of the system is increasing.
         Shah (2015) says:

                  In general auto-configuration increases the self-sufficiency of network  
          devices by taking considerable amount of management functions and without  
          relying on the central or additional configuration servers.
         
         For every working system, including a brand new one – is critical to reach an
         acceptable efficiency! Actually – this is the key to evaluate correctly well 
         working strategy system in real life scenario. And – when this system is so 
         important and necessary for all the people around the world – we have to 
         approach with relevant doubts and knowledge.
         
         

         
         2.3 The Routing is at better level


       
       The reduced size of routing tables helps routing to be with better efficiency.
         And - in the network of IPv6, the fragmentation is managed by the source unit,
         rather / instead of the router, and use a MTU protocol (Maximum Transmission
         Unit).


      
         2.4 Processing of the packet – with better efficiency 


       Thanks to the new, simpler packet header - much greater efficiency is achieved.
         The checksum IP- level in IPv6 doesn’t exist, so the router's job is much easier (this
         checksum doesn’t need to be calculated again and again at router’s hop).
         IBM Knowledge Center (2020) shares, that IPv6 header is simplified now, because are   
         removed fields and this great feature determines IPv6 as more flexible protocol,  
         regarding future services.
          

         

         2.5 Data flows are directed 


         IPv6 provides us multicast, so this is even advantage (instead of broadcast),
         because ‘Multicast allows bandwidth-intensive packet flows (like multimedia 
         streams) to be sent to multiple destinations simultaneously, saving network 
         bandwidth.’ (Six Benefits Of IPv6, 2011)



       2.6 Great opportunity for new Services

          
         An important and special feature of IPv6 comes from the addressing structure.
         True end-to-end user connection is amazing - thanks to the huge address space,
         we can use a whole prefix at our house(given by local ISP).This mean that 
         end users may have individual global unique address. One of the leading internet  
         companies in UK observes , that this true end-to-end connectivity is possible now,       
         because of the difference in design structure of new IPv6.So, therefore, one of the 
         basic methods (NAT- Network Address Translation), used in IPv4 is unnecessary! 
         (IONOS by 1&1 ,2017)
         At the same time QoS will be even stronger - ‘IPv6 promises to provide better QoS then  
         IPv4.’ (Naz et al. 2014)
         

         2.7 IPv6 Security (IPSec) and Mobile Support by default  

         

         IPv4 is built and maintained in time, when the Security was not a priority.At 
         this point IPv6 has an advantage, supported by security protocols (by default).
         Living in a mobile friendly world, we can refer to a better Mobile IPv6 support.
         Transmission between two mobile devices is improved and directly now.
         Therefore we need to evaluate better efficiency and reliability.
         The purpose for Mobile IPv6 is to offers seamless mobility for future 
         generation mobile services, supported by different technologies as WCDMA, 
         WLAN , etc. And, Mobile IPv6 presents route optimization methods to decrease
         handoff latencies (IPV6 , 2017)

          
         
         3. IPv6 - Deployment issues

         3.1 Problem – some ISP’s don’t support IPv6

         
         Implementing and developing the Ipv6 is not what we expected - development  
         trends are slow and we have note a number of factors! First and very common
         problem, rely to migrate to IPv6 is sometimes unexpected and surprised – your
         ISP doesn`t support the newer protocol. As Oracle have documented - solution 
         of the existing problem is usually expensive, because either to hire another line just 
         for IPv6 connection, or get a virtual ISP(but through a tunnel over Ipv4 ISP – to
         your virtual ISP).(Oracle, 2017)


          
         3.2 Appropriate equipment for Ipv6

         
         The next important problem, regarding deployment of Ipv6 is equipment.
         Every one customer, or company, should check is it ready to the newer version .
         Because , otherwise – they need to upgrade their installation. In this case too,
         unfortunately, implementation is determined by more money. 


         

         3.3 Interoperation of Ipv4 and Ipv6
         

         The whole technical world was recently in Ipv4. But new IPv6 rely and affect all
         the customers and end users, because they all have links and many relationships
         over IPv6 network. This amazing process to running independent IPv4 and IPv6
         is critical and is called Dual Stack support!
         As Cisco (2010) mentioned, the both protocols (IPv4 and IPv6) need to exist 
         together at the same time in the networks, and this advisable strategy is dual stack.
         The challenge here is - allowing the both IP protocols to coexist, we need to keep  
         security, and connections at an appropriate level.
        
         3.4 Lack of sufficient qualified support

         
         Last, but not least in importance is the human’s factor - to maintain and secure 
         a system, qualified support is critical important. Often, current knowledge will   
         probably not be sufficient, or maintenance will not always be the most adequate
         - just because the specialists need more time to gain experience.



         4. IPv6 Statistics around the World 

         
         
         More and more people around the world are seeking and taking advantage of
         IPv6. The users are growing every day. The traffic through these devices  is 
         also increasing (belonging to IPv6), respectively the number of used addresses.
         We can find very interesting facts about newer version protocol, but shortly we 
         will describe almost a full picture – thanks to the report of Internet Society.
         We can get a clear idea of total end-customers (using IPv6) in % around the 
         world. Almost 50%- India , followed by USA, etc.





                   Figure 1: Total IPv6 end – users (%) in countries with higher deployment
 (State of IPv6 Deployment 2018 6 th, 2018)
         
         
         5. Conclusion

         

         IPv6 offers unreachable numbers of IP addresses, better Quality of Service
         (QoS), it has integrated security protocol and improved mobile support, 
         transparent end-to-end connectivity .Also one of greatest features is SLAAC -
         the stateless  automatic address configuration. Thanks to simplified header,
         the process of the packets is more efficient. The routing efficiency has increased
         as well (reducing the size of routing tables).
         When looking at a new version of an existing protocol, we always need to 
         consider their compatibilities (comparing older IPv4), or their replacement at
         the right time. Now - speed, security and quality of connection are more  
         important than ever. The world is mobile and the features of all new technical   
         products should be concerted to higher consumer requirements.
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II. Part: Design an IP addressing scheme for Faculty of Architecture, Computing and 
              Engineering

                                      
Figure 1: Assignment scheme for Faculty’s networks


Based on the assignment, the design I made is shown below.
                               
                     [image: ]
Figure 2: Represents my design of all networked connections, regarding IP addressing scheme



School of Appl. Comp. (+Test Centre + Open Access + Servers) = 707 hosts
School of Automotive Eng. = 285
School of Architecture... = 337
School of Engineering  ... Logistics = 278

 
First, my design includes additional connections between the buildings - I have to 
insure all the connections in case of interruption on the path between this particular 
units (routers) .
I need to choose a private IP address, and it to be B class – because the goal is
to provide more then 2000 end users for future growth!
We will need to use VLSM approach to determinate the range of subnets and their 
network addresses.
Good practise is to divide a network on internet segments - for better maintenance in the future!

My address is : 172.16.0.0/20 .The biggest network will be the main building(School of 
Applied Computing) with 707 needed hosts – so obviously we will need 10 bits.
(210 = 1024, wich is bigger then our requirement(707)).Therefore I divide the major network
172.16.0.0/20 to four equal subnets (borrowing 2 bits from host portion):
172.16.0.0/22
172.16.4.0/22
172.16.8.0/22
172.16.12.0/22 
Now we have four subnets with 1024 host/each.
First 172.16.0.0/22 I will leave for future growth!
172.16.4.0/22 I choose for main building (School of Applied Comp).
The biggest subnet in this subnet - “/22” will be Open Access with 245 hosts. Then, first
subnet, that we need to create is  “/24” (because we need 8 host bits-28=256-2=254>245.)
After biggest one – 172.16.4.0/24, we can find the next largest subnet - this should be 
Lab 308(it will be with 120 hosts).Then we need 7 bits in host portion – obviously the
subnet  will be  “/25” (172.16.5.0/25) ! Follow this way we can submitting  “/25” – to provide 
subnets, suit to hosts between 32 and 64. Then – next division will be on part of 64 
addresses (excluding network and broadcast addresses – 62 usable). And etc.

The Network Address of School of Applied Computing is - 172.16.4.0/22.


Table 1: The IPv4 addressing scheme of School of Applied Computing 

	Lab No:
	Net. Address
	1st ip address
	Last ip address
	Broadcast Address
	Subnet Mask

	OA-245 devices
	172.16.4.0/24
	172.16.4.1
	172.16.4.254
	172.16.4.255
	255.255.255.0

	Lab 308-120 pcs
	172.16.5.0/25
	172.16.5.1
	172.16.5.126
	172.16.5.127
	255.255.255.128

	Lab 410-60 pcs
	172.16.5.128/26
	172.16.5.129
	172.16.6.190
	172.16.5.191
	255.255.255.192

	Lab 301-50 pcs
	172.16.5.192/26
	172.16.5.193
	172.16.5.254
	172.16.5.255
	255.255.255.192

	Lab 306-40 pcs
	172.16.6.0/26
	172.16.6.1
	172.16.6.62
	172.16.6.63
	255.255.255.192

	Lab 412-36 pcs
	172.16.6.64/26
	172.16.6.65
	172.16.6.126
	172.16.6.127
	255.255.255.192

	Lab 302-30 pcs
	172.16.6.128/27
	172.16.6.129
	172.16.6.158
	172.16.6.159
	255.255.255.224

	Lab 303-30 pcs
	172.16.6.160/27
	172.16.6.161
	172.16.6.190
	172.16.6.191
	255.255.255.224

	Lab 411-30 pcs
	172.16.6.192/27
	172.16.6.193
	172.16.6.222
	172.16.6.223
	255.255.255.224

	Staff-25 pcs
	172.16.6.224/27
	172.16.6.225
	172.16.6.254
	172.16.6.255
	255.255.255.224

	Lab 305-20 pcs
	172.16.7.0/27
	172.16.7.1
	172.16.7.30
	172.16.7.31
	255.255.255.224

	Test Cent.-18 pcs
	172.16.7.32/27
	172.16.7.33
	172.16.7.62
	172.16.7.63
	255.255.255.224

	Servers-6 devices
	172.16.7.64/29
	172.16.7.65
	172.16.7.70
	172.16.7.71
	255.255.255.248









The 3rd network 172.16.8.0/22 I divided on two subnets, because I still need networks for 512 
hosts (this mean that I will borrow 1 bit and will keep the rest 9 bits at the right side for next smaller subnets) ! So, in result – we have two subnets:
172.16.8.0/23
172.16.10.0/23 – I will leave it for now.
The largest subnet will contains 80 hosts, so closest number to host need is 7(27=128-2=126>80).I created subnet for 126 usable hosts. Next largest subs will be in range of
32-64 hosts (this means that I need - “/26” subnet – with minimum 62 usable hosts.
And this way we will divide all the rest subnets we needed...





The Network address of School of Automotive Engineering is – 172.16.8.0/23.



Table 2: The IPv4 addressing scheme of School of Automotive Engineering 

	Lab No:
	Net. Address
	1st ip address
	Last ip address
	Broadcast Address
	Subnet Mask

	Lab 301-80 pcs
	172.16.8.0/25
	172.16.8.1
	172.16.8.126
	172.16.8.127
	255.255.255.128

	Lab 206-55 pcs
	172.16.8.128/26
	172.16.8.129
	172.16.8.190
	172.16.8.191
	255.255.255.192

	Lab 102-35 pcs
	172.16.8.192/26
	172.16.8.193
	172.16.8.254
	172.16.8.255
	255.255.255.192

	Lab 103-30 pcs
	172.16.9.0/27
	172.16.9.1
	172.16.9.30
	172.16.9.31
	255.255.255.224

	Lab 101-25 pcs
	172.16.9.32/27
	172.16.9.33
	172.16.9.62
	172.16.9.63
	255.255.255.224

	Lab 205-20 pcs
	172.16.9.64/27
	172.16.9.65
	172.16.9.94
	172.16.9.95
	255.255.255.224

	Lab CAD-20 pcs
	172.16.9.96/27
	172.16.9.97
	172.16.9.126
	172.16.9.127
	255.255.255.224

	Staff-20 pcs
	172.16.9.128/27
	172.16.9.129
	172.16.9.158
	172.16.9.159
	255.255.255.224




The 4th network is 172.16.12.0/22 .We need two subnets with hosts less then 512 and more
then 256 – so we have to create 2 subnets  /23 (because of 9 bits in host’s part).We will be
receiving two subnets:
172.16.12.0/23
172.16.14.0/23
First one I will leave to School of Engineering ...Logistic, second – to Architecture’ school .
Network address of School of Engineering, Manufacturing and Logistic is – 172.16.12.0/23.


Table 3: The IPv4 addressing scheme of School of Engineering, Manufacturing and Logistic

	Lab No:
	Net. Address
	1st ip address
	Last ip address
	Broadcast Address
	Subnet Mask

	Lab 208-90 pcs
	172.16.12.0/25
	172.16.12.1
	172.16.12.126
	172.16.12.127
	255.255.255.128

	Lab 206-50 pcs
	172.16.12.128/26
	172.16.12.129
	172.16.12.190
	172.16.12.191
	255.255.255.192

	Lab 101-35 pcs
	172.16.12.192/26
	172.16.12.193
	172.16.12.254
	172.16.12.255
	255.255.255.192

	Lab 102-30 pcs
	172.16.13.0/27
	172.16.13.1
	172.16.13.30
	172.16.13.31
	255.255.255.224

	Lab 103-30 pcs
	172.16.13.32/27
	172.16.13.33
	172.16.13.62
	172.16.13.63
	255.255.255.224

	Lab 105-25 pcs
	172.16.13.64/27
	172.16.13.35
	172.16.13.94
	172.16.13.95
	255.255.255.224

	Staff-18 pcs
	172.16.13.96/27
	172.16.13.97
	172.16.13.126
	172.16.13.127
	255.255.255.224


	
The Network address of School of Architecture, Built and Natural Environment is -172.16.14.0/23.


Table 4: The IPv4 addressing scheme of School of Architecture, Built and Natural Environment

	Lab No:
	Net. Address
	1st ip address
	Last ip address
	Broadcast Address
	Subnet Mask

	Lab 409-60 pcs
	172.16.14.0/26
	172.16.14.1
	172.16.14.62
	172.16.14.63
	255.255.255.192

	Lab 201-54 pcs
	172.16.14.64/26
	172.16.14.65
	172.16.14.126
	172.16.14.127
	255.255.255.192

	Lab 410-45 pcs
	172.16.14.128/26
	172.16.14.129
	172.16.14.190
	172.16.14.191
	255.255.255.192

	Lab 404-35 pcs
	172.16.14.192/26
	172.16.14.193
	172.16.14.254
	172.16.14.255
	255.255.255.192

	Staff-32 pcs
	172.16.15.0/26
	172.16.15.1
	172.16.15.62
	172.16.15.63
	255.255.255.192

	Lab 203-30 pcs
	172.16.15.64/27
	172.16.15.65
	172.16.15.94
	172.16.15.95
	255.255.255.224

	Lab 205-28 pcs
	172.16.15.96/27
	172.16.15.97
	172.16.15.126
	172.16.15.127
	255.255.255.224

	Lab 408-28 pcs
	172.16.15.128/27
	172.16.15.129
	172.16.15.158
	172.16.15.159
	255.255.255.224

	Lab 202-25 pcs
	172.16.15.160/27
	172.16.15.161
	172.16.15.190
	172.16.15.191
	255.255.255.224




And, finally - we need to assign ipv4 addresses – between the Routers
(there are additional five small subnets)!
Of course they will be “/30”, because we need just 2 ip’s , and 1st and last addresses are 
unusable (network and broadcast address)!
So I will be divide 172.16.10.0/23 - (I left it earlier).
It’s too big, of course, but I will need just a few – the rest of the sub-network will be 
untouched for future growing.


Table 5: IPv4 addressing scheme between the Routers, shown in Figure 2.

	Lab No:
	Net. Address
	1st ip address
	Last ip address
	Broadcast Address
	Subnet Mask

	Rar - Rlo
	172.16.10.0/30
	172.16.10.1
	172.16.10.2
	172.16.10.3
	255.255.255.252

	Rau – Rar
	172.16.10.4/30
	172.16.10.5
	172.16.10.6
	172.16.10.7
	255.255.255.252

	Run – Rar
	172.16.10.8/30
	172.16.10.9
	172.16.10.10
	172.16.10.11
	255.255.255.252

	Run - Rau
	172.16.10.12/30
	172.16.10.13
	172.16.10.14
	172.16.10.15
	255.255.255.252

	Run – Rlo
	172.16.10.16/30
	172.16.10.17
	172.16.10.18
	172.16.10.19
	255.255.255.252

	Run-Risp
	172.16.10.20/30
	172.16.10.21
	172.16.10.22
	172.16.10.23
	255.255.255.252



Note:
Rar - Router (School of Architecture)
Rlo - Router (School of Engineering, Logistic)
Rau – Router (School of Automotive Eng.)
Run – Router (University-main building)
Risp – Router ISP




Going ahead – I need to assign appropriate IPv6 addresses to the six servers and to the 
connection between ISP and MP.
Just like with IPv4, with IPv6 the address scheme is an integral part of the overall network design and needs to be synchronized with other design solutions! In an existing network - should consider the correspondence between the IPv6 address scheme and some already known parameters! That’s why one good solution is to convert existing IPv4 addresses in 
their IPv6 analogues!

Table 6: IPv6 addresses, assigned to the servers (located in main University’s building-School of Applied Computing) and to the connection between ISP and MP – according to Figure 1 and Table 1.

	Name of device:
	IPv6 address:

	DNS server
	::ffff:ac10:741

	Email server
	::ffff:ac10:742

	Finance server
	::ffff:ac10:743

	Registry server
	::ffff:ac10:744

	File server 
	::ffff:ac10:745

	Print server
	::ffff:ac10:746

	MP – ISP connection
	::ffff:ac10:a15
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