Computer Forensics
Tutorial 1
Task 1 - Attempt 1
Downloaded the files from SPO as a ZIP.  Extracted the files from the ZIP into a new folder.  Modified the file system permissions (using the built-in security permissions of NTFS and the editor in Windows File Explorer) of this new folder, removing all inherited permissions and adding only the ‘Users’ principal with ‘Read-Only’ permissions being propagated to all child items – this was done in an attempt to ensure that none of the files inside the folder are ever permanently modified, either accidentally or purposefully, maintaining their integrity.  We also now alter the view options of Windows File Explorer to reveal the existence of any files that have been marked/flagged as ‘hidden’, a technique that exists primarily to safeguard system files that is sometimes used by people trying to hide information.
Next, we navigate into the newly extracted folder to see the files contained within, and we also check the contents of the ZIP file to ensure they match.
The following four file items are noted inside both:
[image: ]
Letter-image.jpg is an image file, with the following metadata attached:
[image: ][image: ]
[image: ][image: ]
The ‘preview’ of the image within generated automatically by Windows File Explorer reveals a photograph of a cat seemingly sat on what looks like white bedding.  Note the make and model of the camera in the metadata, also along with GPS co-ordinates.
The co-ordinates map to this location – a possible avenue of investigation:
[image: ]


Ransom-letter.doc is a document file that can be opened likely via an application such as MS Word, with the following metadata attached:
[image: ][image: ]
Note the ‘author’ name in the metadata – a possible avenue of investigation.  The document itself is a ransom letter, demanding payment of XMR 3.14159 – Monero cryptocurrency within 3 days.  There is also a fallback option given to Bitcoin, 0.0165 if Monero is ‘not possible’.  No wallet addresses are given for payment, however.  It should be noted, Monero is considered to be untraceable, but Bitcoin is considered to be traceable – directing to the Bitcoin payment option could open up another possible avenue of investigation.

Ransom-letter.pdf looks to be the same letter and content as ransom-letter.doc in PDF format.  The metadata viewable in a PDF document handling application reveals the following:
[image: ]
Note again the name in the ‘author’ field – corroboration of the previous name discovered and another avenue of investigation.


Attached here is a screenshot showing completion of the Intro to Digital Forensics activity on TryHackMe.com:
[image: A screenshot of a computer
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