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Task 1: Managing and maintaining network resources using network policy and security practices 
1.1 NTFS Permissions

The first task required the creation of a local drive and folder permissions (NTFS) while maintaining network policy and security practices. Starting with accessing Client 1 ensuring that an administrator account was used to create the local drive.  
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Default configurations can cause security vulnerabilities the author proceeded to remove any users and default settings by disabling inheritance, replacing this with a chosen administrator account only the chosen administrator account can add, remove or edit documents within the folder.
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For testing purposes, a non admin account ‘Mickey Mouse’ was given read only access to the folder.







As required by the assignment brief the author amended the text document using the chosen administrator account.
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Using the Mickey Mouse account, the author attempted to amend and delete the document created by the file administrator as evidenced below this was not possible due to insufficient rights.

[image: ]
[image: A picture containing text, screenshot, electronics, computer

Description automatically generated][image: Graphical user interface, application

Description automatically generated]

1.2 Share Permissions
Share permissions enable resource access within a networked environment [1]. Files, systems and drives can be accessed through share permission. Share permissions must be managed alongside NTFS permissions.
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[image: ][image: ] Access-based enumeration prevents users viewing files that they do not have access to while enabling caching of shared options enables accessibility to a share file even when a user is offline.
Using server manager, the author created a new shared drive using SMB Share – Quick and using the shared file name specified in the assignment brief. 
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1.3 Accessing the file share/server over the network
To access a file share over a network the network drive must be mapped, to map a network drive the file path must be specified; Chosen server name & Share file name as demonstrated below. 
[image: ][image: ]
[image: ]
Access to the network drive established.






2.1 Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’.
Group policy manages security controls across a network [2]. Below the author will demonstrate both domain and OU level policies.
GPO1
GPO1 policy requirements were to restrict access to the control panel for a non- admin user. Starting with the creation of a non-admin user within a new organisational unit. 
OU Name – Non-Admin Users
New user – Jon Doe
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Following the creation of the OU & user, the author proceeded to add a group policy object called ‘NoCtrlPanAccess’ as specified by the assignment brief.
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Description automatically generated]Enabling ‘Prohibit access to Control Panel and PC settings.’ denies access to control panel and PC settings for the specified user in the OU.


To update the policies across the network the author used a command prompt: gpupdate/force.
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As demonstrated above the non-admin user ‘Jon Doe’ was unable to access the control panel within the PC, below is a demonstration that this is not an issue with the machine but the successful implementation of GPO1.
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GPO2
GP02 requirements: Disable command prompt for non-admin users.
To set up GP02 the author proceeded to create a new GP named: NoCmdPromptAccess. 
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Evidence of the disabled command prompt within client 1 on account Jon Doe.
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GPO3 
Removable media drives can carry viruses and malware, GP03 required the author to restrict access to removable media drives.
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As demonstrated above the author enabled the policy to deny all access to removable drives and media.

GP04 
The Author enabled the NAT on the Client 1 Network settings, allowing client 1 to access the internet via the host machine using the public host adapter. Using NAT will disguise the location.
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, Word

Description automatically generated]
The NWT-CLIENT1 computer was moved to the NWClientComputers OU. 
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Description automatically generated]‘Prohibit User Installs’ was enabled to prohibit non-admin users completing software installation.

Evidenced below is the succesful implementation of GPO4.
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GPO5
To enhance security across a network password policy is critical, password policy is set at domain level.  GPO5 required the author to change password predefined settings to the below:
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Password length: Less than 8 Characters
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Description automatically generated][image: ]Password complexity enabled: Unable to set a basic password 123456 attempted.
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Chosen password: CV71mlE! This met complexity requirements set by the policy and was successfully set.
Task 2: Routing and packet filtering within core TPC/IP services and critical failover redundancy practices.
Utilizing ARP & Routing Tables
Prior to setting up FTP the author ensured that connectivity was established between Server 2 and Client 2 by performing a ping.
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Server 2 and Client 2 are not connected via a domain both machines are connected via the same virtual switch. To allow FTP services to connect the author is required to create a local user to allow access. 
[image: ][image: ][image: ][image: ]An FTP site allows file transfers between computers on a network. The author proceeded to create an FTP site on server 2.
User set-up as specified by the assignment brief:
Username: FTPUSER22
Password: P@ssw0rd

Site Name: MYFTPSITE
Destination Port: 21
No SSL


The user ftpuser22 was added to the file system in the C drive:[image: ]

Confirmation that firewalls have been disabled on both VM’s:[image: Graphical user interface, text, application
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For future testing purposes the author created a file and document on Client 2.
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Using client 2 and the command prompt the author completed a ping to ensure connection could be established. Using the same method, the author proceeded to establish FTP connection. 
[image: ]
Following successful FTP connection the author completed ftp>!dir C:\FTPFiles command, this provides insight into the specific files within the directory. The author then proceeded to complete a change command to re-direct the text file to Server 2: ftproot folder.

Successful Transfer.
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Installing and Configuring the Routing and Remote Access Service
Without a default gateway, devices are unable to connect to each other throughout the network. Below is a demonstration of the default gateway being set.
[image: ]
Using sever manager the author proceeded to install Remote Access features. Following the installation remote access was configured using the set-up wizard.
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The author proceeded to add routing protocols to the network interfaces, adding RIP to IPv4. 
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This process was repeated on Server 2.
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Demonstration of successful pings:
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IP Packet Filtering
The assignment specification required the author to implement and test multiple filters across the network.
Filter 1: Stopping anyone in privatenet1 from pinging the router firewall service.
Filter 1 required the creation of an inbound filter, as demonstrated below an appropriate IP address was used along with subnet mask 255.255.255.255 and protocol IMCP.
[image: ]
‘Receive all packets’ was selected.
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To test the filter the author pinged 192.168.1.1, the request timed out meaning the ping was unsuccessful and the filter was set up and functioning correctly. 
Filter 2: Restrict Access to FTP Service Running on Server2 to only hosts in PrivateNet2

[image: ]To restrict FTP access an outbound filter was created on PublicNet.
Appropriate IP Address
Subnet Mask: 255.255.255.255
Protocol: TCP
Destination port:21


[image: ]
As demonstrated above the author attempted to access the FTP service, the connection was timed out and access was successfully restricted.

Filter 3: Only allow specific hosts in PrivateNet1 to access the FTP Service running on Server2.
The final filter required the author to create their own rule to restrict FTP access to everyone except 192.168.1.1. An inbound filter was created on Sever1 on PrivateNet1 to drop all packets except those specified (see below).  
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Filter 3 should allow client1 access to FTP however the author was unable to test filter 3 due to hardware provisions.

Task 3: Observational Task
i. A password is a string of secret characters unique to a user to protect a file, device, or program. Passwords provide the ‘first line of defense’ against unauthorised access to electronic devices, files, or personal accounts [3]. Using weak passwords can leave users vulnerable to hackers, there are multiple ways in which passwords can be hacked [4]:
· Brute Force Attacks
· Dictionary 
· Phishing and social engineering
When setting up a new user over a network, password policies should be set to ensure that users proceed to set secure passwords [5]:
· Minimum password length 8-12 characters
· Password complexity requirements (e.g. include an upper-case letter, a number, and a special symbol)
· A limited number of password attempts
· A maximum password age (e.g. 60 days) 
Ensuring that the correct password provisions are set within the password policy restricts users from choosing weak, vulnerable passwords. A weak password is an easily guessable password containing information about a user, a word from the dictionary, a commonly used number sequence or a common word for example password, password1, 123456 [6]. Using a weak password increases the risk of password exploitation, forums such as ‘Redit’ have exploited users’ weak passwords in the past (see appendix 1). Statistics show that since 2017 hackers have published up to 555 million passwords across the dark web [7]. Published in 2019 the UK cyber security survey exposed gaps in online security revealing the most hacked passwords [8] (see appendix 2). 
Using a strong password reduces security vulnerabilities and increases data protection. A strong password should:
· Be at least 8 characters long
· Should not contain a username, real name, or organisational name
· Should not contain a general word from the dictionary
A strong complex password should utilize the use of a passphrase, a passphrase turns a sentence into a sequence of letters, numbers, and symbols [9]. The use of passphrases ultimately makes a strong password stronger as demonstrated below: 
Strong password: NossPassword55%
Passphrase: NOSS is a great module
Password: No5si$@gr8modul£
In addition to the use of passwords multi factor authentication (MFA) is regularly used within modern network environments. MFA requires a user to provide more than one type of authentication when accessing an electrical device, file, or program [10]. MFA works in three steps: 
Step 1: Password
Step 2: Proof
Step 3: Access granted
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Proof of identity can be provided in many ways using MFA, users can be directed to use face ID, a fingerprint, provide a contact number to enable a unique code to be sent to verify identity as demonstrated above or create a pin at the time of setting up an account or two factor authentication [11]. Using MFA adds an extra layer of security.



ii. High availability systems are designed to operate for an extended period without failure, created by IT professionals to ensure that technology and critical systems work continuously for example in the event of a power failure [12]. In settings such as healthcare it is paramount that systems continue to function, other industries may use high availability systems to increase security [12].
There are three basic elements essential to high availability systems [13]:
· Redundancy ensures that critical system elements have a redundant component to take over in case of a system failure.
· Monitoring detects when a component is failing/fails by collecting data from a running system.
· Failover automatically switches an active component to a redundant component in the event of system failure. 
There are multiple modern network enterprises which require high availability systems. Active directory manages users, their accounts, and permissions, it is imperative that Active directory is set up with a high availability system to reduce downtime and data loss for users. An Active directory failure could result in user access becoming restricted or slow and reduce access across a network [14]. Applying a high availability strategy with enterprises such as Emails and the internet ensures that access to both virtual correspondence and access to data across the internet is uninterrupted. DHCP is a client/server protocol which automatically connects an IP address, default gateway and subnet mask to network endpoints. DHCP failover can be configured within the set-up wizard, this enables DHCP servers to share information with each other assigning data from one to the other in the event of a system failure [15].
Both high availability and continuous availability monitor how available a system is, high availability is the ability to reduce risk of unplanned outages by implementing system failover to reduce/eliminate single points of failure. Similarly continuous availability is designed to protect users from downtime, ensuring that connection to data files, applications and documents continuously remain uninterrupted [16]. 
Virtual machines running on an OS system on a standalone Hyper-V server can function, however this can become a single point of failure, implementing a failover cluster can prevent this [17].
An administrator must ensure that the below requirements are met prior to failover cluster implementation [18]:
· Minimum of 2 servers with the same hardware provisions/requirements
· Hyper-V hardware requirements
· The relevant licensing (Windows Server 2016 datacenter)
· Share storage
· Minimum of 2 network cards (in each server)
· Domain set up
There are multiple steps required when setting up a failover cluster (Windows Server 2019) [19] please see below a basic ‘how to’ guide:
· More than one computer in the network e.g., Server 1, Server 2, Server 3 (See appendix 3).
· Installation of SQL failover cluster on one node (Server 1).
· Following the configuration/set up process SQL server setup selecting ‘New SQL Server Failover Cluster Installation’ continuing through the set-up wizard configurations ensuring that no tests fail. 
· An administrator must ensure that database engine is selected and proceed to select name instance and chose a name.
· An administrator should proceed to select all available storage before selecting Ipv4 and DHCP within the cluster network selection.
· Server administrators should be added. The installation is then complete on Server 1, an administrator should then continue to repeat the process in another chosen server (Server 2).
A failover cluster can be tested using ‘failover manager’, for testing purposes this should be accessed using Server 1 where the cluster was installed. Using the ‘roles’ tab an administrator can confirm that the SQL failover cluster is running.

iii. Critical Business Applications High Availability Practices and Security Practices
Implementing a Network Security Policy allows organisations to address concerns and put back ups in place to ensure business continuity and continuous availability [20]. This is paramount in large organisations for example in healthcare settings. Implementing policies which include high availability practices and security practices allow organisations to be prepared in the event of a power or equipment failure. Ensuring that security provisions have been put in place reduces the risk of a data breach however it is critical that there are provisions in place not only to avoid data breaches but resolutions in the event of a security or data breach [20]. 
Below is an example of a basic draft Network Policy:
Policy Information:
Organisation: Enterprise Network
Policy Scope: This policy applies to all enterprise networks within the organisation, this applies to all users.
Policy Purpose: 
· Protect the network from unauthorised users/attacks 
· Provide an available network for all users
· Conform with confidentiality/GDPR requirements (Data Protection Act)
Prepared by: Head of Network Enterprise Network 
Introduction:
Purpose of Policy: To provide and maintain data and network security throughout an organisation to comply with current law and legislation. 
Network design/topology:
· Key users specified
· Networks clearly shown
· Services clearly shown 
· Domain Admin Groups 
[image: Diagram
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Network Protection:
· Health policy validation
· Access will be restricted/limited to non-compliant devices
· Automatic updates enabled to maintain health
Security Policies: 
· Users must have unique user ID
· Passwords must not be shared
· Passwords must meet complexity requirements 
· Please use a minimum of 8 characters
· Please use a passphrase 
· Do not use a name, Username, a basic word out of the dictionary or a number sequence.
· Users must report a potential password compromise a new password will be issues by administrators.
· Passwords should not be shared under any circumstances
· Password maximum age 90 days.
Authentication Policy:
· Multifactor authentication must be enabled – users must provide contact details at the time of login, a verification code will be sent to the selected device.
Business Continuity:
· High availability systems will be put in place to secure the network and reduce the risk of data loss. 
· Failover Clusters will be put in place where necessary. 
· A monitoring element will be implemented to ensure that any failures are detected and resolved.
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