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i. 
ii. Abstract
This report is about security issues in wireless networks and a design made by the author of a university network model. Some of the security issues discussed in that section are wormhole attacks, sinkhole attacks, jamming and tampering and the university model include aspects such as 3 different campus, an intranet, and internet and an extranet data centre, an ISP and a private WAN.

iii. Introduction
This assignment is going to cover security issues for wireless networks and possible solutions to the issues found in research as well as a model for a university network for multiple campuses including an intranet, extranet and internet data centres, a private WAN connecting the campus and other design considerations for the campus networks.

iv. Security issues and solutions of wireless networks
The first section of this assignment is a bit of research into security issues with wireless sensor networks and ways to solve them. The first thing the author is going to cover is some security issues with wireless sensor networks. The issues in WSN can be slit in to different layers in the OSI network model, for example as stated by Sabina Barakoviü et al[1]  there are 2 issues that are a part of the physical layer and they are jamming and tampering. Jamming is where an attacker releases radio signals with the aim of disrupting communication between the nodes and tempering is where an attacker can physically compromise a node by tampering with it.	Comment by Carlene Campbell: 
Sentences can be reconstructed to read better.

WSN can also be attacked through the data link layer, as stated by Ivana Tomić and Julie A. McCann[2] the most common attacks in this layer are done through the MAC sublayer which can also cause jamming as well as collisions when communicating with other nodes. As discussed by Shiva Prakash and Mamta[3] it is also possible for attackers to eavesdrop on communication traveling around WSN which can be particularly disastrous depending on what the WSN is being used to monitor, for example a WSN in a hospital would want the information traveling around to be more secure and unable to read by attackers as it could contain very sensitive information.

There are also certain attacks on WSN that take advantage of the routing protocols, for example as stated by Anjali et al [4] Sybil attacks is when a single malicious node sends out multiple identities to the other nodes of the network. This process mess with location based routing protocols since they often require nodes to share coordinates with each other. A simple fix for this attack is to add authentication so that multiple identities cannot be formed. One of the simplest attacks for a WSN is a hello flood attack [5], this is where an attacker sends out hello packets to the nodes in the network and makes them thing that the attackers node is the closest to them and send their data to the attacker’s node thinking it’s the best path to the base station. The hello flood is a type of denial of service attack against WSN this can also be prevented with authentication.

One of the more interesting attacks that can happen in WSN is called a wormhole attack [6]. This is where a node sends out routing requests to the nodes in its vicinity. The attacker’s node takes that request and relays it to the node around it, this causes the nodes around the attacker’s node to believe that they are 1 hop away from the source node when they would usually be multiple hops away. This causes the recipients to the relayed message to create direct links to the source node thus creating a wormhole.

The final attack the author is going to discuss in called the sinkhole attack [7]. This attack is where an attacker node sends out fake routing information to the nodes in a network to trick the nodes into send their information gathered to the attacker. This allows the attacker to read all the information and change it before sending it to the base station. This attack can also be used in conjunction with the wormhole attack.	Comment by Carlene Campbell: 
More research could be done.  Could be more reference as well.

v. University model
In this section the author is going to be covering the University network model that was created using packet tracer. The model includes 3 campuses, a private WAN, and 3 different data centres representing an intranet, an extranet and an internet data centre.
[image: ]	Comment by Carlene Campbell: 
label all figures in report and refer to them as such.
The image above is the over view of each of the different campuses and how they are connected as well as how they connect to the internet. The author is going to go over the Swansea campus in detail because each campus has the same playout and the Swansea campus contains the extranet server. Each campus is connected together using fibre cables, the cloud represents the ISP and no configuration has been made on the ISP apart from choosing which cable type to use as the setting for the ISP are not under the authors control. 
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The image above is of the campus network design, the image itself was taken from the Swansea campus. To ensure that the network is secure and to try and prevent as many attacks as possible the router will be configured with access control lists as a simple form of defence before the firewall. The Cisco ASA firewall is the main form of defence in all the campus networks. Its main purpose is to filter packets coming into and out of the network and to stop any malicious packets before the reach the network since the Swansea campus, like every campus, has an intranet server in it to store all the information related to that campus. However, the Swansea campus hosts the extranet server so it is highly important that the fire wall is configured correctly. Although the firewall is present in the network design and the connection lights appear to be working the author could not configure the firewall correctly but decided to leave it there to show where the firewall is best placed in a network.

Moving on to the layer 3 switches, the author chose to use 4 layer 3 switches, 2 in the core layer and 2 in the distribution layer, to make the backbone of the network design. The author chose to use layer 3 over layer 2 because with them it is possible to configure them for inter-vlan routing because of the extra routing capabilities over regular layer 2 switches. The switches are each connected to each other in a mesh way for redundancy so there is always a backup route if one route goes down, the two connections crossing in the middle were designed as a last resort connection if all else fails.

The access layer contains layer 2 switches since they don’t need to do any routing just forwarding packets from the PC’s connected to them. The 2 vlans the author created on the switches are for the staff and the students. The author created a vtp server for the vlans.
[image: ]
For the data centres in the networks they are all designed in similar ways, a group of servers connected to multiple switches that are connected to the network either internally or through the private WAN. Each server has 2 ethernet ports on it so I can be connected to multiple switches, this is in case 1 switch or connection goes down each server still has another connection they can use to continue communications.
[image: ]
The intranet server on each campus in used for campus specific operations such as DHCP and storage for that campus as well as a moodle server on each campus, this is to make sure every campus has a fast connection to the moodle server. The data centre on the internet if used as an offsite backup for the data stored in the intranet servers and is connected directly to the private WAN of the campus network. The differences between the internet and the intranet data centre is that the internet data centre has a router and a firewall included in the design. The intranet data centre does not have a firewall because there is already a firewall at the entrance of the network. As with the firewalls in the campus designs the one before the internet server farms has not been configured.

[image: ]
The private WAN for the University network design is just a simple circle of routers all connected to each other in a circle and then each router is connected to 1 other cluster, for example Swansea campus or the ISP. The connections for the private WAN and the connection to the campus are all using fibre connections. The author decided to use fibre connections because they have a high throughput and long distance of the fibre connection. The private WAN is also running OSPF routing protocol to make the connections work between each campus and each router in the private WAN. Some connections may not be working due to miss configurations in OSPF by the author.	Comment by Carlene Campbell: 
The implementation discussion could be interrelated or cross reference with the research aspect. More effort could be done on this assignment.

vi. Conclusion
To conclude there are quite a few different vulnerabilities in wireless networks that involve an attacker pretending to be a node in the network to trick the nodes in making connections that are impossible or trick the nodes into thinking the attacker is the base station. However, there are ways to prevent the attacks that can happen in WSN, the easiest way is to use authentication in the topology so it becomes harder for attackers to connect to the nodes. For certain routing protocols for example location bases routing protocols you can also add coordinates to the node initial connections so when attackers try to initiate a wormhole attack the node will know that the node is too fat away to form a connection.

Moving on to the university network, the design created by the author does not have much configuration on it because the author was not able to configure some parts right however the design shown include the necessary requirements in order to make the network stable and to make sure that redundancy has been considered in the network in case any connection or switch goes down. Although the author could not configure the firewalls correctly, firewalls are necessary to make sure the networks are safe and secure they need to be placed at the entrance of the network behind the router because they are the second line of defence behind the router and need to be there to prevent any unauthorised access and to filter out malicious packets.

The data centres are all designed the same to make sure that the different servers and application as a primary and a secondary connections to 2 switches to make sure that if one connection goes down the data centre can still operate.
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Expand the scope of reference sources consulted to improve the quality of research based tasks.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]More research could be done for the research informed literature. More credible reference sources could be utilised.  Referencing convention used. (Grade mark: 56.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]8.5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Evidence of Knowledge & understanding of the main theories and concept demonstrated. (Grade mark: 56.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Sound, logical, analytical thinking; synthesis and evaluation. The implementation discussion has not shown any relation to the research informed literature; could do some cross referencing. Future recommendation could be included. (Grade mark: 63.33%)
	[bookmark: totalANA]30
	[bookmark: markANA]19

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD] A good design highlighting each of the connecting campuses. This is let down by the lack of a clearly defined Data Centre and no configuration across all the devices. No IP address scheme, VLANs or DHCP applied across the network. The design appears to be a blueprint other than an implementation. No testing could be performed as the basic network configuration has not been completed. Very basic password protection for direct access to CLI applied however no other prevention is used. (Grade mark: 45.00%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]13.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Work could be formatted to look more presentable.  Some areas could be re-written to read better. (Grade mark: 55.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]55%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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