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Task 1: Research in Data Security and Compliance
[bookmark: _Toc227432456]Introduction
This report analysis the Zero Trust Architecture from academic and technical perspectives. It explores its theoretical foundations, architectural components, implementation challenges, and comparative advantages and disadvantages over previous architectures.
The ever-growing interconnectivity among people, organizations and systems due to the creation of various ever better pieces of technology, and improvement of cloud computing and the virtual world and networks, there is an increasingly demanding need for mitigation and security for the myriads of devices, domains, and ecosystems that gave rise to the 















creation of the Zero Trust Architecture which works under the principles of “Never trust always verify”.
ZTA is a recent system of access control. It comes with the ability to verify and attribute a subject’s authenticity and veracity, and in addition, provide the adequate level of authorisation and restriction appropriate to the type and or duration of authorization. ZTA shifts the security paradigm from fixed, static, location-based trust to fluid, dynamic, identity and context-based verification. All access attempts or requests, regardless of origin, is subject to continuous authentication, authorization and risk assessment.

[bookmark: _Toc227432457]I. The Zero Trust Architecture
Zero trust Architecture is a cybersecurity fundamental structure where no users, devices, or data is inherently trusted.
Its core principles are verification and authentication.
The Zero Trust Architecture emerged as a cybersecurity design and approach as answer to the advancement and increasing complexity of the digital and telecommunication world at the time, and the equally demanding need of strategies to protect data and users from external entities [1].

[bookmark: _Toc227432458]II. Core Principles
[bookmark: _Toc227432459]Zero trust Architecture
Access control is an essential part in cyber security, It concerns about the management of who or what can access, view, modify, or use resources in an information system.  At the heart of ZTA lies the principle that unlike parameter-based models that grant implicit trust to entities inside the network, ZTA is designed to take all threats can be originated from both external and internal sources. Every device, application, user, and network flow is treated as potentially compromised until proven otherwise.
Modern Zero Trust frameworks define seven pillars of ZTA [2].
1. Identity Security: Centralized identity and access management (IAM), multi-factor authentication (MFA), single sign-on (SSO), and privileged access management (PAM).
2. Device Security: Continuous assessment of device health, compliance, and posture before and during process.
3. Network Security: Micro segmentation, encrypted communications, and Zero Trust Network Access (ZTNA) replacing traditional VPNs.
4. Application Security: Application-aware access controls, secure development practices, and runtime protection.
5. Data Security: Data classification, encryption, loss prevention, and activity monitoring.
6. Infrastructure Security: Secure cloud, on-premises, and hybrid infrastructure, including IoT and OT environments.
7. Visibility and Analytics: Continuous monitoring, behavioural analytics, and automated threat detection

These principles collectively enforce a security posture that is adaptive, context-aware, and resilient to both external and insider threats [3].


[bookmark: _Toc227432460]III. Comparison with Traditional Security Models
Traditional Security Models operate on a “trust by verify” approach, where entities inside the network are considered trustworthy where entities inside the network, I consider trustworthy. In contrast, ZTA or cards adoption “never trust always verify” stance.
[bookmark: _Toc227432461]Perimeter based security.
Perimeter based models rely on firewalls and intrusion detection systems to protect the network boundaries. While effective against external threats that they fail to address insider threats and lateral movement within the network.






[bookmark: _Toc227432462]Limitations of traditional models
· Implicit trust: Internal users and devices are often granted broad access.
· Static policies: Security policies are not dynamically adjusted based on context.
· Limited visibility: Lack of continuous monitoring reduces ability to detect anomalies.


[bookmark: _Toc227432463]Advantages of Zero Trust
ZTA addresses these limitations by:
· Enforcing strict identity verification
· Implementation dynamic access controls
· Providing granular visibility int network activity
As a result, ZTA offers improved resilience against modern cyber threats, including insider attacks and advanced persistent threats [4] [5].

[bookmark: _Toc227432464]IV. Implementation Challenges of Zero Trust Architecture

Despite its theoretical advantages, implementing ZTA presents significant challenges.
[bookmark: _Toc227432465]Complexity and Integration
ZTA requires A comprehensive overhaul of existing security infrastructures. Integrating CTA with legacy system is particularly challenging, as many older systems last support for modern authentication mechanism [6].

[bookmark: _Toc227432466]Scalability Issues
Large-scale enterprises environments face difficulties in ZTA due to the need for continuous authentication and policy enforcement. Resource constraints and performance overhead can further complicate deployment [6][7].
[bookmark: _Toc227432467]Policy Management
Managing and enforcing granular security policies across diverse systems is complex. Misconfigurations can lead to security gaps or operational disruptions [7].





[bookmark: _Toc227432468]Skill Gaps and Organisational Resistance
Implementing ZTA requires expertise in identity management, network security, and data protection. Organizations often face skill shortages and resistance to change, which hinder adoption of new technologies [8].
[bookmark: _Toc227432469]User experience and Friction
Frequent authentication and verification processes can negatively impact user experience. Excessive friction may lead users to seek workarounds, potentially undermining security [8][9].
[bookmark: _Toc227432470]Regulatory and Compliance Challenges
Aligning ZTA with regulatory frameworks such as GDPR and HIPPA remains a challenge, particularly in highly regulated industries [9].




[bookmark: _Toc227432471]V. Efficacy of Zero Trust Architecture
[bookmark: _Toc227432472]Enhanced Security Posture
ZTA significantly improves security by:
· Preventing unauthorized access
· Limiting lateral movement
· Detecting anomalies in real time

These capabilities make ZTA particularly effective against insider threats and sophisticated cyberattacks.

[bookmark: _Toc227432473]Adaptability to Modern Environments
ZTA is well-situated for cloud computing, remote work and IoT environments, wheren traditional perimeter-based defences are inadequate.





[bookmark: _Toc227432474]Limitations and trade-offs
However, ZTA is not a panacea. Its effectiveness depends on proper implementation and continuous management. Challenges such as complexity, cost, and performance overhead can limit its practical benefits.



[bookmark: _Toc227432475]Empirical evidence
Studies indicate that ZTA improves resilience against cyber threats but requires significant investments in infrastructure and expertise . Additionally, certain components, such as orchestration and environmental awareness, remain underdeveloped [10][11].


[bookmark: _Toc227432476]VI. Critical Analysis
ZTA represents a paradigm shift in cybersecurity, addressing many of the shortcomings of traditional models. However, its implementation is not without challenges.
[bookmark: _Toc227432477]Strengths
Eliminates implicit trust
Enhances visibility and control
Reduces attack surface
[bookmark: _Toc227432478]Weaknesses
High implementation complexity

Dependence on advanced technologies
Potential impact on user experience
[bookmark: _Toc227432479]Future Directions
Emerging technologies such as artificial intelligence and machine learning are expected to enhance ZTA by automating threat detection and policy enforcement.
Additionally, advancements in lightweight cryptographic techniques may address scalability issues in resources-constrained environments[11][12].



[bookmark: _Toc227432480]VII. Conclusion
Zero Trust Architecture represents a critical evolution in cybersecurity, offering a robust framework for addressing the limitations of traditional perimeter-based models. By enforcing continuous verification and least-privilege access, ZTA enhances security in increasingly complex digital environments. However, its adoption is hindered by implementation challenges, including complexity, scalability, and integration with legacy systems.
Despite these challenges< ZTA’s benefits outweigh its limitations, making it a viable and necessary approach for modern cybersecurity. Organisations must adopt a phased and strategic implementation approach to fully realize its potential.
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Task 2: Case Scenario

[bookmark: _Toc227432482]1. Introduction
The healthcare government sector has in modern times gone up on the list of one of the industries with the most cybersecurity violations, and also a target for cyberattacks. The high value of medical patient data being one of, if not, the biggest reason for these violations, which are a great risk for data and the critical nature of healthcare services. Organisations such as MediTrust Analytics Ltd is found under increasing pressure to secure their systems while maintaining operational efficiency and innovation. The integration of AI technologies and cloud-based infrastructures introduces new attack surfaces, including vulnerabilities in training data, model integrity, and third-party dependencies.
MediTrust operates within a complex environment characterised by:
· A hybrid workforce, including remote developers and clinical analysts 
· Multi-cloud infrastructure, supporting global healthcare clients 
· AI-driven platforms, reliant on large volumes of sensitive data 
· Third-party collaborations, increasing supply chain risk 
The expansion into the EU introduces additional compliance requirements under DORA and NIS2. DORA focuses on operational resilience in digital services, while NIS2 mandates stricter cybersecurity measures, incident reporting, and governance accountability.
Traditional perimeter-based security models are inadequate in this context due to the dissolution of clear network boundaries. Instead, a Zero Trust Architecture (ZTA) is required, which assumes that threats may exist both inside and outside the network and enforces continuous verification of all entities [1].
This report presents a strategic, forward-looking security programme based on Zero Trust principles, designed to address MediTrust’s operational challenges and regulatory obligations.



[bookmark: _Toc227432483]Strategic Device Approach (Zero Trust First)
[bookmark: _Toc227432484]Core Principle
Zero Trust Principles
The proposed security programme is built upon the core principles of Zero Trust:
· Verify explicitly – All access requests must be authenticated and authorised using multiple attributes, including identity, device health, and contextual risk. 
· Use least privilege access – All entities users, and systems alike are given the lowest or least access necessary. 
· Presume security violation – Security is designed with the assumption that the environment may already be under attack. 
These principles are particularly relevant in healthcare environments where sensitive data must be protected against both external and insider threats [1][2].

[bookmark: _Toc227432485]Zero Trust Pillars Applied
	Pillar
	Implementation

	Identity
	Continuous authentication, least privilege

	Device
	Health attestation, endpoint posture checks

	Network
	Micro-segmentation, no implicit trust

	Application
	Secure DevSecOps pipelines

	Data
	Encryption, classification, access governance

	Visibility
	Continuous monitoring + automated response




[bookmark: _Toc227432486]2. Organisation Structure (Security Unit)

[image: ]

[bookmark: _Toc227432487]Justification
1. Cloud Security Architect
Responsible for securing multi-cloud environments, implementing CSPM tools, and ensuring compliance with cloud security standards. 
2. DevSecOps Lead
Integrates security into the software development lifecycle, addressing vulnerabilities in code and dependencies early. 
3. SOC Lead
Oversees monitoring, threat detection, and incident response operations. 
4. Data Protection Officer (DPO)
Ensures compliance with GDPR and manages data governance. 
5. Risk & Compliance Manager
Aligns organisational practices with DORA and NIS2 requirements. 
6. Third-Party Risk Manager
Evaluates and manages risks associated with external vendors and partners. 
This structure ensures clear accountability and aligns security functions with business objectives [3][4][5].

[bookmark: _Toc227432488]3. Polices procedures
Effective policies and procedures are critical for translating strategic security objectives into enforceable operational practices. Within a Zero Trust–aligned environment, policies must ensure continuous verification, strict access control, and secure handling of sensitive healthcare data. For MediTrust Analytics Ltd, policy development must address three high-risk domains: AI usage, SaaS/cloud configurations, and Bring Your Own Device (BYOD) practices in a hybrid workforce [6].
[bookmark: _Toc227432489]AI Usage Policy
AI systems introduce unique risks, including data poisoning and model manipulation. The policy must include:
· Mandatory encryption of training data 
· Dataset provenance verification 
· Model integrity checks using cryptographic signatures 
· Regular bias and explainability audits 
These controls ensure the reliability and trustworthiness of AI outputs.
[bookmark: _Toc227432490]Secure SaaS Configuration Policy
· Enforce:
· Least privilege
· API security controls
· Mandatory:
· SaaS security Posture Management (SSPM)
· Continuous configuration auditing
· Disable:
· Default sharing/public data
[bookmark: _Toc227432491]BYOD Policy
To support a hybrid workforce:
· Require endpoint compliance checks 
· Enforce phishing-resistant MFA 
· Prohibit local storage of sensitive data 
· Use Zero Trust Network Access (ZTNA) instead of VPNs



[bookmark: _Toc227432492]4. Compliance Alignment (DORA and NIS2)

As MediTrust Analytics Ltd expands into the European Union (EU), compliance with regulatory frameworks becomes a central requirement for both operational continuity and market entry. Two key regulatory instruments—the Digital Operational Resilience Act (DORA) and the Network and Information Security Directive 2 (NIS2)—impose stringent cybersecurity, risk management, and incident reporting obligations [6].
Unlike traditional compliance models, these regulations emphasise continuous resilience, proactive risk management, and executive accountability. Therefore, compliance must be embedded into the organisation’s Zero Trust architecture, governance model, and operational processes, rather than treated as a standalone activity [7][8].
This section outlines how MediTrust’s security programme aligns with DORA and NIS2, ensuring both regulatory compliance and enhanced cybersecurity posture [9].

[bookmark: _Toc227432493]DORA (Digital Operational Resilience Act)
	Requirement
	Implementation

	ICT Risk Management
	Continuous risk monitoring via CSPM + SIEM

	Incident Reporting
	Automated detection + Reporting workflows

	Resilience Testing
	Red Teaming, chaos engineering

	Third-party Risk
	Vendor risk scoring + contractual controls



[bookmark: _Toc227432494]NIS2 Directive
	Requirement
	Implementation

	Incident Reporting
	SOC automation

	Supply chain security
	SBOM + dependency scanning

	Governance accountability
	CISO reporting to board

	Business continuity
	Tested DR and Backup strategies





[bookmark: _Toc227432495]5. Governance Model (NIST CSF 2.0)
Governance is the foundation of an effective cybersecurity programme, ensuring that security initiatives are aligned with organisational objectives, regulatory requirements, and risk tolerance. For MediTrust Analytics Ltd, governance must address the complexity of AI-driven healthcare systems, multi-cloud infrastructure, and hybrid operations, while ensuring compliance with DORA and NIS2.
The proposed governance model is based on the National Institute of Standards and Technology Cybersecurity Framework (CSF) 2.0, which introduces a dedicated “Govern” function to emphasise leadership accountability, strategic alignment, and continuous oversight [10].

[bookmark: _Toc227432496]Mapping Security to Business Goals
	Nist Function
	MediTrust goal

	Govern
	Align security with patient trust & compliance

	Identity
	Classify sensitive health data & AI assets

	Protect
	Zero Trust controls across cloud & endpoints

	Detect
	Real-time monitoring of anomalies

	Respond
	Automated incident response

	Recover
	Resilient AI/data recovery mechanisms



[bookmark: _Toc227432497]Governance Flow

[image: ]

[bookmark: _Toc227432498]6. Risk Management (High-Level Assessment)
MediTrust Analytics Ltd Risk management must address the complexity of AI-driven healthcare systems, multi-cloud infrastructure, hybrid workforce operations, and third-party integrations.
The objective is to ensure that risk is not only identified and mitigated, but also continuously monitored, quantified, and governed at executive level [11].
	Risk
	Impact
	Mitigation

	Poisoned AI models
	Incorrect clinical decisions
	Dataset validation + model signing

	Vulnerable dependencies
	System compromise
	SCA Tools + SBOM

	Cloud misconfigurations
	Data exposure
	CSPM + automated remediation

	Third-party compromise
	Supply chain breach
	Vendor risk scoring + isolation

	IoT device exploitation
	Patient safety risk
	Network segmentation



[bookmark: _Toc227432499]7. Contingency Plan (Ransomware Scenario)
[bookmark: _Toc227432500]Scenario: AI training data + source code encrypted
Response Plan
1. Detect
· SIEM identifies abnormal encryption activity
2. Contain
· Isolate infected workloads (Zero Trust segmentation)
· Disable compromised identities
3. Eradicate
· Remove malware using EDR automated response
4. Recover
· Restore from:
· Immutable backups (air-gapped/cloud snapshots)
· Verified clean AI datasets
· Rebuild CI/CD pipelines securely
5. Communicate
· Notify regulators:
· NIS2 (within 24 hours)
· DORA incident reporting
6. Improve
· Post-incident forensic analysis
· Patch vulnerabilities
8. [bookmark: _Toc227432501]Protection Mechanisms (Modern Controls)
It represents the active security enforcement layer within MediTrust Analytics Ltd’s Zero Trust architecture. While governance and risk management define “what should be protected,” protection mechanisms define how security is enforced in real time across users, devices, applications, data, and infrastructure [13].
[bookmark: _Toc227432502]Core Security Stack
	Control
	Purpose

	CSPM (Cloud Security Posture Management)
	Detect cloud configurations

	SIEM + SOAR
	Centralised monitoring + automated response

	EDR/XDR
	Endpoint threat detection and response

	Phishing-resistant MFA (FIDO2)
	Strong identity protection

	ZTNA
	Secure remote access (replaces VPN

	SAST/DASTSCA
	Secure software development

	Data Loss Prevention (DLP)
	Protect patient data

	Secrets Management
	Secure API Keys & credentials


These mechanisms are aligned with the principles of Zero Trust Architecture (ZTA) as defined by the National Institute of Standards and Technology and are designed to meet operational resilience requirements under DORA and cybersecurity obligations under NIS2 [14].

9. [bookmark: _Toc227432503]Architecture Overview Diagram
This architecture ensures that all access requests are verified before granting access to critical resources.
[bookmark: _Toc227432504][image: ]














The MediTrust security architecture is designed as a Zero Trust, cloud-native, identity-centric model that secures access to healthcare data, AI systems, and multi-cloud workloads. The architecture eliminates implicit trust by enforcing continuous verification of users, devices, and applications before granting access to any resource.
This model is particularly critical in healthcare environments where data sensitivity is high and where hybrid working, IoT devices, and third-party integrations significantly expand the attack surface [1][2][3].

[bookmark: _Toc227432505]
10. Summary 
The proposed Programme addresses the key challenges faced by Medica last, including hybrid work, multi cloud complexity, and a specific risks. By integrating zero trust with regulatory frameworks, the organisation can achieve both security and compliance.
To use the automation. (e.g., SOAR) Is particularly important for meeting an eye as to reporting timelines, while DevSecOps practises reduce vulnerabilities in their software supply chain.

[bookmark: _Toc227432506]11. Conclusion
This report represented a Zero-Trust online security programme for Medi Trust Analytics Limited. That design integrates governance, compliance, risk management, and advanced protection mechanisms or address modern cybersecurity challenges. By aligning with NIST CSF 2.0 and meeting DORA and NIS2 requirements, the proposed framework ensures operational resilience, data protection, and long-term scalability.
By adopting Zero Trust principles, aligning with the NIST CSF 2.0, and implementing modern security controls, MediTrust can enhance its cybersecurity posture, protect sensitive healthcare data, and maintain trust with stakeholders. The proposed framework is scalable, resilient, and capable of supporting future growth and innovation.


[bookmark: _Toc227432507]List of abbreviations, acronyms, and initialisms

		Acronyms/initialism
	Definition

	
	

	ABAC
	Attribute-Based Access Control

	AI
	Artificial Intelligence

	API
	Application Programming Interface

	BYOD
	Bring Your Own Device

	CI/CD
	Continuous Integration and Continuous Deployment

	CISO
	Chief Information Security Officer

	CSPM
	Cloud Security Posture Management

	CSF
	Cybersecurity Framework

	DAST
	Dynamic Application Security Testing

	DLP
	Data Loss Prevention

	DORA
	Digital Operational Resilience Act

	DPO
	Data Protection Officer

	EDR
	Endpoint Detection and Response

	ENISA
	European Union Agency for Cybersecurity

	EU
	European Union

	FIDO2
	Fast Identity Online 2 (authentication standard)

	GDPR
	General Data Protection Regulation

	IAM
	Identity and Access Management

	ICT
	Information and Communication Technology

	IoT
	Internet of Things

	MFA
	Multi-Factor Authentication

	NIS2
	Network and Information Security Directive 2

	NIST
	National Institute of Standards and Technology

	RBAC
	Role-Based Access Control

	SAST
SaaS
	Static Application Security Testing
Software as a Service

	SBOM
	Software Bill of Materials

	SCA
	Software Composition Analysis

	SIEM
	Security Information and Event Management

	SOAR
	Security Orchestration, Automation, and Response

	SOC
	Security Operations Centre

	SSPM
	SaaS Security Posture Management

	ZTA
	Zero Trust Architecture

	ZTNA
	Zero Trust Network Access

	XDR
	Extended Detection and Response
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