[bookmark: _pb5yvlxgf5nu]Dimensions of network programmability
Rhys Davies
[bookmark: _x6aql36lc7kj]Introduction
This essay will be discussing the different dimensions of network programmability and how it's important in today's world of automation. [1] This essay also covers different frameworks of automation, tools, and different standards of APIs and how they can be improved. Lastly, the essay will discuss the resources on the cisco developer website and other different resources that may be relevant and reliable to the topic. [1]
[bookmark: _flgjmg22z624]API Standards and Architectures
[bookmark: _qlhlv9shg04m]RESTful APIs
A Restful API is a web application API that allows different APIs which beforehand could not speak to other but with the Restful API, [2] it gives them the option to speak to each other as long as they both adhere to each other's rules and instructions. This saves tons of development time because companies do not need to create their APIs and source an already existing API that fits their needs and wants. [2] This type of API can be accessed by anyone without needing special authorization or authentication, it gives developers the option to get a hold of different functions and resources which are provided by a different organization's API. [2]
[bookmark: _zd10hllajo1i]OpenAPI
OpenAPI is a publicly accessible API that requires no authentication or authorization, it allows developers to access resources from an outside service using a standardized protocol and data format which reduces the chances of confusion due to different file types. [3] This type of API is used mainly in web applications and mobile apps. [3]
[bookmark: _gzkht4xhix8u]GraphQL
GraphQL was created back in 2015 by Facebook, now called Meta. [2] This is a data query and manipulation language, but it functions similarly to the Restful API, a user can request lots of different types of data from a single query and the server will respond only with the data that it is asked to retrieve which prevents the server from sharing information that it does not need to share and saves time in the process. [2]
[bookmark: _ko4ci5s47h1w][bookmark: _gple8y88ninu]
Significance of Network Programmability
Network programmability is the process of programming/coding networking devices to automate certain actions quickly because certain companies use very large and complicated networks which can lead to confusion so being able to automate certain steps will save network admins time.
[bookmark: _a1gylylcbim0]Increased network deployability and efficiency 
Having a centralized place to monitor and control network traffic makes it very easy to expand more devices onto the network with as little as a few button clicks, [4] it is possible to do this another way, but it involves being more hands-on which can be impossible for a company that manages thousands of computers. [4]
[bookmark: _abpciugvhoe0]Better Security 
Due to having better control and monitoring abilities network admins can add software that can detect and even respond to different kinds of security threats in real-time, [5] it's important to deal with security threats quickly because network admins and the cybersecurity team will need to act fast to close off access points and different ports in general to stop a hack in progress. [4]
[bookmark: _4h87e4hmihxk]Automation frameworks and tools
To make sure a network can run efficiently and in some cases on its own there will need to be some level of different automation frameworks in place, Automation frameworks are a collection of different network tools that work together to keep an application or server running efficiently without much maintenance and intervention.
[bookmark: _egnyncopthj3]Network Automation Systems
Network automation is a set of technologies that can be used in a network setting to configure, monitor and manage different networks automatically, [6] this kind of automation has become increasingly popular since companies’ networks have needed to expand due to an increase of clients/customers and the need for more developed cybersecurity policies to prevent data breaches. [6]
[bookmark: _zby679r4f0af]API / Network Standards 
An API is a set of tools and services that are owned by Company A which allows other organizations to implement Company A’s software into their product/products which is great not only for security and for saving money but it's also more efficient due to it being able to automate certain tasks. [7]

[bookmark: _ly9k80q3v6ao]Software-Defined Networking
This type of automation allows network admins to manage and control different network traffics through a centralized piece of software, the majority of the time the network is controlled with switches and routers but there are times when the software will need to step in, [8] for example if the network was being attacked by a DDOS attack a network admin can introduce a stricter network traffic management policy which can stop and further protect the network from similar attacks automatically. [8] This type of networking is also highly scalable due to better efficiency and lower costs to maintain and expand, large companies will find this especially important due to them using complex networks. [8]
[bookmark: _nc1j52uifdvk]Ansible
Ansible is a piece of software that is free and open source that allows network admins to automate the network infrastructure effectively, [9] it was created by Michael DeHaan in the year 2012 and then it was acquired later by Red Hat in 2015. It uses a secure communication protocol called Secure Shell which secures network services and devices over the internet. [9] This software does not require it to be installed directly on a network admin's computer making it a very lightweight program to use and manage. [9]
[bookmark: _do0zdonrm7qx]Puppet
Both Puppet and Ansible are open-sourced programs that are both used to automatically maintain the management systems of a company's  IT infrastructure. Puppet and Ansible perform configuration management differently. [9] Ansible uses what's called procedural language to carry out different tasks in a predetermined order, on the other hand, Puppet uses what’s called declarative language to specify the desired state of a system. This indicates that Ansible is the better-suited option for quick, ad-hoc tasks while Puppet is the better-suited option for managing long-term infrastructure configurations. [9]
[bookmark: _nv7ywso0nala]Chef
Chef is a popular open-source automation tool that allows network engineers to automate different network configurations and management systems effectively. Chef uses something called declarative language that describes the most desired network state, which makes it easier to automate the network infrastructure changes without much issue. [9]
[bookmark: _133y1k9x2lj4]





[bookmark: _65vl1khmyrsf]Significance of Network Programmability
Network programmability is the process of programming/coding networking devices to automate certain actions quickly because certain companies use very large and complicated networks which can lead to confusion so being able to automate certain steps will save network admins time.
[bookmark: _u638vx5a50qr]Increased network deployability and efficiency 
Having a centralized place to monitor and control network traffic makes it very easy to expand more devices onto the network with as little as a few button clicks, it is possible to do this another way, but it involves being more hands which can be impossible for a company that manages thousands of computers. [8]
[bookmark: _n7pmvvze6ms1]Better Security 
Due to having better control and monitoring abilities network admins can add software that can detect and even respond to different kinds of security threats in real-time, it’s important to deal with security threats quickly because network admins and the cybersecurity team will need to act fast to close off access points and different ports in general to stop a hack in progress. [8]
[bookmark: _x7ckk29pivrj]Existing measures for improving API security and privacy.
[bookmark: _ijgdb130dsm0]Authorization & Authentication
When it comes to API security Authentication and Authorization are incredibly important to maintain a high level of security from unauthorized access, [10] different organizations may use different security policies so API security can depend wildly depending on how much an organization spends on cybersecurity.  Authentication deals with identifying a user who may try to access the API or an application which may or may not be malicious. Authorization deals with how much access it should give to a user or an application which is vital because if the wrong permissions were given out it could end terribly. [10]
[bookmark: _orlcndvpkuuh]Encryption
Encryption is important for everyday browsing, it’s also good for securing network traffic between a user and the server where the API is hosted, [10] this not only keeps bad actors from viewing data that shouldn’t be accessed. The two types of encryption that will be used to secure the data is called TLS which stands for Transport Layer Security and its job is to make sure that the data is not intercepted when it’s on its way to the server, [10] when the data arrives at its destination it may also use Encryption at rest which encrypts the data even when the information has reached its destination just in case the server gets compromised. [10]
[bookmark: _5yvunt93nuwg]Input Validation
Input validation's job is to make sure that data that is submitted to a server follows its strict guidelines on what it can accept (letters, numbers) and what it cannot accept (Special Characters, Emojis). [10] This is put in place to not only prevent unusable data but also to prevent a user from using SQL injection which is a type of attack that uses commands to retrieve data that shouldn’t be accessed by anyone other than authorized individuals. [10]
[bookmark: _pmqjdb6htua6]OAuth2
OAuth2 is a public and open standard that is mainly used in authenticating and authorizing different APIs which provides both privacy and security to users who may want to access to use an API securely without worrying about their data being stolen or their computers being hijacked by attackers. [10] To counter this OAuth2 uses access tokens which are given to it from a server that manages the authorization and then are given to the client API which accesses the user’s resources securely and privately. [10]
[bookmark: _lqojzzf3d2bn]HTTPS
HTTPS is the most popular encryption method that carries and secures data across the internet, the first method of HTTP was introduced in 1996 and it has gone through several generations up until May 2000 when HTTPS was introduced. [11] HTTPS is used by websites to protect sensitive data that goes into a server or leaves the server such as passwords, credit cards and important documents from being intercepted and stolen by hackers or malicious actors. [11]
[bookmark: _tmdpu8h8idqz]API Gateway
An API Gateway allows other APIs to access the backend services of the server and API services, think of it as the front door of a party and the API gateway is the bouncer, it will check its authentication and authorization, and it will also catch different requests and responses by load balancing different requests across different services. Once it has passed these checks it is allowed to pass through. [10]


[bookmark: _i5wgcdwzuo5x]

[bookmark: _1pldfjnt6oef]

[bookmark: _mo9hctu7107r]Automation of Security and Compliance Policies
Automating critical processes is very important to keep up with the latest trends in cybersecurity, this can aid any organization with its overall stance and relationship with security. It can reduce the chances of a server getting compromised by a bug or port that hasn't been monitored or changed in a good while and it can simplify reporting by automatically producing different policies depending on the company's needs and infrastructure.  
[bookmark: _fq6mny4079m1]Cisco TrustSec
Cisco TrustSec is a security policy management (SPM) tool that allows a network engineer to make sure that the only devices that are authorized to connect to the network can connect to your network, [12] they must only have access to the resources they are authorized to access otherwise this can cause issues with privacy and security due to the possibility of a guest accidentally accessing important company documents. [12]
DevNet Resources
[bookmark: _6nd5mud4iatt]Sandbox
Think of Sandbox as an actual sandbox, you can mess around as much as you want without any consequences, [13] same goes for real sandbox technology, which is cloud-based and it allows developers and testers to access technologies developed and built by Cisco. It's a near bulletproof environment that allows both trial and error when developing applications. [13]
[bookmark: _tnq9htd6gaa2]Code Exchange
Code Exchange provides a way to share and discover network automation solutions. Code Exchange allows developers to share their network automation solutions with the community and discover new network automation solutions. [13]
[bookmark: _nl8fmc1v0dgm]Ecosystem Exchange
Ecosystem Exchange provides a way to discover network automation solutions developed by Cisco partners. Ecosystem Exchange allows developers to discover new network automation solutions developed by Cisco partners. [13]
[bookmark: _sjtny5qosns4]
[bookmark: _7gcwdm3rs87l]
[bookmark: _9tjuh45wpw1d]
[bookmark: _829kfchf0qz9]Other Relevant Resources
Developer.cisco.com has many different resources that provide different types of training, unique supporting documents and opportunities to learn and grow their skills from a trusted source of information
[bookmark: _4zikxky7qs87]Open Networking Foundation
The organisation that calls themselves the Open Networking Foundation are a non-profit organization that raises money to convince organizations to adopt different Software-Defined Networking solutions to make cybersecurity both easier and better for users, and corporations alike. [14]
[bookmark: _j9v45el8cc1j]Cisco Learning Network
Cisco Learning Network is an online learning platform that provides free access to different training resources, lab work and exams for Cisco products/technologies. Cisco's learning network has resources for all ages and skill levels, so no one is left out. [14]
[bookmark: _q6566sibmf5e]Cisco DevNet Certifications
Cisco offers courses to earn DevNet certifications that can validate and verify your skills for future or current employers to review, this is also great for gaining a larger knowledge base of skill sets that were previously unknown and may aid in a different field in the future. [15]
Some of the examples of what could be learned are as follows:
· Automation
· DevOps
· Cloud computing
· Software development
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