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1. Transmission Control Protocol

Transmission control protocol (TCP) is a communication standard that enables programs and devices
to exchange messages over a network. TCP organises data so that it can be transmitted between a
server and a client/s. TCP also ensures data that is communicated over a network has integrity. This
allows structured and reliable communication over the network without data loss.

TCP works with the internet protocol (IP). The internet protocol is a method of sending data from
one device to another across the internet. Each device has a unique IP address that can be used to
establish communication and exchange data with other devices.

There are different versions of IP addresses now available on machines. The most common (and
somewhat outdated) is an IPv4 address. An IPv4 address is a 32-bit number that uniquely identifies a
network interface on a machine. An example of an IPv4 address can be shown below.

E¥ Command Prompt

\Users\sam_g>i

Windows IP Configuration

Ethernet adapter Ethernet:

SubnetT
Default

The IPv4 address shown within the image is a private IP address. A public IP address can also be
found.

What's my IP

86.9.51.109

Your public IP address

This is the public IPv4 address used to connect to the internet on a machine. Due to the limited
number of IPv4 addresses, a different version of IP addresses have been allocated to machines. IPv6
is the most recent. An IPv6 address is a 128-bit alphanumeric value used to uniquely identify a
device. This can be shown below



Bl Command Prompt

Usersisam_g>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:
Connectiona.
I Add

Subnet
Default ¢

1.1 How does TCP operate?

TCP splits large information or data into packets [1]. Packets are small amounts of data that are
structured and sent to a device within a network. A data packet will contain small amounts of the
overall information being sent across the network. Once all of the packets have reached their
required destination, they are then reconstructed to show the information in its entirety.

Constructing packets increase data transfer efficiency and enables multiple pathways to a specific
destination. These pathways are the most efficient method of data transfer as they optimise the use
of transport capacity available along the devices which minimises the time it takes for data to pass
across the network.

TCP instructs the packets how to be sent and reconstructed. TCP also establishes the initial
connection of devices within a network [2]. This is completed by the implementation of multiple
layers. There are four general layers to TCP model [3].

1. Network Access Layer — This layer handles the physical infrastructure that lets devices
communicate with one another over the internet (using IP). The network access layer also
includes the infrastructure that makes these network communications/connections possible.

2. Internet Layer — Sometimes referred to the network layer, controls the flow of data and the
route that data is sent (network traffic). This ensures that data sent is accurate and follows
the most efficient route to reach the end user which increases the speed at which data is
obtained. The internet layer is also responsible for reconstructing the data packet once it has
reached its destination.

3. Transport Layer — The transport layer ensures reliable data connection between
communicating devices. This layer divides the data and information into packets. It also
acknowledges the packet has been received by the recipient and the sender.

4. Application Layer — This is the final layer within the TCP model. The application layer allows
a user to access the network. It is where the end-user will have the ability to see and interact
with the data sent or received (such as email).

These layers are specific to TCP

1.2 Three-way handshake and the “Two Generals’ Problem”
The three-way handshake is a method which is used within a TCP/IP network to create a connection
and validate a communication between a local host (client) and a server. This method contains a



three-step process to initiate and negotiate the parameters within a TCP socket connection within a
network before data is transmitted.

To conclude the reason why the three-way handshake exists, it is to create a TCP socket connection
to send and transmit reliable data between devices [4]. As the name suggests, there are three
different steps to this process.

1. A connection between the server and the client is established. The server must use open
ports to accept and initiate new potential connections. The client must connect to the server
by sending a data packet known as a synchronised sequence number (SYN). This is a request
that the server will acknowledge if it is open and ready for new connections.

2. Once the SYN packet has been received by the server, it will respond to the client with an
acknowledgement sequence number (ACK) packet which is a form of confirmation to the
client. This packet also contains a newly generated SYN packet which indicates the client
that the server is requiring its own acknowledgement.

3. The client receives the ACK packet along with the server-side SYN packet. The client
responds with a new ACK packet to tell the server that their communication has been
acknowledged. Once this process has been completed, the connection has been created.
The host and the server can now ‘communicate.

Client Server

SYN/ACK

/

[5]

The “Two Generals’ problem” relates to the inability for devices to understand if their message has
been received at the end of data exchanges [6]. Verification is provided to the device sending data
that they have successfully sent a data packet/s, but there is no verification to the sender that the
recipient has received their message. This is the core of the “Two General’s problem”. There is no
guarantee that a data packet has been received by the recipient.

This could be due to network issues, packet errors or undisclosed disconnections. To combat this,
servers should have the ability to manage disconnections. Specifically related to the three-way
handshake, if some stages are not completed (SYN or ACK data packet has not been sent/received)
this may lead to half-opened connections between the client and server [7]. One side is not aware
that the connection has been closed.

TCP does not solve the “Two Generals’ problem” but there are methods which can decrease the
chance of this occurring. The three-way handshake could send multiple SYN or ACK data packets at
each stage in hopes that the client or server will obtain at least one of the messages. This can cause
issues with the server or client as multiple packets could increase the network traffic leading to high
load being placed on the devices (this may create slower network speeds and higher\latency\).



2. Maximum Transmission Unit (MTU) and the transfer of data

MTU relates to the maximum amount of information that can be contained within a packet.
Furthermore, it is the size of the largest protocol data packet that can be communicated in a single
network [8].

Once a packet has reached the specified MTU, it will be split into multiple packets. This is to ensure
data loss does not occur (within the packet itself) and that the communicating devices within a
network obtain all the data or information they require.

The default standard of MTU is 1500 bytes but this can be increased or decreased [9]. If the
maximum size of the payload (packet) is increased more data can be sent within a packet and data
transfer speeds can increase (improving the overall performance). This may result in a larger risk of
packet loss and intermittent connection if a device within the network cannot manage the increased
MTU.

Decreasing the MTU may resolve packet loss and fragmentation problems within the network but
could lead to a decrease in overall performance as more data packets have to be sent. It is important
to note that when using networked devices, the MTU should be assessed and configured so that the
entire network is optimised.

Some networks may require large protocol data units (PDU) therefore, the MTU may need to be
increased to create an optimised network. Some networks require small amounts of PDU, therefore
the MTU may be decreased to again, create an optimised network. The responsibilities of the
network should be assessed to designate the MTU allowed within a packet.

IP fragmentation may occur when a packet being sent is larger than the MTU. IP fragmentation is the
breaking down of a packet into smaller pieces so that they can pass a link with a smaller MTU [10].
Different devices within a network may have different MTU allowances. IP fragmentation ensures
that the recipient with a smaller MTU can still receive the ‘large’ packets sent by the [sender‘.

We can assess how the forms of PDU change over the open systems interconnection model (OSl).
This is a universal standard of communication functions for computing systems and
telecommunication.

OSl Layer Purpose PDU State
7. Application Services that are used with end user applications. Data
6. Presentation Formatting and encryption/decryption of data so that it Data
can be viewed by the user.
5. Session Establishes or ends connections between hosts. Data
4, Transport Reliable transmission of data segments between Segment

network points including acknowledgement and
segmentation.

3. Network Reads the IP address from the packet to obtain Packet
destination (structuring, routing, and traffic control). IP
Fragmentation occurs here.

[Commented [AG4]: Accurate J

[Commented [AG5]: Accurate J

medium.

2. Data Link Reliable transmission of data frames between two Frame
connected nodes.
1. Physical Transmission of raw bit stream through the physical ‘Bits‘ [Commented [AG6]: This could be clearer but is accurate ]




[11]

3. Synchronous and Asynchronous - Network Protocols

There are a large range of networks available today. Each network created will have specific
requirements including the protocols used, their general purpose, location, and their type of
communication. Synchronous and asynchronous communications are two different types of
methods which can be used within a network. The type of communication will depend on the
purpose of the network.

3.1 Synchronous

Synchronous communications occur in real time. This is where at least two individuals are
exchanging information at the same time with each other. Within networking, this is where at least
two devices are exchanging information across a network at the same time [12].

To understand synchronous communications, we must look at some examples of networks which
use this form of communication protocol. Video conferencing requires synchronous communications
[13]. Using this type of communication protocol allows a group of participants (within a video
conference) to converse and collaborate through video, audio, and screen sharing in real ltime\.

Using this communication protocol, video conferencing networks allow users to meet virtually
instead of physically. This is beneficial for members who are not able to meet physically. This could
be due to the geographical location of participants. Synchronous communications have increased
exponentially in recent years due to physical office restrictions created during the COVID-19
pandemic. Another example of a network that uses synchronous communications are instant
messaging services.

The largest disadvantage for synchronous communications are the availability of participants.
Specifically, an office that communicates with global clients. Some may not be able to converse in
real time due to time zones [14]. This might suggest that asynchronous communication could be the
better option in this scenario. It is fully dependent on the requirements of the network, and the
purpose.

Synchronous transmission of data is therefore a frequent stream of data in a time synchronised
format. Data is transmitted at fixed intervals in the form of frames or blocks.

Sender 10110001 | 11101011 | 01101110 | 11001010 Receiver

>

Flow Of Data

The flow of data transmission within a synchronous network is shown within the diagram. There is
no interruption between the flow of data from the sender to the receiver. This means that there is a
constant flow of data between the sender and recipient and there are no gaps within the data that is
being sent.

3.2 Asynchronous
Asynchronous communications contain a time lag between sending and receiving data [15]. In the
context of communication within a network, this is where a time lag occurs when a message is sent



and when the person receives and interprets it. Asynchronous communication is not a planned or
scheduled event, but it can contain a string of back-and-forth exchanges between devices (users)
within a network with the time delay implemented.

Email networks use this type of communication. One-way communications can be received by an
audience and viewed at their convenience or through back-and-forth exchanges. The key to
asynchronous communications within a network is the flexibility of the users [16]. asynchronous is
also time-zone friendly due to the unrequired demand to respond to messages or communications
\instantly\.

Due to the time delay applied to asynchronous communications, it is not suited for time sensitive
communications within a network. Sending and responding to data/information must be extremely
clear and detailed as there is no real-time exchanging of data.

Asynchronous transmission of data within a network works on start and stop bits [17]. Each character
contains a stop and start bit and there are irregular time intervals between them. This creates a gap
between the data due to this feature.

| Start Bit Data | Stop Bit
v ) o~

Sender 11o001jo | [1f11ot01jo| | tfttos1si0 | | 110010
] | - | -

‘ >

Receiver

Flow Of Data

The diagram shows how an asynchronous network transmits data. The gap between the flow of data
is created by the start and stop bits as shown. These gaps are the irregular streams of data that will
be sent from the sender to the receiver. ‘1’ is the start bit, followed by the data, then ‘0’ is the stop
bit. This is one complete data packet sent from an asynchronous network. This data is sent in the
form of a byte or character and does not require synchronisation.

3.3 The difference between Synchronous and Asynchronous
There are a large range of differences between synchronous and asynchronous transmission within
networks. These can be shown below.

Synchronous Asynchronous

Time delay between sending and receiving data
(slow transmission).

Real-time communication (fast transmission).

Frequent stream of data in the form of frames Irregular stream of data in the form of start and
or blocks. stop bits.

Immediate response from device or user within | Flexible response time from device or user
the network. within the network.

Accuracy of received data depends on the Data is re-synchronised through start and stop
receiver’s ability to count the data streams bits, but limited synchronicity could create
(bits) accurately timing errors.

Bit-oriented Character-oriented
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4. Interoperability

Network interoperability is the process of sending and receiving data amongst interconnected
networks/applications through continuous means. This relates to the sharing and using of data
between interconnected devices. The sending and receiving of data is at a quality level expected by
the end user without negative impact [18].

Interoperability allows the sharing of interconnected devices within a network without any
restrictions attached. Interoperability can be implemented within local area networks (LAN) or wide
area networks (WAN) [19]. Interoperability allows management of resources across multiple different
devices. This can improve the efficiency of data and resources shared as they can be found through
any device with the network.

Interoperability is the real-time exchange of data between different systems communicating in a
network. Sent data can be instantly understood and presented within interoperable networks.
Networks that host interoperability may vary. There are four accepted levels of interoperability
available to networks.

Level Description
1 A foundational level of interoperability allows data exchanges from one
Foundational system to be received by another. It does not require the receiver to be
able to fully interpret the data presented.
2 A structural level of interoperability establishes the data exchange format
Structural or structure within a network. This is to enable the movement of data from

one system to another. Through this level, the meaning of the data, and the
purpose, are preserved without any alterations occurring.

3 A sematic level of interoperability provides the ability for two or more
Semantic systems to exchange data and information. Within this level, systems or
devices can fully interpret the data received. Sematic interoperability
structures the data exchange to complete this.

4 An organisational level of interoperability considers all organisational
Organisational requirements and considerations (such as legal and social). This level refers
to the ability for organisations to exchange data and information whilst
addressing the organisational requirements and considerations. These
requirements and considerations will also impact the design of the system
and a network.

[20]

Many different industries use interoperability within their network. Healthcare systems have
implemented interoperability to optimise and standardise the quality of medical care. Information
and data such as patient records can be accessed by a range of different medical practices through
different geographical locations. The ability to access this data and information can prove
detrimental in many healthcare related scenarios.

There are challenges to implementing interoperability within a network. Complex features may
need to be added to the existing architecture to achieve full network compatibility. Depending on
the level of interoperability, the requirements will change. The highest level (organisational) will
require the most complex features due to the range of features and design considerations required.
This is usually the most expensive solution.

In order to achieve network interoperability between two or more networks, they must
confirm/follow a common protocol standard or define a standard interface that all networks wishing



to interoperate must adhere [21]. A gateway can then be added so that data and information can be
processed and translated between the networkAs\.

Some examples of standards are HTML, SQL, and XML. The internet uses a range of countless
standards together to create an all-accessible platform that is continually expanding based on user
contribution. In this case, users are not restricted to any single communication method or data
‘structure‘.

Clear rules of communication and how the data is formatted and transferred should be applied to
best achieve interoperability within a network. Networks that wish to achieve interoperability
should contain the budget to do so.

Before the implementation of standards, the architecture, requirements, and protocols of the
network must be assessed to understand the level of interoperability achievable and required.
Conformance and interoperability testing should then be performed to ensure the network, and
devices within the network, conform with the standards and |protocols.
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Design & Development of Application
This report contains the design decisions, features implemented, and the best practices adhered
through the multiplayer 2D game created.

1. Design Decisions

The initial stages required understanding the resources needed to design a multiplayer game.
Specifically, the game engine, software, and the resources required to develop the game (such as
assets). A plan of the game, its designs, features, and risks were created.

Unity was chosen as the game engine due to range of different free assets available, and the
compatibility with different programming IDE’s. Unity also contains a large range of features which
can be utilised to design a game. The programming IDE chosen was Visual Studio. This was chosen
due to having familiarity with this IDE and the compatibility with the Unity game engine.

rThe second stage of design decisions were related to the type of multiplayer game to design, and the
resources required. As briefly introduced, a multiplayer 2D game was decided. Two players are able
to play the game. If more than two players attempt to join the game, they are unable to connect,
and exceptions are given.

The third stage of design decisions required the understanding of the technologies and protocols to
implement to create the multiplayer game. Through research and teachings, TCP and UDP were
found to be the most popular network protocol in regard to multiplayer games. Therefore, these
protocols were implemented into a server to allow communication between clients within the
network. One such communication is the player movement.

hCP was used to manage important data such as supplying effective and efficient connections to
users. UDP was implemented to manage less important tasks and data such as the player
movement.



Along with the server script, a range of other scripts had to be implemented on the server side.
These scripts were:

e Packet Script — This script was used to structure the data sent to clients within the network.
This script ensured that sent data is in a specific format and that it can be read by client-side
technologies.

e Player Script — This was used to store the positions of users, their ID (allocated by the server)
and their username (entered upon connecting to the server within the game).

e Client Script — This script controlled the data buffer size (the amount of memory used to
store temporary data) allocated to the server. Implemented within this script were the
connection sockets (TCP and UDP) and the data that was required to be sent to the client.
Disconnections were also handled within this script.

e Program Script — This script was implemented to start and manage threads and to start
running on the ports selected within the client-side “client” script alongside the number of
ports available to users (two as there are only two players).

e Server Handler Script — To check user ID and usernames and add them to within the game.

e Server Send Script — To send required data to clients.

o Thread Manager Script — Manage threads and execute them

e Game Logic Script — Manage player movement and constantly update by sending to thread
manager.

e Constants Script — Contains the speed that the server and thread is running. Initialised and
shown within the start of the server.

Along with the server script, a range of client-side scripts had to be implemented into the game.
Mostly containing game logic and player movement inputs. Some scripts are very similar to the
server side such as the packet, client, client handler and the thread manager.

A game manager script was implemented to spawn players within the game. A player manager script
to assign them their ID and selected username. A score script, to provide users with a score, and
finally a quit script to end the application.

Code is run on one thread due to the complexity of implementing multi-threading technologies
within a multiplayer game.]

820 Game Server

Shown above is the server managing connections and disconnections, alongside the starting of the
server and main threads.



2. Features

The goal of this 2D multiplayer game is to reach the end “portal” (goal) to complete the level. There
is a score that depreciates every second and is shown to the player once they have reached the
objective. The players can then converse with each other, attempting to reach the best score
possible.

Two players spawn in the starting location and must run through an obstacle course to reach the
end goal. The design is unique, and each player has their own movement (‘A’ to move left, ‘D’ to
move right, and ‘Space’ to jump). Each player will appear a different colour to the other as to not
create confusion.

3. Best Practice

The port number for the server (the port users/players connect to) is 26955. This is an unused port
number. If this multiplayer game were to be released publicly, this will allow users to connect to the
server (if a reserved or used port is added, users would be unable to \connect\).

As briefly described, a data buffer size was implemented within the server so that temporary data
could be contained. If this data buffer size was too large, it may place strain on the server and the
latency of the network could suffer, hence the implementation. The buffer size implemented was
4096 bytes.

Code throughout the server side and client-side scripts used exceptions and debugging features
during creation and within the final design. This allows not only clients, but the server to provide
information on why a specific event or error has occurred.

Code was thoroughly commented. There was a large range of code required to design the proposed
application. Implementing comments within the code provided thorough instructions on what
occurs when specific functions are called and used. This allows for easier debugging, alongside a
better understanding of how the server and client communicate‘.



