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Although the IoT (Internet of  Things) has been around since the 1980s, it is only through more recent times with its technological growth making it faster that it has begun to be more utilised with Smart Home/Home Automation being one of the more current popular choices in terms of IoT concepts.
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Internet of Things is a system of computing devices with UID's (Unique Identifiers) and the ability to transfer data over a network without the need of human-to-human or human-to-computer interaction with its definition having changed over time with the advent and convergence of many technologies new and old  such as real-time analytics and machine learning etc.[1]
The most commonly use of it is with any products in relation or use with the concept of the "smart home", being used with many of our day to day appliances (lights, thermostats, cameras etc.) with said appliances being controlled via smart phones or speakers etc.[1]
There are various IoT devices or technology currently available on the market (Smart mobiles, Smart refrigerators, Smart watches etc.) for people to use for their IoT needs and a list some is provided below as the following.[3]
· Amazon Echo[3]
· August Doorbell Cam[3]
· August Smart Lock[3]
· Kuri Mobile Robot[3]
· Belkin WeMo Smart Light Switch[3]

As well as many others.

Many smart home concepts are being currently used for homes across the world, specifically for things like the lighting, music, security etc. and some examples of ideas or concepts for use of smart home include but are not limited to.[4]
· Adjusting of light sources depending on the current level of natural light[4]
· Streaming music across the house through the use of keypad.[4]
· Triple tap a light switch to make your remote start beeping for easier tracking of its position.[4]
· etc.
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While the advent of IoT has led to many great things and innovations, it has however also led to the notable increase in privacy and security issues related from said technology.
The most notable of issues in regards to this is listed below as the following.
· Lack of Testing/Updating[2]
· Brute-forcing and default passwords[2]
· Malware and ransomware related to IoT[2]
· Botnets related to IoT for crypto currency[2]
· Data privacy/security[2]
· Evasive IoT attacks[2]
· AI/Automation[2]
· Home Invasion[2]
· Remote vehicle access[2]
· Lack of if any encryption for IoT[2]

[bookmark: _Toc40799702]Implementation

My implementation of a Smart House design.
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