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Gemma Dunlop
Synthesize a solution to a potential real-life scenario for BYOT

Abstract
BYOT (Bring Your Own Technology) is a policy adopted by companies where employees bring their privately-owned devices and use them for work whilst at their workplace. The same self-financed device is used by the employee for work and for personal use. This report considers the benefits of BYOT deployment to an energy consultancy company called Hyper-fort and considers the security risk to the company’s data. Employees of Hyper-fort would have the convenience of being able to use their personal device and work at any time and location, whilst the company gains from increased employee productivity and reduced IT costs. Nevertheless, the benefits of BYOT come at other costs. Companies security policies must be extended to cover the use of personal devices and they must be controlled to protect company data. The control and monitoring of employees’ devices may cause privacy concerns for the employee if not properly managed. The report investigates and develops a comprehensive BYOT framework that can be used by Hyper-fort and considers all areas of Hyper-fort’s enterprise network.  



Introduction
The use of smartphones for personal use has increased as the prices have fallen. In 2012 the shipments of smartphones exceeded that of client PCs for the first time [1].
In a mobile phone usage survey conducted by the Office of National Statistics (ONS), approximately 95% of Great Britain’s adult population uses at least one phone. Only 5% of people don’t own a mobile phone at all. [2]. 
Due to employees preferring to use the latest generation of smartphones, tablets and laptops, together with a company’s need to reduce IT expenses the use of BYOT has increased in the workplace. The use of BYOT allows company employees to use their personal devices such as smartphones to access company data. If Hyper-fort adopted this policy the company would have the benefit of the hardware responsibility being shifted to the employee which would reduce costs for the company. However, Hyper-fort would need to put a security policy in place to cover employees that access their company data. Hyper-fort also needs to take into consideration that a downside to security is that mobile devices that are owned by the employee can be lost or stolen. 
Introducing a BYOT policy has a direct knock on effect for Hyper-fort employees so the company needs to find out what percentage of its workforce already own a device that could be used for this purpose, as enforcing the employees to purchase expensive personal devices could be a barrier to introducing the policy. The employees using the BYOT management would need to be accountable for the company data which is held on their personal devices and Hyper-fort needs to put in place mechanism to protect the data. The use of mobile device management systems (MDMS) such as Cisco Meraki would enable Hyper-fort to monitor employee’s personal devices. The MDM monitors each of the employee’s personal devices and displays metrics including the employee’s use of hardware and software information, recent location using GPS and if a mobile phone is lost or stolen, an administrator can lock and erase sensitive data on the device remotely. Hyper-fort would be able to control the hardware on employee’s phones and have the option to disable any features, e.g. Bluetooth. MDM can control software by password policies, restricting access to the app store and gaming. Hyper-fort will be able to analyse the network activity and view summary reports daily. 
https://meraki.cisco.com/solutions/mobile-device-management 
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Research, aspect, review. 

Problem formulation

BYOT security policy needs to be developed to protect the security of customer and corporate data. 

1. BYOT framework

For Hyper-fort to enter a BYOT program it must put into place policies which are a set of rules for employees to follow and consequences for breaking the rules. The BYOT policies that Hyper-fort could adopt are as follows: 

1.1. Device management policy

· Smartphones must have an up to date operating system with the latest security and application updates. The company should hold a list of current and approved smartphone models and software versions. 
· The use of tablets such as android, apple and Amazon Kindle are permitted, providing they have the latest updates. 
· Any Issues with connectivity with your device must be taken up with the  manufacturer only, and not with any other third party.
· IT must check the security of your applications on your device such as browsers, office software and security tools before the user can access the network. 

1.2. User Policy

· The internet should be used responsibly in company time, and personal use of communication or recreation should be limited. Shopping or game playing should be reserved for your own personal time. 
· The company reserve the right to block certain websites to the corporate network and restrict use of certain types of websites during work time. 
· The company may wish to insist that the device’s camera and video facilities are disabled during working hours. 
· Devices should not be used to store or transmit illicit materials or harass others. Access or storage of a rival company’s information on any device is strictly forbidden. 
· All apps must be downloaded through a reputable app store such as Google Play, Apple Appstore etc.
 
1.3. Security Policy

· When devices are connected to the company’s wireless network, they must be password protected. If the device is not used for more than 5 minutes, it will automatically lock itself and the owner of the device must re-enter their password or pin to unlock. 
· If the user attempts to enter a password incorrectly more than five times, the device will lock until IT is contacted to regain access. 
· The company have strong security in relation to their passwords and insist on the passwords being a minimum of 6 characters, which have to include uppercase and lowercase letters, numbers and symbols such as !,#. The company also insists that the passwords must be changed every 90 days. You also cannot use a password that has been previously used within the last 15 passwords. 

1.4. Risks/Liabilities/Disclaimers

· It is expected that all employees must take responsibility of backing up all their data. 
· The company reserves the right , without notification, to disable the device’s service or disconnect user’s devices. 
· If any devices are lost or stolen, the company must be notified within 24 hours and the mobile phone provider must be contacted as soon as possible. 
· The employee is liable for any costs associated with their own device. 

2. A data flow diagram showing the implementation of the BYOT management architecture
[image: ]
Figure 1: Context level diagram for the implementation of the BYOT management architecture. 

3. Mobile Device Management Software
Hyper-fort’s network is 95% wireless based. The company would therefore require a high performance and reliable mobile device management. The company must have a plan to support its wide range of devices on its wide network, such as smartphones, tablets and laptops meaning they are all compatible with each other. Continuing to use a wireless system at their offices would mean the company could save money on cellular network costs as phone data would be sent through the wireless network.
Mobile Device Management (MDM) systems would be required by the company to monitor employee’s personal devices. The monitoring would enable Hyper-fort to track data usage and location. The system can control employee’s hardware and enable the company to disable features such as the camera and data roaming. MDM can control software by blocking restricted apps that the company don’t want employees accessing on their mobile devices. 
I selected Cisco Meraki instead of others, such as Hewlett Packard as:
· It offers centralised management, whereas other MDMs do not.
· The centralised device management solution means that any devices accessing the company network are managed and protected from one source. 
· The costs of this system are lower than others. 
· Extra layers of security as all users have a login to access the software. 
Cisco Meraki Unified multi-platform device management [3]
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Figure 2: centralized management, diagnostics, and monitoring used by the administrators. 
Cisco Meraki robust security policy enforcement [3]
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Figure 3: restrictions the company can enforce on the employee’s company device. 

Hyper-fort uses cloud services to deliver IT services to its staff and clients, so the Meraki cloud-based management is easy to configure and the in-built centralised management and would work well with the company’s firewalls and online security. 
The system offers 1 time only authentication for all devices accessing the network and active directory authentication for mobile devices to make the corporate LAN more secure. 
The Meraki hardware can be configured before it arrives at the office. This means when the hardware is delivered and plugged in, then the configurations are downloaded automatically so the network is running within minutes. 
4. Advantages and disadvantages of BYOT to Hyper-fort

Advantages of BYOD
· Cost savings as the company doesn’t have to purchase mobile phones, hardware or pay for monthly contracts. 
· Employees are more comfortable using their own devices as not everyone is computer literate. If employees use their own privately-owned device at work, they are more likely to enjoy their job. This can in turn mean that they will be more willing to remain with the company which saves the company recruiting and employing new members of staff. 
· BYOD improves employees’ wellbeing as there is an improved work-life balance, especially when employees have childcare commitments. 
· If employees use their own devices, they are more likely to stay connected and work remotely.
· Hyper-fort makes use of cloud devices, which will enable employees to access resources and work anywhere and on multiple platforms.
· BYOT can increase productivity. A study by Carnell University School of ILR in 2012 found a link between the happiness of employees and their productivity. The happier the employees are in their job, the greater the productivity. [4]

Disadvantages of BYOD
· Devices can be infected by malware. Hunt (2012) states the two main concerns connected with BYOT are mobile malware and data leaks. [5] Android operating systems appear to be vulnerable to malware attacks such as apps to steal sensitive data. BYOT creates more open entry points for cyber criminals and hackers to gain access. Mobile anti-virus software could help prevent data loss, but the company would have the cost of paying for the licence. Employees would need to be trained in good security practices and to recognise threats
· Loss of data due to theft or disasters means that companies must put a policy in place to protect corporate data, as this can lead to fraud, blackmail or client information being sold to a rival company. 
· Videos and photos on an employee’s phone can pose a security threat if employees take pictures for work purposes, such as taking a picture of a product or private documents. 
· Employees may be distracted by social media, games and notifications on their phone. 
A study by Insight found that employees spend over 2 hours each day procrastinating, which includes just over 3 hours a week on social media. [6] 
· Device policy and procedures are important, so employees understand their responsibilities and the consequences of not following procedures, but it costs time and money to develop company policies. 
· It is important to protect the privacy of the company employees as the device management system has a certain amount of access to the hardware and software on their devices. 


5. The type of data retained by the mobile devices connecting to Hyper-fort network.

Employees’ mobile devices may contain corporate data such as technical data, customer contact list or sensitive material about the company such as the state of the business. 
Personal only apps, such as Facebook, Twitter, Netflix and games are exclusively used for the employee’s personal use. One problem which could arise with employees using their own devices is corporate data can leak into their personal apps. The company should use IT to prevent that from happening. The employees own their own devices so levels of control are required and the employees may not be happy with any kind of control of these apps. 
Corporate only apps which are downloaded from an App Store or installed using Intune Corporate Portal should only be accessed by authorised personnel connected to the company. Corporate data could leak out of the apps and the company should use IT to prevent this. Employees must understand the importance of securing these apps.
Personal and corporate apps are usually downloaded from the app store and are used for both work and personal purposes. They are usually productivity apps such as Outlook or Microsoft Word. These apps are necessary for employees to be productive in their work; however, it is important for the Hyper-fort to manage their use because they handle data which is of a corporate and personal nature. 
6. The potential for data leakage when the participating devices leave the office environment.

The sensitive corporate data that mobile devices contain may pose a substantial threat for the company if the device were to get into the wrong hands. By increasing the number of devices that have access to the company’s sensitive data then the risk of the data being compromised increases. 
For Hyper-fort to overcome the BYOD security risk, mobile device management (MDM) software would be required to be implemented. This would ensure that employees have their freedom, but the IT department would have visibility. 
By using mobile device management software, Hyper-fort will be able to monitor which devices are accessing what applications, track the location they are accessing it from and check the employees are complying with the company rules and regulations. 
Requiring the use of lock screens on personal devices would increase data security but Hyper-fort should consider ways of allowing its employees to access company data without the data leaving Hyper-fort’s firewall. This prevents the data being stored on an employee’s device which makes the data more secure.
7. Addressing the blending of personal and business usage when devices are in office.

Mobile device management software would enable Hyper-fort to control the software that employees can access and ensure that staff can only access data which is relevant to their job and which apps each employee needs. Information Governance Alliance have stated that where personal and business devices are mixed in their use, then sensitive data could be copied to devices which are not secure, unless the users except a company policy control over their devices. [7]
The blending of employee personal data with company data on work devices could lead to the feeling of mistrust on the part of the employee if they feel the IT department is reading their emails and private messages or looking at their photos. Hyper-fort must have a policy in place to protect employee’s personal data and the IT department needs to reassure employees that their data is safe in their care. Anyone in the IT department who is found to be accessing customer’s personal information should be immediately dismissed as the company should treat this as a serious offence with a strict penalty. There is a benefit to Hyper-fort of blending personal and business data but it is important to get the balance right so the employees trust the company and they are not alienated in a way that would decrease their morale and damage the productivity of the company.


8. The strategy to deploy to deal with different brands of devices and different Operating System platforms.

The Cisco Meraki MDM is available to download on iOS and Android devices from the app store. For other devices, the application can be installed from the website by logging in and entering a code. 
If Hyper-fort was a small company, the company would only have limited resources so would only be able to support one operating system either Android OS or Apple’s iOS but not both at the same time.  It is possible for Hyper-fort to have a single platform strategy as it is a large worldwide company with the resources to purchase a BYOD device for each mobile user in the company. However, it may be necessary for Hyper-fort to allow members of staff who have a contract to use different platforms. On the other hand, Hyper-fort may find it convenient to support only one mobile platform. It complicates the situation for Hyper-fort to support multiple platforms. It means that the company would have to plan for the developing of new apps and provisioning of employee’s devices. Hyper-fort would need to discover what BYOD devices each staff are using and consider whether to create a single platform strategy to cover different devices e.g. mobile phones, tablets or whether to have different strategies to support each device. 
The choice of platform which works best for Hyper-fort mobile requires a certain amount of research and planning. 
Various factors must be taken into consideration with regards to the best choice of mobile platform for the company to use. Android is a good choice in terms of popularity now but there needs to be careful consideration as the mobile market can change over time. The choice of a large operating system such as android will mean the company will have a wider range of apps and features to use. 

9. Strategy to deploy to deal with different applications on user devices.

Cisco Meraki has on-device content management [3] where Hyper-fort can “bundle documents and files onto a backpack and deliver it over-the-air to one device or thousands of devices right from the dashboard.”. This would mean that all employees would have the same company content on their personal devices. Cisco Meraki supports BYOD securely and the company would not have to apply for extra licences. The bundle could contain anti-virus software to help protect the BYOT system against malware and ransomware.



10. Mitigating strategy to be deployed when the owner of a participating device leaves their employment, or the device is lost, stolen, or fails.

People tend to be careless with their own devices such as smartphones, tablets and laptops and the BYOT devices they use are just as likely to be lost or stolen as the company can’t automatically expect that they will take better care of these. Figures show that approximately 22% of mobile devices which are manufactured will be lost or stolen, and half of these won’t be recovered. [7] Training can be provided to help employees understand the consequences of this and reduce incidents, but the company should have a plan in place if things go wrong.
If an employee’s device is lost or stolen and gets into the wrong hands, it could potentially be used for fraud or blackmail. The corporate information could be sold to a competing company, e.g. using a customer contact list to steal business. Also, sensitive information could be leaked to rivals potentially causing damage to the company. 
If the owner of a participating device leaves Hyper-fort then they take with them the personal device that they use. If the device is lost, stolen or fails then the MDM systems which can be used by Hyper-fort could remotely lock and erase all the company data which is held on their personal device. Blocking access to the company’s systems is especially important if the employee leaves under negative circumstances and holds a grudge against the company.



Conclusion
The use of technology is increasing day by day and has led to an increased demand for companies to allow employees to use personal devices such as mobile phones, tablets and laptops for work purposes. To implement BYOT at Hyper-fort there must be a balance between securing the company data but at the same time protecting the privacy of the employees and respecting their rights. 
A recent study by Samsung together with Frost and Sullivan found that employees are 34% more productive with BYOD and said to gain an hour each of work and personal time during each day, because they use mobile devices in the workplace. [7] 
Over 50% of workers feel that a BYOD strategy makes them more productive than if they use a device which is provided by the company. The reason for this is because they don’t have to learn how to use their personal device and there is more flexibility as they can work their own hours, so are increasingly likely to work additional hours. [8]
A BYOT strategy can be a huge advantage to Hyper-fort and bring cost savings but it is important to have clear company policies. There is a requirement for IT management tools to secure the data which is held on personal devices but the expense of managing the wide range of BYOT mobile devices can be reduced if a limited number of platforms are used and employees select from a company list. 
Richard Absalom, a senior analyst at Ovum states that BYOT is the future and it is a waste of time not to embrace it. He says, “Trying to stand in the path of consumerised mobility is likely to be a damaging and futile exercise" [9]. Companies should embrace this strategy to increase employee productivity and engagement. 
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