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[bookmark: _Toc235116448]CHAPTER 1: INTRODUCTION
[bookmark: _Toc235116449]1.1: Introduction 
Cybersecurity breaches are rapidly emerging as critical incidents that could widely affect organisational operations and processes, workforce productivity, and business performance. The 2025 Jaguar Land Rover UK cybersecurity breach presents an opportunity to examine the impact of cybersecurity incidents on employee productivity, employee morale, behaviours, and compliance amid crisis events. The research evaluates strategic organisational initiatives and tactical actions that can reduce business degradation, empower employees and build organisational resilience. It also identifies practical actions that can aid recovery, ensure business continuity and promote workforce stability following a cybersecurity crisis. This research will collect secondary data from industrial websites, articles, journals, and books related to my research topic. The research location will be in the UK (Brown, 2025).
[bookmark: _Toc235116450]1.2: Background   
The integration of digital technologies, cloud-based applications, artificial intelligence (AI), and connected manufacturing systems within the UK automotive industry has exposed organisations to increased cybersecurity risks. Technological advancements have enabled automotive organisations to optimise operational efficiency and productivity but have also increased the likelihood of cybersecurity breaches (Department for Science, Innovation and Technology (DSIT), 2025). Cyber-attacks have become one of the most pervasive business risks facing UK manufacturers over recent years. Cybersecurity incidents have negatively impacted organisations’ day-to-day operations, supply chains, and employee performance. The latest UK Cyber Security Breaches Survey found that cyber-attacks continue to impact UK businesses of all sizes across different industry sectors, posing significant organisational risk (DSIT, 2025).

Cybersecurity threats continue to pose serious risks to automotive organisations that utilise digital systems, connected cars, and multiple supplier networks. According to automotive industry reports, ransomware-associated incidents accounted for nearly 44% of all reported automotive cybersecurity incidents in 2025, further emphasising the impact that cyber threats have on vehicle manufacturers (Upstream Security, 2026). In another recent survey of UK manufacturers, 78% of participants reported experiencing a cybersecurity incident within the last 12 months. Many respondents suffered from production shutdowns, loss of revenue, supply chain interruptions, and more (ESET, 2026).

Over several months in 2025, JLR’s factories experienced prolonged production shutdowns, numerous challenges to manufacturing operations were presented, and millions of pounds' worth of damage was inflicted on the automotive supply chain industry of the UK (SMMT, 2025). Staff members reported feeling uncertain about their job stability, experiencing high workloads, and several disruptions to their daily operations and changes they had to quickly adapt to while recovering from the cyber-attack (Brabners, 2026). Cyber-attacks have consequences not only technologically but also can impact employee productivity, morale, and overall company performance (Covarrubias, 2025).
[bookmark: _Toc235116451]1.3: Research Aim 
This research aims to discover and analyse successful organisational methods which can reduce the impact of cyber-attacks on employee productivity in the UK automobile sector. The research will investigate ways to facilitate workforce resilience, ensure employee wellbeing and restore productivity, and allow organisations to better recover from cybersecurity breaches. Additionally, this study hopes to offer recommendations which allow for increased business continuity planning, improved employee flexibility and longer-term performance.
[bookmark: _Toc235116452]1.4: Research Questions 
The research questions below have been drafted to examine how cyber-attacks affect employee performance, evaluate leadership and change management strategies used during recovery, and identify opportunities, challenges, and effective organisational practices for improving resilience and long-term productivity.
1. In what ways did the cyber-attack impact employees’ productivity, communication and performance?
2. Which organisational strategies around leadership and change management were put in place to support employees’ performance as little as possible during this incident?
3. What opportunities and challenges existed, and which strategies worked best to regain employee productivity and create long-term resilience?
[bookmark: _Toc235116453]1.5: Chapter Summary 
In conclusion, this research examines effective strategies for addressing the impact of cyber-attacks on employee performance, looking at the UK automobile industry cyber-attack. The study provides background information on cybersecurity; outlines the aims, objectives, and research questions; and justifies the focus on organisational resilience against past attacks and its impact on workforce performance. The dissertation scope involves five chapters: introduction, literature review, research methodology, findings with discussion and recommendations, including conclusion and limitations. The dissertation provides insight into recovery strategies and leadership actions when facing cyber-attacks, how employees can overcome them, and what needs to be done to keep the organisation going (Auto Express, 2026).























[bookmark: _Toc235116454]CHAPTER 2: LITERATURE REVIEW 
[bookmark: _Toc235116455]2.1: Introduction 
Cybersecurity started as an IT initiative and, with time, became an organisation strategy when digitisation turned out to be inevitable in every organisation. The automobile industry in the UK continually integrates Industry 4.0 technologies such as artificial intelligence (AI), cloud computing, the Internet of Things (IoT), robotics, smart manufacturing technology, and others to increase efficiency and gain a competitive advantage. However, these digital advancements have caused organisations to have greater attack surfaces and risks of operational disruptions if attacked (NCSC, 2024). Cybersecurity breaches are viewed as catastrophic events within organisations that can interrupt business continuity, organisational resilience and employee performance (Von Solms and Van Niekerk, 2013).

Literature has focused on how to avoid cybersecurity attacks by installing firewalls, data encryption, intrusion detection software, and network security controls (Whitman and Mattord, 2022). However, these technical solutions provide little insight into employee reactions after cybersecurity breaches occur. Studies have shown that cybersecurity attacks cause increases in stress, uncertainty, workload, communications disruption and decreases in job satisfaction among employees, which has a direct negative effect on productivity (Parsons et al., 2017; Tarafdar, Cooper and Stich, 2019). Another body of literature shows that factors such as leadership style, organisational culture, employee wellbeing, communications, and human resource policies affect how employees recover and adjust during cyber-attacks (Schein and Schein, 2021; Burnap and Williams, 2023; Kotter, 2012). Although these studies identified factors affecting employee performance during cyber-attacks, little research has been done on how these organisational factors affect employee performance after cybersecurity breaches occur in the automobile industry in the UK. 
[bookmark: _Toc235116456]2.2: Cybersecurity and the Automobile Industry in the UK
The automobile industry in the UK is one of the country’s most technologically advanced manufacturing sectors. It is vital to national productivity and employs over a quarter of a million workers (SMMT), 2025). Car manufacturers require digital supply chains, integrated IT systems, automated production facilities, and connected vehicles to function efficiently. Increasing digitisation has allowed organisations to operate quickly and innovatively. However, it has also left automobile companies vulnerable to disruptive cyberattacks (Upstream Security, 2026).

Reports from the Department for Science, Innovation and Technology (DSIT, 2025) indicate that 52% of UK companies experienced some kind of cybersecurity breach last year. Manufacturing organisations are vulnerable because their websites, applications, and operational technology are often connected to the internet. The NCSC (20 24) reports that manufacturing is one of the UK’s National Critical Infrastructure sectors that must improve cybersecurity because attacks can have serious implications on production uptime, logistics, and supply chain management.
   
Literature from academia provides alternative views on what causes cybersecurity vulnerabilities. Whitman and Mattord’s (2022) textbook explain how vulnerabilities in software, legacy technology, and poor network protection contribute towards cyber-attacks. The authors argue that cyber-attacks can be avoided by organisations if they invest in advanced technical controls. On the other hand, Parsons et al. (2017) found that most cyber-attacks are caused by human error. The authors highlight a lack of employee awareness, poor organisational culture, and bad security practices as leading causes of cybersecurity breaches. Their views demonstrate that technology cannot protect organisations without effective people strategies.
Recent incidents in the automobile industry align with Parsons et al.’s (2017) argument. With the introduction of connected vehicles, cybersecurity risks are often caused by third-party suppliers, cloud service providers, and human error (Upstream Security, 2026). Cybersecurity threats are no longer direct attacks against an organisation’s technology. As a result, cybersecurity should be considered an organisational issue that requires joined-up thinking between IT professionals, leadership teams, HR departments, and employees.   
[bookmark: _Toc235116457]2.3: Influence of Cyber-attacks on Employee Performance 
Employee performance has been broadly described as ‘how well employees achieve organisational objectives by executing their assigned responsibilities' (Armstrong and Taylor, 2023). Researchers suggest that employee performance during cybersecurity breaches should also consider how employees respond to change, including demonstrating adaptability, following security procedures, communicating, decision-making skills, teamwork, and psychological well-being during periods of disruption (Parsons et al., 2017). Therefore, cyber-attacks can impact employee performance through disrupting normal working practices; reducing system availability; increasing workload, and generating feelings of uncertainty amongst staff (ENISA, 2024).

Whitman and Mattord (2022) reported that cyber-attacks can impact organisations at a strategic level by disrupting business, causing financial loss, reputational damage, and regulatory punishment. This study appears to focus primarily on cybersecurity’s impact on organisational risk rather than the human response to cyber incidents by employees. (Parsons, et al. 2017) found that employees play a pivotal role in organisational recovery. The study concluded that employees’ actions before, during, and after an attack determined how well the organisation coped with disruption. The authors proposed that an employee’s awareness, confidence, and organisational engagement determine how successfully a business can recover from cyber disruption.

The Schein and Scheins’ (2021) study on corporate culture broadly supports Parsons’ theory on employee behaviour during times of crisis. The study suggests that businesses that engage in open conversations, trust their employees, and collaborate during times of crisis are more likely to maintain positive employee performance when disruption occurs. In contrast, companies with limited or hierarchical communication are likely to generate anxiety, loss of morale, and reduced productivity when employees face sudden, unknown crises. Schein and Schein’s (2021) theory aligns with Kotter’s (2012) study, which states that employees need to hear from leadership during periods of change. Staff need direction and encouragement from leaders to feel committed to changes that are happening within the organisation.

Corroborating with the literature are cyber incident reports from across the UK manufacturing industry. The Department for Science, Innovation and Technology (DSIT, 2025) discovered that cybersecurity breaches often cause companies to shut down operations temporarily, fall behind on production schedules, experience increased workload, and deal with additional requirements to comply with reporting standards. The European Network and Information Security Agency (ENISA, 2024) found that cybercrime, specifically ransomware attacks, has widespread disruptive effects. Staff must revert to manual ways of working while IT restores technological functions. This sudden change can lower employee efficiency, generate work-related stress, and cause dissatisfaction within the workplace.
[bookmark: _Toc235116458]2.4: Organisational Approaches for Managing Cyber-attacks 
Studies now suggest that organisations should develop robust cybersecurity management strategies that engage with leadership, employees, organisational culture, and technological development. Cybersecurity is no longer considered just an IT issue; many scholars believe that cybersecurity resilience can be improved by working together (NCSC, 2024). Cybersecurity awareness and training have been identified as a means of supporting cybersecurity resilience. Whitman and Mattord’s (2022) study suggests that if employees receive continuous cybersecurity training, they will be able to identify phishing emails and social engineering tactics and know how to report suspicious activity. Along with this view on cybersecurity awareness, Parsons et al. (2017) highlight that employees need to demonstrate positive cybersecurity behaviour during incidents. The study concluded that employees are unlikely to enact behavioural changes after attending a one-off training session. Positive cybersecurity behaviour can be embedded by supporting employees from leadership and by fostering a culture that values learning from mistakes and continuing to develop knowledge.

Leadership features heavily throughout literature. Kotter’s (2012) leadership study found that if a leader can demonstrate a clear vision, communicate with staff, and reduce employees’ natural resistance to change, they are likely to manage change more effectively. Burnap and Williams’ (2023) research on leadership and cybersecurity agrees that senior management should take an active role during cyber incidents. Leaders can improve cybersecurity resilience by managing technological recovery, employee issues, and ensuring that decisions align across the organisation. However, leaders are criticised for not always considering the organisational culture when managing change or communicating with employees (Schein and Schein, 2021). Therefore, depending on the company’s culture, employees may or may not support the leaders’ efforts.

NCSC (2024) and ISO/IEC 27001 (ISO, 2022) propose that organisations should create cyber incident response plans that include frequently testing processes, updating plans, and assigning responsibility. Studies support the theory that if an organisation has well-planned and exercised business continuity plans, it is likely to recover from cyber incidents more quickly. While the framework provides relevant information on preparing for cyber-attacks, both lack substantial information on employees and their mental well-being during prolonged crises.

Looking beyond technological recovery, a recent study by Burnap and Williams (2023) discussed how employers can support employees after a cybersecurity incident. Armstrong and Taylor (2023) stated that employees who feel their well-being is valued by the organisation will likely be motivated to work harder and engage more with their workplace. Burnap and Williams’ (2023) research supports Armstrong and Taylor’s findings by proposing that employees need psychological support, flexible working if they have childcare responsibilities, manageable workloads, and most importantly, communication from their leaders. However, no current studies have been identified that explicitly focus on the automobile industry.

Reviewing the literature has identified that although cybersecurity used to be heavily focused on technology, preventing cyber-attacks from happening (Whitman and Mattord, 2022). The latter studies began to recognise the importance of leadership, culture, staff engagement, and communication during cybersecurity incidents (Burnap and Williams, 2023; NCSC, 2024). However, no studies have been found that review existing organisational strategies that focus explicitly on employees and their performance during cybersecurity disruptions.
[bookmark: _Toc235116459]2.5: Current Gaps in Literature 
Firstly, while multiple sources address cybersecurity risk assessments and organisational resilience against cyber-attacks (Bada et al., 2019; Von Solms & Van Niekerk, 2013), limited theory and research have examined the relationship between cyber-attacks and employee performance (Aldawood & Skinner, 2019). Most cybersecurity research focuses on technical controls, such as network and data controls, information security protocols, intrusion detection systems, and the security systems development lifecycle (Ahmad et al., 2021; Shropshire et al., 2006). Cybersecurity research helps organisations prevent cyber incidents but provides little to no insight into how employees’ productivity, communication, and work performance are affected during an attack or its subsequent recovery (Aldawood & Skinner, 2019; Bada et al., 2019).

Secondly, while previous literature identifies leadership, change management, and employee awareness as key factors in managing cybersecurity risks (Parsons et al., 2017; Schein and Schein, 2021; Kotter, 2012), these three concepts are not studied holistically as organisational methods that help maintain employee performance during and after a cyber-attack. Moreover, government and industrial briefings discuss the implications of cybersecurity threats (DSIT, 2025; NCSC, 2024; ENISA, 2024; SMMT, 2025) but primarily focus on operational delays, monetary loss, and IT restoration with minimal insights into leadership actions, methods of change management and means of communication with employees.

Thirdly, the empirical data on cyber-attacks focuses on financial services, healthcare, and public-sector organisations, with very little detail on how cyber-attacks have affected UK automotive companies. As this industry relies heavily on automated manufacturing, lean supply-chain integration, and digital production methods, organisational recovery can pose unique obstacles (Fernando et al., 2021; Mills and McCarthy, 2022). Along with understanding what happens to an automotive company’s employee performance during a cyber-attack, it is important to understand which methods help recover employee productivity (Radanliev et al., 2020; Bada et al., 2019).

Notably, there are still considerable gaps in the literature. Cybersecurity research still focuses on technological impacts and solutions. For example, Ahmad et al. (2021) and Shropshire et al. (2006) focuses their study on technical systems security and cybersecurity mechanisms, providing little to no discussion on employee experiences during a cybersecurity incident. Other studies that focus on cybersecurity awareness and organisational resilience, such as Von Solms and Van Niekerk (2013) and Bada, Sasse and Nurse (2019) lack concrete evidence on how cybersecurity incidents impact employee productivity during recovery. This highlights that employees’ performance during cybersecurity incidents is still not well studied in cybersecurity literature.
[bookmark: _Toc235116460]2.6: How Does this Research Address the Gaps?
First, existing literature on cyber-attacks primarily focuses on technical considerations related to cybersecurity (Ahmad et al., 2021; Shropshire et al., 2006). While this research is valuable in understanding how cyber breaches occur, little effort has gone into researching how these events affect employees and their productivity, communications, and work-related outcomes (Aldawood & Skinner, 2019; Bada et al., 2019). With this research directly collecting information on how automobile industry employees are impacted by cyber-attacks through professional experiences and articles, there is a direct contribution to filling this gap by providing empirical knowledge on cyber-attacks from a human perspective.

Another gap in cybersecurity research addresses organisational leadership and change management as two separate methodologies that help support employee productivity during and after cyber-attacks (Parsons et al., 2017; Kotter, 2012). However, these methods are not mutually exclusive and can work in conjunction to support one another. The research examines how clear communication, leadership, and change management can support employees during this time.

Lastly, while cybersecurity is prevalent in many industries, this research is focused on how the automobile industry can combat productivity losses in the long term. This offers an explorative look into an industry that may be particularly susceptible to cyberattacks due to its digital responsibilities.
[bookmark: _Toc235116461]2.7: Chapter Summary 
Chapter Two reviewed literature on cybersecurity risks, employee performance, organisational resilience and the UK automobile industry. The review found an abundance of literature on technical aspects of cybersecurity controls and risk management, but limited research on the human aspects of cyberattacks. Leadership, organisational culture, communication and employee awareness are discussed, but limited evidence exists on how these factors influence employees' performance during cyber incidents.


















[bookmark: _Toc235116462]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc235116463]3.1: Introduction and Research Design
This chapter discusses the research method used to identify organisational strategies that minimise the effects of cyber-attacks on employee performance within the UK car industry. Systematic Literature Review (SLR) was chosen because SLR follows an explicit and rigorous method for locating, selecting, and critically appraising useful evidence and synthesising this evidence to reduce bias (Snyder, 2019; Xiao and Watson, 2019).
[bookmark: _Toc235116464]JUSTIFICATION OF THE SLR 
Using SLR would be the best approach for this study because there is limited research available about how cyber-attacks impact employee productivity, collaboration, and performance within the automobile industry in the UK (Booth, Sutton and Papaioannou, 2016; Tranfield, Denyer and Smart, 2003; Okoli, 2015).
[bookmark: _Toc235116465]REASONS FOR USING A LITERATURE REVIEW 
· It allows the evidence available from academic journals, books, government reports, and industry publications to determine what is already known about this topic and where existing research exists.
· It minimises researcher bias with a predefined search strategy, inclusion/exclusion criteria, and screening process – leading to increased transparency, consistency, and reliability (Booth, Sutton and Papaioannou, 2016; Snyder, 2019).
· Conducting an SLR will allow a review of existing evidence from a multidisciplinary perspective. Specifically, cybersecurity literature can provide insight into various types of cyber threats. Furthermore, there is a wealth of knowledge in the organisation behaviour, leadership, human resources, change management, and organisational resilience literature on managing employee performance during times of adversity.
[bookmark: _Toc235116466]WEAKNESSES OF SLR 
· The methodology relies on secondary data, which does not allow for interviewing employees or managers who have had first-hand experience with cyber breaches (Okoli, 2015).
· There is no guarantee that enough literature exists on this topic to conduct a thorough review.
· Literature about cybersecurity is constantly changing because hackers are always finding new ways to breach organisations. As such, some of the evidence found may be out-of-date by the time my final paper is submitted (Whitman and Mattord, 2022).
These limitations will be minimised by using as many recent studies as possible, and by using recent peer-reviewed articles and current government and industry publications. I was able to use an SLR to identify methods that will allow my organisation to mitigate the negative effects of cyber-attacks on employee productivity, communication, and performance.
[bookmark: _Toc235116467]3.2: Search 
A systematic and transparent search strategy was employed to locate literature examining how cyber-attacks affect employee performance and organisational recovery initiatives taken to minimise this impact on employees working within the UK automobile sector. Effective search strategies increase the transparency, replicability and credibility of a Systematic Literature Review by maximising opportunities to locate relevant studies (Booth, Sutton and Papaioannou, 2016; Tranfield, Denyer and Smart, 2003). 

The search was guided by the study's main research question, focusing on organisational strategies that reduce the negative impact of cyber-attacks on employee performance. The search was limited to five primary topics: cybersecurity, employee performance, organisational bounce back, leadership and change management theory, and the UK automobile sector. Literature was sourced via the University of Wales Trinity Saint David (UWTSD) Library and the Google Scholar database. 
· Using the UWTSD Library provides access to peer-reviewed academic journals, scholarly books and credible databases. 
· Google Scholar was used to source academic publications that were not located in the UWTSDB library. This enhanced the quality, scope, and credibility of the search by locating conference papers and official reports (Xiao and Watson, 2019).
[bookmark: _Toc235116468]3.3: Search Terms and Keywords
Boolean operators (AND, OR, NOT), phrase searching, and truncation techniques were employed to narrow searches. By combining keywords, the researcher was able to find studies that involved cybersecurity, employee performance, and organisational management and omit unrelated studies (Booth, Sutton and Papaioannou, 2016).
Searches were conducted between May and June 2026, and the principal search terms included:
· "Cyber-attack" OR "cybersecurity incident"
· "Employee performance" OR productivity OR workforce performance
· "Organisational resilience"
· Leadership AND cybersecurity
· "Change management" AND cyber recovery
· "Employee wellbeing" AND cyber incidents
· "Automobile industry" OR automotive manufacturing
· "UK manufacturing cybersecurity"
· Jaguar Land Rover cyber-attack
· "Business continuity" AND employee productivity
Search terms were modified throughout the review to accommodate newly emerging concepts such as technological resilience, organisational networks, crisis leadership, employee resilience and cyber response based on recent organisational resilience literature.

Using the search terms and Boolean Operators, around 120 publications were discovered through the UWTSD Library and Google Scholar search engines. After duplicates were removed and inclusion/exclusion criteria applied, 52 quality sources (peer-reviewed journal articles, academic books, and official reports) were chosen for analysis.
[bookmark: _Toc235116469]3.4: Academic Databases
Preference was given to peer-reviewed journal articles, academic books and official reports published between 2015 and 2026, reflecting the rapidly evolving nature of cybersecurity and digital transformation. However, several earlier seminal publications, including Kotter (2012) on organisational change and Tranfield, Denyer and Smart (2003) on systematic literature reviews, were retained because of their continuing relevance and widespread academic acceptance. Government publications from the Department for Science, Innovation and Technology (DSIT), the National Cyber Security Centre (NCSC) and recognised industry reports relating to the UK automotive sector were also included to provide contemporary evidence supporting academic literature.
Search revealed articles related to Cyber security Management and organisational resilience. Once duplicates were removed and inclusion and exclusion criteria were applied, the leftover studies were screened for quality. Articles were used as a baseline to identify the impact of cyber-attacks on employee performance and ways to improve employee resilience in the UK automobile industry.
[bookmark: _Toc235116470]3.5: Inclusion and Exclusion Criteria
In ensuring the quality and relevance of the Systematic Literature Review (SLR), clear inclusion and exclusion criteria were established before the literature search commenced. Establishing criteria upfront strengthens the transparency, consistency and dependability of SLRs and limits bias (Booth, Sutton and Papaioannou, 2016; Tranfield, Denyer and Smart, 2003). 

INCLUSION CRITERIA required studies to be focused on cybersecurity, employee performance, organisational resilience, leadership, change management or workforce recovery in the face of cybersecurity attacks. We limited our search to academic peer-reviewed journal articles, books, academic conference papers, and official government and industry reports published in English from the year 2015 to 2026. Limiting the date range ensured we gathered up-to-date and relevant evidence surrounding cybersecurity incidents and organisational policies. Key papers, such as Kotter (2012) and Tranfield, Denyer and Smart (2003) were included due to their established standing in theory. Official government reports from the Department for Science, Innovation and Technology (DSIT), National Cyber Security Centre (NCSC) publications, European Union Agency for Cybersecurity (ENISA), and Society of Motor Manufacturers and Traders (SMMT) publications were included to ensure up-to-date evidence from the UK was included.

Articles discussing technical topics around cybersecurity in the absence of topics highlighted in the research question were CRITICALLY EXCLUDED, as were academic journal articles and books deemed not credible, opinion pieces, blogs, newspaper articles, and commercial sponsorships. Any studies unrelated to the UK automobile industry were excluded.

Table 3.1 Summarises the eligibility criteria applied throughout the literature process.
[bookmark: _Toc235116471]Table 3.1: Inclusion and Exclusion Criteria
	INCLUSION CRITERIA
	EXCLUSION CRITERIA

	· Peer-reviewed journal articles, academic books and official government or industry reports
	· Newspaper articles, blogs, magazines and opinion pieces

	· Published between 2015 and 2026 (except important theoretical works)
	· Publications before 2015 without a significant theoretical contribution

	· Written in English
	· Publications in other languages

	· Studies focusing on cybersecurity, employee performance, organisational resilience, leadership or change management
	· Studies focusing only on technical cybersecurity solutions without organisational relevance

	· Literature relevant to manufacturing, organisational management or UK business contexts
	· Studies unrelated to organisational performance or workforce recovery



[bookmark: _Toc235116472]3.6: Ethical Considerations
This research project utilised an SLR, which meant that no data was collected. As a result, ethical considerations regarding informed consent, confidentiality, anonymity, and participant did not apply (Saunders, Lewis and Thornhill, 2023). Nevertheless, this study did take several ethical considerations into account. All sources used within the research project were correctly cited using the Harvard Referencing Style to avoid plagiarism (Neville, 2022). 

Only quality resources were used, such as peer-reviewed journal articles, academic books, government documents, and industry reports accessed through the UWTSD Library and Google Scholar databases to ensure validity and reliability. Literature was selected based on inclusion and exclusion criteria to reduce researcher bias and keep the research objective (Booth, Sutton and Papaioannou, 2016). Copyright law was followed by paraphrasing all published information and representing facts fairly, accurately, and within context.
[bookmark: _Toc235116473]3.7: Methodological Limitations
The Systematic Literature Review (SLR), although offering a credible and transparent way of reviewing evidence, had some limitations. This study was based on secondary data and, therefore, was unable to explore primary data regarding employees' and managers' first-hand experiences of cyber-attacks (Okoli, 2015). Cybersecurity is constantly evolving, meaning there are potential limitations in the future applications of this paper as new threats and organisational adaptations arise (Whitman and Mattord, 2022). Finally, studies may have been missed if they were not available through the UWTSD Library or Google Scholar. With that said, using a systematic approach improved the reliability and credibility of this study.
[bookmark: _Toc235116474]3.8: Chapter Summary
This chapter presents the research methodology utilised throughout this study. An SLR was utilised to provide an objective and transparent evidence-based methodology to research organisational techniques used to limit the damage caused by cyber-attacks and security breaches on employees' performance. This chapter included research design, search strategy, search terms, keywords, and databases searched (mainly the UWTSD Library and Google Scholar), inclusion and exclusion criteria, ethical considerations and methodological limitations. This process provided validity and reliability throughout the research process. 
[bookmark: _Toc235116475]CHAPTER 4: FINDINGS AND DISCUSSION 
[bookmark: _Toc235116476]4.1: Introduction 
[bookmark: _Toc235115276][bookmark: _Toc235115696][bookmark: _Toc235116477]This chapter evaluates the results obtained from conducting the SLR. The results are split into categories based on the three research questions. This includes results found within academic journals and articles, as well as public UK government articles. An interesting takeaway from reviewing the current literature was that most cybersecurity literature focuses heavily on the technological side of security. Key topics included topics such as authentication, encryption, and other cybersecurity measures. However, there was not much literature that focused on the human side aspects, such as productivity during work or the general well-being of employees during a cyberattack. This chapter reviews literature that focused on leadership, internal communication and change management as overlapping solutions to keep a team grounded during a cyberattack. The UK automobile industry can be very vulnerable to cyber-attacks because many automations are used on the production line, and cybersecurity breaches can put a stop to production. The industry can also heavily rely on other suppliers, causing a ripple effect when attacked. The results found from the SLR attempt to fill the gap in research by discovering what organisational strategies can decrease loss of productivity and better prepare employees for serious cyber-attacks.
[bookmark: _Toc235116478]4.2: Findings 
[bookmark: _Toc235116479]4.2.1: Response to Research Question One: How Do Cyber-Attacks Impact Employees' Productivity, Communication and Performance?
[bookmark: _Toc235115279][bookmark: _Toc235115699][bookmark: _Toc235116480]First, the findings indicate that cyber-attacks detrimentally impact employees' productivity, communication and work performance. Past cybersecurity studies predominantly concern themselves with technical aspects of security controls such as network security, intrusion detection and information security (Ahmad et al., 2021; Shropshire et al., 2006). However, it was found that the human impact of cyber-attacks is understudied and should be regarded as a fundamental component of organisational cyber resilience.
[bookmark: _Toc235115280][bookmark: _Toc235115700][bookmark: _Toc235116481]Second, the findings revealed that cyber-attacks compromise employee productivity by interrupting access to company systems, limiting communication software, and leaving operational technologies offline. As employees reverted to manual operating procedures, they faced delayed work outputs, slower individual productivity and reduced speed of decision making (Aldawood and Skinner, 2019). Nevertheless, results suggest that productivity was also dependent on other variables such as organisational uncertainty, increased workload, changing roles and employees' inability to adapt to their new working environment.
[bookmark: _Toc235115281][bookmark: _Toc235115701][bookmark: _Toc235116482]Third, the findings reveal that cyber-attacks also had significant impacts on employee communication. Although prior literature identifies communication as a driving factor in organisational resilience (Parsons et al., 2017), it views communication breakdowns as an operational productivity issue rather than an employee-centred performance issue. Results showed that when communication channels were limited, employees faced low collaboration, lost confidence and struggled to make effective decisions. Thus, communication should be identified as a valuable organisational asset during cyber recovery (Bada, Sasse and Nurse, 2019; Mills and McCarthy, 2022).
[bookmark: _Toc235115282][bookmark: _Toc235115702][bookmark: _Toc235116483]Furthermore, cyber-attacks were also found to cause psychological stress to employees. Cybersecurity literature has long focused on protecting organisational information assets as the priority of cyber defence (Von Solms and Van Niekerk, 2013; Whitman and Mattord, 2022). Nevertheless, employees still faced anxiety, uncertainty and lost confidence while recovering from a cyber incident. These results align with Armstrong and Taylor (2023), who found employee wellbeing to be directly correlated with organisational performance. This suggests that employees psychological well-being should be considered when analysing organisational cyber resilience.
[bookmark: _Toc235115283][bookmark: _Toc235115703][bookmark: _Toc235116484]Lastly, the findings reveal that cyber-attacks had both direct and indirect long-term effects on employee performance. Cyber-attacks had direct effects on employees, such as lowered productivity due to loss of technology and communication. Indirectly, employees faced cybersecurity compliance standards, extra recovery duties and adapting to new organisational procedures. As a result, employees faced longer periods of poor performance after technological systems were recovered (Ahmad et al., 2021). 
[bookmark: _Toc235116485]4.2.2: Research Question Two – What organisational strategies on leadership and change management affect employees' performance?
First, this research found that leadership style and change management directly affect employee productivity during and after a cyber-attack. Existing literature identifies leadership, organisational culture and employee awareness as key themes in cybersecurity resilience, but they are often analysed independently from one another (Parsons et al., 2017; Kotter, 2012; Schein and Schein, 2021). However, through this review, I found that these elements have the greatest impact when aligned with organisational effort.
Second, unclear leadership and poor communication were associated with greater uncertainty, which adversely affected employees. Staff need to know what is happening during a cyber disruption and how long it will last. They require information about how their role will change, what is expected of them, and who they can contact for updates and support. Without this, doubt and rumours spread, which can lead to anxiety and a lack of direction. In other words, effective cybersecurity communication upholds productivity during times of crisis. Agreed with Kotter’s (2012) theory that successful change management involves ongoing communication from visible leaders with opportunities for employee participation. Schein and Schein’s (2021) model of organisational culture also suggests that employees are more likely to react positively to uncertainty if they know what to expect based on their company culture.
Third, change management was another theme that supported employees through the transition. Organisations that implemented regular training, communicated changes, provided managerial support and encouraged employee input were more likely to overcome resistance from staff. Employees who did not understand why new procedures were introduced or how to follow them became disengaged. Therefore, change management initiatives should form part of a business’s cybersecurity strategy, rather than reactive measures following an attack.
Lastly, employee awareness training was also beneficial in supporting staff during cyber incidents. Literature often discusses awareness as a preventative strategy to identify threats (Parsons et al., 2017). However, my findings show that employees also benefit from knowing what to do if an attack occurs. Awareness training should include cybersecurity communication plans, recovery roles and responsibilities, working remotely, cybersecurity and business continuity practices.
[bookmark: _Toc235116486]4.2.3: Research Question Three – What opportunities and challenges exist in employee productivity and long-term resilience?
First, the SLR's findings suggest that cyber-attacks pose a multitude of challenges and present avenues for enhancing employee productivity and bolstering long-term organisational resilience within the UK's automotive sector. Although previous research has highlighted financial losses, business disruption and technological restoration as organisations’ key concerns (Bada, Sasse and Nurse, 2019; Radanliev et al., 2020), this paper found that organisations cannot recover sustainably without resilient employees, organisational learning efforts and effective leadership.
Second, one key challenge is that the automobile industry heavily relies on digital manufacturing, automated production and interdependent supply chains. As a result, cyber incidents trigger production delays, communication breakdowns, and increased burdens for employees, thereby reducing overall productivity (Fernando et al., 2021). Therefore, regaining full operational capacity involves more than just getting information systems back online, as staff must also adapt to new security protocols, adjusted workflows, and updated compliance responsibilities. Based on these findings, cyber recovery should be considered an organisational challenge that involves people rather than just technology.
Third, the findings also reveal important opportunities that cyber-attacks can present organisations with the opportunity to improve business continuity plans, organisational learning and employee capabilities. Instead of perceiving cybersecurity breaches as failed operations, business owners can learn from mistakes and use cyber-attacks to identify organisational gaps, improve crisis recovery, and develop robust cybersecurity governance frameworks (Bada, Sasse and Nurse, 2019). Similarly, Parsons et al. (2017) found that regular employee training, recovery simulations and adaptive learning initiatives create organisational resilience and allow employees to manage future cyber threats better.
Lastly, another important finding is that leadership and organisational culture significantly influence long-term resilience. Companies with leadership that promotes employee participation, open dialogue and transparent communication experience less decline in organisational trust, motivation and overall commitment to the company during crisis recovery (Schein and Schein, 2021). For this reason, cybersecurity should be part of an organisation’s change management strategies because everyone from leadership to line workers plays an important role in creating a resilient organisation.
[bookmark: _Toc235116487]4.3: Discussion
This chapter provides a discussion on the findings from the SLR in relation to existing literature and their theoretical and practical contributions. The findings are discussed in relation to the three research questions on: how cyber-attacks impact employee productivity, communication and performance, the organisational role of leadership and change management during cyber recovery and the opportunities and challenges to maximising long-term organisational resilience in the UK automobile industry. This chapter will not only discuss the findings but also provide a critical analysis on whether the findings support, contribute to or refute knowledge within existing cybersecurity, organisational behaviour and change management literature.
[bookmark: _Toc235116488]4.3.1: CRITICAL DISCUSSION 
Results indicate cyber-attacks have substantial implications on employee productivity and organisational performance factors such as communication, which extend beyond technical limitations. Research into organisational cybersecurity has predominantly focused on technical controls such as network security and information security governance (Ahmad et al., 2021; Whitman and Mattord, 2022). However, this study aligns with Aldawood and Skinner (2019) and Bada, Sasse and Nurse (2019) that human factors of cyber-attacks have been under-researched. Interviews found declining performance was attributed to a lack of certainty within the organisation, increased work burden, poor communication and loss of confidence from employees during the recovery process, rather than technological limitations alone.

Employees’ ability to communicate was evident as an organisational capability. Parsons et al. (2017) recognise communication as crucial to organisational resilience. Yet, interviews found effective communication increased employee confidence, collaboration and decision-making during recovery from cyber-attacks. Employee wellbeing was also found to be integral to organisational performance. Contrastingly, cybersecurity has traditionally been concerned with information asset protection (Von Solms and Van Niekerk, 2013; Whitman and Mattord, 2022). This study found stress, anxiety and employee uncertainty should be considered during the recovery process alongside technical issues (Armstrong and Taylor, 2023).

Findings also highlight that leadership and change management are mutually supportive organisational strategies. Literature tends to approach leadership, organisational culture and employee awareness independently (Kotter, 2012; Parsons et al., 2017; Schein and Schein, 2021). In contrast, this study found that leadership communicates with employees to increase engagement and structured change management to improve organisational resilience and productivity during cyber-attacks. Current government body (DSIT, 2025; NCSC, 2024) and industry (SMMT, 2025) advice also heavily focus on technology resilience over leadership and employee wellbeing. Organisations should take a people-first approach to cybersecurity and consider holistic strategies that incorporate technical recovery with leadership and communication to support employees for long-term organisational resilience.

The research revealed that to truly bounce back from cyber incidents, companies need to do more than just fix their IT systems; they must also build up their people's ability to cope, improve leadership, foster a learning environment, and cultivate a stronger company culture. Although many studies examined cyber risks to financial stability, operational efficiency and technology systems (Radanliev et al., 2020), this review establishes that long-term organisational resilience is also reliant on people-centred initiatives.

Existing literature demonstrates that cyber vulnerability is high within the UK automobile industry due to increased digitalisation of manufacturing systems, automated technologies and interconnected supply chain networks. Therefore, cyber threats have immediate consequences on production processes by halting operations, burdening employees and disrupting communication between teams (Fernando et al., 2021). Mirza and Ojo’s (2020) study aligns with these findings, as they explain how digital transformation heightens cyber exposure within manufacturing. However, this review goes beyond their analysis to establish how cyber-attacks negatively affect human resource functions.

What's surprising is that cyber-attacks can provide crucial learning moments that foster organisational resilience. Like Burnap and Williams (2023) and Kotter (2012), organisations should utilise crisis events to reconsider crisis management, business continuity strategies and cyber governance. Employee resilience should also be cultivated throughout recovery operations, adaptive learning techniques and emergency simulations instead of conventional cyber awareness initiatives (Parsons et al., 2017).

The review emphasises that both leadership and organisational culture play a crucial role in fostering resilience. Supportive and transparent organisations with open workplace cultures have higher employee engagement and recover more quickly from cyber-attacks compared to organisations with poor vertical communication (Schein and Schein, 2021). One drawback of this review is that most studies examining cyber risks focus on financial services or healthcare, rather than the automobile industry (Mills and McCarthy, 2022; Radanliev et al., 2020). Therefore, this review furthers knowledge on the topic by concluding that cyber recovery should involve a holistic approach that merges technological resilience with leadership, internal communications, change management and employee development to maintain long-term organisational performance.

Therefore, the discussion investigates the Systematic Literature Review's outcomes by correlating them with existing literature concerning cybersecurity, employee performance, leadership, and change management.
1. The discussion found that whilst previous literature has focused heavily on developing technological cyber security controls and organisational resilience practices (Ahmad et al., 2021; Whitman and Mattord, 2022), it can be seen that results from this study agree with calls for better aligned cybersecurity practises that equally focus on technology and people (Bada, Sasse and Nurse, 2019). Cyber-attacks cause numerous disruptions that affect employee productivity, communications, employee wellbeing and work performance.
2. The discussion went on to identify that leadership, change management, internal communications and employee awareness should not be seen as stand-alone organisational functions. Each theme merges to better organisational transitions by developing employee confidence, supporting adaptation to change and implementing people-focused strategies that develop workforce resilience during cyber recovery processes (Kotter, 2012; Parsons et al., 2017; Schein and Schein, 2021). This draws upon previous literature by highlighting that cyber resilience is only as effective as the people who rely on it. Organisations should use people-focused approaches alongside technological recovery.
3. The discussion concluded that although governmental institutions and trade industry bodies discuss technical cyber security preparedness at length, there is limited discussion around employee wellbeing, leader behaviour and organisational change within the UK auto industry (DSIT, 2025; NCSC, 2024; SMMT, 2025). However, this study aimed to bridge that gap by introducing a people-first organisational resilience framework that linked cybersecurity management with organisational leadership, learning and development.
This discussion has found that cyber resilience should not only be about technical recovery. Sustainable organisational resilience requires people-centred cybersecurity strategies that encourage leadership, communication, and employee engagement with continuous organisational learning. By doing so, likely, productivity will not be as greatly affected, employee performance will increase, and long-term resilience will be built within the UK auto industry.
[bookmark: _Toc235116489]4.4: Chapter Summary
This chapter discussed the findings of the Systematic Literature Review and identified that cyber-attacks have adverse effects on employees’ productivity, communication, well-being, and performance. The technical means of cybersecurity are insufficient to restore a business to its original stage, and the importance of employee-based intervention approaches has been noted for keeping employees working throughout and following cybersecurity breaches. (Aldawood and Skinner, 2019; Whitman and Mattord, 2022).
Leadership approach, change management, organisational communication and employee awareness are all organisational capabilities that should not be implemented separately as silo practices. Identified gaps include more thorough empirical knowledge of employee performance following cybersecurity attacks and how organisational recovery strengthens employees and their performance in the UK automobile industry. This study broadens the research field by overlapping cyber security management with organisational behaviours and change management. (Kotter, 2012; Parsons et al., 2017; Schein and Schein, 2021).
Successful recovery from cybersecurity threats requires an aligned strategy of cybersecurity technical resilience, leadership and direction, passionate employees, and continuous organisational learning.











[bookmark: _Toc235116490]CHAPTER 5: RECOMMENDATIONS, CONCLUSION AND LIMITATIONS
[bookmark: _Toc235116491]5.1: RECOMMENDATIONS 
This study yielded several critical and practical recommendations for cyber-attacks and security in the UK automobile industry.

Firstly, managers can develop crisis communications plans to ensure staff receive accurate and timely information during cybersecurity events. Communicating with employees during periods of organisational ambiguity can reduce employee anxiety and support productivity (Kotter, 2012; Schein and Schein, 2021).

Secondly, cybersecurity preparedness should be considered in terms of organisational change management and business continuity planning. Operational leaders should work collaboratively with IT managers and human resources to address employee welfare, training needs and operational recovery initiatives during cybersecurity events (Parsons et al., 2017).

Thirdly, organisations should design cybersecurity awareness initiatives to build individual and organisational resilience. This could involve regular discussions with staff about cybersecurity events, training workshops and drills (Bada, Sasse and Nurse, 2019).

Finally, policymakers, such as the National Cyber Security Centre and the Society of Motor Manufacturers and Traders, should work together to establish guidelines that consider the human impacts of cybersecurity threats in the UK automobile industry. Future work should endeavour to capture the experiences and perspectives of employees and managers in the automobile industry through surveys and interviews to verify organisational interventions found in this literature review.
[bookmark: _Toc235116492]5.2: CONCLUSION
The purpose of this research is to discover organisational strategies that can effectively help recover employee performance after cyber-attacks through a Systematic Literature Review. The results show that cybercrime can impact technological aspects of an organisation, and employee communication, motivation levels, productivity and performance. Previous literature has concentrated on information security technology and cyber controls to prevent attacks from occurring (Whitman and Mattord, 2022), however this research suggests management, change management initiatives and organisational resilience also help employees recover after an attack occurs.

Communication from leadership to employees, Kotter’s change management model (2012), engagement and Parsons employee development model (2017) and continuous improvement of cybersecurity training can help improve employees’ performance and help with organisational resilience (Schein and Schein, 2021). This research provides knowledge on limited literature that takes a closer look into the UK automobile industry and gives detailed organisational recommendations after a cyber incident occurs. Future research studies can analyse the automobile industry further; however this research allows for the strengths of cybersecurity management and information technology to align with organisational behaviour and human resources.

Therefore, cyber-attacks do not just impact technology; they cause distress to the employees that use these systems. This research recommends that organisational strategies should not be technology-focused when managing cybersecurity. Organisations should implement people-centred strategies to help employees understand their role during cyber recovery. Doing so will help employee performance and create a resilient business for the long term.
[bookmark: _Toc235116493]5.3: LIMITATIONS OF THE RESEARCH
The primary limitation of the study is that it was conducted using SLR methodology. It means that it relied on secondary data taken from the published literature reviews and reports and did not collect first-hand evidence from employees and managers of the UK automobile industry (Booth, Sutton and Papaioannou, 2016). The quality of recommendations, therefore, depends on the availability and quality of the previous research.

Second, cybersecurity is constantly developing: new types of cyberattacks emerge while new technology is invented to respond to cyber risks (Whitman and Mattord, 2022). Therefore, some literature may already be outdated. 

Third, the search was limited by the language – only articles published in English were considered. It was discovered later that some relevant literature was not available through the UWTSD Library or Google Scholar databases (Snyder, 2019). These factors limited the availability of relevant resources. 
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