[bookmark: _Hlk529617667][image: ]     




Table of Contents
Table of Contents	1
List of Figures	2
1.	Introduction	3
2.	Black and White Box Testing	3
2.1 Black box testing	3
2.1.1 Black Box Testing process'	3
2.1.2 Types of Black Box Testing	3
2.2 White box testing	4
2.2.1 White Box Testing process'	4
2.2.2 Types of White Box Testing	5
2.2.3 Advantages and Disadvantages of White Box Testing	6
2.3.4 White box testing example:	6
3.	Behavioural Driven Development	7
3.1 Benefits of Behavioural Driven Development	8
4.	Test Automation framework	9
4.1 Framework	9
4.2 Test automation framework	9
4.3 Benefits of Test Automation Framework:	9
4.4 Types of Automated Testing Frameworks	10
4.4.1 Module Based Testing Framework	10
4.4.2 Library Architecture Testing Framework	10
4.4.3 Data-Driven Framework	11
4.4.4 Keyword-driven testing	11
4.4.5 Hybrid Test Automation Framework	11
4.5 Example of testing framework (Jasmine)	12
4.5.1 Features and benefits	12
5.	Conclusion	12
6.	References:	13
7.	Appendixes:	15
7.1 Section 1 (Practical)	15
7.1.1 Test schedule:	16
7.1.2 Issues:	20

[bookmark: _Toc38303694]List of Figures
Figure 1: Black Box Testing example with Oracle[26].	3
Figure 2: Black Box Testing example.	4
Figure 3: White Box Testing.	4
Figure 4: Types of White Box Testing.	5
Figure 5: Example of White Box Testing[27].	6
Figure 6: The BDD process details behavioural specifications[12].	7
Figure 7: Module Based Testing Framework [20].	10
Figure 8: Library Architecture Testing Framework [20].	10
Figure 9: Data-Driven framework [20].	11
Figure 10: Basic Jasmin test.	12
Figure 11: What we expect to see as result from Jasmin tests [25].	12
Figure 12: How the website looks like.	15
Figure 13: Testing server side (GET) through Postman	16
Figure 14: Testing sever side (POST) by using Postman.	16
Figure 15: Testing client side (POST)	17
Figure 16: Client-side testing GET.	17
Figure 17: Client-side testing DELETE.	18
Figure 18: Client-side testing PUT.	18
Figure 19: Client-side testing read all.	19
Figure 20: Client-side testing JavaScript functionality.	19
Figure 21: Client-side testing JavaScript functionality	20
Figure 22: Getting an error to start npm.	20



1. [bookmark: _Toc38303695]Introduction
Since the testing is considered as one of the important steps in web development, in this report, a brief explanation started by a description of the Black Box and White Box Test and the type of each box and its benefits of each of them, then an explanation about Behaviour-Driven Development and what are the benefits of using this approach from the test, and therefore the report included an important part which is the Test Automation Framework and what types of the framework that we have with advantages and disadvantages for each one of them. The report concludes with an example of a Jasmine frame and what is the advantages of using this framework for the user, In the appendixes has included with a description of the website to show the communication between the server and client using Nod JS with adding JavaScript functionality to make it more attractive.

2. [bookmark: _Toc38303696]Black and White Box Testing
[bookmark: _Toc38303697]2.1 Black box testing
The Black box testing is known in several names like Specification-Based, Behavioral and Input-Output Testing, so the definition of the black box testing that is a testing approach or technique in which all the functions are tested under the test (AUT) without the need to look at the internal code structure that is programmed on it or the details of the implementation or even any Knowledge of the internal tracks of the program. This type of test is entirely dependent on software requirements and specifications. That is, the focus is entirely on the program system in the inputs and outputs without the need for internal program knowledge. and the testing in black box technique can be in any software system such as a website like any website or in an operating system like windows or such as other any application[1][2].
[bookmark: _Toc38303698]2.1.1 Black Box Testing process'
[image: ]There are several steps to do the black box testing which start by examined the requirements and the specification of the system that need to test, choose valid inputs to check whether if the SUT operating in the correct way which will be a positive test scenario, and a negative test scenario which will be an invalid input to confirm that the SUT is able to detect them, set the expectation of the output based on the input, building some test cases with the chosen input to execute, and then compared the expected output with the actual one to fix any error and retest again.[bookmark: _Toc38303725]Figure 1: Black Box Testing example with Oracle[26].

[bookmark: _Toc38303699]2.1.2 Types of Black Box Testing
· Functional testing: It is performed by software testers, and it is relating to the functional requirements of the system, and the example of the tools used QTP, Selenium.
· Non-functional testing: is related to testing non-functional requirements such as usability, scalability, performance, and the example of the tools used LoadRunner, JMeter.
· Regression testing: is performed after any sort of system maintenance like upgrade or fixes to ensure that the new code has not conflicted the existing code, and the example of the tools used Selenium.
So, the black box testing is ideal for higher levels of testing like Acceptance testing and/or system testing and considered as software testers' responsibility with no required of any programming or implementation acknowledgement[3][4][5]. 
[image: ]
[bookmark: _Toc38303726]Figure 2: Black Box Testing example.


[bookmark: _Toc38303700]2.2 White box testing
The White Box Testing is known as Glass Box testing, Code-Based testing, Transparent Box testing, Structural testing, Open Box testing and Clear Box testing, and this testing is done by developers to test the internal structure of software solution, with the design and coding. and this test.
This test checks the flow-through the input and output and the improvement of the application's design and usability, with the security-enhanced[1][6].
There are many gains that can the user get from the White Box Testing for example:
· Verifying of the holes in the internal security.
· Verifying the coding process' if there any broken or weak structured.
· The output expectation.
· An individual test of each function, object and statement.
· Verifying the flow of a particular input through the code.
[image: ]
[bookmark: _Toc38303727]Figure 3: White Box Testing.

[bookmark: _Toc38303701]2.2.1 White Box Testing process'
For this type of testing as the author mentioned the tester must have the knowledge of the programming language that used in the application that needs to test, and also because the security is often one of the primary objectives of testing software, the tester must be highly aware of secure coding practices. So, it is important for the tester to be able to search and find any security issues to stop and block any attack from unauthorised users or hackers who could inject malicious code into the program.
and for the second part of the White Box Testing steps is that the tester needs to write more code to test the application's source code by developing an individual test for each process or function to ensure that all the operations have been tested effectively[3][7].

The key principles that assist in execute the successful white box test:
· Statement Coverage: Ensure that each line of the code is included in the test.
· Branch Coverage: To be sure to test each branch (like true or false).
· Path Coverage: To be sure to test all possible paths.
[bookmark: _Toc38303702]2.2.2 Types of White Box Testing
The White Box Testing includes different types of tests that are used to assess the application's usability, a specific software package, or a set of code.
· Unit testing: This is the first test that is usually performed on the application by the programmer, and 
that is performed on each unit or set of code during its development, which the programmer needs to write a set of codes and test them to ensure that they work as it should before proceeding with the project and complete it, and the importance of using Unit testing that it helps identify the majority of errors early, rather than exploring this error later which will be more expensive and difficult to fix.
· Integration test. The white box testing is written on this level to test the interface interactions with each other. Unit-level testing makes sure that each code tested and acting accordingly in a secluded environment and integration checks the correctness of behavior in an open environment by using the white square test for any interactions of known programmer interfaces.
· Regression testing: is meant by changes that may require a regression test include configuration changes, bug fixes, software improvements, and even replacement of electronic components

[image: ]
[bookmark: _Toc38303728]Figure 4: Types of White Box Testing.




[bookmark: _Toc38303703]2.2.3 Advantages and Disadvantages of White Box Testing
There are several advantages and dis advantages for the White Box Testing and an example of them that[1][3]:
Advantages:
· The cases of the white box tests can be easily automated.
· Finding hidden errors will optimizing the code.
· Even if the GUI is not available the testing in SDLC can be started early.
· Testing is more comprehensive as all code route are usually covered.
Disadvantages:
· White-box testing takes a long time, and the largest programming applications take the entire time to test.
· Requires professional resources, with a knowledge and understanding of implementation and programming.
· The white box test can be very complicated and expensive.
· White Box Testing is not grainy by developers and testers.
[image: ]
[bookmark: _Toc38303704]2.3.4 White box testing example: 
Here is a simple example of the white box testing using pseudo code:
Input A and B
C = A + B
IF C > 100[bookmark: _Toc38303729]Figure 5: Example of White Box Testing[27].

Print “It’s done”
So, in the pseudo code above in the first line a value has been assign to A and B, and for example if A = 50 and B = 60. In the second like the value of C assigned to A + B which it should be C = 110, and moving on to the third line of code, it will check if the value of C > 100, which will be true, and then we have a result “It’s done”.


3. [bookmark: _Toc38303705]Behavioural Driven Development
The Behaviour Driven Development which known as BDD is a software development methodology that emerged from Test Driven  Development TDD, and in software engineering is considered as another agile software development approach that supports the cooperation between developers, quality assurance, business team, and managers in a software project[9][10]. 
The BDD essentially combines the principles of Test-Driven Development and the ideas from Domain Driven Development  and Object Oriented analysis and design to provide management teams and program development with common tools and a common process for cooperation in software development
This BDD methodology was defined by Dan North in London during the  "Agile specifications, BDD and Testing eXchange" in November 2009 which he says: “BDD is a second-generation methodology, outside-in, pull-based, high automation, multi-level, agile approach, multi-stakeholder. It describes a period of interactions with well-defined outputs, which leads to proven and important work programs”[11].
Also, the BDD enables the business team and the technical team to reach their goals, like what the exact desired business outcomes, and to communicate what developers should build and understand what technical challenges they may face during the development process. 
So basically, it helps to get a clear understanding and full knowledge of the software by communicating the stakeholders. An example of one of the most popular testing frameworks that uses BDD is Jasmine.
[image: ]
[bookmark: _Toc38303730]Figure 6: The BDD process details behavioural specifications[12].


[bookmark: _Toc38303706]3.1 Benefits of Behavioural Driven Development
· Powerful collaboration: With Behavioural Driven Development, all parties that involved in the project have a clear realization of what Aspects of the project and all of them can have a part in communicating and already have constructive discussions. Also, the BDD increases and improves the cooperation between the people that engage in the project. Which enables everyone to involved in the project to easily participate in the product development course. Where also everyone can write behaviour scenarios using a plain and simple language understood by all[13][14]. 
· Clarity: The scenarios focus on the expected behaviours of the product, and by using language that everyone understands, and clarify any ambiguity with a simple conversation or an example of mapping that will lead to high visibility and everyone getting a strong insight into the progress of the project[14].
· Better results: Depending on the value that business provides and setting priorities with the customer, developers can focus more on providing what is needed and important to the customer and avoiding unnecessary features during implementation which it will reduce misconceptions and misunderstandings and leads to better results in the project, with getting a satisfies users by implementing the user need, where the BDD essentially focus on the behaviour more than the implementation itself[13].
· More confidence: by understanding the user’s need, the developer will be more confident to implement the project because he doesn’t need to change many parts or break the code[13].
· Lower costs: the BDD basically minimising the project’s risk and reducing costs of maintenance by improving the quality of the code[13].
· Reduces Regression: With a full set of tests constantly implemented and with adding new tests always, BDD dramatically minimises the possibility of regression errors appearing, because the code base will be in a continuous state of monitoring and testing[15].





4. [bookmark: _Toc38303707]Test Automation framework
[bookmark: _Toc38303708]4.1 Framework
Before starting to define the test framework, we need to know what is exactly the framework is, so, the framework considered to be as a combination of collection protocols, standards and guidelines that can be combined or followed as a whole in order to take advantage of the benefits of scaffolding provided by the framework, leading to achieving a project with more beneficial, scalable, accessible and less troubled for the users.
[bookmark: _Toc38303709]4.2 Test automation framework
The Test Automation Framework is a scaffold placed to provide an implementation environment for automation test scripts. The framework providing the user of these test several benefits that can help them to develop, implement and reporting the test automation scripts in an efficient way. Which it looks like as a system produced particularly to automate our tests.
So simply, we can say that the framework is a test and a constructive combine of various guidelines, project hierarchies, modularity, practices, concepts, processes, coding standards, reporting mechanism, test data injections and so on, for substrate automation testing.
Thus, to obtain the benefits and advantages from the various production results, the user must follow the instructions mentioned while automating the application.
That these benefits can be in multiple ways and different types such as modularity, usability, ease of scripting, process definition, understandability, re-usability, maintenance, costs, etc. So the developers are advised to use one or multiple of the test automation framework to get be able to grab as much from those benefits.
Also, the necessity for an individual, standardized test automation framework emerges when a group of developers working on various units of the same project and when we want to avoid cases where each developer performs his process towards the automation[16][17].

[bookmark: _Toc38303710]4.3 Benefits of Test Automation Framework:
· Easy for compatibility.
· Easy and comprehensive reporting.
· Low-cost maintenance.
· Reusability of code.
· Saves time and money.
· It is mostly used for regression testing.
· Automated testing is more powerful and versatile.
· Minimal manual intervention.
· Automated testing is more reliable.
· Cross-browser support.
· Continuous integration.
· Ability to insert code.


[bookmark: _Toc38303711]4.4 Types of Automated Testing Frameworks
Various types of software testing approaches and test automation framework are available. The broad scope of the available framework differs from one another on the basis of support and other major factors such as maintenance, reusability and so on, so the author included here these different types of the test automation framework[18][19][20][21][22].
[bookmark: _Toc38303712]4.4.1 Module Based Testing Framework
Based on one of the popularly known OOPs concept (Abstraction). which this type of test automation framework demand testers to split the application during the test time into sections, functions or separate units, and each of these units will be tested separately and independently. After the application is divided into multiple units, An independent test script is generated for each section, the units are separated by an abstraction layer so that any modification made in individual unit won’t affect the overarching module, and after that, it will be combined to structure larger tests in a hierarchical manner.
[image: ]Advantages
· Introducing a high standard of modularization that lead to easier and more cost-effective maintenance.
· The framework is largely scalable.
· If modifications made in one unit or section in the application, the only script representing that part  should be fixed, with no need of changing in other parts.
Disadvantages
· Multiple data sets cannot be used. because the data is still hardcoded the test script as the tests are performed separately.
· Understand programming languages is necessary to prepare the framework. 
[bookmark: _Toc38303731]Figure 7: Module Based Testing Framework [20].

[bookmark: _Toc38303713]4.4.2 Library Architecture Testing Framework
This type is built on the module based testing framework, with adding some other benefits, so in this one, the application is splitting into functions rather than creating test scripts., and common functiones can be used by other parts, then a shared library is created with the common functionality of the test. So, the core of the framework is to identify similar steps and assembled in functions, which can they be called when necessary.
Advantages
· [image: ]Same as the Module based framework, introduce a high level of modularization, leading to easier maintenance and scalability as well as less cost.
· Introduce a great degree of re-usability.
Disadvantages
· The framework will be a little complicated after inserting the libraries[bookmark: _Toc38303732]Figure 8: Library Architecture Testing Framework [20].

· Still hard-coded the test data into the script

[bookmark: _Toc38303714]4.4.3 Data-Driven Framework
It is often in demand to test functionality many different times with several set of input data. So, it is recommended to keep the data in an external database instead of placing test data in the test script, this will assist in separate script test logic and test data from each other. This is what test data-driven framework does exactly. The external database can be anything like ODBC, CSV or XML repository. Data are generally held in the "master value" pair.
Advantages
· Significantly minimise  of the required total number of scripts to cover all possible group of test scenarios
· Increases maintainability and flexibility and
· Will not obstruct the test script code. if any modifications made in the test data matrix
· [image: ]An individual scenario can be implemented by changing the test data values.
Disadvantages
· Highly-experienced required in the programming language that have been used to develop the test scripts
· The process is quite complicated and demands more effort into reading mechanisms and find test data sources.[bookmark: _Toc38303733]Figure 9: Data-Driven framework [20].

 
[bookmark: _Toc38303715]4.4.4 Keyword-driven testing
This is based on the concept of data-driven testing, separates test data from scripts plus a specific code or keyword saved to an external file, and usually, the keywords are in tabular shape
Advantages
· The same keyword can be utilized over numerous test contents, so the code is reusable.
· Requires minimal scripting knowledge.
· Test Tool Independent.
· Can be built independently test scripts while the application under test.
Disadvantages
· Good test automation skills are required.
· High cost of in the initial set up the framework, It is consuming a long and complicated time.
· Keywords can be difficult when measuring a test process.

[bookmark: _Toc38303716]4.4.5 Hybrid Test Automation Framework
A hybrid test framework is a  mixing of more than one framework. This can benefit from all types of linked framework. rely on the condition, which can combine any of the frameworks to build a hybrid framework. Where the hybrid frame can be adapted more easily to achieve the best test results.



[bookmark: _Toc38303717]4.5 Example of testing framework (Jasmine)
Jasmine is an open source BDD testing framework for JavaScript code and considered as the most popular JS library for unit testing web application.
 Jasmin does not rely on any other JavaScript frameworks, and It does not demand a DOM and even it has an obvious, clean, and simple syntax and considered as nearly like natural language which it is easy to write tests[23][24].
[bookmark: _Toc38303718]4.5.1 Features and benefits
· It is available for both browser and Node as well.
· Included by a library that offers lots of things that the tester needs to test the code.
· It is available for both browser and Node as well.
· Provide a straightforward API and easy and clean syntax.
· Using a natural language to explain the test and what expect from the results.
· DOM does not require.
· Fast and has lower overhead with not having an external dependency.
· [image: ]It is available for both browser and Node as well.
· Included by a library that offers lots of things that the tester needs to test the code.
· Can be used with other languages such as Ruby and Python.
[bookmark: _Toc38303734]Figure 10: Basic Jasmin test.

[image: ]
[bookmark: _Toc38303735]Figure 11: What we expect to see as result from Jasmin tests [25].

5. [bookmark: _Toc38303719]Conclusion
At the end of this report, we can see what is the difference between black and white box, and we can notice that how important for the user or developer to utilize the test during the implementation of his project and how these methods can help the developer in many different ways such as saving time, money and many other different benefits from using it.



Note: Please have a look in the appendix as well.
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7. [bookmark: _Toc38303721]Appendix: 
[bookmark: _GoBack]The author has tried to include more explanation of the test field to cover all aspects related to it, but due to the maximum number of words in this report, it is no longer possible to add more aspects that he found during the research.
Also due to this reason, the author has included the description of the first section (practical side) in the appendix, included by some screenshots for the tests of the complete work.
 
[bookmark: _Toc38303722]7.1 Section 1 (Practical)
The website is based about online library that allow us to read, add, update and delete books from the library. The idea of the website is to show the communication between the server and client by using Node.js and with Typescript. So in the website the author has successfully manage to add new books to the library using an array to store the data, and also managed to implement and test other functionality such as POST, PUT and DELETE and the testing made by using Postman and web browser.
In the figure 12 is a screenshor ot how the library website looks like:
[image: ]
[bookmark: _Toc38303736]Figure 12: How the website looks like.


[bookmark: _Toc38303723]7.1.1 Test schedule: 
7.1.1.1 Web server testing:
By using Postman, the author has made several tests during the implementation of the web application.
Using GET method to test the read by sending the http request, we have a response of a two item in the array which what we expected
[image: ]
[bookmark: _Toc38303737]Figure 13: Testing server side (GET) through Postman

The figure (14) to test the POST method to see if the add responding which it was successfully added to the array[image: ]
[bookmark: _Toc38303738]Figure 14: Testing sever side (POST) by using Postman.
7.1.1.2 Client-side testing:
In the client side another testing has been included for (POST) to check the response, and all the data has been inserted to the array successfully.
[image: ]
[bookmark: _Toc38303739]Figure 15: Testing client side (POST)


· Another testing has been included for (GET) to check the response, and all the data has been displayed from the array successfully.
[image: ]
[bookmark: _Toc38303740]Figure 16: Client-side testing GET.


· In the figure (17) is a screenshot of testing the DELETE in the website 
[image: ]
[bookmark: _Toc38303741]Figure 17: Client-side testing DELETE.


· PUT (update) testing
[image: ]
[bookmark: _Toc38303742]Figure 18: Client-side testing PUT.



· ReadAll testing
[image: ]
[bookmark: _Toc38303743]Figure 19: Client-side testing read all.

· Required input testing:
In the figure 20 a screenshot for the website to show the JavaScript functionality if the user will add new book it will not display the add button and will ask the user to insert the required data.
[image: ]
[bookmark: _Toc38303744]Figure 20: Client-side testing JavaScript functionality.



· Displaying more options testing:
With this figure (21) it shows JavaScript functions when the user click the button to get more options, another buttons will appear to give more functionality for the user.
[image: ]
[bookmark: _Toc38303745]Figure 21: Client-side testing JavaScript functionality


[bookmark: _Toc38303724]7.1.2 Issues:
· During the implementation the author has noticed several issues, 
The first one is the npm couldn’t start for some reason even when the user checking the directory, and after uninstalling the npm and installed again it runs as usual, and sometimes need to run the npm few times to run it. 
[image: ]
[bookmark: _Toc38303746]Figure 22: Getting an error to start npm.
In the figure (22) the issue says that it couldn’t find the json file, but after trying few time with the same directing t works fain, which it takes ages to figure out that we need to run it many times till work.
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