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1. Introduction
In this documentation, a website has been created with features of JavaScript, jQuery, AJAX, PHP and SQL for the user to interact with the website. This website is to show how well website coding skills using HTML, CSS, JavaScript, jQuery, PHP, AJAX and SQL have been developed. When creating the website, the program Notepad++ had to be used in order to type the HTML code, CSS code, JavaScript code, jQuery code, PHP code, AJAX code and SQL code. 
The created website will be focused on Superheroes from Marvel and DC. This topic was chosen because it is a popular subject. The purpose of this website is to look at specific data on different Superheroes from a private database. The Superheroes website will contain five different created webpages and they are called:
· Home 
· Admin Login
· Marvel Login
· DC Login
· References
Below will be an image of the Home Page
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On the Home Page, the user will be able to view information about Superheroes, images of Superheroes, navigate to different pages and search for a Superhero by using the search bar tool. 
Before the user goes on the Admin Page, Marvel Page and DC Page, the user will have to enter a login form as the user has to type the correct username and password to gain access to the Secret Page for their webpage destination. After the user has logged in, they will have the choice to go on the specific Secret Page or they can log out and return to the Home Page
On the Admin Page, the user will be able to view information about Superheroes, CRUD functions like add a new record to the private database, edit and delete a record from the private database. The user can also log out and return to the Home Page as well.
On the Marvel Page, the user will be able to view information about Marvel, images of Marvel, search with radio buttons for a Marvel Superhero and their Faction by using the radio search bar tool. The user can also log out and return to the Home Page as well.
On the DC Page, the user will be able to view information about DC, images of DC, search with radio buttons for a DC Superhero and their Faction by using the radio search bar tool. The user can also log out and return to the Home Page as well.
On the References Page, the user will be able to view all of the URL links that the data and images have been used throughout the whole Superheroes website. The feature that was used for this page was the Single Page Application. 



2. Security In Web
The method of defending websites and online resources from numerous security attacks that target bugs within the code of an application is Web Application Security. Content Management Systems for example, WordPress or Wix, Database Administration Software, for example, phpMyAdmin and SaaS applications are typical causes for web application strikes. [1]
Companies who fail to protect their web apps run the risk of danger. This will result in identity fraud, harmed customer partnerships, suspended licenses and legal action, among other effects. [1]
In general, web application bugs are the product of a lack of sanitisation of input/output, that is also used whether to exploit raw data or obtain illegal entry. [1]
Technically, effective sanitisation of input/output may delete all weaknesses, allowing an application vulnerable to unauthorised abuse. [1]
Total sanitisation, is therefore generally not a practical solution, since most applications remain in a steady state of growth. In addition, to create an increasingly dynamic coded environment, apps are often combined with one another. [1]
To prevent certain attacks, web application protection strategies and implemented security measures should be applied. [1] 
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2.1. SQL Injection
SQL injection is a threat to web protection that enables a hacker to interact with the queries created to the database by an application. It usually helps a hacker to access information that they cannot usually access. This may include information connected to other users, or any other data that may be obtained by the program alone. In several ways, this data may be changed or removed by a hacker, creating constant modifications to the information or actions of the program. [2]
In certain cases, to bypass the underlying server or other back-end resources, or to execute a denial-of-service attack, an attacker may trigger a SQL injection attack. [2] 
Unapproved access to sensitive data, like passwords, bank details, or private user data, will result in an effective SQL injection attack. [2]
On the created website, if this attack took place, the hacker will gain full access to all of the login usernames and passwords. They could also have access and full control of all database records.
To prevent this attack, the user will have to use Prepared Statements. 
A Prepared Statement is a SQL user defined and portable query that forces the user to independently write the SQL command and the data generated by the user. The SQL command is executed securely, avoiding bugs in the SQL Injection. [3]
Prepared Statements has been used within the created website.
If the created website went live online, the website would use Prepared Statements as this improves the security of the website and prevents the hacker to gain access to private and sensitive data. 
[image: Image for post]
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2.2. Form Validation
The web browser and/or the web server will verify as the user enters data to see if the data is in the right format and under the limitations set mostly by the program. Validation performed throughout the browser is known as validation on the client side, whereas validation done on the server is known as validation on the server side. [4] 
The program requires the information to be sent to the server and generally stored in the database because the information is appropriately configured. When the information is not appropriately configured, it sends the user an error message describing what has to be fixed and makes them try again. [4]
Examples of Error Messages will be:
· Wrong Username or Password, Try Again
· This field is required
· Enter a Valid Email Address
· The password must be between 8 and 40 characters in length and must include an uppercase character, a symbol, and a number. 
Unapproved access to sensitive data, like passwords or the user private data can happen without Form Validation.
On the created website, if this attack took place, the hacker will gain full access to all of the login usernames and passwords. They could also have access and full control of all database records.
To prevent this attack, the user will have to use Form Validation. 
Form Validation has been used within the created website with Login Protection.
If the created website went live online, the website would use Form Validation as this improves the security of the website and prevents the hacker to gain access to private and sensitive data.
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2.3. Spambots
A spambot is an application programmed to obtain or store Internet e-mail addresses in an attempt to develop mailing lists, often recognised as spam, for sending fake e-mail. A spambot will obtain e-mail addresses from blogs, newsletters, posts from a special interest group (SIG), and discussions in a chat room. Spambots will be easy to create as e-mail addresses provide a recognisable style. [5] 
Unapproved access to sensitive data, like passwords, bank details or the user private data can happen with Spambots.
On the created website, if this attack took place, the hacker will gain full access to all of the login usernames and passwords which they can spam their email addresses with fake emails. They could also have access and full control of all database records.
To prevent this attack, the user will have to use reCAPTCHA Form. 
reCAPTCHA Form has not been used within the created website but will be used for future purpose.
ReCAPTCHA would be a free Google tool that helps secure websites against spam and threats. To say humans and bots apart a "CAPTCHA" is a turing test. It is suitable to overcome for people, but hard to work out for "bots" and other harmful programs. The user will prevent automatic programs by adding reCAPTCHA to a web thereby helping users to connect easier. [6] 
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The user could also use Honeypot to prevent this type of attack. 
Honeypot has not been used within the created website but will be used for future purpose.
A Honeypot would be a computer device designed to replicate the possible cyberattack objectives. It can be used for identifying or avoiding attacks from a valid target. It may also be used to collect data on how hackers work. [7]
The hackers believe that the Honeypot would be a real objective, something valuable of their time. It’s because data and programs which replicate a real computer device will be included in the trap. [7] 
[image: Honeypot is a decoy inside the network]
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If the created website went live online, the website would use reCAPTCHA Form and Honeypot as this improves the security of the website and prevents the hacker to gain access to private and sensitive data.
[image: Comment from a spam bot]
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2.4. SSL
SSL aka Secure Sockets Layer, will be the basic technology for maintaining a safe internet connection and securing any confidential data transmitted between two networks, stopping hackers from accessing and changing any transferred data, including possible personal information. Both structures can be a server and a client, such as a retail page and a web application or server to a server, such as a personal identifying data program or salary data program. [8]
It achieves this by making sure that it is difficult to access any data transferred towards users and pages, or towards multiple systems. To encrypt transmitted data, it uses encryption algorithms, stopping hackers from decoding it when it is sent across the link. This data may include credit card numbers as well as other bank documents, names and addresses that are important or private. [8] 
When an SSL certificate is successfully used, what a hacker can see is which IP and port is paired and essentially how much information has been sent. They will be willing to end the connection, but even the server and the user would inform a third party to show that this has been completed. They would not however, be able to retrieve any data, that ends up making this an unsuccessful method. [8]
The hacker could be able to find out what host name the user is connecting to, but maybe not the whole of the URL, importantly. The essential data stays secret while the connection is encrypted. [8] 
Unapproved access to sensitive data, like passwords or the user private data can happen without SSL.
On the created website, if this attack took place, the hacker will gain full access to all of the login usernames and passwords. They could also have access and full control of all database records.
SSL has not been used within the created website but will be used for future purpose.
If the created website went live online, the website would use SSL as this improves the security of the website and prevents the hacker to gain access to private and sensitive data. 
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There are many more types of security like:
· Cross Site Scripting (XSS)
An important weakness that affects many web applications is Cross Site Scripting (XSS). XSS attacks include of inserting into a website malicious client-side scripts and then using the website only as means of dissemination of information. The danger all behind XSS will be that it lets a hacker to insert data into a website and change how it is presented, causing the web browser of the user to perform the hacker's code when accessing the page. [9]

· XML External Entities (XXE)
An XML External Entity attack is a form of attack on an XML-input parsing program. This attack happens if a poorly designed XML parser processes XML information containing a connection to an external entity. A majority of XML parsers seem to be sensitive by nature to XXE attacks. Which is why it is basically the programmer who is responsible for making sure that the program would not have that vulnerability. [9]



· Broken Access Control
Access Control in website security shows that depending on the user’s requirements, setting a restriction on what parts or pages users can access. For example, if the user has an e-commerce site, in order to insert new items or set up a sale for the holiday season, they would possibly need access to the admin panel. On the other hand, it would hardly be needed by someone else. Enabling users to access the user login page for the majority of the website just opens their e-commerce shop for attacks. [9]
· Broken Authentication
A broken authentication weakness may allow an attacker to attempt to gain control over any account they want in a system by using manual and/or automatic techniques, or much worse, to gain full control of the system. Websites seem to be very popular on the network with faulty security issues. Broken authentication typically means practical problems that arise on the process of application authentication, such as poor session management sensitive to evaluation of username where a potential hacker uses brute-force methods within that system whether to guess or validate individual users. [9]





3. Conclusion
In conclusion, this assignment has showed the creation of basic and interactive websites by using the languages of HTML, CSS, JavaScript, jQuery, AJAX, SQL and PHP as required in the assignment brief. This has also showed that that the ability to create multiple SQL and PHP features has been gained. which has improved skills of creativity and adaptability towards a website development environment. The most important element of this assignment would be understanding the security point of view when creating PHP websites and the security issues that can happen to multiple users interface on the website and their stored data when the website goes live.                                                               
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What Is A Superhero?

"A superhero is o person who does heroic deeds and has the ability to do them in o way that o normal person couldn't. So in order to be a superhero, you need o power that is more exceptional than any power o
normal human being could possess, and you need to use that power to accomplish good deeds. Otherwise, o policeman or a fireman could be considered o superhero. For instance, o good guy fighting o bad guy
could be just o regulor police story or detective story or human-interest story. But if it's o good guy with o superpower wha is fighting o bud guy, it becomes o superhero story. If the good guy is doing something
that o normal human being couldn't do, couldn’t accomplish, then | assume he becomes a superhero.”

- Stan Lee





