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An increased market for IoT devices, especially smart home technologies, leads to a need to have a good understanding of what is currently going on in terms of research and development with said technologies. It is also of great importance to be able to understand potential security and privacy risks associated with use of smart home devices. Outlined in this report are research papers relating to IoT devices, specifically looking at smart speakers. It takes into consideration several examples of work that has been done in this field of study, a number of risks that may arise from use of smart speakers, and a brief look at what is being done to help improve the situation. The report then goes on to very briefly look at a simulated implementation of a smart home scenario.
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[bookmark: _Toc40181438]Introduction
As the ability for household devices to become more interconnected increases, the expectation for devices to be classified as “smart” also increases. There is a growing market for smart-home accessories, with more and more appliances like kettles being made to be “smart”. These devices tend to be controlled from a central home gateway, potentially allowing for serious security risks, especially for less tech savvy users; if the gateway device is breached someone could have access to all the smart home devices under its control. This report aims to discuss a selected specific area of internet of things devices and look at the risks associated with that technology. The report will then go on to look at a brief implementation, consisting of a packet tracer simulation of a smart home scenario.














	







[bookmark: _Toc40181439]1– Research
[bookmark: _Toc40181440]1.1 – Area of Focus
The internet of things (IoT) technology to be discussed is smart speakers incorporating virtual assistants, e.g. Alexa and Google Home. A useful part of a smart home setup, these devices can be used to control other smart home devices by means of a mobile app acting as the middle man, or be useful tools by themselves; with the virtual assistant that the device connects to being able to be used to make search engine queries  and much, much more. 
Amazon was the first big player in the market for smart speaker devices, with the Echo being released in 2014. Work began on the Echo project in 2011, first becoming available to a limited degree from 6th November 2014, later more widely available in the US from June 2015, and the UK from September 2016. 
Next is the Google Home, which was released in 2016.
Last is the HomePod from Apple, which came out in 2018.
[bookmark: _Toc40181441]1.2 – Literary Studies
[bookmark: _Toc40181442]1.2.1 – How Google improved their speech recognition 
Speech recognition is one of the key aspects of what makes a smart speaker good, easily being able to recognise not only the speaker’s activation word, but the commands that will follow. The 2017 paper, Acoustic Modeling for Google Home (incidentally, that is the way they chose the spell modelling, not the author of this report), discusses, proposed improvements to the multichannel neural network that Google Home devices use [1]. The original model was just based on multichannel speech recognition, not trained specifically with data related to the Google Home devices; the 2017 paper also discusses use of acoustic modelling with the updated network model, essentially being able to compensate for the acoustics of different rooms, different building materials, echoing, etc. This all helped to allow for more accurately recognised voice commands, be able to pick up commands from a longer distance away and pick up commands while other noises are being made in the background. 
[bookmark: _Toc40181443]1.2.2 – Smart speakers as a tool for disabled clients
Smart speakers as IoT devices are a type of Environmental Control Unit (ECU), as they can control other appliances in a smart home setup. [2] Noda discusses how commercially available, and therefore cheaper, devices such as such as smart speakers, are set to replace voice assisted technologies that disabled clients would previously have used. ECUs help to bring independence to physically and functionally disabled people and tend to need specialized skills to use properly. With smart speakers being able to function as ECUs, it makes it far easier for more people to get access to the help they could benefit from for much cheaper and be able to confidently use them without extended training time. In turn this helps to ease the strain placed on carers by prioritising in person care for those that need it most, while the smart speakers can help others.
[bookmark: _Toc40181444]1.2.3 – Usability of smart speakers for people with Post Traumatic Stress Disorder (PTSD)
A study was conducted in 2018 by Wallace and Morris [3] looked at testing how easy to use smart speakers were for people with minor Traumatic Brain Injury (mTBI) and PTSD; specifically for their study, US military personal. Two separate brands of smart speaker were used for the study, Amazon, and Google, with the devices being installed in temporary accommodation rather than the subject’s own houses to maintain controlled conditions. It is important with technologies like this that potential medical or assistive uses be explored in a careful manner to ensure the best help for the future users of said devices. This study focused on the ease of use, giving each of the subjects a diary to fill out during their time spent there for how easy the devices have been to use. Specifically, for this study, ease of use is important to prevent any traumatic episodes being brought on from potential stress of using the devices. The aim of the study was to see whether these smart home devices could be classified as an assistive technology or not.
[bookmark: _Toc40181445]1.3 – Security Issues
As with any network capable device, smart home devices bring with them potential security risks, and, increasingly, privacy concerns.
 Hart talks in their 2018 journal article about how secure smart speakers can be; looking at the risk of the devices being unlawfully accessed by means of hacking, or being triggered by their wake word accidently  from someone talking in another room or on tv [4]. 
Hacking IoT devices can be much easier than one would think, as many manufacturers are able to get away with having default programmed passwords for of their devices. In January 2020, the UK government outlined plans to ban easy to guess default password in such devices. Plans for the consultation had been in place from May 2019, with it being laid into parliament January 2020. This falls under regulations for the Department for Digital, Culture, Media, and Sport (DCMS). It starts by discussing future projections for ownership of IoT devices, saying that “by 2025, there will be an estimated 75 billion internet connected devices worldwide”, with UK ownership estimated to increase by 1/3 [5]. At this stage though, it is still in the proposal stage and has not been put into place. So, at the time of writing this report, manufacturers can still get away with having default passwords. 
[bookmark: _Toc40181446]2 – Implementation 
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