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1. Security requirements in an enterprise hetwork

1. What is Network segmentation?

The division of networks into
segments/zones
Each has its own security controls S o o o o

Enhanced security

Limits lateral movement

Contains breaches :
Reduces attack surface . E
. : p 1§
Regulatory Compliance :

« Not just a security best practice!
Important requirement to meet
security standards. PCI DSS
HIPAA
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1. Security requirements in an enterprise hetwork

1. Network segmentation
Best Practices:

« Identify critical systems and data L e e eccscesese e sl N
to understand your network ! .

- Define objectives to create plan

« Adopta Zero trust
approach, Verify and authenticate 1 ;|
everything : ;N =

- Implement strong access controls

* Regular test on the networks and
update the network segmentations
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1. Security requirements in an enterprise nhetwork

001

2. Data classification and protection

Definition: Data classification Challen €s: : /

Process of categorizing data according to their sensitivity - Complexity & Time consuming - e
- Impact on collaboration and
productivity \

Commonly used categories:

Importance:
- Mitigate risks : N

Companies newsletter, - Unauthorized access

< publicly available product information - Data breaches -
Employee directories, training material for = Compliance vigjations
employees - Trust and company's reputation

Employee personal information, customer or
CONFIDENTIAL eniss o .
client contact information

Strategic business plans, high security access
P . —
code or encryption keys
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2. Optimizing security posture with checkpoint
architecture

1. Key components of

(Handle Traffic)

the checkpoint
architecture

Enterprise Network Security
with Checkpoint Architecture:
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2. Optimizing security posture with checkpoint

architecture
2. State inspection and modern security

Comparison: Traditional Filtering vs State Inspection

Stateless Security Policy

F s Packet filtering Overview

- Uses security policies to filter
the packet at the packet level

Secure Internal Network

Allow INBOUND:
Sync-ACK Packets, SOURCE-port 80
) Allow OUTBOUND:
Authentic User/Server Syn Packets, DESTINATION-port 80
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2. Optimizing security posture with checkpoint

architecture
2. State inspection and modern security

Comparison: Traditional Filtering vs State Inspection

Context-aware Packet filtering Overview

:
Only Allow User@1.1.1.1
- Leverages the context of the

E session, network policies, and

Masqueradin : 3

User@22.2.3 the network |t_sc_elf to filter
Secure Internal Network packets more eff|C|entIy

Security Policy

Allow INBOUND:
Sync-ACK Packets, SOURCE-port 80
. Allow OUTBOUND:
Authentic User/Server Syn Packets, DESTINATION-port 80
User@1.1.1.1

State Recording
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2. Optimizing security posture with checkpoint

architecture
2. State inspection and modern security

Comparison: Traditional Filtering vs State Inspection

Which is better?

Pros Cons
- Way more secure than traditional - Cost of implementation and maintenance
filtering are high (software and hardware)
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3. Case Study:
Global Retail Corporation’s
Implementation of
Checkpoint Architecture

THE
GLOBAL
RETAIL
GROUP
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3. Case study: global retail corporation’s

implementation of checkpoint architecture
Context and problem faced __

Sophisticated attacks Widespread vulnerabilities

Cybersecurity Threats

Increased connectivity Static defense
mechanisms

. L . Global Cybersecurity
Expanding digital footprint Global Presence

Limitations of Traditional Inability to adapt to new

: threats
The Challenge Firewalls

Impact of Breaches
Loss of sensitive
information
On Data
Reputation damage Direct financial loss Compromised user privacy
leading to indirect losses
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3. Case study: global retail corporation’s

implementation of checkpoint architecture

Solution

Unified monitoring and

Centralizes control over reporting interface

security policies

Management Server ST ISR

Enhanced Security

Solution Implementation

Security Gateway Adoiﬁiﬂitcehciﬁiﬁgomt

Primary defense
mechanism

Inspects traffic
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3. Case study: global retail corporation’s

implementation of checkpoint architecture

Crucial for detecting and
preventing sophisticated
cyber threats

Moves beyond packet
headers

Significant reduction in
Statefu I Context of successful cyber-attacks

Communications

Inspection

Streamlined security
policy management across

TeC h NO | Ogy Stateful Inspection Successes Allloeations

Technology

applied
Network performance
improved due to efficient

traffic filtering
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Conclusion

Despite challenges, Checkpoint Architecture greatly improved
security posture.

Benefits of advanced security measures outweigh initial hurdles.

Effective protection against evolving cyber threats demonstrated.
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