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1. [bookmark: _Toc228308338]Introduction

The current computing environment is built on the operating systems that handle the hardware resources and provide services to the applications and users. Popular operating systems such as Microsoft Windows and Linux are general-purpose operating systems that can support multitasking, memory allocation, file management, network communication and security enforcement [1]. The key functions of the operating system are discussed in this report, and the practise of administration in Windows Command Line Interface (CLI), Linux Bash commands and scripting methods are displayed. The report, through command execution and automation scripts, demonstrates how well the system administrators can control the performance of a system, manage users and networks, and how easily they can automate tasks that are used every day.
2. [bookmark: _Hlk223545247][bookmark: _Toc228308339]General Operating System: Important Functions

Operating System can execute certain essential functions and ensure that hardware and programmes are in good communication with each other. These essential functions are process management, memory management, file system management, user management, device management and security control.

2.1. [bookmark: _Toc228308340]Process Management

Scheduling and allocation of the CPU capacity allow the multi-use of applications through process management. Figure 1 shows the Task Manager that enables one to monitor running processes in Windows [2]. The following commands are used to display the processes and real-time CPU usage in Linux ps aux and top. Direct control in the implementation of the system can be demonstrated by the availability of killing the process using taskkill in Windows and kill -9 PID in Linux.



Processes Tab – Displays running applications and background services and their usage. Helps identify the CPU, memory or network resources to determine the processes. 
[image: ]
Figure 1: Processes Tab Screenshot

2.2. [bookmark: _Toc228308341]Memory Management

The memory management ensures that the RAM is assigned to the process in an efficient manner. Windows performance monitor displays statistics of memory usage as compared to free -m commands in Linux. This is achieved by proper management of memory to ensure that the resources are not exhausted, and the systems are well stabilised [3].





Memory Usage – Displays the RAM used (3.6 GB used). Illustrates that most of the memory is occupied, and little space exists where new activities can be caried out. 

[image: ]
Figure 2: Memory Usage Screenshot












GPU Performance – Shows the level of usage of the GPU in different activities, e.g. 3D, video processing. Registers that there is low use, i.e. no intensive graphics processes are currently underway.

[image: ]
Figure 3: GPU Performance Screenshot

2.3. [bookmark: _Toc228308342]File Management and Directory Management

Organisation of data in operating systems is conducted in hierarchical file systems. NTFS is used in Windows, and ext4 is mostly used on Linux. It is possible to use such commands as dir/s to view directories in Windows repeatedly. Similarly, the permissions of files are also provided in detail by ls -la in Linux. Practical file system management may be discussed with references to such file operations as creation of folders (mkdir), copying files (cp) and deleting files (del).



Disk Activity – Shows read/write on the disk with spikes periodically. Means background processes or access to a file can lead to temporary increased usage.

[image: ]
Figure 4: Disk Activity Screenshot

2.4. [bookmark: _Toc228308343]Network Management

Operating systems regulate the network settings and the communication protocols. In Windows, the network interface is displayed, containing ipconfig /all, and in Linux, it is displayed using ip a. Windows uses ping and tracert as network diagnostics, which are used to identify the nature of connection issues and routing issues.





Wi-Fi Performance Graph – Shows network usage trends over time with bursts. Represents sporadic data exchange, probably as a result of navigation or automatic updates.

[image: ]
Figure 5: Wi-Fi Performance Graph Screenshot

2.5. [bookmark: _Toc228308344]User and Security Management

User management is done to accomplish authentication and access control. In the Windows commands such as net user and whoami, the user account information can be observed. The user credentials and system accounts in the Linux system are displayed with the help of the following commands: whoami, id, and cat / etc / passwd. The mechanisms utilise access control policies and enhance the security of the system.

2.6. [bookmark: _Toc228308345]Task Scheduling

Task scheduling automation is the scheduling of system tasks. Windows works with the assistance of schtasks, which regulates the job scheduled. Cron job configuration is done using Linux, crontab -l and crontab -e. The cron service status may be used to prove the scheduling functionality.

CPU Performance – This shows CPU utilisation, whose peaks and lows vary. Signifies active processing where the CPU load is being incremented by periods of tasks.

[image: ]
Figure 6: CPU Performance Screenshot

Overall, these core activities enable computing systems to be secure, work well, and be stable. In addition to the fundamental management functions, the operating systems also provide system protection, a feature of error detection and performance optimisation. Modern operating systems are also set up with the policy of access control, relevant to encryption, and with firewalls that enhance safety against unauthorised access and cyberattacks. They should also maintain a record of system logs and event monitoring tools as one of the methods of monitoring abnormal behaviour and assisting in troubleshooting. Moreover, the operating system will offer robust resource sharing with multiple users and applications and encourage scalability, reliability, and overall system performance in both personal and enterprise contexts. 
3. [bookmark: _Toc228308346]Usage of Windows OS CLI Commands

Windows also has very powerful command-line tools which are executed through Command Prompt and PowerShell, providing the ability to monitor the system and administrative control.

3.1. [bookmark: _Toc228308347]Process Management

Figure 7 displays a tasklist command that is used to identify the running processes and the Process IDs (PID). The desired processes are forcefully terminated by the taskkill / PID command. These commands allow the administrators to restrict the quantity of resources consumed and also to debug issues with the systems.

[image: ]
Figure 7: View Running Process


[image: ]
Figure 8: View Processes Using PowerShell

[image: ]
Figure 9: Stop Process Using PowerShell

3.2. [bookmark: _Toc228308348]File and Directory Management

Work done on the manipulations of files involved the assistance of dir / s, which enabled viewing recursive directory contents. The mkdir command is used to create new directories, creation of files and the copying is demonstrated with the assistance of the echo and copy commands. Deletion of files by using del was also done to demonstrate that directory management ability was present.
[image: ]
Figure 10: dir / s View Files in the Directory


[image: ]
Figure 11: Create Folder
[image: ]
Figure 12: Shows Folder Created

[image: ]
Figure 13: Workfolder Created Using mkdir


[image: ]
Figure 14: Create a File Inside a Folder

[image: ]
Figure 15: Copy File

[image: ]
Figure 16: Delete File


3.3. [bookmark: _Toc228308349]Networks Testing and Monitoring

IP address configuration, DNS servers and MAC addresses are displayed on ipconfig / all. Ping testing is also conducted to test the network connection to Google. The Tracert command is applied in order to trace the route packets through networks, and this provides information on how to analyse network paths [4].
[image: ]
Figure 17: View IP Configuration



[image: ]
Figure 18: Test Connectivity

[image: ]
Figure 19: Trace Route

3.4. [bookmark: _Toc228308350]Task Scheduling

The tasks can be automated using Windows Task Scheduler, where schtasks / query is used to list scheduled tasks and schtasks/ create is used to create a task that opens Notepad at specified times. This process runs automatically in the background. 
[image: ]
Figure 20: View Scheduled Tasks

[image: ]
Figure 21: Create Scheduled Task

3.5. [bookmark: _Toc228308351]User Management

User account information can be retrieved with the help of net user (Figure 22), and current user and security identifiers could be viewed with the help of whoami and wmic useraccount get name, respectively [5]. 

[image: ]
Figure 22: View Detailed User Information

[image: ]
Figure 23: Current Logged-In User and User SID

All these commands state that Windows CLI can work in the management of systems, troubleshooting, and automation.
Windows CLI tools are also used in the more complex system diagnostics and automation, as well as simple administration. Some of these commands are wmic, netstat and schtasks, these commands enable the administrator to have a complete view of the system, monitor the open ports, as well as easily automate the background processes. PowerShell is still more operational with the megabuild of scripting functions and object-oriented output, which gives an option of better managing the activities and configuration. The Windows command-line environment certainly comes in handy when the enterprise environment is considered, and remote administration, batch processing and troubleshooting are required to be performed on several systems in a fast and reliable fashion.

4. [bookmark: _Toc228308352]Use of Linux OS CLI Commands

Linux is properly supported by a Bash shell environment for the administration of the system.


4.1. [bookmark: _Toc228308353]Process Management

The running processes were indicated by the command ps aux as shown Figure 24, and the top command provides real-time information at a given time as indicated in Figure 25. Kill -9 was the one that was used to kill processes with a PID [6].

[image: ]
Figure 24: ps aux

[image: ]
Figure 25: Real-Time Process Monitoring

[image: ]
Figure 26: Kill a Process by PID

4.2. [bookmark: _Toc228308354]File Management and Directory Management

Figure 27 is obtained with ls -la listing the directory using permissions and ownership. The folders are created by means of the command mkdir, and the files were created with the use of the command echo. cp is implemented to copy the files, and with the assistance of the option -v, which indicated that duplication is successful [7].

[image: ]
Figure 27: List Files with Detailed Info

[image: ]
Figure 28: Create Directory


[image: ]
Figure 29: Create File


[image: ]
Figure 30: Copy File

4.3. [bookmark: _Toc228308355]Network Testing and Monitoring

Figure 31 is a display of ip a command, which displayed IP address configuration. A ping -c 4 was used to check the connectivity of the network (Figure 32). The open ports are identified using the ss -lnt, which aids in monitoring the network services.

[image: ]
Figure 31: Show ip Address Info

[image: ]
Figure 32: Test Network Connectivity

[image: ]
Figure 33: Open Ports



4.4. [bookmark: _Toc228308356]User Management

Figures 34 and 35 also display the current user through the whoami command and group details using the id command. The file defining all the system was /etc/passwd.

[image: ]
Figure 34: Current User

[image: ]
Figure 35: User ID Info

[image: ]
Figure 36: View All System Users

4.5. [bookmark: _Toc228308357]Task Scheduling

Crontab scheduling was analysed using crontab -l (Figure 37) and crontab -e (Figure 38). The scheduling services were enabled, which is depicted by the command systemctl status cron [8].

[image: ]
Figure 37: Crontab -l Showing Cron Entries

[image: ]
Figure 38: Crontab -e

[image: ]
Figure 39: Cron Service Status

These commands demonstrate the flexibility, and control Linux provides over system resources.

Other than typical system monitoring, Linux command-line utilities provide detailed service configuration and resource management. systemctl and crontab are some of the applications that allow the administrators to control the services, monitor network sockets and automate processes to be repeated. The modularity of Linux allows the use of pipes to chain commands, enabling flexibility and efficiency. This model of command style is preferred to gain server management, DevOps and cloud infrastructure management. Thus, the knowledge of Linux CLI has become a prerequisite in the current system administration and cybersecurity environment.

5. [bookmark: _Toc228308358]Use of Windows OS Scripts
5.1. [bookmark: _Toc228308359]Automated Backup

The code depicted in Figure 40 is the Batch script code that prompts the user to type in a folder name, checks whether it exists, creates a backup directory and copies the files with the assistance of a loop structure. The script contains variables (set), conditionals (if) and iteration (for) as well.
The result of the execution is demonstrated in Figure 41, which indicates that it copied files and automated. It means that one can automate regular backup operations and conserve man-hours through Batch scripting.
[image: ]
Figure 40: Backup Script Code

[image: ]
Figure 41: Execution Output of Backup Script Showing Successful File Copy






5.2. [bookmark: _Toc228308360]Calculator Script

Calculator batch script with user input (set /p), arithmetic (set /a) and conditional (if) statements is found in figure 42. 
The calculation gave the output in Figure 43. Repeated operations can be done with the assistance of a loop (go to menu), which represents organised control flow.

[image: ]
Figure 42: Calculator Script Code

[image: ]
Figure 43: Execution Output Showing the Arithmetic Result

6. [bookmark: _Toc228308361]Use of Linux OS Scripts
6.1. [bookmark: _Toc228308362]File Counter Script

The script creation is shown in Figure 44, and the Bash script code in Figure 45. Script use variables, user input (read), arithmetic $( ( ) ), loops (for) and conditional statements (if). 
Figure 46 indicates the execution output in order to signify the number of files taken into account within a directory in general. This script automatically counts files in a directory. 

[image: ]
Figure 44: Bash File Counter Script Creation



[image: ]
Figure 45: Bash File Counter Script Code

[image: ]
Figure 46: Execution Output Showing Total File Count




6.2. [bookmark: _Toc228308363]User Creation Script

The scripts are written as shown in Figure 47, is the code based on conditionals is written as shown in Figure 48 ensure that there is a user by their ID.
Figure 49 indicates the result of the execution, which proves the successful creation of a user. This demonstrates automation in a Linux system administrator.

[image: ]
Figure 47: Bash User Script Creation

[image: ]
Figure 48: Bash User Creation Script Code

[image: :]
Figure 49: Execution Output Showing Successful User Creation



















7. [bookmark: _Toc228308364]Conclusion

This report discusses the primary uses of the general-purpose operating systems and provides practical system administration in consideration of the Windows and Linux command-line interfaces. In this report, the core OS functionality is graphically explained using terminal commands, which involved process control, file system, network configuration, user authentication and task scheduler. The administrator system proves to be capable of monitoring and controlling the activities of the system, as evidenced by the use of Windows CLI such as tasklist, ipconfig, and schtasks and Linux such as ps aux, ip a, and crontab.
In addition to that, the development of Batch and Bash scripts unveiled the importance of automation, considering the reduction of the number of individuals who should handle work on assignments and efficiency in processes. The concepts of structured programming were applied in the realisation of the functions that acted within a system, and were reflected in the use of variables, loops, arithmetic operations and conditionals of Windows and Linux scripting. Overall, the training exercises demonstrate that command-line knowledge and scripting skills are essential conditions for modern IT specialists and system administrators.  
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@ C\WINDOWS\system32\cmd. X

C:\Users>cd. .

C:\>tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services ] 8 K
System 4 Services ] 136 K
Secure System 188 Services o 43,136 K
Registry 232 Services ] 27,420 K
smss.exe 800 Services <] 152 K
csrss.exe 1152 Services o 3,076 K
wininit.exe 1280 Services 0] 1,812 K
csrss.exe 1288 Console 1 3,924 K
services.exe 1356 Services 0] 8,508 K
Lsalso.exe 1400 Services o 1,836 K
lsass.exe 1408 Services 0] 18,716 K
winlogon.exe 1472 Console 1 3,512 K
svchost.exe 1616 Services 0] 21,648 K
fontdrvhost.exe 1652 Services 0 816 K
fontdrvhost.exe 1660 Console 1 3,604 K
svchost.exe 1736 Services 0] 13,228 K
WUDFHost.exe 1744 Services o 4,248 K
svchost.exe 1816 Services 0] 9,760 K
svchost.exe 1824 Services 0] 4,600 K
WUDFHost.exe 1972 Services o 2,460 K
dwm.exe 2000 Console 1 99,184 K
svchost.exe 1536 Services 0] 2,396 K
svchost.exe 1636 Services 0] 3,832 K
svchost.exe 1876 Services 0] 1,656 K
svchost.exe 2124 Services 0] 1,364 K
svchost.exe 2160 Services 0] 3,040 K
svchost.exe 2168 Services 0] 7,008 K
svchost.exe 2180 Services 0] 3,400 K
svchost.exe 2232 Services 0] 4,640 K
svchost.exe 2292 Services 0] 2,652 K
svchost.exe 2364 Services 0] 5,732 K
svchost.exe 2360 Services 0] 6,068 K
svchost.exe 2384 Services 0] 5,500 K
svchost.exe 2392 Services 0] 9,772 K
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<DIR> anshu
<DIR> Desktop

12,288 DumpStack.log
<DIR> ESD

11 file.txt

<DIR> hp
<DIR> inetpub

108 logUploaderSettings.ini
108 logUploaderSettings_temp.ini

<DIR> MinGW
262,144,000 MyVolume.hc

<DIR> PerflLogs

<DIR> Program Files

<DIR> Program Files (x86)

<DIR> SWSetup

<DIR>

<DIR> Users

<DIR> WCH.CN

<DIR> Windows

<DIR> workfolder

<DIR> workfolderl

<DIR> xampp

<DIR> XboxGames

262,156,515 bytes
7,301,480,4U48 bytes free
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C:\>mkdir workfolderl
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C:\>cd workfolderl
C:\workfolderl>echo Hello > filel.txt
C:\workfolderl>dir

Volume in drive C is Windows

Volume Serial Number is E4U4B-A@95
Directory of C:\workfolderl

04/28/2026 ©5:17 PM <DIR>

04/28/2026 ©5:17 PM 8 filel.txt
04/15/2026 10:27 AM 8 testfolder
2 File(s) 16 bytes

1 Dir(s)  7,293,054,976 bytes free

C:\workfolderl>|
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C:\workfolderl>copy filel.txt testfolder
1 file(s) copied.

C:\workfolderl>|
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C:\workfolderl>del filel.txt

C:\workfolderl>dir
Volume in drive C is Windows
Volume Serial Number is E4U4B-A@95

Directory of C:\workfolderl

04/28/2026 ©5:17 PM <DIR>

04/15/2026 10:27 AM 8 testfolder
1 File(s) 8 bytes
1 Dir(s)  7,291,752,448 bytes free

C:\workfolderl>|
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C:\>ipconfig/all
Windows IP Configuration
Host Name .
Primary Dns SuFle
Node Type . .
IP Routing Enabled
WINS Proxy Enabled.
Ethernet adapter Ethernet:

Media State .

Connection-: spechlc DNS SuFle

Description . B
Physical Address.
DHCP Enabled. .
Autoconfiguration Enabled .

Ethernet adapter Ethernet 5:

Connection-specific DNS Suffix

Description . .

Physical Address.

DHCP Enabled. .

Autoconfiguration Enabled .

Link-local IPv6 Address .
d)

IPv4 Address.

Subnet Mask . .

Default Gateway .

DHCPv6 IAID .

: LAPTOP-F9S

: Media disc

: Realtek Ga
: DO-AD-08-2
: No

: Yes

: VirtualBox
: 0A-00-27-0
: No

: Yes

: fe80::c2c5

192.168.56

: 255.255.25

. 94P179495
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C:\>ping google.com

Pinging google.com [2404:6800:4009:803 00e] with 32 bytes of data:
Reply from 24604:6800:4009:803 : time=15ms

Reply from 24604:6800:4009:803 : time=20ms
Reply from 24604:6800:4009:803 : time=38ms
Reply from 24604:6800:4009:803:: : time=32ms

Ping statistics for 2U4604:6800:4009:803::200e:

Packets: Sent = U4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 15ms, Maximum = 38ms, Average = 26ms

C:\>|
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C:\>tracert google.com

Tracing route to google.com [2404:6800:4009:803::200e]
over a maximum of 30 hops:

1 18 ms 17 ms 4 ms 2405:201:300c:915f:f2ed:b8ff:fe5f:605
2 * * * Request timed out.

3 37 ms 13 ms 14 ms 2405:203:400:100:172:31:5:57

u * * \
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C:\>schtasks /query

Folder: \
TaskName Next Run Time Status

BraveSoftwareUpdateTaskUserS-1-5-21-2275 4/25/2026 1:41:12 PM  Ready
BraveSoftwareUpdateTaskUserS-1-5-21-2275 4/25/2026 11:41:12 AM Ready

Google Play Games Notifier N/A Ready
NvDriverUpdateCheckDaily_{B2FE1952-0186- 4/25/2026 12:25:31 PM Ready
NVIDIA GeForce Experience SelfUpdate_{B2 N/A Ready
NvNodeLauncher_{B2FE1952-0186-46C3-BAEC- N/A Ready

NvTmRep_CrashReportl_{B2FE1952-0186-46C3 4/25/2026 12:25:31 PM Ready
NvTmRep_CrashReport2_{B2FE1952-0186-46C3 4/25/2026 6:25:31 PM  Ready
NvTmRep_CrashReport3_{B2FE1952-0186-46C3 4/26/2026 12:25:31 AM Ready
NvTmRep_CrashReportd_{B2FE1952-0186-46C3 4/26/2026 6:25:31 AM  Ready

OmenInstallMonitor N/A Ready
OmenInstallMonitor-sid-S-1-5-21-22759867 N/A Running
OmenInstallMonitorCustomEvent N/A Ready
OmenInstallMonitorCustomEvent-sid-S-1-5- N/A Ready
OmenOverlay N/A Running
OmenOverlay-sid-S-1-5-21-227598678-140330 N/A Ready
OmenOverlayCustomEvent N/A Ready
OmenOverlayCustomEvent-sid-S-1-5-21-2275 N/A Ready

OneDrive Per-Machine Standalone Update T 4/25/2026 :59 PM  Ready
OneDrive Reporting Task-S-1-5-21-2275986 4/25/2026 :50 PM  Ready
OneDrive Startup Task-S-1-5-21-227598678 N/A Ready

Opera scheduled assistant Autoupdate 177 4/25/2026 2:27:54 PM  Ready
Opera scheduled Autoupdate 1756794167 4/25/2026 2:27:54 PM  Ready
SystemOptimizer N/A Ready
SystemOptimizer-sid-S-1-5-21-227598678-4 N/A Running
SystemOptimizerCustomEvent N/A Ready
SystemOptimizerCustomEvent-sid-S-1-5-21- N/A Ready
SystemOptimizerTemp N/A Ready
WpsExternal_gurja_interval 4/25/2026 11:58:30 AM Ready
WpsExternal_gurja_startup N/A Running
WpsUpdateTask_gurja 4/25/2026 11:54:47 AM Ready

Folder: \GoogleSystem
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.
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C:\>schtasks /create /tn TestTask /tr notepad.exe /sc minute /mo 1
SUCCESS: The scheduled task "TestTask" has successfully been created.

C:\>schtasks /query | findstr TestTask
TestTask 4/25/2026 11:34:00 AM Ready

C:\>|
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C:\>net user administrator
User name

Full Name

Comment

/domain

User's comment
Country/region code
Account active

Account expires

Password last set
Password expires
Password changeable
Password required

User may change password

Workstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

Administrator

Built-in account for administering the computer

000 (System Default)
No
Never

4/25/2026 11:30:12 AM
Never

4/25/2026 11:30:12 AM
Yes

Yes

ALl

Never
ALL

*Administrators
*None

The command completed successfully.
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nistrator: C:

Microsoft Windows [Version 10.0.19045.6466]

(c) Microsoft Corporation. All

2\cmd.exe

C:\Users\Administrator>whoami

desktop-q8idttl\administrator

Name
admin s-1-
Administrator S-1
pefaultAccount s-1-
Guest S
WDAGUtilityAccount S-1

\Users\Administrator>a

5
5

s

21-1225894077-

21-1225894077

21-1225894077-
21-1225894077-

21-1225894077

rights reserved.

C:\Users\Administrator>wnic useraccount get name,sid

977208192-2285977172-1001
977208192-2285977172-500
977208192-2285077172-503
977208192-2285977172-501
977208192-2285977172-504
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,js(kalis kali)-[~]

ps aux
USER
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

PID %CPU ME

1
0.
]
0
0
]
]
]
]
0
0
0
0
0
]
]
0
0
]
]
]
0
0
0

8
]
]
0
]
]
]
]
]
]

.0

.0
]
]
]
0
0
1
0
]
]
]
0
0

vsz

RSS

23648 14000

TITTIIIIIIIIIIIIIINIIILG

STAT START
ss  00:18
s 18
s :18
1< 18
1< 18
1< 18
1< 18
1< 18
1 18
1 18
1< 18
1 18
1< 18
1 18
1 18
1 18
s 18
1 18
s 18
s 18
s 18
s 18
s 18
s 18

TIME

COMMAND
/sbin/init splash
[kthreadd]
[pool_workqueue_release]
[kworker/R-kvfree_rcu_re
[kworker/R-rcu_gp]
[kworker/R-sync_wq]
[kworker/R-slub_flushwaq]
[kworker/R-netns]
[kworker/0:0-events]
[kworker/0:1-events]
[kuorker/0:0H-events_hig
[kworker/u128:0-1pv6_add
[kworker/R-mn_percpu_wa]
[rcu_tasks_kthread]
[rcu_tasks_rude_kthread]
[rcu_tasks_trace_kthread
[ksoftirqd/e]
[rcu_preempt]
[rcu_exp_par_gp_kthread_
[rcu_exp_gp_kthread_work
[migration/0]
[idle_inject/0]
[cpuhp/0]

[cpuhp/1]
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(kali® kali)-[~]
Cs'eop

top - 00:19:59 up 1 min, 1 user, load average: 0.58, 0.37, 0.15

Tasks: 229 total, 2 running, 227 sleeping, @ stopped, O zombie

%Cpu(s): 1.1us, 0.5 sy, 0.0 ni, 98.5 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st

MiB Mem :  1964.5 total,  897.5 free,  733.7 used,  483.1 buff/cache
MiB Swap:  953.7 total,  953.7 free, 0.0 used.  1230.8 avail Mem

1112 root 20 0 344644 94308 54436 R Xorg

2071 kali 20 0 728760 63996 48308 S qterninal

1401 kali 20 0 155452 3620 3364 S gpg-agent

1404 kali 20 0 1182860 125760 83208 S xFumé

2498 kali 20 0 10472 5708 3532 R top
1 root 20 0 23648 14000 10484 S systend
2 root 20 o ] ] 0s kthreadd
3 root 20 o 0 0 0s pool_workqueue_rel+
4 root 0 -20 0 0 o1 kuorker/R-kvfree_r+
5 root 0 -20 0 0 o1 kuorker/R-rcu_gp
6 root 0 -20 0 0 o1 kuorker/R-sync_ug
7 root 0 -20 0 0 o1 kuorker/R-slub_flus
8 root 0 -20 0 0 o1 kuorker/R-netns
9 root 20 o 0 0 o1 kuorker/0:0-mm_per+
10 root 2 o 0 0 o1 kuorker/0:1-events
11 root 0 -20 0 0 o1 kuorker/0:0H-event+
12 root 20 o 0 0 o1 kuorker/u128:0-1pv+
13 root 0 -20 0 0 o1 kuorker/R-mm_percp+
14 root 20 o 0 0 o1 rcu_tasks_kthread
15 root 20 o 0 0 o1 rcu_tasks_rude_kthe
16 root 20 o 0 0 o1 rcu_tasks_trace_kt+
17 root 20 o 0 0 0s ksoftirqd/e
18 root 20 o 0 ) oI rcu_preempt
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(kali® kali)-[~]
L5kt <o 1557

(kali® kali)-[~]
Con
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,js(kalis kali)-[~]

1s -la
total 3064

drux: 19 kali kali 4096 Feb <

druxr-xr-x 4 root root 4096 Feb ©

-rw—— 1 kali kali 2915681 Dec attack.pcap
druxruxr-x 2 kali kali 4096 Feb backup_folder
—rwxrwxr-x 1 kali kali 502 Feb backup. sh
-rw-r—r— 1 kali kali 220 May -bash_logout
-rw-r—r— 1 kali kali 5551 May -bashrc

-rw-r—r— 1 kali kali 3526 May _bashrc.original
-rw-r—r— 1 root root 0 Dec blocklist.txt
drux 8 kali kali 4096 Jul .Burpsuite
druxruxr-x 11 kali kali 4096 Dec .cache

—rw-rw-r— 1 kali kali 432 Feb client.py
druxr-xr-x 15 kali kali 4096 Jan .config
—rwxrwxr-x 1 kali kali 898 Feb create_user.sh
—rw-rw-r— 1 kali kali 1024 Feb .create_user.sh.swp
druxr-xr-x 2 kali kali 4096 Jul Desktop

—rw-r—r— 1 kali kali 35 Jul -dmrc

druxr-xr-x 2 kali kali 4096 Jul Documents
druxr-xr-x 2 kali kali 4096 Jan Downloads
-rw-r—r— 1 kali kali 11759 May -face

Truxruxrux 1 kali kali 5 May .face.icon - .face
drux 3 kali kali 4096 Jul ~gnupg

-rw—— 1 kali kali 0 Jul -ICEauthority
druxr-xr-x 4 kali kali 4096 Jul -java

druxr-xr-x 5 kali kali 4096 Jul +local

~rwxrwxr-x 1 kali kali 1084 Dec mitigation.sh
—rw-r—r— 1 kali kali 12288 Dec i sup
druix 4 kali kali 4096 Jul .mozilla
druxruxr—x 12 kali kali 4096 Jan msfh

druxr-xr-x 2 kali kali 4096 Jul Music

—rw-rw-r— 1 kali kali 4757 Jan nikto. txt
druxr-xr-x 2 kali kali 4096 Jul Pictures
-rw-r—r— 1 kali kali 807 May _profile
druxr-xr-x 2 kali kali 4096 Jul Public

-rw-rw-r— 1 kali kali 716 Feb server.py
rwerw—r— 1 kali kali 1024 Feb L L.
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(kali® kal1)-[~]
L nikdir testfolder

(kali® kali)-[~]
Cs'air

attack.pcap  blocklist.txt Desktop  mitigation.sh Pictures Templates
backup_folder client.py Documents Music Public
backup.sh create_user.sh Downloads nikto.txt server.py V.

kali® kali)-[~]
T
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laliekali)-[~]

$ echo "Hello Linux” > filel.txt
(kali® kali)-[~]

Cse

attack.pcap  blocklist.txt Desktop

backup_folder client.py Docunents - m
backup_ sh create_user.sh Downloads Music

nikto.txt server.py Videos
.sh Pictures Templates
Public  testfolder

(kali® kali)-[~]
T
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lkati®kali)-[~)
$ cp -v filel.txt testfolder/
‘filel.txt' — ‘testfolder/filel.txt’

(kali® kali)-[~]
Con
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kali® kali)-[~
Q(jp as )-[~]
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
ink/Loopback 00:00:00:00:00:00 brd 00:00:00; 00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default g
Tlen 1000
link/ether 00: :30:e2:57 brd ff:ff:ff:Ff:ff:ff
inet 192.168.145.131/24 brd 192.168.145.255 scope global dynamic noprefixroute etho
valid_1ft 1476sec preferred Lt 1476sec
inete fed0 ::71a0:5d80:3340:4117/64 scope link noprefixroute
valid_1ft forever preferred_Lft forever
3: ethi: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default g
Tlen 1000
link/ether 00:0c:29:30:e2:61 brd ff:ff:ff:ff:ff:ff
dnet 192.168.239.131/24 brd 192.168.239.255 scope global dynamic noprefixroute ethl
valid_1ft 1476sec preferred 1t 1476sec
inete fedd::3ac5:c43d:69cF:dfed/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
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lkati®kali)-[~]

$ ping -c 4 google.com

PING google.com (142.251.220.14) 56(84) bytes of data.
64 bytes from pnbomb-ay-in-f14.1e100.net (142.251.220.
64 bytes from pnbomb-ay-in-f14.1e100.net (142.251.220.
64 bytes from pnbomb-ay-in-f14.1e100.net (142.251.220.
64 bytes from pnbomb-ay-in-f14.1e100.net (142.251.220.

icmp_seq=1 tt1=128 time=20.3 ms
: icmp_seq=2 ttl=128 time=18.4 ms
icmp_seq=3 tt1=128 time=16.0 ms
icmp_seq=4 tt1=128 time=19.9 ms

— google.com ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3190ms
rtt min/avg/max/mdev = 16.025/18.671/20.326/1.684 ms

-(kali® kali)-[~]
Gy
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(kali® kali)-[~]
Cs'ss —tne
state Recv-Q Send-Q Local Address:Port Peer Address:Port

(kali® kali)-[~]
Con
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(kali® kali)-[~]
Cs wnoant
kali
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L—(kauskau)— ~1
u)d 1000(kali) gid=1000(kali) groups=1000(kali),4(adm),20(dialout),24(cdrom),25(floppy),27(
sudo),29(audio),30(dip), 44(video), 46(plugdev),100(users),101(netdev),103(scanner), 107 (bluet

ooth). 125(1padmin),133(wireshark),135(kaboxer)

E(Iialis kali)-[~]
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rletiokati)-[-]

5 cat /etc/passwd

root:/root: /usr/bin/zsh

aenon: /usr/sbin: /usr/sbin/nologin

2:bin:/bin:/usr/sbin/nologin

3:3:sys:/dev:/ust/sbin/nologin
65534:sync:/bin:/bin/sync

ames: /usr/games: /usr/sbin/nologin

12:man: /var/cache/man: /usr/sbin/nologin

:x:7:7:1p:/var/spool/1pd: /ust/sbin/nologin

mail:/var/mail:/usr/sbin/nologin
news: /var/spool/news: /usr/sbin/nologin
&/var/spool/ucp:/usr/sbin/nologin

TR o b /usr/sbin/nnlngin

ailing List Manager:/var/list:/usr/sbin/nologin

ixc:x:39:39: ircd: /xun/ixcd: /use/sbin/nologin

nonexistent: /usr/sbin/nologin

nobody: /nonexistent : /usr/sbin/nologin
systemd-network:x:998:998: systend Network Management:/:/ust/sbin/nologin
dhcpcd: x:100:65534:DHCP Client Daemon:/usr/lib/dhcpcd:/bin/false
systemd-timesync:x:992:992:systemd Time Synchronization:/:/usr/sbin/nologin

nobody
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-(kali® kali)-[~]
L crontan -1
no crontab for kali
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(kali® kali)-[~]
s croncas -

no crontab for kali - using an empty one
No modification made

(kali® kali)-[~]
B |
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lati®kal)-[-1
$ systemctl status cron
 cron.service - Regular background program processing daemon
Loaded: loaded (/usr/lib/systend/system/cron.service; enabled; preset: enabled)
Active: active (running) since Tue 2026-04-28 06:53:17 EDT; 1min 6s ago
Invocation: 928516df3521494eadbce13b646847ea
Docs: man:cron(8)
Main PID: 665 (cron)
Tasks: 1 (limit: 2197)
Memory: 452K (peak: 1.8M)
cPU: 16ms
CGroup: /system.slice/cron.service
L665 /usr/sbin/cron -f

Apr 28 06:53:17 kali systemd[1]: Started cron.service - Regular background program process>
Apr 28 06:53:17 kali cron[665]: (CRON) INFO (pidfile fd = 3)
Apr 28 06:53:17 kali cron[665]: (CRON) INFO (Running @reboot jobs)
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File Edit View

@echo off
set /p source=Enter folder name to backup:

if not exist %source% (
echo Folder does not exist!
goto end

)

set backup=Backup_%source%
mkdir %backup%

for %%f in (%sourcel\*) do (
copy “%%f" “"%backup%"
)

echo Backup completed successfully!
:end
pause
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Enter folder name to backup: Testdata
1 file(s) copied.

Backup completed successfully!

Press any key to continue




image43.png
File Edit View

@echo off

tmenu

cls

echo Simple Calculator
echo 1. Addition

echo 2. Subtraction
echo 3. Exit

set /p choice=Enter your choice:
if %choice¥%=-1 goto add

if %choice¥%==2 goto sub

exit

nter first number:
nter second number:

set /a result=%numl%+%num2%
echo Result = Zresult%
pause

goto menu

nter second number:
set /a result=%numl%-%num2%
echo Result = Zresult%

pause

goto menu
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Simple Calculator

1. Addition
2. Subtraction
3. Exit

Enter your choice: 1
Enter first number: 21
Enter second number: 23
Result = 44

Press any key to continue
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(kali® kali)-[~]
C§ nano fitecounter.sh

(kali® kali)-[~]
Gy
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File Actions Edit View Help

! bin/bash

read -p "Enter directory name: " dir
if [ ! -d "$dir" ]; then
echo "Directory does not exist!"
exit 1
fi

count=0

for file in "$dir"/x; do

if [ -f "$file” 1; then
count=3((count+1))
fi

done

echo "Total files: $count”
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(kali® kali)-[~]
L #itecounter.sh
Enter directory name: Documents

Total files: @

,js(kalis kali)-[~]
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(kali® kali)-[~]
5§ nano createuser.sh
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File Actions Edit View Help

!/bin/bash

read -p "Enter username to create: " username

if id "$username” 5>/dev/null; then
echo "User already exists!"[]
else
sudo useradd "$username”

echo "User created successfully!”

i
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plkati®kati)-[~)
§ chnod +x createuser.sh

kel kali)-[-]
$ . /createuser.sh
Enter username to create
[sudo] password for kali
User created successfully!

Tinux

(kali® kali)-[~]
Gy
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{5 Task Manager
File Options View
Processes Performance App history Startup Users Details Services

- 11% 91% 7% 0% 0%

- | o] wemoy| o] nammt| o | covengee [ P

Apps (5)
> @ Google Chrome (8)
> @l Microsoft Word (G2bit) @)
> [ Rodem.NotifierWpf (32 bit)
> Snipping Tool
> (3 Task Manager
Background processes (76)
> [ Acrobat Update Service (32 bit)
] AggregatorHost
> [ Antimahware Core Service
[ AnyDesk (32 bit)
> [ AnyDesk (32 bit)
[i] Application Frame Host
€ Avast Antivirus
€ Avast Antivirus
€ Avast Antivirus
€ Avast Antivirus
> € Avast Antvirus
€ Avast Antivirus engine server
€ Avast Business Agent (32 bit)
5 € Avast Business Agent (32 i
5 € Avast Business Agent (32 i
> [ Avast Business Console Client
> [3 Avast Business Console Client A...
> € Avastfrewal senvice
> I Avast remedistion exe
> € Avastsenice
> € Avast Software Analyzer
> [E] BrYNCSve (32 bit)
[ COM Surrogate

(7) Fewer details

N Lo @ X O & 3 W Eamingsupcoming A @ G (7 ENG |

L Type here to search
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2 Task Manager

Bl Options View

Processes Performance App history Startup Users Details Services

my

WITT

Py
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Disk 0 (C)
HDD
2%
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GPUO
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Memory
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