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Introduction
[bookmark: _Toc133345580]Background and rationale 
As per Thakur et al. (2015) cybersecurity is the practice of protecting computer systems, networks, and digital data from unauthorized access, theft, or damage. It encompasses various technologies, processes, and practices that are designed to safeguard digital devices, networks, and sensitive information from a range of threats. The field of cybersecurity has evolved significantly over the years, as the proliferation of digital technologies has made individuals and organizations increasingly reliant on computer systems and the internet (Humayun et al., 2020). As computer networks and internet usage have grown exponentially over the past few decades, so has the need for cybersecurity measures.
Besides, Pandey and Misra (2016) noted that the history of cyber security can be traced back to the early days of computing when researchers began exploring ways to protect computer systems from unauthorized access. The first computer virus, called the Creeper virus, was discovered in 1971, which was intended as a harmless experiment but demonstrated the potential for malicious code to cause harm. As computer systems became more widespread, so did the threat of cyber-attacks. In the 1980s, hackers began to target computer systems for fun or profit, resulting in the first documented cyber-attack in 1988, known as the Morris Worm. Furthermore, Gunduz and Das (2020) added that this attack caused significant disruption to computer systems across the United States and served as a wake-up call to the need for improved cyber security measures. In response to the growing threat of cyber-attacks, organizations began to develop standards and best practices for cyber security. In 1985, the US government created the Computer Emergency Response Team (CERT), which developed the first version of the Computer Emergency Response Team Coordination Centre (CERT/CC) in 1988. Other organizations, such as the International Organization for Standardization (ISO), also developed standards for cyber security. Furthermore, Ullah et al. (2019) added that Firewalls, antivirus software, and intrusion detection systems were developed to detect and block unauthorized access to computer systems. Encryption technologies were also developed to protect sensitive information from being intercepted by unauthorized parties. On the other hand, Tweneboah-Koduah et al. (2017) argued that as the internet continued to grow and evolve, so did the methods and sophistication of cyber attackers. Cybersecurity professionals continue to develop new technologies and techniques to stay ahead of these threats, including advanced analytics, machine learning, and artificial intelligence. The 2000s saw significant advancements in cyber security technology, including the development of firewalls, intrusion detection systems, and encryption technologies. However, Shafqat and Masood (2016) argued that cyber-attacks continued to evolve, with the rise of phishing attacks, social engineering, and ransomware. 
[bookmark: _Toc133345581]Problem statement 
The field of cybersecurity continues to be of critical importance as our lives become increasingly digital and interconnected. Cybersecurity has become a critical concern for governments, businesses, and individuals alike, as cyber threats have become more sophisticated and prevalent. Cybersecurity involves a range of different disciplines, including information security, network security, application security, and operational security. Moreover, Abomhara and Køien (2015) pointed out that it also involves the use of various tools and technologies, such as firewalls, intrusion detection systems, encryption, and antivirus software. The field of cybersecurity is constantly evolving, as new threats emerge, and new technologies are developed to combat them. Cybersecurity professionals play a critical role in protecting digital systems and data from threats, and there is a growing demand for skilled cybersecurity experts in both the public and private sectors. E-commerce companies have confronted many cybersecurity issues recently which have downturned the customer interest on buying products in many markets (Jackson and Orebaugh, 2018). For example, Amazon confronted lawsuit in US for deterring the cybersecurity and the company was also fined million dollars (Schatz et al., 2017). The cybersecurity is becoming imperative for making transactions in e-commerce companies. 
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Figure 1: Top e-commerce companies worldwide
Source: Humayun et al. (2022)
Moreover, Cybersecurity investigation often reveal the mistakes made by businesses that fell victim to cyber-attacks. By learning from these mistakes, ecommerce businesses can avoid making the same errors and can develop more effective cybersecurity strategies. In addition to this, present study can illustrate the significant impact that cyber-attacks can have on businesses, including financial losses, damage to reputation, and legal liability. By highlighting these consequences, the present study will help businesses understand the importance of investing in robust cybersecurity measures.
[bookmark: _Toc133345582]Aim
To study the cybersecurity threats and responses for business organisations by focusing on the case of e-commerce companies. 
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Objectives
· To examine the significance of cyber security in e-commerce companies
· To assess the threats confronted by e-commerce companies due to cybersecurity issues
· To evaluate the cybersecurity threats and responses for e-commerce business 
· To provide recommendations for improving the cybersecurity responses for e-commerce business
[bookmark: _Toc133345584]Research questions
1. What is the significance of cyber security in e-commerce companies?
2. What are the threats confronted by e-commerce companies due to cybersecurity issues?
3. What are the cybersecurity threats and responses for e-commerce business? 
4. What are recommendations for improving the cybersecurity responses for e-commerce business? 
[bookmark: _Toc133345585]Significance of the present study
They should make clear to their users how their data is collected, stored, and used, as well as any measures taken to secure their data. When developing security measures or conducting research, it is important to ensure that biases and assumptions are not built into the process. Any decisions made should be based on objective evidence and data and should not unfairly disadvantage any groups or individuals. Businesses and researchers have a responsibility to ensure that their actions do not cause harm to users or compromise their security. This includes taking measures to prevent data breaches, implementing secure authentication methods, and being transparent about any security incidents that occur. Overall, it is important to approach cyber security in the ecommerce industry with a strong sense of ethics and responsibility. By prioritizing user privacy, informed consent, transparency, fairness, and responsibility, businesses and researchers can help to build trust and confidence in the ecommerce industry and protect users from potential harm.
The present study plays an important role in fathoming cyber security for ecommerce as they provide real-world examples of cyber-attacks, their impact, and how they can be prevented in the future. The present study can provide valuable insights into the cybersecurity risks faced by ecommerce businesses, the impact of cyber-attacks, and the measures that can be taken to prevent them. By studying past incidents, ecommerce businesses can develop more effective cybersecurity strategies, improve their defences, and protect themselves from future attacks.
[bookmark: _Toc133345586]Dependable and in-dependent variables
When conducting research or working in the field of cyber security in the ecommerce industry, it is important to consider dependent and independent variable that may arise. Ecommerce platforms often collect a significant amount of personal data from their users, including names, addresses, credit card numbers, and other sensitive information. When conducting research or implementing security measures, it is important to ensure that the privacy of users is protected. It is important to obtain informed consent from users when collecting data for research purposes. Users should be made aware of the purpose of the research, how their data will be collected and used, and any potential risks or benefits. In addition to this, ecommerce businesses should be transparent about their data collection and security practices. The dependent variable of the study is business performance and independent variable is cybersecurity threats and response and the independent variable. 


[bookmark: _Toc133345587]Literature Review 
[bookmark: _Toc133345588]Introduction
According to Ferrari (2015), a literature review is a critical evaluation and analysis of existing research and publications on a specific topic. It involves identifying, evaluating, and synthesizing relevant studies and publications to develop a comprehensive understanding of the current state of knowledge on a particular subject. As per the view of Chen (2017), a literature review typically begins with a clear research question or objective, which guides the search for relevant studies and publications. The review may include both primary research studies and secondary sources, such as review articles and books. The literature review process involves several steps, including conducting a thorough search for relevant studies and publications, evaluating the quality and relevance of the studies, and synthesizing the information to identify key themes and findings. In the opinion of Torraco (2016), the main purposes of a literature review are to Identify gaps in the existing research and areas for further study. In addition to this, Chen (2017) cited that it will provide a comprehensive understanding of the current state of knowledge on a particular subject. Moreover, it will inform the development of new research questions and hypotheses and identify potential sources of bias and limitations in existing research. Overall, a literature review is a critical tool for researchers to develop a deep understanding of the current state of knowledge on a particular subject and to identify areas for further study.
In this literature review section, the researcher will be discussing the influence and impact of cyber security, it’s significance in the modern world, the factors that affects the business organisations and the impact of cyber security threats and responses for business organisations. In this section, the researcher will be conducting a case study of ecommerce industry to understand the influence of cyber security.
[bookmark: _Toc133345589]Cyber security
In today's digital age, cybersecurity has become a critical issue for individuals, businesses, and governments. According to Carr (2016), Cybersecurity refers to the measures taken to protect computer systems, networks, and sensitive information from unauthorized access, theft, damage, or other malicious attacks. With the increasing reliance on digital technologies and the internet, the threat of cyberattacks has grown significantly, and the need for effective cybersecurity measures has become more important than ever. There are several key aspects of cybersecurity that must be considered to ensure effective protection against cyber threats. One important aspect is the use of strong passwords and other authentication measures to prevent unauthorized access to computer systems and networks (Teoh and Mahmood, 2017). This can include the use of two-factor authentication, biometric authentication, and other advanced security measures.
Another important aspect of cybersecurity is the use of encryption technologies to protect sensitive information from being intercepted by unauthorized parties. As per the observation of Galinec et al. (2017), Encryption involves encoding data in such a way that only authorized users with the correct decryption key can access it. This can help to prevent data breaches and other types of cyber-attacks. In the opinion of Boys (2018), Firewalls, antivirus software, and intrusion detection systems are also essential components of effective cybersecurity. In the observation of Štitilis et al. (2016), Firewalls help to block unauthorized access to computer systems and networks, while antivirus software can detect and remove malicious software and other types of malwares. Galinec et al. (2017) point out that intrusion detection systems can help to detect and respond to attacks in real-time, minimizing the damage caused by cyber-attacks. Finally, it is important to recognize that cybersecurity is an ongoing process, not a one-time event. Regular monitoring and maintenance of computer systems and networks are essential to identify and respond to potential threats. It is also important to stay up to date with the latest cybersecurity technologies and best practices to ensure that cybersecurity measures remain effective over time. Boys (2018) comment that Cybersecurity is a critical issue in today's digital age. With the increasing reliance on digital technologies and the internet, the threat of cyberattacks has grown significantly, and the need for effective cybersecurity measures has become more important than ever. According to view of Štitilis et al. (2016), by implementing strong passwords and other authentication measures, using encryption technologies, deploying firewalls and antivirus software, and staying up to date with the latest cybersecurity technologies and best practices, individuals, businesses, and governments can help to protect themselves against cyber threats and keep their sensitive information safe and secure.
[bookmark: _Toc133345590]Major factors that influence the business organisations
Business organizations are subject to a wide range of internal and external factors that can impact their operations and success. These factors can include economic, social, technological, and political factors, among others. In this essay, the researcher will discuss some of the major factors that can impact business organizations and how they can respond to these challenges. Economic factors such as inflation, interest rates, and consumer spending can have a significant impact on business organizations (Schatz et al., 2017). High inflation rates can lead to increased costs for raw materials and other inputs, while high interest rates can make it more expensive for businesses to borrow money. Decreased consumer spending can also lead to reduced sales and revenue for businesses. To address these challenges, businesses may need to adjust their pricing strategies, reduce costs, or seek alternative sources of financing. Furthermore, Social factors such as demographic changes and consumer trends can also impact business organizations. Changes in demographics, such as an aging population or changes in consumer preferences, can lead to shifts in demand for products and services. Businesses may need to adapt to these changes by developing new products or services or by targeting new demographic groups. Technological advances and changes can also impact business organizations (Štitilis et al., 2017). 
New technologies can create opportunities for innovation and growth, but they can also disrupt existing business models and industries. For example, the rise of e-commerce has disrupted traditional brick-and-mortar retail businesses. To respond to these challenges, businesses may need to invest in new technologies, develop new business models, or partner with other companies to stay competitive. In addition to this, Political factors such as changes in regulations and government policies can also impact business organizations. For example, changes in tax laws or trade policies can impact the profitability of businesses. Political instability or uncertainty can also create risks for businesses operating in certain regions or industries. Schatz et al. (2017) pinpoints that to address these challenges, businesses may need to stay informed about changes in regulations and policies and adapt their strategies accordingly. Business organizations are subject to a wide range of internal and external factors that can impact their operations and success. Economic, social, technological, and political factors are among the major factors that can impact businesses, and they must be considered when developing business strategies. By staying informed about these factors and adapting their strategies accordingly, businesses can better respond to challenges and position themselves for success.
[bookmark: _Toc133345591]Impact of cyber security threats and responses for business organisations
In today's digital age, cyber security threats have become a major concern for business organizations across the world. Cyber security refers to the practice of protecting computer systems, networks, and other digital assets from theft, damage, or unauthorized access. From the observation of Safa et al. (2016), Cyber security threats can come in various forms, such as malware, phishing attacks, ransomware, social engineering attacks, and insider threats. These threats can have a significant impact on the operations, reputation, and financial stability of businesses. Therefore, it is crucial for organizations to have a comprehensive cyber security strategy in place to protect themselves from these threats. Cybersecurity threats have become a growing concern for businesses in recent years. Soomro et al. (2016) mentioned that Cybersecurity threats can take many forms, such as data breaches, hacking, ransomware attacks, and phishing scams, among others. These threats can have a significant impact on business operations, including financial losses, damage to reputation, and loss of customer trust. In this essay, we will discuss the impact of cybersecurity threats on business organizations and the responses that businesses can take to mitigate these risks. The impact of cybersecurity threats on business organizations can be significant. Data breaches can result in the loss of sensitive customer information, such as credit card numbers or social security numbers. This can lead to financial losses for both the business and the affected customers. In addition, data breaches can damage a business's reputation and result in a loss of customer trust. Ransomware attacks can also have a significant impact on businesses by disrupting operations and causing financial losses.
Misra et al. (2020) emphasized that businesses can take a variety of responses to mitigate the risks of cybersecurity threats. One of the most important responses is to implement strong cybersecurity measures, such as firewalls, antivirus software, and encryption technologies. These measures can help to prevent cyber-attacks and protect sensitive data. Another important response is to provide employee training and awareness programs. Many cybersecurity threats arise from human error, such as clicking on a phishing email or using weak passwords. By providing training and awareness programs, businesses can help employees to understand the risks of cyber threats and how to avoid them. In addition, businesses can develop incident response plans to ensure that they are prepared to respond quickly and effectively to cyber-attacks. These plans should include procedures for identifying and containing threats, notifying affected parties, and restoring systems and data. From the findings of Nagy et al. (2018), Cybersecurity threats can have a significant impact on business organizations, including financial losses, damage to reputation, and loss of customer trust. Businesses can take a variety of responses to mitigate these risks, including implementing strong cybersecurity measures, providing employee training and awareness programs, and developing incident response plans. By taking these steps, businesses can better protect themselves against cybersecurity threats and reduce the risk of negative impacts on their operations and reputation.
[bookmark: _Toc133345592]Research gap
The e-commerce industry has experienced significant growth in recent years, with more and more people using online platforms to purchase goods and services. However, with this growth comes an increase in cyber security threats that can compromise the sensitive information of e-commerce customers, including their personal and financial data (Nagy et al., 2018). Despite the potential risks, there is still a research gap in understanding cyber security issues in the e-commerce industry. One potential research gap is the lack of studies that specifically examine the cyber security risks and threats faced by small and medium-sized e-commerce businesses. While large e-commerce companies have the resources to invest in robust cyber security measures, smaller businesses may not have the same level of expertise or resources to protect their customers' information adequately. 
Therefore, research that focuses on identifying the unique cyber security risks and threats faced by small and medium-sized e-commerce businesses can help inform policies and practices to reduce their vulnerabilities (Misra et al., 2015). Another research gap is the lack of studies that explore the impact of cyber security incidents on consumer behaviour in the e-commerce industry. While there is research on the impact of data breaches on consumer behaviour in other sectors, such as healthcare and finance, less attention has been paid to the e-commerce industry. Understanding how cyber security incidents affect consumer trust and confidence in e-commerce platforms can inform strategies for mitigating the impact of such incidents and rebuilding consumer trust. Finally, there is a need for research on the effectiveness of cyber security regulations and standards in the e-commerce industry. While there are various regulations and standards in place to protect consumer data in the e-commerce industry, there is a lack of research on their effectiveness in reducing cyber security risks and threats. Understanding the strengths and weaknesses of these regulations and standards can help inform policy decisions and lead to more effective measures for protecting e-commerce customers' sensitive information. In conclusion, the e-commerce industry faces numerous cyber security risks and threats that can compromise the sensitive information of its customers. While there is some research on this topic, there are still significant gaps in understanding the unique cyber security risks and threats faced by small and medium-sized e-commerce businesses, the impact of cyber security incidents on consumer behavior, and the effectiveness of cyber security regulations and standards in the e-commerce industry. Filling these research gaps can inform policies and practices for reducing vulnerabilities and protecting consumers in the e-commerce industry.
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Conceptual framework
Understanding threats and deploying response  


Business performance of e-commerce companies  
Cybersecurity 

[bookmark: _Toc133345594]Research Design and Methodology
[bookmark: _Toc133345595]Research Onion
The research onion is a widely accepted and recognized model for understanding the concepts and different stages involved in conducting research. The model was developed by Saunders et al. (2012) and provides a strategic approach to research design and methodology. The research onion is a metaphorical representation of the different layers of research, with each layer building on the previous layer. This essay will provide an overview of the research onion model and discuss its usefulness in designing and conducting research. 
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Figure 1. Research Onion Model
Source: Melnikovas (2018)
The research onion model comprises six layers that guide researchers in designing and conducting their studies. The first layer is research philosophy, which encompasses the researcher's fundamental beliefs about knowledge and reality and influences the selection of research methods. The model can be applied to cyber security research, including topics like information security, cybercrime, and digital forensics, to design and conduct effective studies. Here is an overview of how the research onion can be applied to cyber security research:
[bookmark: _Toc133345596]Research Philosophy
In their research, Humphrey et al. (2015) demonstrated that the choice of research philosophy has a significant impact on study topics, methodology, and results. The research question, the context of the problem being studied, and the investigator's intentions and ideals all contribute to the selection of a research philosophy, which then guides the study process. Asher and Popper (2019) identified three main research philosophies: positivism, realism, and interpretivism. For the current study, the researcher will choose to adopt the concept of interpretivism.
Interpretivism aims to understand the complexity and depth of the social environment rather than developing general principles or testing hypotheses (Alharahsheh and Pius, 2020). For the current study, interpretivism will be useful in examining the advantages and challenges of cyber security and evaluating its impact on ecommerce industry. In interpretive research, data analysis involves identifying trends, concepts, and interpretations in the data and analyzing them in the context of the research question and theoretical framework to generate suitable recommendations for the industry. However, Junjie and Yingxin (2022) criticized for excluding the positivism and realism philosophies from the study.
[bookmark: _Toc133345597]Research Approach
The research approach is an essential component of the research process, as it shapes the data collection and analysis methods and the insights that can be obtained (Bell et al., 2022). It encompasses the general theoretical framework, as well as the specific approaches and procedures for data collection and analysis. Hair et al. (2019) identified three research approaches, including inductive, deductive, and abductive research approaches. The researcher for this study will opt the inductive approach.
The inductive method involves and encompasses a bottom-up strategy where the researcher begins with specific observations and then generalizes from them (Sekaran and Bougie, 2016). Data must be organized into categories, patterns and connections must be sought, and theories or conceptions must be developed to explain the data. Chang et al. (2020) noted that one advantage of the inductive method is that it enables the researcher to formulate ideas and notions based on evidence, rather than being constrained by pre-existing theoretical frameworks. It can also help examine novel or unexplored research topics. The researcher used the inductive approach to understand the advantages and challenges of cyber security in ecommerce industry (Chang et al., 2020). The research approach for cyber security research may be deductive or inductive. A deductive approach may be used to test a specific hypothesis related to cyber security, while an inductive approach may be used to identify patterns or themes in cyber security incidents or data breaches.
[bookmark: _Toc133345598]Research Design
Maramwidze-Merrison (2016) emphasized the importance of ethical considerations and a well-designed study in providing accurate and reliable answers to research questions or testing hypotheses. Research design refers to the overall plan and techniques used by a researcher to gather and analyze data. Easterby-Smith et al. (2021) identified three main research designs used in research: explanatory, exploratory, and descriptive research designs. In this study, the researcher will be using exploratory research design to gain a deeper understanding of the advantages and challenges of cyber security in the ecommerce industry and assess the various factors influencing it. However, the researcher will not be exploring the explanatory research design, which often involves manipulating or deceiving variables and may raise ethical concerns. 
Furthermore, the explanatory design may introduce researcher bias, especially if the researcher's pre-existing views influence the research's design or analysis. Therefore, this design was unsuitable for evaluating the impact of cyber security in ecommerce in this study (Bougie and Sekaran, 2019).
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Research Strategy
 When selecting a research strategy, the researcher must consider various factors, including the research topic, available resources, and ethical considerations, and weigh the advantages and disadvantages of each option (Fuller et al., 2016). Most of the studies employ three research strategies, namely interview, case study, and survey, but the researcher for the present study will opt for the case study approach.
The case study approach, according to Apuke (2017), enables a comprehensive investigation of a specific event or situation, providing a thorough understanding of complex phenomena and revealing connections that other research methods may not identify. Case studies often involve gathering data from various sources, including interviews, observations, and written materials, ensuring completeness, credibility, and validity of the data. The case study approach is particularly useful when researching contextually dependent and intricate phenomena, providing a detailed understanding of a particular case or situation that can be used to develop theories, guide practice, and influence policies (Ikram and Kenayathulla, 2022).
However, the researcher will exclude the survey and interview strategies. Surveys and interviews can be time-consuming for both respondents and researchers and may result in a limited number of participants. Additionally, respondents may provide incomplete or inaccurate data due to recall bias or inadequate knowledge, leading to a narrower scope of the study and a less comprehensive understanding of the research topic (Anderson, 2015). Moreover, conducting interviews and surveys can be expensive, particularly if they require travel or specialized equipment. Lastly, analysing survey and interview data can be time-consuming and require technical expertise. Therefore, the researcher could not use the survey and interview strategies to evaluate the impact of cyber security on the ecommerce platforms. The research strategy for cyber security research may involve the use of various data collection methods, such as surveys, interviews, experiments, or case studies. For instance, a researcher investigating the effectiveness of a security control may use an experimental research strategy to test the control in a controlled environment.
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Data collection
To ensure that the collected data is appropriate and reliable for addressing research questions, thorough planning and consideration are required during the data collection stage, which is a crucial element of any research project. The reliability and authenticity of the data being collected should be taken into account, including its relevance and reliability, which refer to its precision, practicality, uniformity, and stability. Additionally, ethical concerns such as obtaining informed consent, anonymity, and security should be considered when collecting data. Gathering data involves obtaining information from various sources, and there are two major methods: primary and secondary data collection (Basias and Pollalis, 2018). In this particular study, the researcher chose to use secondary data collection because it can be more efficient and cost-effective than primary data collection and can provide cross-cultural comparisons or historical perspectives. However, researchers must ensure the accuracy and reliability of the secondary data sources before using them in a research project. They should verify that the data was collected using appropriate methods and is relevant to their research question, as well as considering any biases or limitations in the data source and ensuring proper referencing and recognition of the information (Basias and Pollalis, 2018).
[bookmark: _Toc133345601]Data Analysis
Data analysis refers to the process of organizing, interpreting, and deriving meaning from research data. The appropriate method of data analysis depends on the research strategy, data category, and study objective. It is important for researchers to follow a systematic and transparent approach during data analysis to ensure accuracy and reliability of results. The significance of considering the reliability and validity of data analysis techniques and presenting findings to the intended audience. There are various types of data analysis, including descriptive analysis, case study analysis, and thematic analysis (Schatz et al., 2017). In this study, the researcher will opt for case study analysis to examine the impact of cyber security on ecommerce industry in detail. Through this analysis, the researcher was able to provide relevant recommendations to ecommerce platforms for effective utilization of cyber security technology in their operations to enhance efficiency.
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Research Limitations
Secondary data, particularly historical data, may not be relevant or up to date for the current research topic. The information provided by secondary sources may not meet the specific needs of the research or may lack some necessary data required to address the research question. There is no guarantee regarding the reliability and accuracy of secondary data since it was collected by a different party. Additionally, integrating secondary data with other data sources may be difficult due to differences in format or structure.
There are several limitations to consider when researching cyber security in ecommerce. Due to the sensitive nature of cyber security, companies may not be willing to share information on their security practices, incidents, or vulnerabilities. This makes it challenging for researchers to access comprehensive data on cyber security in ecommerce. In addition to this, Cyber threats and ecommerce platforms are constantly evolving, which makes it challenging for researchers to keep up with the latest trends and practices. By the time a study is published, the information may already be outdated. Furthermore, conducting research on cyber security raises ethical and legal issues, such as privacy concerns, confidentiality, and data protection regulations. Researchers must ensure that their methods and findings are following these regulations.
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Cyber security has become increasingly important for businesses over the years, as technology has advanced, and more business operations are conducted online. The consequences of a cyber-attack can be severe, including loss of sensitive information, financial losses, damage to reputation and even legal liabilities. In this research, we understood the significance of cyber security with the help of a case study in ecommerce platforms. It helped to understand the threats posed by cybercrimes on the operations of business organizations, particularly ecommerce industry. Case studies can help ecommerce businesses understand the types of cyber threats they may face, including phishing attacks, ransomware attacks, and data breaches. By analysing past attacks, businesses can identify vulnerabilities in their own systems and take steps to mitigate those risks. To respond to these threats, e-commerce businesses must have strong security measures in place, such as encryption of sensitive information, regular software updates, and employee training on cybersecurity best practices. Some recommendations for improving cybersecurity responses in the e-commerce sector include Regularly update software and security measures to stay up to date with the latest threats, implement two-factor authentication to prevent unauthorized access, conduct regular security audits and risk assessments to identify vulnerabilities etc.
[bookmark: _Toc133345604]Evaluation
For evaluating the impact of cyber security on ecommerce industry the researcher can consider below scenario.
One of the famous ecommerce websites came across an issue of data breach that led to the leakage of personal and financial information of its users. This incident is occurred due to a phishing attack that exploited a vulnerability in the website payment system. Understanding the context of an e-commerce website is crucial to comprehend the scope and intricacy of the cybersecurity issue. This context encompasses the industry, size, and type of operations of the website. A large e-commerce website with complex payment systems and millions of customers will be exposed to more considerable cybersecurity risks than a small online store. The primary cyber threat identified in this case study is a phishing attack that targeted a weakness in the payment system. Phishing is a widespread technique utilized by hackers to gain access to confidential information such as credit card numbers, usernames, and passwords. Due to its elusive nature, this form of attack can be challenging to identify and thwart, making it a significant risk to the security of e-commerce websites. It is crucial to assess the e-commerce website's reaction to the data breach. The response should involve implementing strategies to limit the damage caused by the attack, prevent potential future breaches, and recover normal operations. In this scenario, the response could involve notifying customers of the breach, providing credit monitoring services, and enhancing the security of the payment system. 
Evaluating the results of the cybersecurity incident is of utmost importance as it will determine how it affects the organization's operations, reputation, and financial performance. For instance, if a data breach leads to a loss of customer confidence, it can significantly harm the organization's revenue and profitability. It is crucial to assess the takeaways from the cybersecurity incident. For instance, the organization might introduce measures to enhance its cybersecurity readiness, such as regular employee training, security audits, and software updates. In general, this evaluation approach can assist organizations in comprehending the cybersecurity threats they encounter and formulating plans to manage these risks effectively.
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