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1.Problem Statement:
The real estate agency has grown rapidly and there is high demand for their services. However, the management of the ESTATE AGENCY suspects that there are fraudulent activities taking place within the sales department. They suspect the following activities are taking place:

· Staff are creating tables to hide Sales activities made;
· Some Sales records are being deleted from sales table after sales transaction occurs;

These activities need to identify and stopped, and the person responsible identified.

Solution: To cater down the future problems are implemented two types of statements in the database:
· DDL
·  DML
2. DDL (Data Definition Language) intended to resonate with the updating and modification of data (Christensson, 2015). Mainly three types of syntax responsible for overall changes in the structure of database tables, which create, alter and drop. These three commands overall define the structure of the database. To cover these statements have written a database trigger which mainly used to cater down such things. Its scope can be either of the whole servers or for the current database. The pseudocode for writing a database trigger is below. Ties need to identified and stopped, and the person responsible identified.

[image: ]

[bookmark: _GoBack]To cover all the changes we have added a new table to our previous database name of “ PRGDatabaseAudit” which populated whenever a DDL statement executed in the database.
The create a statement for creating the table is below:
[image: ]
The trigger code to populate the table is below.  
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Following is attach screen short and queries which shows the working demo of the DDL statement changes.
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When first we selected data from the database audit table, it shows no record. Still, as we have executed the drop and create the query, is populated with data with the help of these audit information the agency can monitor any changes made to the structure of the database by any user. To Support the point of DDL queries here are some of the queries run the database and recorded in our DatabaseAudit table.
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3.DML (Data Manipulating Language): This type of statement used to manipulate with data present in the database tables. DML includes mainly insert delete and update. As the agency is only concern with the sale data so, have created a trigger for each of the three main commands i-e insert update and delete operation carried against the sale table. To keep the data for an audit point of view, have created a new table in the database, how to push the data to trigger. The create a statement of DataAudit table and trigger is below.
[image: ]


Insert Trigger:
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 Delete Trigger:
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Update Trigger:
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Following are some of the DML queries executed against the sale tables which audit as also shown in the respective table with attached screen shorts.
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4.Concurrency and Transaction as used in the DBMS
In this section, we will discuss the functions which require by DBMS to execute multiple commands for the maintenance of record and data. Various Database allows users to run multiple commands together, while this would impossible to manage the operations for this reason each function is restricted by a set of control that prevents each function to overlay with each other.
The details of the function which we will discuss are mentioned below:
 Concurrency 
         Transaction

4.1 Concurrency as the name is similar to concurrent, so does the operating module. The concurrency in DBMS can manage a multitude of operations at one time and without impacting the functionality of the operations (Elmasri and Navathe, 2011). Practically speaking, the concurrency is very challenging to mix up the tasks of both READ and WRITE and functionality together.
 
Concurrency is best suited for a multiuser programming system, where simultaneously multiple commands are run and successfully performed tasks without hampering the integrity of the corresponding database. Although concurrency is an effective control system for the multiuser module, there can be some possible problems with the implications (Foster and Godbole, 2016).

4.2 TRANSACTION is a legitimate unit of preparing in a DBMS which involves at least one database get to the activity. More or less, database transactions speak to certain occasions of any venture (Garmany, Walker and Clark, 2005). 

A wide range of database gets to the activity which held between the start and ends transaction proclamations considered as a single legitimate transaction. During the exchange, the database is conflicting. Just once the database is submitted, the state change starting with one predictable state then onto the next.
4.3 ACID Properties of Transaction
The transaction is finished by COMMIT or ROLLBACK SQL explanations, which demonstrate an exchange's start or end. The ACID abbreviation characterizes the properties of a database exchange, as follows: 

        a. Atomicity: A transaction must be atomic in the sense that either all changes made by it to the database are committed or are all revoked (Breitbart, Garcia-Molina and Silberschatz, 1992). Example: Let us take a sequence of updates in SQL that inserts, updates and deletes lines from two tables PRGSaleAudit and PRGDatabaseAudit:
INSERT INTO PRGSaleAudit
UPDATE PRGDatabaseAudit
DELETE FROM PRGSaleAudit

These changes must either be committed together or revoked together. If only the insertion and deletion are committed and not the update, then the Atomicity is violated. The management system provides the mechanisms to ensure the Atomicity of the transactions, in case of hardware and software incidents that occur during the execution (Breitbart, Garcia-Molina and Silberschatz, 1992).
       b. Consistency: A transaction that starts working on a consistent database must also leave it in a consistent state at the end, so a transaction cannot violate existing database restrictions. In most cases these restrictions are modelled in the form of integrity constraints: NOT NULL, PRIMARY KEY. If a transaction contains an operation that violates an integrity constraint, then all changes made to the transaction will be revoked. The DBMS must provide consistency preservation mechanisms.
       c. Isolation: A transaction must behave as if the operations performed by it are isolated, independent of the operations performed by another transaction. No other transaction should read intermediate data written by that transaction.
       d. Durability: Once successfully made the changes made by a transaction, they will persist and can no longer revoke. In the case of the hardware and software incident, the effects of the committed transactions found in the recovery after the incident. From this point of view, each management system must contain mechanisms through which the effects of all transactions committed recorded in the system logs restored in case of an incident.

Generally, current DBMSs execute isolation through a locking convention. Durability is regularly actualized utilizing logging and recuperation. Isolation and Atomicity ensured by a mix of locking and logging to ensure security and precision when accessing the database. Consistency by runtime checks in the questioning agent: if an exchange's activities will disregard a SQL respectability requirement, the exchange prematurely ended and a mistake code returned (Hellerstein, Stonebraker and Hamilton, 2007).

The importance of ACID properties cannot ignore while executing a transaction. They are necessary to ensure that the database remains robust by safeguarding the functionality of the transaction that it doesn’t interfere with the transaction running parallel to it. 
Transaction Properties are Responsible for User:
All of the ACID properties are the reasonability of the developer and as a user, we have to achieve them by abiding by a specific set of rules and criteria.
5. Anomalies in Concurrency Control: As we have mentioned above concurrency control is a set of instructions that enables the simultaneous execution of a transaction. However, there are some drawbacks if proper attention not given while implementing control (Addison Wesley Hernandez, 2013). In this section, we are discussing the anomalies in the database system, which are mention below:

 Dirty Read
      Unrepeatable Read
      Lost Update

    5.1 Dirty Read
There can be a dependency issue when a transaction is trying to update a row which already updated by the alternative transactions. To further elaborate dirty read is the anomaly which occurs when one transaction makes efforts to update an item, but transaction remains unsuccessful due to some reason. Is mainly because of another transaction take access of the issue and update it before it can get back to its original state (Singh, 2011). 
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Example:
Let’s assume we have two transactions T1 and T2 and value A=10. T1 reads the value A and store it in the buffer. T2 reads the value A from T1 buffer and update the value and commit it A=12. While T1 fails at forthcoming stage and process is rolled back resulted in dirty read.

     5.2 Unrepeatable Read
This type of anomaly occurs when a transaction executes same row multiple time and fetch different data each time. To further explain this abnormality in the database occurs when one transaction compute a summarized report over a set of data while simultaneously another transaction was updating the same data. 

Example:
Let’s consider we have two transactions D1 and D2 with “L” value 10. D1 reads the value of L, and D2 reads the value of L both reads 10. D1 updates the value of “L” to 23 and when D2 reads the value of “L” considering it is running in isolation reads value 23 instead of 10, which results in unrepeatable read.

      5.3 Lost Update
The Lost update occurred when multiple transactions selected the same row for working and update the data based on the chosen value (Singh, 2011). Provide further, and this anomaly occurs when two transactions try to gain control over the same data and update it as per the read value. In simple words, if two transactions read the write and update it, the update of first is being overridden by the second update results in the lost update.

Example:
Let’s assume an example, where we have two transactions X1 and X2 and value “J” with 10. X1 reads J = 10, and X2 updates the value of J=23 and blind write value of J=33 and commits. When X1 commits to writing the value as 33 and update from X1 is lost.

6.Controls of Concurrency Protocols
To ensure that concurrency method work on the practice of data integrity specific protocols created which ensure that all transactions executed without obstructing the functionally of another transaction running beside it (Casanova, 1981). There are multiple concurrency protocols that can utilize to ensure the permanence of the database.
1. Lock Based Protocols
2. Two-Phase Locking Protocols
3. Timestamp-based Protocols
4. Validation-based Protocols

We are now discussing the Two-Phase Locking protocols in the section below.

    6.1 Two-Phase Locking Protocols
Two-phase locking protocols can define as that protocol in which a transaction should obtain a lock after it discharges one of its locks. This protocol is also known as 2PL protocol (Casanova, 1981). There are three phases of the 2PL locking protocol, which mentioned as below:

     a. First Phase
In the first phase, when a transaction performed, it requires access to lock to complete the task.

 b. Second Phase 
In this part, the transaction has acquired all the locks it requires to perform the task. When the transaction releases its initial lock, the third phase will start.
      c. Third Phase
At this point, the transaction releases the acquired lock, which initially gained access. 
To further elaborate, we can state that transactions acquire and release lock in growing and shrinking phase, respectively.

[image: ]







Example:
From the example mentioned in section 6.1, we have faced the dirty read problem where T2 updates the value from T1 buffer and results in failure for T1. With two-phase locking, when T1 updates the value it requires lock permission to update the value, if T2 needed to update the same value A it requires grant access which will be released by T1 once it has updated the complete process. Thus, with a 2PL locking mechanism, we can easily overcome the dirty read anomaly. 










 7.Conclusion
To conclude, we can say that database technology rapidly enhanced in the past few decades, and the user has enormously benefited from the same. From a single user based environment, we have switched to a multiuser interface pretty quickly.  By rapid transition and advancement, developers created multiple control protocols to guarantee the functionality and stability of the database. With the assistance and support of various protocols, the database remains to work in stable condition, and that testify the integrity of the database as well. While we still have to ensure that the controls mechanism is healthy to avoid any anomalies while executing and updating the database.
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create TRIGGER [DDLTrigger. LogDDL]
ON DATABASE
FOR create table, ALTER Table . DROP Table
As
BEGIN
SET NOCOUNT ON;
DECLARE

@EventData XML = EVENTDATA();

INSERT INTO [dbo].[PRGDatabaseAudit]

([DatabaseName]

[TableName]

[EventType]

[LoginName]

[SQLCommand]

[AuditDateTime])

VALUES
(DB_NAME()
@EventData.value(’ (/EVENT_INSTANCE/QbjectName) (11",

*NVARCHAR (255) ")
,@EventData.value(" (/EVENT_INSTANCE/EventType)[1]", 'NVARCHAR(255
")

CURRENT USER
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@EventData,value( " (/EVENT_INSTANCE/ISOLCommand) [1]",
*NVARCHAR (MAX) *)
LGetDate())
End

G0

ENABLE TRIGGER [DDLTrigger. LogDDL] ON DATABASE

GO
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select © from PRGDatabaseAudit
&
drop table PropertyFosale
.
. “CReaTe TABLE [dbo]. [PropertyFosale](
[Property_1d] [int] 107 WL,
[Propertybescription] [varchar](550) WLL,
[Announcesalebate] [dstetine] 1L,
[Saleprice] [decimal](1s, 2) WLL,
[address] [varchar](520) HULL,
[F_Branch_zd] [int] WL,
[FK_Employee_I0] [int] 1L,
[rsSaleout] [bit] Wi,
[Salepate] [dstetine] (L1,
[FK_Sale_enployee_10] [int] WL,
CONSTRAINT [PK_PropertyFoSsle] PRIWARY KEY CLUSTERED

(
[Property_1d] ASC

JWITH (PAD_INDEX - OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY - OFF, ALLOW_ROW_LOCKS = ON, ALLOW PAGE_LOCKS - ON) ON [PRIMARY]

) on [pRIvaRY]

&

Select * from PRGDatabaseAudit

=
Resuls | (1) Messages.

1D Datcbaselome  TobleName  EventType. LognName  SQLCommand AudiDateTime
[17] siverg Prpetfosse DROPTABLE  ac drop table PropertyFoSale 20200415 00:17.19667
2" sver PropetfoSse CREATE TABLE  ac (CREATE TABLE [dbol ProperyFoSaiel [Popery_id]rt] NOTNULL, [.. 20200415 00:17:18.710
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lselect * from PRGDatabaseAudit
g0
drop table PropertyFoSale

g0
CREATE TABLE [dbo].[PropertyFoSale](
[Property Id] [int] NOT NULL,
[PropertyDescription] [varcharl(550) NULL,
[AnnounceSaleDate] [datetime] NULL,

[SalePrice] [decimal](18, 2) NULL,
[Address] [varchar](520) NULL,
[FK_Branch_Id] [int] NULL,
[FK_Employee ID] [int] NULL,
[IsSaleQut] [bit] NULL,
[SaleDate] [datetime] NULL,

[FK_Sale_employee ID] [int] NULL,
CONSTRAINT [PK_PropertyFoSale] PRIMARY KEY CLUSTERED

(
[Property Id] AsC
JWITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
TGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS =
ON) ON [PRIMARY]
) ON [PRIMARY]
g
select * from PRGDatabaseAudit
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alter table [dbo].[Branches]
ALTER COLUMN [Name] varchar(300);|

create table a (id int)
alter table a

add b varchar(160)

alter table a
drop column b

drop table a
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I select * from PRGDatabaseAudit
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3 3 sliverg Branches ALTER_TABLE  ac atertable [dbo] [Branches] ALTER COLUMN [Nam...  2020-04-15 00:24:37.643
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alter table [dbo].[Employee]
ALTER COLUMN [Name] varchar(300);

create table d (ida int)
alter table d

add  r varchar(160)

alter table d
drop column r

drop table d
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CREATE TABLE [dbo]. [PRGSaleAudit](
[ID] [int] IDENTITY(1,1) NOT NULL,
[salesInformation] [varchar](max) NULL,

[DateOfTransication] [datetime] NULL,|
[UserResponsible] [varchar](250) NULL,
CONSTRAINT [PK_PRGSaleAudit] PRIMARY KEY CLUSTERED

(

[ID] ASC
WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,
TGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON)

ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]
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CREATE TRIGGER insertSaleTrigger

ON__PropertyFoSale
after insert

As
declare @id as int;

BEGIN
select @id=Property Id from inserted

insert into [dbo].[PRGSaleAudit]
select @id Getdate() , CURRENT_USER
END
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CREATE TRIGGER deleteSaleTrigger

ON__PropertyFoSale
after DELETE

As
declare @id as int;

BEGIN
select @id=Property Id from deleted

insert into [dbo].[PRGSaleAudit]
select @id ,Getdate() , CURRENT_USER

END




image14.png
CREATE TRIGGER updateSaleTrigger
ON__PropertyFoSale
after update

As

declare @id as int;
declare @id_d as int
BEGIN

select @id d-Property Id from inserted
select @id = Property Id from deleted

insert into [dbo].[PRGSaleAudit
select "OLD ID' + cast( @id as varchar(10)) +' New ID '+ cast(

@id d as varchar(10)) ,Getdate() , CURRENT_USER
END
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INSERT [dbol . [PropertyFoSale] ([Property Id],
[PropertyDescription], [AnnounceSaleDate], [SalePrice],
[Address],  [EK Branch Id],  [EK Employee ID],  [IsSaleQut],
[SaleDate], [FK Sale employee ID]) VALUES (1, N'Romill Close,
West End, 5018

2 bedroom House for sale', CAST(N'2020-04-01 00:00:00.000' AS
DateTime), CAST(40000.60 AS Decimal(18, 2)), W!Remill Close,
West End, S018

2 bedroom House for sale’, 1, 1, @, CAST(N'2020-04-01
©0:00:00.000" AS DateTime), 1)

G0
INSERT [dbe] - [PropertyFosale] ([Property Id],
[PropertyDescription], [AnnounceSaleDate], [SalePrice],

[Address],  [EK Branch Id],  [EK Employee ID],  [IsSaleOut],
[saleDate], [FK Sale employee ID]) VALUES (2, N'Barnfield Road,
Southampton, 5019

3 bedroom Semi Detached House for sale, Southampton, Hampshire,

S019',  CAST(N'2020-04-01  ©0:00:00.000'  AS  DateTime),
CAST(43000.00 AS Decimal(18, 2)), N'28 London Road,

Southampton,

Hampshire,

S015 2AG', 2, 2, O, CAST(N'2020-04-01 ©0:00:00.000' AS
DateTime), 2)

G0
INSERT [dbe] - [PropertyFosale] ([Property Id],
[PropertyDescription], [AnnounceSaleDate], [SalePrice],

[Address],  [EK Branch Id],  [EK Employee ID],  [IsSaleOut],
[SaleDate], [FK Sale employee ID]) VALUES (3, NWallace Road,
Southampton, S019

3 bedroom House for sale, Southampton, Hampshire, S5019',
CAST(N'2020-04-01 00:00:00.000' AS DateTime), CAST(20000.00 AS
Decimal(18, 2)), N'28 London Road,

Southampton,

Hampshire,

S015 2AG", 3, 3, O, CAST(N'2020-04-01 ©0:00:00.000' AS
DateTime), 3)
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SELECT TOP 1000 [Property Id]
[PropertyDescription]
[AnnounceSaleDate]
[SalePrice]

.[Address]
[FK_Branch_Id]
[FK_Employee ID]
[IsSaleQut]

[SaleDate]
[FK_Sale employee ID]
FROM [slivergl.[dbo]- [PropertyFoSale]

SELECT *
EROM [dbo].[PRGSaleAudit]
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FROM [s1iverg]. [dbo]. [PropertyFosale]
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delete from PropertyFoSale where Property Id=2

select * from PRGSaleAudit
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Fldelete from PropertyFosale where Property_Id-2

select * fron pRosaleAudit |
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Table 125 Example ofdity ead (uncommitted data)

Time-1 7, Read EMP-LOAN-BAL 70000
Time-2 7, EMP-LOAN-BAL=70000 + 20000

Time:3 L, Write EMP-LOAN-BAL 90000
Time4 T, Read EMP-LOAN-BAI 90000
TimeS 4 EMP-LOAN-BAL = 90000 - 30000

Time:§ 7, #+94* Rollback *+++* 70000
Time.7 7, Write EMP-LOAN-BAL 60000
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create TRIGGER friggsctiams
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as
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CREATE TABLE [dbol.[PRGDatahaseAudit](

[ID] [int] IDENTITY(1,1) NOT NULL,

[DatabaseName] [varchar](3e0) NULL,

[TableName] [varchar](250) NULL,

[EventType] [varchar](250) NULL,

[LoginName] [varchar](250) NULL,

[SQLCommand] [varchar](max) NULL,

[AuditDateTime] [datetime] NULL,
CONSTRAINT [PK_PRGDatabaseAudit] PRIMARY KEY CLUSTERED
(

[ID] ASC
JWITH (PAD_TNDEX = OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY
= OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON) ON [PRIMARY]
) ON [PRIMARY] TEXTIMAGE ON [PRIMARY]




