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1. [bookmark: _Toc69743224]Introduction	Comment by Carlene Campbell: 
A good introduction but could improve with some general research information from peer reviewed articles to enhances your work.
This assignment will be comprised of a research task, as well as a case study featuring a sabotage relating to a company and file retrieval.
In computer forensics, there is no tool that can do everything that is required. Different tools are used for different tasks and depending on which evidence a client needs to be gathered.
For the research task, various tools will be researched. These tools will be categorised into their various disciplines – for example, some tools are made for disk analysis, some are made for network analysis, and some are made specially for performing forensics operations on mobile devices. These are just a few different types of software that are available.
These tools will be analysed and categorised into a table based on what type of software they are, as mentioned above.
For the second part of this assignment, a sabotage case study is required. This is related to an employee of a company which creates designs for high-end smartphones. The employee was responsible for the design of the Samsung Galaxy s20 Plus, among other expensive smartphones.
Rob, the employee, was found to be making deals to sell designs for these devices to rival companies, and later handed in his resignation. It was found that Rob had deleted these designs, which had cost millions of pounds to create, from his computer and potentially taken them with him.
These designs were due to be patented, as the company could then licence the technology to mobile phone manufacturers worldwide. Because of this, the company stands to lose out on a large amount of money and reputation.
The CEO of the company has hired Barry Lynch, who is a certified forensics professional to investigate and provide evidence of the sabotage taking place, and to retrieve the data that was lost.  



2. [bookmark: _Toc69743225]Research Task – Computer Forensics Tools
There are many different types of computer forensic tools on the market. Some of these are open source, and other tools are made for professional commercial use. 
In computer forensics, it is said that the concept never changes, the method partially changes, but the tools are never the same. This is because different tools are used for different purposes. Types of forensics include:
· Disk Forensics – Extracting data from storage media by searching files that have been deleted or modified or are active.
· Network Forensics – Analysing network traffic to collect important data and evidence. Incorporated in this is Wireless Forensics, which analyses data from wireless networks.
· Database Forensics – This is where databases and their related data are studied to gather evidence.
· Malware Forensics – This identifies malicious code and in turn studies their payload, and deals with viruses, worms, and the like.
· Email Forensics – These deal with the recovery and analysis of emails that may have been deleted.
· Memory Forensics – This involves collecting data from system memory and carving data from it.
· Mobile Phone Forensics – This deals with the examination of mobile devices, such as retrieving contacts, call logs, messages, photos, and videos, among other materials. (1)
2.1. [bookmark: _Toc69743226]Examples of forensic software
Autopsy
Autopsy is a digital forensics platform which allows examiners to investigate exactly what happened on a computer or a smartphone. Investigators can view a timeline version of the events that happened. It also has a keyword search function which can be used to find files that have similar terms included and can be used to extract data such as bookmarks, web history, and cookies from web browsers.
Deleted files can be recovered using another piece of software called PhotoRec, which can recover data even if the file system has been damaged or reformatted.
Finally, videos and photos can be recovered and EXIF data can be extracted. This type of data contains information about where and when the photo was taken and can even find which device the photo was taken on. (2)
MAGNET Encrypted Disk Detector
This software is a free download which can non-intrusively check for encrypted volumes on a system when responding to an incident. After running this command-line interface software, the decision can be made to investigate further, and determine whether an acquisition needs to be made to preserve evidence that may be lost if the computer is turned off.
This software checks for drives encrypted by TrueCrypt, PGP, VeraCrypt, SafeBoot or Bitlocker. (3)


Wireshark
Wireshark is a network analysis tool that can allow an investigator to inspect what is happening on a network and can allow them to see any suspect activity that may be happening. Wireshark intercepts network traffic and converts it into a human readable format. This makes it easier to identify what traffic is crossing the network, how much of it there is, how frequently it is passing and how much latency there is in the network.
Wireshark can filter traffic by protocol, therefore if an investigator chooses to see only one type of packet that may be useful in their investigation, this can be done through Wireshark to make it easier for them. (4)
MAGNET RAM Capture
This is a free imaging tool which can capture the physical memory on a suspect’s computer, therefore allowing investigators to recover and analyse artifacts found in memory.
Evidence that can be found using this tool includes processes and programs that are running on the system, network connections, evidence of malware, usernames and passwords, decrypted files and evidence of other activity that is not stored on the hard disk. (5) 
ProDiscover Pro
This is a paid forensics tool which allows investigators to collect key evidence from computer systems. This is a combination of ProDiscover Forensics and ProDiscover Incident Response software.
ProDiscover Forensics allows an investigator to preview and create an image of disks to be stored separately which stops evidence from being deleted. It also allows for forensic investigation on computer memory and for all major file systems to be examined. This means that the software can be used to perform examination on RAM, as well as recovery of files that have been deleted. Web and email artifacts can also be investigated, as well as cloud data. This allows online calendars, cloud storage and software, email inboxes and search history to be investigated.
Reports are then generated automatically for the investigator to use as evidence in their investigation. (6)
ProDiscover Incident Response can determine whether a system has been compromised, and to what extent it has been compromised. Network security staff can then act in real-time to protect systems from attack from hackers and disgruntled employees. Key servers can be monitored to identify and prevent any threats or breaches. (7)
Computer Aided INvestigative Environment (CAINE)
CAINE is a Linux distribution which has been created as a Computer Forensics project. This environment is organised to integrate existing forensic tools as software modules, and to provide the user with an easy-to use graphical interface.
CAINE includes many different computer forensics tools which can complete many tasks, such as analysing firmware, recovering data that has been deleted, reading Microsoft Office metadata, data carving, and the safe deletion of files. (8)


Forensic Toolkit (FTK)
Alongside the capabilities of other software mentioned in this section, there are many things that FTK can do. 
FTK can detect similar faces and objects within a series of images, which saves investigators time having to search through images to find a certain person or object. 
FTK also has capability to detect URL regardless of the browser used unlike open-source software which can only detect URLs on Internet Explorer, Chrome, and Firefox. 
Mobile data can be located, analysed, and filtered easier as there is a dedicated section for this on FTK. There is a message application filter which can isolate data from messaging applications such as Messenger and WhatsApp.
EXIF data can also be viewed which includes location data of images, as well as which make and model of device they were taken on.
Data from the device can be displayed in charts, timelines, and geolocation, among other methods which allows an investigator to get a clear picture of events. (9)
2.2. [bookmark: _Toc69743227]Table of tools
For this section, a table will be created which will be used to categorise the forensics tools mentioned above. This table will include what they can do, what they are made for as well as whether they are free and open-source, or paid software.
	Name of Software
	Free or Paid?
	Type of tool
	What the software is made to do
	Other features

	Autopsy
	Free and Open-Source
	Disk Forensics
	Used to create a timeline of events that happened on the device.

Recovery of deleted files using PhotoRec.

Recovery of photos and videos, and extraction of EXIF data.
	Search function allows investigator to search for keywords within files and internet cookies/data.

Ability to recover data from damaged file systems using PhotoRec.

	MAGNET Encrypted Disk Detector
	Free
	Disk Forensics
	Checks for encrypted volumes on a disk during incident response.

Helps investigators to decide if they should investigate further, and if applicable make a live acquisition to preserve data.
	


	Wireshark
	Free
	Network/Wireless Forensics
	Analyse the network and spot any suspect activity.

Analyse traffic and find out how frequent it is passing through; what traffic is as well as monitoring network latency
	Investigators can filter by protocol, and therefore only see data that is relevant to them.

	MAGNET RAM Capture
	Free
	Memory Forensics
	Captures the memory of a suspect’s computer, allowing for the analysing of artifacts found in memory
	

	ProDiscover (Both tools)
	Paid
	Memory, Email, Disk forensics
	Create an image of disks to avoid evidence being lost.

Examination of file systems.

Analyse email, calendars, cloud storage and applications.

Find out if a breach has taken place.
	The ability to remotely defend a system against attacks.

The ability to view the extent of any breaches that take place.

	CAINE (Linux Environment)
	Free and Open Source
	All types of forensics
	Features tools that can complete most types of forensic tasks.
	CAINE is used to present forensics tools in an easy-to-use graphical interface, made especially for computer forensics investigations.

	Forensic Toolkit (FTK)
	Paid
	Memory, Disk, Email, Mobile Phone forensics
	Everything the other tools can do, as well as:

Facial and object recognition in photos.

URL detection across all browsers

Mobile data such as messages sent via Messenger and WhatsApp can be analysed
	EXIF data of images can be viewed

Data can be viewed in charts, timelines as well as using geolocation




3. [bookmark: _Toc69743228]Case Study – Sabotage
For this section, a case study has been provided. It follows Rob Jengelley, a former employee of CEC Mobile Manufacturing in Swansea. The company creates mobile phone interfaces and GUIs for popular vendors. For example, Rob was involved in the design of the Samsung Galaxy s20 Plus phone.
It was found that Rob had struck a deal with CECs competitors Samtech. A week later, Rob left the company taking the designs with him and deleting them from his workstation. Rob’s workstation was never backed up due to the highly confidential nature of his work. Only Rob was able to access the designs. Millions of pounds will be lost if the design is leaked.
The CEO of the company, Ms Dee Rod has hired Barry Lynch, a Computer Hacking Forensic Investigator (CHFI) and Certified Ethical Hacker (CEH) certified investigator to investigate and provide evidence of the sabotage, and to retrieve the data.
3.1. [bookmark: _Toc69743229]Forensics Methodology
It is important that correct methodology is followed during this case. This requires Barry to follow these steps:
3.1.1. [bookmark: _Toc69743230]Data Seizure
Firstly, it is important that data is collected as quickly and safely as possible. The data for this case may be collected, inspected, and copied from many sources if they contain evidence. This stage also requires the application of knowledge of data storage technologies to track down evidence stored on a device.
This stage will typically be completed by a member of a law enforcement agency, as it ensures that evidence is not misused, destroyed, or tampered with which could result in a successful case in a Court of Law.
3.1.2. [bookmark: _Toc69743231]Data Acquisition
For this section, Barry should decide whether it is required to perform a live acquisition of data. These are most used during an intrusion investigation, however it may also apply to other types of investigation, such as this one. Barry must consider the following five factors to decide whether a live response is required:
1. Is there reason to believe that the volatile data in the workstation contains information critical to the investigation which is not available anywhere else? Yes, there could be information stored in RAM regarding programs that were open as well as processes taking place on the computer.
2. Can the live response be run in an ideal manner which reduces the number of changes to the target system? Changes would not really be an issue as the workstation is not being used – and the forensic operation would not make that many changes.
3. Is the number of affected systems large making it infeasible to perform forensic duplications? No, as far as the company is concerned it is only one workstation that has been used for all these designs.
4. Is there risk that forensic duplications will take an excessive amount of time or fail? Yes, as the designs have been deleted and need to be recovered, however this is just a normal file retrieval and there is not much chance of it failing if done correctly.
5. Are there legal considerations that require as much data as possible to be preserved? Yes, as this could cost the company millions of pounds, and they would assumedly like to take legal action against Rob for the theft of the designs. (10)
A bit-by-bit copy process will need to be followed to image the source of evidence. Autopsy would be recommended for a case such as this as it created a timeline of events that happened and can track when the files were deleted or modified. It is also able to recover files and view search history to see if there is anything related to the theft which had been searched for.
As the data source is available physically, it is recommended that data acquisition is performed locally. This might make it easier for Barry to investigate as the source is there to investigate.
3.1.3. [bookmark: _Toc69743232]Data Recovery
Data recovery is vital if the source of evidence has corrupted or damaged data segments. The recovery of lost data is essential if a proper investigation is to be undertaken.
This section of the methodology deals with the recovery of lost, damaged, or corrupted data from the forensic image using automated tools and other procedures such as file carving which involves performing statistical analysis of the data segments.
In the case of this investigation, it may be more difficult to perform this stage as there are no backups of the data as mentioned above, as this may make the system less secure and vulnerable to data theft as the data will be stored on more than one device at a time.
3.1.4. [bookmark: _Toc69743233]Data Analysis
Analysis will be performed on the acquired forensic image of the data source, in this case, the hard drive and RAM of Rob’s computer. This will allow Barry to identify evidence that may be classed as adequate to proceed with a case at a Court of Law. 
The method of this analysis may change based on the source of evidence for this case. There are multiple types of analysis needed for this case. They are as follows:
· File System Forensics – To examine the file system for any files that may be helpful in this case, including recovered designs of the mobile phones that have been taken.
· Memory Forensics – To examine RAM and other volatile memory for programs and processes that have been opened on the computer which may help in the case.
· Cloud forensics – To examine activity that was undertaken on the Cloud, for example, if cloud storage was used to store any designs, and whether any cloud applications have been used to transmit designs to Samtech.
· Email forensics – To determine whether any emails regarding the sabotage have been sent from Rob’s accounts to the competitors.
· Mobile forensics – To determine whether there was any use of mobile phones during the sabotage, and if so, to recover messages that have been sent using messaging apps.
· Web Application Forensics – To determine whether there were web applications used in the sabotage, and if so, to examine how they were used.
· Network Forensics – To examine whether data regarding the designs has been sent across the network.
It is recommended that FTK is used for this purpose as it allows for facial and object recognition, which could make the process easier. It can also examine mobile phone messages as well as web forensics, which could make the process a lot easier as Barry could simply search for what is required.
For file system forensics, Autopsy would be a good tool to use. Autopsy provides a timeline of events that occurred and uses PhotoRec which is a good tool to recover data that has been deleted off the hard drive.
Finally, for network forensics, it is recommended that Wireshark is used. This software would allow Barry to view packets that are sent across the network and examine them in depth to see what is going on.
3.1.5. [bookmark: _Toc69743234]Expert Witness
Finally, should the case go to a Court of Law, it is important that an expert witness is able to explain the findings in a manner which is understandable by all authorities concerned with the case.	Comment by Carlene Campbell: 
No need to include this as the task only ask to document the forensics methodology use to investigate the case.
This is essential where judges require additional explanation regarding the identification, composition, and relevance of the evidence to pass a fair judgement.
3.1.6. [bookmark: _Toc69743235]Rules of Digital Forensics
It is important that the following rules are followed. Failure to do so could result in the loss of the case in a Court of Law.
· Examine the original evidence as little as possible – Make a copy and examine that instead.
· Follow the rules and do not tamper with evidence.
· Always prepare a chain of custody and handle evidence with care.
· Never exceed the knowledge base of the investigation.
· Ensure that all changes in evidence are documented.
· Make sure all activities comply with cyber law. (11) (12)
3.2. [bookmark: _Toc69743236]Forensics Report
	Investigator
	Barry Lynch

	
	CHFI and CEH certified investigator

	
	

	Subject
	Digital Forensics Examination

	Accused Subject:
	Rob Jengelley

	Offence:
	Sabotage

	
	Theft


3.2.1. [bookmark: _Toc69743237]Abstract
This report has been created to provide findings and recommendations from evidence regarding the events and the theft and sabotage of data stored by CEC Mobile Manufacturing in Swansea, Wales. This information has been provided as part of the ‘presentation’ stage of an investigation. The report includes principles, methods as well as legal issues that may impact the decision of the Court of Law.
The focus in this report is of the digital evidence collected from the computer of Rob Jengelley, as well as messages that have been obtained from his mobile phone and email accounts.
3.2.2. [bookmark: _Toc69743238]Case Background
Rob Jengelley is a former employee of CEC Mobile Manufacturing, a Swansea based company which specialises in the design of mobile phone interfaces. Notable work that they have completed includes the design of the GUI for the Samsung Galaxy S20 and S20 Plus.
It has been found that prior to the departure of Rob Jengelley, a deal was made with Samtech, a rival company to sell these designs that the company CEO, Ms. Dee Rod had planned to patent and copyright. 
It has been found through talking to Ms. Dee Rod that the system was never backed up due to the confidential nature of the material stored on it, and that Rob was the only person able to access this data.
This could cost the company millions of pounds in lost revenue, as Samtech could win the rights to design the interface and earn the income.
 
3.3. [bookmark: _Toc69743239]Case Examination
This section of the report follows the methodology used in retrieving the data as well as processing it for examination. 
3.3.1. [bookmark: _Toc69743240]Seizure of Data
A search warrant for Rob Jengelley’s mobile device has been obtained to investigate any messages that may have been sent regarding the deal that was made.
As for the computer, the room which the computer was stored in has been secured. Serial numbers and IMEI numbers have been logged for the devices that were seized. The computer was connected to CEC’s internal network which allowed the network to be searched for any evidence of designs being sent.
Cloud storage has been identified as a potential transfer medium for this data, and as such a forensic investigation has been completed regarding the cloud accounts of Rob Jengelley.
3.3.2. [bookmark: _Toc69743241]Acquisition of Data
As the data that is on the workstation is partly volatile, it was important that a live acquisition of the data was completed. Data had been stored in RAM which was related to processes and programs running on the computer. 
Logical extraction was completed on the system. This was done automatically by the forensic tool with the steps viewable below.
	Step
	Extract Item
	Description
	Case Specific

	1
	File System
	To reveal the structure of the directories, file names, attributes, and time stamps.
	Extraction of FAT, FAT32, NTFS were completed.

	2
	Pertinent Information
	Locating information related to the case using file names, extensions, content as well as the location where it was stored
	Finding images related to the designs found on Rob Jengelley’s computer that were not deleted.

	3
	Unallocated Space
	Recovering deleted files
	Recovering the designs that Rob had deleted off his computer, as well as messages relating to this.


3.3.3. [bookmark: _Toc69743242]Recovery of Data
Data has been recovered using Autopsy software with AutoRec. This software provides a timeline of events, including when the data was deleted from the computer. Recovery was required as the suspect appears to have deleted a lot of data from the computer. This software is also able to investigate history and bookmarks from internet browsers, so evidence can also be gained through this type of medium.
3.3.4. [bookmark: _Toc69743243]Analysis of the data
File System Forensics
It was found that Rob Jengelley had multiple designs of mobile phone interfaces stored on his computer that appeared to have been deleted. This could have either been due to him leaving the company, however it is suspect that he has gotten a job with competitors and the designs that he created for CEC have gone missing. Further investigation has been completed into his email and messaging accounts.
Using FTK software with object recognition, it appears that there were many images of mobile phone designs, especially for the Samsung Galaxy S20 and S20 Plus, which Rob was working on at his time of leaving.
No evidence of designs have been found on the subject’s mobile phone. 
Memory Forensics
After inspecting the volatile memory on the workstation, it appears that Autodesk software has been used recently. As the designs were completed a while ago, it appears that the suspect has accessed the designs for a purpose, as they do not appear to have been edited at all. 
This links in with his time of leaving the company, as these designs were accessed up to a week before he left the company.
Cloud and email forensics
It has been found that Rob was using cloud storage through Google Drive in order to store his designs on the drive. From understanding, these designs were not to leave the building, and therefore he has broken his terms of employment in doing this. As well as this, Rob used a personal Gmail account to communicate with Samtech, the rival company.
It is evident that through his Gmail account, emails have been sent to a Samtech email address, with the files for his designs as attachments. This appears to be the strongest evidence that Rob had been sharing designs with the rival company.
Alongside this, emails have been sent from Rob’s personal email to Samtech which contain content that may harm the image of the company.
Mobile Phone Forensics
Messages have been found on Rob’s phone which are written to a senior member of staff at Samtech. These have been sent using WhatsApp messenger. The messages relate to the sending of designs via e-mail in return for cash rewards, as well as a job at the company. These designs are the same ones as I recovered from Rob’s computer at CEC, meaning that he reopened the files to save to save them to Cloud storage, as well as to email them as attachments.
3.4. [bookmark: _Toc69743244]Findings
1. The deletion of files from Rob’s computer which later appeared to be the designs for a new Samsung smartphone.
2. Emails from Rob’s personal Gmail account which may cause harm to the reputation of the company.
3. Designs stored on Rob’s cloud storage, despite designs not being allowed to leave the building under any circumstances.
4. WhatsApp messages sent from Rob’s phone which Samtech were found to be offering cash rewards for Rob’s designs.
5. WhatsApp messages that may harm the reputation of the company.
6. No evidence of designs being stored on Rob’s phone storage, only on Google Drive. 
3.5. [bookmark: _Toc69743245]Recommendations
The jury in this case should consider that Rob Jengelley took designs that were classed as the property of CEC at the time to show to a competitor of the company that he worked for at the time. 	Comment by Carlene Campbell: 
No need for this information about the court. Concentrate only on the methods used for the investigation.
However, the designs were not patented at the time, despite Ms Dee Rod intending to do so, therefore if Rob wished to, he could create an identical design, patent it, and it would be his and Samtech’s property to do with what they wish. 
The court should consider whether Rob had any wrongdoing in this case – the designs were created by him, and despite him breaking the company rules of the designs not leaving the premises, the designs are technically his. (13)
3.6. [bookmark: _Toc69743246]Invoice for services
Please see Appendix for the invoice.
 

4. [bookmark: _Toc69743247]Appendix
4.1. [bookmark: _Toc69743248]Invoice
[image: ]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]While you have done some good research on the tools, this can be enhances with critical appraisal literature by giving some general knowledge from credible peer reviewed articles.  You mainly used the tools websites and books which are also acceptable. (Grade mark: 75.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]15

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comments above which can be used to enhanced this section. You have explain the tools but could use peer reviewed articles to critically analyse them.  
An example of a good article: Cyber Forensic Tools: A Review, B. V. Prasanthi, Assistant Professor & Department of Computer Science & Engineering, Vishnu Institute of Technology, Bhimavaram, Andhra Pradesh, India, International Journal of Engineering Trends and Technology (IJETT) – Volume-41 Number-5 - November 2016 (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]A very good report, see above to improve the research aspect.  See comments in your report regarding the case study. The case study was done well but some areas not needed as requirement 1 only ask to document the forensics method used.  You have done a sample forensics report and provided an invoice within your appendix. (Grade mark: 75.00%)
	[bookmark: totalANA]60
	[bookmark: markANA]45

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with some formatting and alignment.  Spell out all acronyms used first time. You have not use the IEEE report format. (Grade mark: 60.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]74%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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