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[bookmark: _Toc191671651]Executive Summary
[bookmark: _Toc191671652]The problem or issue at stake
Luxury hotels such as Omni Dallas Hotel depend heavily on digital systems that operate to run their business and create improved customer experiences. The dependence on technology exposes it to becoming a high-priority target for cyberattacks. A major cyberattack hit Omni Dallas Hotel in 2023, resulting in the disruption of its operations and the theft of valuable guest information. The data included names together with contact information and credit card data. The hackers exploited multiple hardware and software flaws to breach the hotel's outdated systems which made the hotel susceptible to phishing at the same time exposing themselves to increasing ransomware threats. The incident produced major operational challenges which resulted in serious financial losses in addition to harming Omni Dallas Hotel's reputation. Business assets and customer data require immediate protection; this is due to escalated worldwide cybercrimes. The purpose of this report created by Jamjas IT Consultants includes an extensive examination of the cyberattack and offering strategic recommendations to stop future occurrences.
[bookmark: _Toc191671653]Findings
The attack on Omni Dallas Hotel had severe effects that affected both operational functionality and financial stability. Total system shutdowns at the hotel after the attack cut off all essential operational functions such as reservation systems, payment processing, and guest room locks. The outage caused Omni Dallas Hotel to lose money from reservation cancellations and fewer booking activities. The attack also resulted in lower customer spending in disrupted services. Customer dissatisfaction emerged across social media, raising trust issues while cutting down future guest reservations. The attack revealed security vulnerabilities within Omni’s IT department because these systems did not include proper defenses against contemporary cyber-attacks. The network infiltrations by hackers started through phishing attacks that specifically exploited the vulnerability of the system. The vulnerability could be traced to employees who had differing training levels and high turnover rates. The ransomware attack targeted the hospitality sector due to its requirement of continuous services thus turning it into a preferred victim base. These attacks would encrypt vital systems while demanding a ransom payment to restore access.
[bookmark: _Toc191671654]Analysis of the Findings
The cyberattack analysis on Omni Dallas Hotel utilised three analysis frameworks: SOAR, STEEPLED, and TOWS. Using SOAR analysis, Omni Dallas Hotel showed advantages as a company and established its strong reputation and effective crisis response. The tools also indicated an opportunity to advance in cybersecurity by implementing AI and block chain innovations within its IT department. The STEEPLED analysis looked into external elements to disclose societal and technological along with legal consequences that emerged because of the attack. Customers lost faith after the security breach which brought increased examination from regulators along with potential financial consequences. The TOWS analysis indicated that Omni Dallas Hotel should use its capabilities to fix organisational systems' glitches. In other words, the hotel should protect its network against external threats that include ransomware and phishing attacks. The study confirmed that taking pre-emptive measures in cybersecurity functions remains an essential requirement to safeguard customer information while preserving the hotel image.
[bookmark: _Toc191671655]Recommendations 
The report suggests multiple essential recommendations to help minimise potential future threats at Omni Dallas Hotel. The company should focus on promoting effective cybersecurity understanding through frequent staff training that develops employee skills. This is intended to identify and respond to phishing attacks. Advanced cybersecurity technologies with multiple firewall layers, AI threat detection, and blockchain-based transaction security must be considered by the hotel. This is majorly aimed at resisting unauthorised entry and data vulnerabilities. The hotel must also perform periodic risk assessments to reveal security weaknesses so it can effectively distribute resources that protect customer information. The hotel needs to create an extensive cybersecurity framework that will contain reaction protocols and employee responsibilities alongside specific organisational actions for protecting system security. Additionally, Omni Dallas Hotel should embrace ongoing enhancements of its defensive capabilities to defeat new cyber threats. Lastly, digital safety insurance should be acquired by the hotel as protection against financial repercussions and reputation losses from any future cyber-attacks.
[bookmark: _Toc191671656]Conclusion
Omni Dallas Hotel’s cyberattack stands as evidence of why hotels must prioritise cybersecurity because of the essential role that it plays in their operations. This attack revealed crucial weaknesses in Omni Dallas Hotel online systems, resulting in major operational disruptions and monetary losses together with an adverse effect on its reputation. Omni Dallas Hotel should seize this situation to develop a new cybersecurity framework that can make it a forerunner in the industry. It can undertake a recovery path and develop secure digital infrastructure through the adoption of staff training programs and advanced technologies, established risk assessments, and an all-encompassing cybersecurity strategy. Decisive change management with continuous communication and teams’ collaborations as well as systematic feedback will drive the implementation of recommended security solutions. Its proactive security measures will both defend its client trust and guard its brand reputation while sustaining its digital operations in modern times.













[bookmark: _Toc191671657]Introduction
Hospitality industry operations on a global scale depend heavily on technological infrastructure for managing business activities such as optimising guest service quality and service flow processes. Hotels remain vulnerable to major cybersecurity threats because of their complete digital system dependency. A major cyber-attack affected Omni Dallas Hotel in Dallas and other branches across the United States (USA). Omni Dallas Hotel, is part of Omni Hotels & Resorts has been in business for approximately 67 years. It was established in 1958 under the Dunfey Hotels Corporation (O’Connor, 2020). The hotel maintains high standards for accommodations and professional service levels. Since 1996, the private company of Robert Rowling maintains control of Omni Hotels & Resorts. It runs in more than 50 locations throughout the United States, Canada, and Mexico (Fandom, 2017). Omni hotels operate between 200-400 rooms at each property. It also offers guests access to upscale dining spaces, spas, golf courses, and meeting spaces with modern facilities. 
In 2023, a large-scale cyber-attack hit Omni Hotels & Resorts including, Omni Dallas Hotel, resulting in disruption of its operations. The attack targeted Omni Dallas Hotel reservation and payment systems which disclosed private data from guests that consisted of names, contacts, and credit card information as described by Mateer (2024). This incident created widespread system outages, forcing Omni Dallas Hotel and other branches to resort to manual operations as illustrated by Shurtleff (2024). This event exposed serious weaknesses in digital infrastructure within the Omni Dallas Hotel IT department, hence the need for advanced cybersecurity solutions. According to Mateer (2024), the data breach cost Omni Dallas Hotel undisclosed financial loss while damaging its reputation as one of the most trusted luxury brands in the market.  
Jamjas IT Consultants has created this report as a cybersecurity solution they offer to Omni Dallas Hotel. The company started operations five years ago under James Smart and has since expanded to 14 staff who focus on aiding businesses in managing their digital security challenges. Jamjas IT Consultants demonstrates a proven capability to detect weaknesses in systems and deploy protective measures. These capabilities make the company to be well-equipped to provide strategic advice for safeguarding against future threats after analysing the Omni Dallas Hotel’s cyber-attack. Omni Dallas Hotel cyber-attack reveals the rising number of vulnerabilities that impact the hotel industry because of digitalisation.
The report investigates cyber threats at Omni Dallas Hotel by providing necessary guidelines for resolution. The investigation of hotel cyber-attacks uses analytical tools which include SOAR, STEEPLED, and TOWS tools. The STEEPLED Analysis assesses all external elements affecting the cyber-attack on Omni Dallas Hotel by analysing Social, Technological, Economic, Environmental, Political, Legal, Ethical, and Demographic factors (Saidova, and Muminjonova, 2022). This analysis will detect both threat possibilities like legal consequences and reputation harm and opportunity potentials such as implementing modern cybersecurity technology. The analysis under SOAR prioritises the examination of Strengths together with Opportunities and Aspirations followed by Results (Bridges et al., 2023). Omni Dallas Hotel will be able to use its established brand together with existing resources to solve the breach while strengthening cybersecurity measures. The tool will also help the hotel gain back client trust through its long-term business framework. Lastly, the recommended TOWS analysis establishes specific stepping stones for future uncertainty management which the business might need to enact (Mihajlović et al., 2024). Detailed recommendations alongside change management strategies will be included in the report to build up the hotel's ability for effective cyber threat prevention and management. The action plan will also consist of three components that present the problem followed by suggested solutions, costs desired outcomes, and implementation timelines.
[bookmark: _Toc191671658]Analysis 
[bookmark: _Toc191671659]a). Causes of cyber-attack at the Omni Hotels
Some of the potential causes of cyber-attack at the Omni Dallas Hotel include the following.
1. System Vulnerability
Omni Dallas Hotel together with other hospitality companies run essential business operations through their outdated legacy systems. These include reservation management, door lock operations, and point-of-sale (POS) systems (Sharma, 2024). According to Kitchin and Dodge (2020), the outdated technical infrastructure used by many establishments does not contain effective protection capabilities to fight contemporary cyber dangers. Because cybercriminals seek to exploit these weaknesses, the older software and hardware stands as primary targets (Perwej et al., 2021). Omni's systems could have given cyber attackers access to their systems if proper maintenance including software updates and security patches were not a regular practice.
2. Phishing Challenges
Phishing serves as one of the cybercriminal tools for unauthorised system access. Attacks rely on deceiving staff members to disclose their login information through fake correspondence and malicious software distribution (Jain, and Gupta, 2022). Staff members working in the hospitality industry face elevated risk because they have a high turnover rate combined with varied training levels which make them susceptible to fraudulent attempts as stipulated by Wood, 2024). One compromised employee account could have served as the gateway that allowed hackers to infiltrate Omni Dallas Hotel’s network.
5. Targeted Ransomware
The hospitality industry remains a primary target for ransomware operations because it needs uninterrupted services. Ransomware operators encrypt key hospital systems and then require payments to provide the required decryption keys (SecurityStaff, 2024). Such attacks require businesses to pay ransom as a condition for speedy operation restoration. Omni Dallas Hotel decided to shut down its systems to contain the damage which indicates the possible ransomware nature of the attack as explained by Greig (2024).
[bookmark: _Toc191671660]b) Negative Impacts of the Cyberattack
The cyberattack on Omni Dallas Hotel generated major and extensive negative consequences which affected the company throughout its operational process, financial system, reputation, and customer experiences. The suspected ransomware attack required Omni Dallas Hotel to stop all system operations to manage the breach. This was necessary as the total outage disrupted essential hotel activities within Dallas. Some of the impacts include:
1. Operational Disruption
The cyberattack caused rapid disruptions which immediately affected the functioning of Omni's entire operation. The cyberattack forced Omni Dallas Hotel to turn off all systems which resulted in disabled hotel door locks, booking systems, and POS terminals (Florido-Benítez, 2024). Front desk staff encountered difficulties with handling new bookings in addition to payment transactions and modifying existing reservations. System outages after the cyberattack created major problems for hotel guests and disrupted staff operational abilities which produced negative reactions from both groups. According to Busra (2024), a breach in any connected system within the hospitality sector can create an operational domino effect that impacts various business operations.
2. Financial Losses
Organisations suffer double financial damage from cyberattacks starting with immediate costs which escalate into ongoing revenue reduction. Omni Dallas Hotel must have paid substantial costs for both returning its systems online and cybersecurity investigations. Gong (2024), argues that the disruption of operations through cyber-attacks cause hotels to lose money in three forms: canceled reservations, reduced bookings, and decreased customer spending. The financial consequences for Omni Dallas Hotel though yet to be revealed, show a potential massive loss. For instance, MGM Resorts International faced a similar cyber-attack which resulted in a $100 million loss in September 2023 as illustrated by Sharma (2024).
3. Reputational Damage
The hospitality sector builds its success from both confident guests and satisfied clientele. Companies face severe damage to their reputation from cyberattacks that break guest data confidentiality or interrupt business operations. Social media users from Omni Dallas Hotel page voiced their anger about the problems with their hotel systems which prevented customers from checking in and paying or using other features (Hendery, 2024). The negative opinions generated by such events deteriorate customer trust levels while decreasing projected future booking numbers (SecureBlink, 2022). Restoring trust in a cybersecurity system demands substantial dedication through clear communication channels and the successful demonstration of better system security practices.
[bookmark: _Toc191671661]c) Analytical Tools
[bookmark: _Toc191671662]1) SOAR Analysis
Strengths: Since its inception, Omni Dallas Hotel has developed a renowned brand that delivers high-end accommodations together with first-class attention to guests. Omni Dallas Hotel used its well-trained crisis management team to handle the 2023 cyber-attack by restricting affected systems which minimised operational interruptions (More, 2024). Throughout the incident, Omni Dallas Hotel maintained complete openness with its guests and stakeholders which strengthened their trust in the organisation. The hotel can therefore validate their protective stance for customer data by considering cybersecurity development after the cyberattack (Tong, Kong, and Kwan, 2022). This consecutively can demonstrate their commitment to protecting and gaining back the trust of guests.
Opportunities: This cyber event gives Omni Dallas Hotel an opportunity to build stronger cybersecurity measures through AI-threat identification and blockchain-based transaction security implementation (Khan and Bairstow, 2022). Threats from cyber-attacks enable businesses to become leaders in hospitality by establishing new protections for both data privacy and customer security as explained by Mmango, and Gundu (2024). Through their current crisis, the Omni Dallas Hotel can utilise their knowledge to teach guests and their staff members about cybersecurity while building an educated and defensive workplace culture.
Aspirations: According to McCarthy (2024), Omni Dallas Hotel plans to transform into the leading organisation for cybersecurity to stop these types of incidents from occurring again. It intends to focus on enhancing its position as a reliable brand by investing heavily in securing and safeguarding customers’ data. This can be achieved through efforts to improve their digital systems by creating secure platforms that provide guests comfort at each step between booking and checkout (Anwar, Deliana, and Suyamto, 2024).
Results: According to Jacobson (2025), Omni Dallas Hotel has introduced state-of-the-art cybersecurity protection after the attack thus strengthening system stability and reducing open attack points. Through their open messaging and better service delivery, Omni Dallas Hotel has brought stability in customer trust (DeLeon, n.d.). Through a proactive approach, hotels can become the leading organisation in hospitality sector cybersecurity which supports future growth and customer retention.
[bookmark: _Toc191671663]2) STEEPLED Analysis
Social: The cyber invasion heavily damaged Omni Dallas Hotel’s corporate reputation thus causing customers to lose trust in the company. As explained by Paraskevas (2022) failure to safeguard data allows guests to view Hotels as easy targets for hacks, which threatens guest loyalty. Therefore, based on the current threat, guests are likely to reconsider future reservations with Omni Dallas Hotel due to concerns about both data securities for payments and sensitive information. 
Technological: The security breach unveiled critical weaknesses in Omni Dallas Hotel information technology systems platforms, making them vulnerable to attack. Strong security systems like encryption as well as multi-factor authentication and AI-based threat detection are required by companies to prevent similar incidents from recurring (Kaul and Khurana, 2021). Such incidents may speed up the adoption of both cloud-based security systems along with regular system audits.
Economic: The financial strains created by incidences of cyber-attacks amounts to initial dissipation for incident response together with legal expenses and regulatory penalties. The company faced delayed revenues from damages caused by a negative reputation as well as decreased guest reservations (Hayes, Hayes, and Hayes, 2021). The incident can lead to elevated insurance premium rates which forces institutions such as Omni Dallas Hotel to spend extra on implementing robust cybersecurity measures.
Environmental: The attack reveals why sustainable IT practices remain essential although they did not contribute to the current threat. The recovery plan for the current cyber-attack should include energy efficiency in data centers along with sustainable technology solutions (Zografopoulos, Hatziargyriou, and Konstantinou 2023).
Political: The incident might trigger legal oversight from regulators who will assess Omni's compliance with data protection laws. For instance, the General Data Protection Regulation (GDPR) (Gobeo, Fowler, and Buchanan, 2022). Therefore, the operation of Omni Dallas Hotel requires strict adherence to regulations because it protects both its business licenses and prevents regulatory penalties.
Legal: Affected customers along with business partners may choose to file lawsuits against organisations after their data breach (Boggavarapu, 2021). As part of litigation and data privacy law compliance, Omni Dallas Hotel might face a strained financial situation because it may need to connect with third parties through settlements and could need to pay damages.
Ethical: The cyber-attack might make customers question O Omni Dallas Hotel’s duty to defend customer information. Therefore, companies need to communicate openly with parties affected by the breach and establish preventive strategies to stop future data breaches (D’Arcy et al., 2020).
Demographic: The security breach incidences affect older and less technology-literate guests more substantially because these groups experience higher vulnerability to internet threats (Aslan et al., 2023). Omni Dallas Hotel should provide specific communication and assistive programs to help this sensitive demographic feel confident after the attack.
[bookmark: _Toc191671664]3) TOWS Analysis
Internal Strengths
Strong Brand Reputation: As a reputable company, Omni Dallas Hotel maintains popularity because of its upscale hotel operations combined with remarkable guest service (O’Neill, 2023).
Effective Crisis Management: The organisation showed effective crisis management through prompt system isolation together with honest communication to stakeholders.
Internal Weaknesses
Outdated Legacy Systems: The outdated technical infrastructure at Omni Dallas Hotel includes reservation systems, door locks, and POS systems. These components remain vulnerable to cyber security threats.
Weak Network Segmentation: The attack spread to essential systems because the organisation failed to carry out proper network segmentation.
Opportunities
Advanced Cybersecurity Technologies: Omni Dallas Hotel should implement AI-based threat detection while using blockchain for secure transactions. Modern hotels should also invest in cloud-based security systems to update its infrastructure (Alharbi, Attiah, and Alghazzawi, 2022).
Regulatory Compliance: The company also has an opportunity to become GDPR compliant while establishing field-leading data security measures.
Threats
Cyber Threats: Ransomware and phishing attacks target the hospitality industry because this industry requires continuous service operations (Karadayi-Usta, 2024).
Reputational Damage: Information about the cyber-attack would likely damage public trust in the company while causing its booking volumes to decline.
Financial Strain: Organisational financial stability may weaken due to the expenses of recovery and ransom payments together with the costs of cybersecurity investments.
TOWS Matrix
	Internal Factors
	External Opportunities (O)
	External Threats (T)

	Strengths (S)
	SO Strategies
	ST Strategies

	
	1. The hotel should exploit its solid reputation to drive new security initiatives while working to restore trust with its customers.
	1. The hotel needs crisis management experts who will help limit reputational Harm through customer reassurance strategies.

	
	2. The hotel should spend money on implementing AI and blockchain technologies to advance its systems and take leadership in the industry.
	2. The administration must enhance security strategies to protect against rising cyber-attacks.

	Weaknesses (W)
	WO Strategies
	WT Strategies

	
	1. The organisation needs to implement contemporary and secure infrastructure that replaces its obsolete system architecture.
	1. Network security professionals must establish effective network segmentation protocols that will control future attack propagation.

	
	2. All workers should receive complete cybersecurity lessons to minimise accidents that put the system at risk.
	2. The hotel should create a backup plan that lowers both financial loss and business operational disruption from attacks.



[bookmark: _Toc191671665]Recommendations and Change Management 
Omni Dallas Hotel needs to establish different protection measures to stop and handle potential cyber-attacks in the future. Improving staff cybersecurity knowledge together with cyber insurance purchase and implementing multi-layer firewall systems with annual risk assessments constitute essential recommended actions. Omni Dallas Hotel must also update defensive systems along with creating a thorough cybersecurity strategy as other preventive measures. The implementation expenses for these measures appear in the action plan section and are given comprehensive explanations in this report.
a) Cybersecurity Awareness
It is our recommendation that Omni Dallas Hotel make staff cybersecurity awareness a priority. This is aimed at helping the workforce detect security risks, and evaluate repercussions while teaching cyber-attack protection strategies. Regular educational programs about cybersecurity should be the basis to achieve this awareness. According to Pipyros, and Liasidou (2025), the training programs will prepare staff to spot cyber threats by acquiring essential knowledge and skills for proper threat resolution. Staff members can learn to identify the characteristics of phishing scams through malicious email detection and email security initiatives. These preventive programs will help stop cyber-attacks on hotel organisations by building staff capability to follow security standards which will ultimately decrease future risks (Fragnière and Yagci, 2021). When Omni Dallas Hotel creates an environment that promotes cybersecurity compliance it reduces the extent to which staff must receive specialised cybersecurity training. The hotel achieves better cybersecurity investment returns and constructs a superior reputation as a safety protector for its customers through this method. Awareness campaigns will assist the hotel in closing down phishing attack vulnerabilities while enhancing its ability to defend customer personal data.
b) System Insurance
The main purpose of cyber insurance is to shelter businesses against potential online risks. Omni It is our recommendation that Omni Dallas Hotel consider obtaining cyber insurance coverage to protect itself from possible monetary losses that might occur due to future cyber-attacks. The coverage protects against financial damages following data breaches while safeguarding its reputation (Kshetri, 2020). The hotel benefits greatly from this insurance since it decreases responsibility after third-party breaches thus maintaining a strong reputation. Such insurance proves beneficial to hotels through its provision of legal support during cyber-attacks (Dambra, Bilge, and Balzarotti, 2020). Through this coverage, the hotel obtains the protection of legal fees and payment for victims who file lawsuits against unauthorized data access. Therefore, the hotel can maintain its strong public image through insurance because it demonstrates its dedication to protecting customer data. 
c) Multi-layer firewall systems
It is also recommended that Omni Dallas Hotel install several firewall systems to protect its technology platforms from unauthorised hacker intrusion. As part of security measures, hotels can use firewalls that enable them to monitor traffic flow during reservation or check-in procedures (Sharma, and Gupta, 2021). Hotels can achieve early detection of unauthorised intrusions by conducting complete monitoring of network traffic enabling them to stop hackers from gaining access to customer data. A firewall system functions as a protective barrier against hackers through its strength level which increases (George, George, and Baskar, 2023). This becomes more effective when multiple firewalls are implemented instead of using one. Firewalls substantially increase hotel system security by performing authentication checks and examination of data packets within the system network (Li et al., 2023). 
d) Risk Assessment
Omni Dallas Hotel needs to establish recurring procedures that check for possible cyber security threats in their systems. The cyber risk assessment procedure measures how systems stand against hacking attempts while detecting possible entry points that hackers could utilise to compromise hotel cybersecurity systems. The hotel needs to conduct frequent cyber risk assessments because these assessments help discover and solve security threats that can affect systems’ operations (Tariq, 2024; Chidukwani, Zander, and Koutsakis, 2024). An evaluation of cybersecurity threats serves as a guide to enact protective measures for defending customer information harbored in hotel system databases. Through periodic cyber risk evaluations, hotels gain the ability to organise resource distribution effectively while developing proactive measures which enable proper control of expenses dedicated to protecting customer data as explained by Kanavas (2023). Aryee (2020) also illustrates that routine risk assessment can help the hotel to determine where to invest its resources through risk evaluation of present and upcoming cyber-security threats. 
e) Thorough cybersecurity strategy
It is also recommended that Omni Dallas Hotel develop an effective cybersecurity strategy for safeguarding the personal data of its customers in its IT infrastructure. The strategies require defined action plans together with threat mitigation strategies and standard protocols to detect, evaluate, and handle cyber threats. The security policy must detail the various responsibilities together with the exact roles that staff members need to fulfill when maintaining system security within the hotel's network (Sennewald, and Baillie, 2020). The hotel can enhance its defense against cyber-attacks through its comprehensive security strategy which allows better identification of threats and implementation of protective measures. This approach in the long run can improve response capabilities to future threats. The protection of personal data and hotel reputation requires these procedures to ensure safety of data. The approach will establish uniform procedures for managing risks to the hotel’s cybersecurity and maintain alignment with official security criteria for data protection (Hanna, 2020). The strategic plan would enable clear risk detection along with adequate response protocols and will create a unified GDPR-compliant employee effort to secure customer personal data from unauthorised exposure.
f) Update defensive system
Omni Dallas Hotel needs to continuously update its cybersecurity measures to establish maximum cyber threat protection. The organisation can improve its data protection through policies and guidelines as well as staff training programs on data security (McIlwraith, 2021). Through this approach, the hotel’s readiness to respond to cyber threats increases substantially because updated procedures improve the security of personal data. According to Abdelkader et al. (2024) the protection of computer systems requires continuous updates of protocols because modern technology advances rapidly. Technological development brings progressively complicated problems in both protection and mitigation against cyber threats. The hotel can build stronger abilities to handle threats through policy changes together with procedure modifications as well as consistent staff training. As Sharma and Gupta, (2024) reports, the digital security challenges of modern times need current technological solutions for efficient protection against threats. The implemented improvements will make it possible for the hotel to better identify, control and stop possible cyber-attacks that might happen in the future.
g) Install threat detection and Response System
The organisation should use its resources to deploy advanced security systems which will help it fight cyber-attacks more effectively. The systems should integrate artificial intelligence (AI) together with machine learning (ML) to spot cyber threats instantly which enables a proactive protection (Reddy, 2021). The hotel should use threat detection tools powered by AI to check network traffic along with unusual patterns so it can stop security breaches from growing into major incidents. Such systems respond to standard threats automatically while reducing worker intervention yet preventing human mistakes in security defense. A Security Information and Event Management (SIEM) framework enables a central monitoring solution to evaluate security events through its platform which spreads over the hotel's IT infrastructure (Arfaoui, Mrabet, and Jemai, 2023). The cybersecurity team would have better incident response capabilities through data correlation. This can be made possible by centralised information management across different sources. The deployment of Endpoint Detection and Response (EDR) systems can also safeguards independent customer devices connected to the hotel network. This can be possible by monitoring potential breaches which can prevent their expansion throughout the system (Howell et al., 2023). While implementing these modern security technologies, Omni Dallas Hotel can decrease future hacking events and defend customer data while protecting its valuable brand status. 
[bookmark: _Toc191671666]Change management practices and procedures
Omni Dallas Hotel can establish its cyber defense system through multiple strategies grounded in the previously suggested recommendations. As part of their defense strategy, The hotel should embrace both change management practices and procedures.
[bookmark: _Toc191671667]a) Practices 
1. Open communication
The initiative requires open communication channels about the importance of the digital transformation alongside future benefits (Errida, and Lotfi, 2021). The change should also bring onboard stakeholders such as employees, management personnel, and consumers. 
2. Change management team
The hotel needs to establish a special team that will control the implementation process to make sure all initiatives match up with business goals. A combined team should represent the IT department with representatives from operations and customer service departments in order to make cybersecurity decisions (Bagga, Gera, and Haque, 2023). Training sessions for staff must be created to teach them about the new systems along with security protocols that also demonstrate daily work security requirements. Staff members should participate in continuous updates that involve new information on threats and best practice guidelines. 
3. Feedback system
Nicol (2021), states that internal feedback processes are essential in a hotel to both receive customer and employee insights which the hotel uses to enhance its cybersecurity tools. The change management team must create an implementation plan that includes all necessary steps with timelines along with resource requirements for each initiative. The management team should execute regular assessment meetings to track the modifications' success rate and implement required modifications.
[bookmark: _Toc191671668]b) Procedures
1. Integrating cyber security training
Omni Dallas Hotel should integrate cybersecurity education in new employee orientation to guarantee core capabilities needed to protect organisational systems. Multinational hotels can achieve full cybersecurity proficiency among incoming staff through their employee onboarding process. The hotel should incorporate cybersecurity training in its continuous employee development programs. This is because this approach helps workers gain better proficiency in cybersecurity. Such training helps the hotel to check employee cybersecurity abilities and verify their compliance with hotel policies (Pipyros and Liasidou, 2025). The platform will continuously improve staff understanding to build employee-wide support for protecting hotel cyber security. The educational process helps establish a security-oriented workplace that works to defend the hotel's information systems against cyber dangers. As part of a sustained cultural transformation, the hotel must implement cybersecurity training programs for new staff members and existing employees through ongoing development sessions.
2.Cyber insurance Program
The physical facilities as well as property of Omni Dallas Hotel are protected by existing insurance coverage. The insurance policy must include cybersecurity protection because the organisation expands its smart technology investments while being exposed to cyber threats. Rising smart technology adoption throughout the hotel creates new vulnerability to cyber-attacks resulting in severe financial damages alongside damage to reputation and interrupted hotel services. Generally, hotels need to protect their systems from such cyber risks due to their importance therefore, implementing these safeguards is appropriate (Tariq, 2024). Financial resources will become available to Omni Dallas Hotel when they prove their commitment to protecting customer personal information. This can help the company deal with any future cyber-related service interruptions.
3. Multiple firewall System Installation
The cybersecurity system at Omni Dallas Hotel requires increased protection through additional firewalls installed in their systems. The implementation of further firewalls into O Omni Dallas Hotel systems can be supported by Omni IT department and similar cybersecurity companies. The hotel's protection capabilities against unauthorised system and hacker access will strengthen through this approach.
[bookmark: _Toc191671669]Action Plan 
	No
	Problem
	Solution
	Desired Outcome
	Time
	Completion Date
	Planned Budget (£)

	1.
	Vulnerable Firewalls
	Implementing multiple firewalls offers a superior approach to enhancing system security measures. A system secured by multiple firewalls generates improved defense capabilities because it creates multiple protection layers that exceed the strength of a single firewall.


	Omni Dallas Hotel deploys security measures that strengthen system protection. The installed firewalls possess the capability to detect blocking and stopping unauthorised access.
	2.5 Months
	5/15/2025
	28,000

	2.
	Phishing risks
	The combination of updated security protocols and simulated phishing exercises will protect staff members and systems from phishing threats. This will be possible by making them more alert and securing their defense mechanisms.
	Enhanced cyber security policies through improved procedures. The organisation will actively work to enhance employee comprehension and technical skills about the modernised policies and procedures.
	2.5 Months
	8/1/2025
	4,000

	
	
	Routine risk assessment
	Identified and resolved hotel security vulnerabilities through essential measures that would improve system protection standards.
	Every 3 Months
	8/15/2025
	8,000

	
	
	Training on cyber security: Omni Dallas Hotel needs to create employee training about phishing recognition alongside using strong email filters that prevent suspicious messages from reaching users.
	Strengthened employee awareness of phishing attacks leads them to follow hotel cybersecurity frameworks more closely. The hotel staff will develop both shared responsibility practices and proactive security enhancement behaviors as part of building a better cybersecurity culture.
	3 Months
	8/15/2025
	4,000

	3.
	Vulnerable POS system
	Cyber security insurance
	The hotel will strengthen its ability to protect itself from financial losses that result from cyber-attacks. The hotel also will build stronger brand value by showing tangible dedication to protecting customers’ personal data from unauthorised access. 
	12 Months
	12/31/2025
	28,000

	
	
	Continuous training on Cyber security.
	Enhanced employee cybersecurity knowledge and increased compliance with security policies especially during POS system usage. The hotel will build a shared security responsibility culture together with a dynamic approach toward strengthening its cybersecurity capabilities.
	3 Months
	8/15/2025
	4,000

	4.
	Inadequate risk assessment in cyber security.
	Routine risk assessment
	Deeper awareness of the significance of cybersecurity risk assessment. The workforce demonstrates better compliance with cybersecurity policies as well as procedures. The organisation will promote both shared responsibility and a proactive approach to better its cybersecurity through company culture.
	3 Months
	8/15/2025
	8,000



















Total Cost: 84,000



[bookmark: _Toc191671670]Conclusion
Luxury hotels such as Omni Dallas Hotel largely depend on digital systems to run their operations and create improved guest experiences within their hospitality industry. The hospitality industry is now under constant threat from cyberattacks due to its heavy tech dependency after the 2023 cyberattack. Nationwide hotel operations faced disruption and essential guest information underwent compromise because of this event which exposed the fatal weaknesses within the digital systems. The attack produced major operational problems alongside substantial economic devastation and severe damage to Omni Dallas Hotel's reputation. Customers' data became exposed because the hotel lacked modernised systems and network security. Hence, it fell victim to phishing schemes while experiencing increasing attacks from ransomware operators who targeted the hospitality industry. Strong cybersecurity measures must be established quickly because they protect entire business infrastructure alongside customer information.
The report from Jamjas IT Consultants contains thorough investigations into the Omni Dallas Hotel cyberattack through SOAR, STEEPLED and TOWS analysis, these approaches help in understanding underlying issues and possible solutions and resulting effects. Through SOAR analysis, Omni Dallas Hotel was identified for its strong brand image together with its skilled crisis response protocols while the company was seen as able to become a cybersecurity leadership position through adopting AI and blockchain solutions. Through STEEPLED analysis, the report looked into external influences which showed how the attack resulted in reduced customer trust coupled with compliance investigations together with legal problems. The TOWS analysis confirmed the importance for Omni Dallas Hotel to use its strengths to counteract system deficiencies as well as growing cyberattacks that affect the hospitality sector.
The report presents multiple crucial recommendations which aim to reduce upcoming risks. Regular training programs should be adopted by Omni to make their staff aware of cybersecurity threats since they need to learn how to detect and respond to phishing scams. The hotel should spend funds on multi-layer firewall systems AI-driven threat detection and blockchain-based transaction security to develop its defense capabilities against unauthorised data breaches. As part of its risk assessment procedure, Omni should regularly find system vulnerabilities to allocate protective resources efficiently against customer data breaches. A full cybersecurity strategy needs development for the hotel through which it determines key response plans and threat protection procedures alongside employee roles in system security tasks. Omni Dallas Hotel must maintain ongoing updates of its defensive technologies across the board to address latest cyber threats actively. Lastly, the hotel should purchase cyber insurance that will safeguard against monetary losses as well as negative brand effects from upcoming cyber-attacks.
A comprehensive change management program exists as an essential requirement for executing these specified recommendations. To achieve change success, Omni Dallas Hotel requires the development of open communication routes between all stakeholders and formation of a specific transformation team, and the establishment of feedback windows to acquire employee and customer understanding. The hotel needs to include cybersecurity training as a Mandatory for both the initial employee training and ongoing programs for developing staff members who will deal with cyber threats. Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) tools along with other advanced threat detection systems should be invested in by Omni for real-time monitoring and threat response operations.
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