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Abstract 
One of if not the most important asset to an organization is the data it collects. Which is why they should try to prioritise its collection, distribution, and use. However, data protection and privacy is crucial for maintaining trust and responsibility with customers and investors who require confidentiality. Although data security can be obtained without data privacy, data privacy cannot be achieved without data security and without data privacy a company has no right to collect data.
[bookmark: _Toc84969205][bookmark: _Toc89596093]Introduction
This research paper includes two main sections. The first being: research of data security and compliance, which involves two main topics; cryptography and intrusion detection / prevention. The second section is a case scenario concerning a threat intelligence consultancy company, in need of various security structures and policies.
[bookmark: _Toc84969206][bookmark: _Toc89596094]Research in data security and compliance
In this section the author has researched and discussed two topics relating to how and why modern organisations create an environment to protect, detect, react, and safeguard applications and information using their IT systems and infrastructure. These topics are cryptography, and intrusion detection / prevention.
[bookmark: _Toc84969207][bookmark: _Toc89596095]Cryptography
What is Cryptography? According to [1] Jean-Philippe Aumasson co-founder & CSO of Taurus and cryptographer, Cryptography in terms of computing refers to secure information and communication. Typically achieved via mathematical algorithms which are used to transform plain text (unencrypted data) into seemingly random letters, numbers, and symbols (encrypted data). This process is commonly referred to as encryption. 
Without encryption information becomes vulnerable. For example, an organisation which collects and stores data on their staff and customers are required to encrypt specific data such as usernames and passwords. This protects the data even if it is leaked to the public or accessed without authorization.
[bookmark: _Toc89596096]Encryption
According to [2] NortonLifeLock, a cyber security specialist company. The basic principle of encryption involves two concepts: a cypher and a key. If one doesn’t know the key, then they won’t be able to solve the cypher and the data will remain encrypted and incomprehensible.
[image: Symmetric vs. Asymmetric Encryption - What are differences?]Adapted from [1] J.P – Serious Cryptography, symmetric encryption is the simplest form of cryptography; where the same key is used to encrypt and decrypt messages. Unlike asymmetric or public key encryption, where the key used to decrypt messages is different to the key used to encrypt.Figure 1 - Symmetric


[bookmark: _Toc84969209][bookmark: _Toc89596097]The Caesar Cipher – Symmetric Encryption
[image: How to encrypt using two keys using a Caesar cipher - Quora]Commonly taught in GCSE level IT and Computer science, [3] The Caesar cypher is a classic example of early encryption which was used by Julius Caesar. It works by shifting letters up or down in the alphabet by a pre specified number (the key). For example, if the key is 3, the letter “A” would become the letter “D”. Or the sentence “The Caesar code” is changed to “Wkh Fdhvdu Frgh”. A 3-shift cypher is demonstrated in the image to the right [3].Figure 2 – Caesar Cipher


[bookmark: _Toc84969210][bookmark: _Toc89596098]Asymmetric Encryption
According to an article from Google Cloud [4] asymmetric Encryption or commonly referred to as “Public-Key” cryptography works using two keys, a public key and a private key. These keys are made up of large prime numbers which are mathematically connected to each other. The public key is typically used to encrypt data whilst the private key is used to decrypt data. As the key names suggest, the private key is kept secret whilst the public key is shared. Although the private key is sometimes used as a digital signature so that the recipient of the message can confirm who the message has come from. The typical workflow of Asymmetric Encryption is as follows [4].
1. The sender retrieves the recipient's public key.

2. The sender uses the public key to encrypt plaintext.

3. The sender sends the ciphertext to the recipient.

4. The recipient uses their private key to decrypt the ciphertext. The recipient can now view the plaintext.
[bookmark: _Toc84969211][bookmark: _Toc89596099]Asymmetric Encryption Algorithm - RSA
The RSA algorithm, named after the people who first publicly described it in 1977.  Ron Rivest, Adi Shamir, and Leonard Adlem. Rivest-Shamir-Adlem - RSI. Is considered as one of the most secure ways of encrypting data. However, the first public key encryption was created by British mathematician – Clifford Cocks [5] in 1973 but was kept a government secret until 1997 [6]. There are generally four steps in using the RSA algorithm [7]:

1. Define the RSA modulus or key length (between 1024 and 4096 bits. Anything above 2048 bits is considered secure however, the longer the key the more computing power is required. The modulus selection begins with two prime numbers p & q the product of which is named n, N=p*q.
2. Define (e), an arbitrary number which is less than N and is relatively prime to p-1 & q-1. Relatively prime = single common factor for two numbers. The single common factor is called d (the private key).
3. N & e are used to form the public key, which is sent with the encrypted data. 
4. The private key (d) is calculated from p, q and e. The formula is as follows: ed = 1 mod (p-1) (q-1).
RSA - Encryption & Decryption Formulas 
Using the public key (n & e) The sender can encrypt a plain text message (C) using the following encryption formula: 
C = Pe mod n. 
[image: Images Encryption Method using Steganographic LSB Method, AES and RSA  algorithm]For this scenario the receiver would use the private key (d) to decrypt the message using the following decryption formula: Plaintext = Cd mod n.Figure 3 - RSA Encryption

[bookmark: _Toc84969212][bookmark: _Toc89596100]The Great Threat to Encryption Algorithms
Today (2021) RSA is still considered an industry standard encryption algorithm. However, with quantum computing on the rise the way RSA keys are generated may soon become insufficient and is already being replaced by a more efficient and secure method known as ECC or Elliptic Curve Cryptography [8]. Even though more efficient algorithms are being discovered, encryption algorithms will always be vulnerable to brute force attacks. However, they require immense computing power and time to crack. According to an article from encryption consulting [8] a classical computer could take years to crack an encryption algorithm, whilst a quantum computer may only take a few hours.
[bookmark: _Toc89596101]Encrypting Wireless Networks
[9] Due to the nature of how data is transmitted across a wireless network it is crucial that the data is encrypted. For example, an attacker can use a Wi-Fi packet sniffing tool to capture packets being transmitted wirelessly. If the network does not use any cryptographic protection such as WEP or WPA / 2, any captured packets can be put together to view what the victim was trying to access, including any data they were trying to send such as usernames and passwords.
WEP
[10] Wired Equivalent Privacy (WEP) as the name suggests, aims to provide the same protection and privacy as a direct wired connection for wireless networks. However, its use was largely discouraged shortly after it was introduced in 1997 as it was full of security holes. 
WPA
[image: Graphical user interface, text, website

Description automatically generated][11] WPA or Wi-Fi Protected Access was deployed shortly after the vulnerabilities with WEP were discovered. The main difference between the two standards is that WPA uses a longer key length (256-bit) than WEP which only uses 64-128 bits in its key generation.
[12] Other security features of WPA include message integrity (determines if an attacker as altered a packet) and TKIP or temporal key integrity protocol. TKIP generates different encryption keys for each individual packet. Since WPA was designed to directly replace WEP it retained some of its characteristics, carrying over some old vulnerabilities. Resulting in WPA being replaced with WPA2 in 2006.
WPA2 AES
[13] The main difference between the versions is that WPA2 requires mandatory use of Advanced Encryption Standard. AES is an alternative to the previously mentioned TKIP. AES is considered an industry standard and is used in secure messaging apps like WhatsApp, Signal, and programs such as WinZip. 
[bookmark: _Toc89596102]Intrusion Detection and prevention
[14] According to the national institute of standards and technology (NIST – US Department of technology administration and commerce), the main principle of intrusion detection and prevention systems (IDS / IDPS) is
monitoring and analysing events occurring in a computer system or network and to detect signs of attacks or violations of computer security policies. 
An attack or intrusion occurs when attacker(s) attempt to disrupt the normal operations of an organisations information systems.
Intrusion detection system (IDS) is a program which aims to automate the process of detecting and reporting intrusions. Whilst an intrusion prevention system (IPS) aims to prevent an intrusion from occurring in the first place. Typically, these systems are integrated into one another and are rarely used separately.
[bookmark: _Toc89596103]Types of Detection
According to the previously mentioned article from NIST[14], the main methodologies of detecting an attack use three classes of detection; signature-based, anomaly-based and stateful protocol analysis.
[bookmark: _Toc89596104]Signature-based
According to SOPHOS, an antivirus specialist company [14]. A signature refers to a known attack or type of attack. For example, malware creators commonly reuse code from previous known attacks, because of this the new attacks can be recognised as a variant of the original attack. However, signature-based detection is not limited to code. It can also be applied to things such as emails and even policy breaches. For example, signature-based detection should be able to detect and block a telnet request with the username of “root”, which should violate an organisations security policy.
The screenshot is a real-life example of signature-based detection. In this example, Gmail has automatically detected a fraudulent email using signature-based detection methods and has placed the email into the user’s spam folder. Gmail was most likely able to detect this email as it has many similar elements (signatures) to other fraudulent emails.
Signature based detection is very effective at detecting known attacks. However, it is widely ineffective at detecting or preventing new types of attacks. 
IDPS in Online Video Games [15]
As mentioned previously signature-based detection isn’t very useful when it comes to detecting new code or events. This allows cheat developers to create new “undetected” cheats, forcing some companies in the gaming industry such as Valve (developer and publisher of CSGO) to adopt a delayed punishment system. When a new cheat program is detected, the players using the cheats are not instantly banned. Instead, the players are allowed to continue cheating for a time (typical delay: 1 week to 6 months). The idea behind this is to catch and ban more cheaters caught using the detected software, instead of banning a small number of players as soon as the cheats are detected. This method is also known as shadow banning and players who have been caught cheating may only be matched with other cheaters when searching for games. A more effective method of detecting new cheats or attacks is anomaly-based detection.
[bookmark: _Toc89596105]Anomaly-Based [16]
Anomaly-based detection makes comparisons between activities which are considered normal to events with significant deviation. For example, a IDPS using anomaly-based detection may observe a network usage of 30% on a normal day. The system could use this day as a benchmark and if for whatever reason the average network significantly goes up or down the system could automatically alert system administrators.
[image: A Practical Guide to Honeypots]Anomaly-based detection could be applied to many behavioural traits such as, number of emails sent by users, number of failed login attempts or even processor usage for a particular user’s computer. A common usage of anomaly-based detection is within anti-cheat systems for video games. For example, a game’s anti cheat system may adopt the anomaly-based methodology to detect discrepancies in typical player actions such as movement speed, number of clicks per second etc.
The major advantage of anomaly-based detection is that new unknown threats can be detected. However, threats are designed to run silently in the background, consuming minimal resources and avoiding detection. 
A disadvantage of anomaly-based detection is that the system requires training time to build typical usage profiles for a network or device. Without adequate training the system may produce many false positives. Anomaly-based detection also requires substantial processing power to operate. One other concern involves the user’s privacy since the system needs to constantly monitor the user’s activities to detect anomalies [17].
[bookmark: _Toc89596106]Stateful protocol Analysis [18]
Stateful protocol analysis isn’t too dissimilar to anomaly-based detection, the main difference is that stateful protocol analysis relies on pre-made protocols or “typical behaviour profiles”, thus removing the requirement of training the system. Stateful refers to the IDPS’s ability to monitor the current state of network, transport, and application protocols. For example, a user who has not entered their username and password may be classed as an unauthenticated user. In this state the user should have limited access to a network. A IDPS should understand this and if the user accesses something outside of the limited access state, like an FTP (file transfer protocol). The system should recognize and deny or at least flag the incident. 
Stateful protocol analysis systems use protocol models which are typically based on standards from software vendors and standards bodies such as IETF (Internet engineering Task Force) and RFC (Request for Comments). When implementing this system, the organisation may implement their own features and modify existing ones, causing variations in each implementation.
In Practical MITM Attack
According to an article from IEEE [19], a IDPS using the stateful protocol analysis methodology should be able to detect and stop a MITM (Man in the middle) attack.  A MITM attack is where the attackers create a relay in communication between two devices which believe are communicating directly. Typically, the attacker will inject a false or malicious packet into the communication connection instead of attempting to completely hijack and replace the entire data stream. In this context a stateful protocol analysis system should be able to detect any packets which violate protocols and stop the attack.
0. honeypots, honeynets, and padded cell systems
Honeypots, honeynets and padded cell systems refer to different decoys and decoy strategies [20]. Honeypots are a decoy which aims to lure or distract attackers away from more important systems. Honeynets refer to multiple honeypots. Padded cell systems are honeypots with added security features such as deployment of a virtual environment. In this scenario the attacker is lured into an environment where they cannot cause any actual harm however, it may not appear that way to the attacker. Once the attacker has fallen for this trap it may even be possible to trace the attack back to its origin. 
Figure 4 - Practical Guide to Honeypots


[bookmark: _Toc89596107]FlowTech – Information Sucurity Unit
This section is a discussion and approach to the deployment of a new information security unit for a fast-growing threat intelligence and consultancy company named FlowTech. 
The organisation aims to provide the right tools, frameworks, and solutions to their customers state of compliance, business continuity, data recovery and risk management, including their cloud services.
1. [bookmark: _Toc89596108]Structure, Policies and Deployment
The importance of security policies and the importance of information security within management of organisations is not recognised by most. Designing, implementing, and enforcing security policies a very difficult task for most organisations. Ignoring or neglecting information security policies can cause huge amounts of damage. According to a report from Ponemon [21] a ransomware attack can cost an organisation upwards of 4 million pounds on average.
These Policies should describe how FlowTech’s resources and infrastructure should be used. They also include how issues should be addressed. Developing a single policy document for all types of users within FlowTech which also addresses all security issues is virtually impossible, as there is no single method for developing a security policy which can cover an entire organisation’s needs. Instead, multiple policy documents should be created to suit different parts of an organisation. Many aspects should be considered when designing security policies such as audience type and organisation size. 
There are three security policies which FlowTech could choose to adapt (one or more), Enterprise Information Security Policy (EISP), Issue-Specific Security Policy (ISSP), and Systems-Specific Security Policy (SysSP). 
[bookmark: _Toc89596109]Polices concerning Encryption – EISP
According to [21] an EISP details an organisation’s direction, range, and manner for all their security efforts. Typically, a EISP is written by CEO (Chief Executive Officer) or sometimes a CIO (Chief Information Officer). A good EISP is used as a template when developing any security systems and it should detail how FlowTech will handle security matters. 

The EISP should describe how FlowTech’s security systems should be structured and different roles which exist to protect key information from intrusion. The ESIP should also describe its own objectives. For example, most ESIP’s contain these three:
· Integrity – Implement safeguards which increase the chance of detecting and preventing attacks.

· Confidentiality – Protect policies, processes, and systems from accidental and unauthorised modification

· Availability – Information should always be available in a timely and reliable manner no matter the current state of the environment outside of FlowTech  

[bookmark: _Toc89596110]Developing an Enterprise Data Encryption Strategy
To start FlowTech needs to identify its goals and drivers and accountability for the strategy to measure its success or failure. FlowTech also needs to assess the people and systems currently in place and what will be needed, defining new teams and systems which may be needed in the future. According to Thales [22] there are 5 questions which need to be answered when developing a EISP regarding encryption:

1. What are the broader goals, requirements or drivers that are to be measured for success/progress, or assessed for compliance?

2. Across the business, where will you choose to implement your strategy, and when? 

3. How will you choose to implement your strategy?

4. What resources, skills and people are necessary to implement and maintain your strategy?

5. What technologies and systems are necessary to operate, build, and maintain those capabilities, skills, and people?
[image: Diagram

Description automatically generated]
Figure 5 - Tactical Drivers
[bookmark: _Toc89596111]Encryption Keys
This section is a discussion of who in the organisation can manage encryption keys. This can either be a single person or a group, before deciding on who manages the keys its important to consider the following.
· Should this person have control over the keys?
· Should anyone else have access to the keys?
· How are the keys stored? Maintained or backed up?
· What would happen if they were compromised?
· How is the group / person managed?
[bookmark: _Toc89596112]Encryption Tactics
Discussing which areas of an organisation could benefit from different types of encryption is also an important conversation. For example, why should you encrypt this system, platform, or data? The main reason for deploying encryption is typically privacy protection. So, if private data passes through a system or platform it is almost certainly worth deploying encryption. Below is an example of implementation of an enterprise encryption deployment lifecycle which could be applied to FlowTech:
[image: Timeline

Description automatically generated]
Figure 6 - Deployment Reasons
[bookmark: _Toc89596113]Structure – Top-down approach.
[image: Diagram

Description automatically generated]Due to the nature of how enterprise data encryption is implemented the author recommends a top-down rather than a bottom-up approach [23]. The CEO or CIO will write security a security strategy which will be set as tasks. These tasks are received by employees to complete, and jobs are altered and completed based on higher authority. The opposite of this approach is bottom-up, where employee’s input and create tasks. Company-wide collaboration is used to complete the task and completed tasks / results are sent to higher ups. See the image below for a visual representation:
Figure 7 - Structure
Advantages of the top-down approach [24]:
· Clear authority positions – everyone will have a supervisor or manager they can approach for guidance.
· Clear communication lines – All decisions are made by one person or small group of people. Communication flows in one direction.
· Fast implementation – Since decisions are made in one place, they can be implemented quicker than ones which require input from lots of people.
· Widespread familiarity (more common)
Disadvantages of the top-down approach [24]:
· More stress on leadership – A failed project is considered leaderships fault and responsibility.
· Less room for creativity – Less room for dialog between leaders and workers.
· Greater distance between decision makers and key workers.
[bookmark: _Toc89596114]Risk Management, Contingencies, Protection
Risk management is the process of analysing individual or specific events and overall risk [25]. Allowing them to be managed and minimising threat opportunities. It also involves in focusing and anticipating on what to do when things do not go to plan. Such as a ransomware attack on FlowTech’s systems. For example, if FlowTech anticipate and prepare for such an event they may have backups of all their systems and data. These can be used to negate the attack; however, it does not solve the initial vulnerability the attackers exploited in the first place. Some key needs which should be considered first include:
· The organisation’s ability to function – Does the organisation heavily rely on one system or one person?
· The data the organisation collects and stores – Is it stored securely and backed up?
· The organisations IT systems and applications – Who has access and what to?
[bookmark: _Toc89596115]Protection – IDPS
FlowTech should consider deploying multiple types of IDPS technologies to ensure thorough detection and prevention of a wide range of attacks. When implementing IDPS technologies it is important to consider the following:
· Security capabilities, information gathering, logging, detection, and prevention.
· Performance, including maximum capacity and optimal performance.
· Management including design and implementation. For example, reliability, scalability, training, and technical support.
· Life cycle costs – initial and ongoing maintenance costs.
Once FlowTech chooses one or more of the IDPS’s discussed in the research section of this report they will need to implement them. This is usually left to system administrators starting with designing an architecture, testing different IDPS components and deploying different components. 
[bookmark: _Toc89596116]Architecture design
General considerations when designing an IDPS’s architecture include:
· Deciding where to place sensors / detection agents.
· Where specific components will be located such as management servers and database servers.
· How many components will be required to achieve usability and redundancy?
· What systems does the IDPS need to interact with?
· Which existing security systems and technologies need to be changed to accommodate the IDPS?
[image: Network Based Intrusion Detection System - an overview | ScienceDirect  Topics]



Figure 8 - IDPS

Typical IDPS components include sensors / agents, management servers, database servers and consoles. Sensors or agents are responsible for monitoring network activity and events. Management servers receive information from the sensors and manage them. Database servers are data stores where recorded event information is stored. Consoles are programs which provide an interface for the IDPS for general users and administrators. FlowTech may choose to connect these components through their existing network or through a new separate network designed for security management – a management network. A management network is advantageous as it provides more bandwidth for the IDPS and offloads some traffic from the main network which workers and customers may need to access.
[bookmark: _Toc89596117]IDPS Maintenance
FlowTech’s administrators will be required to maintain the IDPS and its components on an ongoing basis. Maintenance duties include monitoring the system components for operation and security issues, testing for vulnerabilities, testing, and deploying system updates. Backups of the system should also be regularly made in case of system failure.
[bookmark: _Toc89596118]IDPS Limitations
A network based IDPS could not be incorporated alongside the enterprise encryption strategy recommended previously by the author. This is because a network based IDPS cannot analyse encrypted network traffic, to get around this FlowTech could incorporate the IDPS so that it monitors traffic before it is encrypted. For example, a host based IDPS could achieve this. Another limitation of most IDPS’s is that they are vulnerable to attacks involving high amounts of network traffic (denial of service attack) as it becomes more expensive to analyse large amounts of data. 
[image: 2017: The year of widespread SDN adoption and DDoS attack mitigation |  Network World]To prevent a complete network failure in an event of a DDOS attack, FlowTech should consider throttling network bandwidth. Meaning the network will always have some extra bandwidth which can be used in an emergency.Figure 9 - DDOS Attack

Due to the nature of how IDPS systems operate (collecting and storing usage data from a network). It is important that FlowTech are aware and comply with various data protection acts such as GDPR and the UK’s Data Protection Act (2018). 


[bookmark: _Toc89596119]The data protection act - 2018
There are important principles relating to processing of personal data in the data protection act (2018). The data protection act is the UK’s implementation of the EU’s GDPR (General Data Protection Regulation). According to the British government [26], everyone responsible of using personal data must follow these ‘data protection principles’, making sure that information is (from https://www.gov.uk/data-protection):
· Used fairly, lawfully, and transparently.
· Used for specified, explicit purposes.
· Used in a way that is adequate, relevant, and limited to only what is necessary.
· Accurate and, where necessary, kept up to date.
· Kept for no longer than is necessary.
· Handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction, or damage.
The act also includes a section which states stronger legal protection for sensitive information is required. Sensitive information includes things such as: race, political opinions, religious belief, genetics etc.
There is also a section which details “your rights” as a person which allows you to find out what information the government and any organisation store about you. This is typically achieved by writing to the organisation, requesting they send a copy of the information they hold about you.
It is crucial that FlowTech takes the necessary steps in complying with this act as they collect information from their customers. Failure to do so could result in a fine of up to £17.5 million or 4% of FlowTech’s annual turnover (whichever is greater). 
[bookmark: _Toc89596120]Complying with the data protection act
In order to comply with the data protection act, FlowTech is required to post a public privacy policy which needs to include the following:
· Comprehensive descriptions of what personal information they collect and how that data is obtained.

· How the data is used and with whom it is shared.

· A description of data holding practices.

· The list of rights people have regarding their data.

· Description of how the data is transferred safely.

· Include contact information for FlowTech’s DPO (Data Protection Officer).
Facebook’s data privacy policy which includes the above topics in detail: https://www.facebook.com/policy.php 

Conclusion
In this report, the author has discussed and provided the foundation for understanding key issues associated with protecting information assets. Mainly concerning encryption and IDPS systems. From this report FlowTech should now be reasonably equipped to start a new information security unit. Drawing from the previously discussed strategies including: structure, policies, compliance and risk management. 
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