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Build, and deploy, a Type 2 Hypervisor platform based Virtualised network.
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Introduction

A hypervisor, also known as a virtual machine monitor or VMM, is software that creates and runs virtual machines (VMs). A hypervisor allows one host computer to support multiple guest VMs by virtually sharing its resources, such as such as CPU, memory, storage, and networking. Hypervisors replicate available resources so that guest machines can use them. Regardless of the operating system that starts up on a virtual machine, it will think that actual physical hardware is accessible.

Why use a hypervisor?

Server Consolidation: By allowing multiple virtual machines (VMs) to run on a single physical server, hypervisors enable server consolidation. This reduces the number of physical servers required, leading to cost savings in terms of hardware, power, cooling, and space.

Resource Optimization: Hypervisors efficiently allocate physical resources such as CPU, memory, storage, and networking among multiple VMs. This ensures optimal utilization of hardware resources, maximizing performance and minimizing waste.

Isolation: Hypervisors provide strong isolation between virtual machines. Each VM operates independently of others, with its own dedicated resources and isolated runtime environments. This isolation enhances security and stability, as issues in one VM are less likely to affect others.

Flexibility and Scalability: Hypervisors offer flexibility in deploying and managing virtualized environments. They enable easy provisioning, cloning, and migration of VMs, allowing businesses to quickly adapt to changing demands and scale their infrastructure as needed.

Hardware Independence: Virtualization abstracts the underlying hardware, allowing VMs to run on different physical servers without modification. This enables workload mobility, disaster recovery, and easier hardware upgrades or replacements.
Testing and Development: Hypervisors are valuable for software development and testing purposes. Developers can create multiple VMs to simulate different environments, test software compatibility, and isolate development environments from production systems.

Legacy Application Support: Hypervisors enable the hosting of legacy applications that require specific operating system environments or dependencies. By running these applications within VMs, organizations can maintain compatibility while modernizing their infrastructure.

Cloud Computing: Hypervisors form the foundation of cloud computing platforms, providing the underlying virtualization layer that enables the creation and management of virtualized resources in cloud environments. This allows for the efficient and scalable delivery of cloud services to users.

Types of hypervisors:
[image: Hypervisor | Benefits of Hypervisor | Types of hypervisors]There are two main hypervisor types, referred to as “Type 1” (bare metal) and “Type 2” (hosted). A type 1 hypervisor acts like a lightweight operating system and runs directly on the host’s hardware, while a type 2 hypervisor runs as a software layer on an operating system, like other computer programs.
Type 1 Hypervisor (Bare Metal Hypervisor):

Architecture: Type 1 hypervisors, also known as bare-metal hypervisors, run directly on the physical hardware without the need for an underlying operating system. They manage and allocate hardware resources to virtual machines (VMs) directly from the host's hardware.
Features: Efficient resource utilization. High performance due to direct hardware access. Enhanced security with a smaller attack surface. Server consolidation for maximizing hardware utilization. Isolation between virtual machines. Scalability for dynamic workload demands.
Hardware Requirements: Type 1 hypervisors typically have minimal hardware requirements but may vary depending on the specific hypervisor solution. Generally, they require compatible CPU and memory configurations supported by the hypervisor vendor.
Advantages: Superior performance and efficiency. Enhanced security through isolation. Ideal for server consolidation. Suitable for enterprise environments and data centers.
Scalability: Type 1 hypervisors are highly scalable, allowing organizations to add or remove virtual machines based on workload demands. They are well-suited for dynamic and growing environments, including cloud platforms.
Security: Type 1 hypervisors offer enhanced security by reducing the attack surface compared to Type 2 hypervisors. Isolation between VMs helps prevent security breaches from affecting other virtual machines.
Compatibility: Type 1 hypervisors support a wide range of hardware configurations and architectures, making them compatible with various server platforms.
Use Cases: Data center virtualization. Cloud infrastructure. Server consolidation. High-performance computing. Mission-critical applications.
Hypervisors Type 1 in the market:
1. VMware vSphere/ESXi: One of the most widely used hypervisor solutions in enterprise environments. Provides robust virtualization capabilities for data centers and cloud infrastructure. Offers advanced features such as vMotion, High Availability (HA), and Distributed Resource Scheduler (DRS).
2. Microsoft Hyper-V: Integrated into Windows Server operating systems. Offers features like live migration, replication, and Hyper-V Replica for disaster recovery. Supports both Windows and Linux virtual machines.
3. Citrix XenServer: Open-source-based hypervisor solution. Provides advanced virtualization features and management tools. Suitable for server virtualization and cloud computing environments.
4. KVM (Kernel-based Virtual Machine): Built into the Linux kernel, providing native virtualization capabilities. Supports a wide range of hardware architectures. Often used in combination with management tools like libvirt and oVirt.

Type 2 Hypervisor (Hosted Hypervisor):
Architecture: Type 2 hypervisors, also known as hosted hypervisors, run on top of a conventional operating system. They utilize the host operating system's resources to manage virtual machines.
Features: Easy installation and setup. Run multiple operating systems concurrently. Suitable for desktop virtualization and testing environments. User-friendly interfaces for management.
Hardware Requirements: Type 2 hypervisors have moderate hardware requirements and typically run on standard desktop or laptop hardware. They rely on the host operating system for resource management.
Advantages: Ease of installation and setup. Ideal for desktop virtualization and testing environments. Good for users who don't require high performance.
Scalability: Type 2 hypervisors are less scalable compared to Type 1 hypervisors and are more suitable for individual or small-scale virtualization needs.
Security: Type 2 hypervisors may have slightly lower security compared to Type 1 hypervisors due to their reliance on the host operating system. However, they still offer isolation between virtual machines.
Compatibility: Type 2 hypervisors are compatible with a wide range of desktop and laptop hardware configurations and operating systems.
Use Cases: Desktop virtualization. Testing and development environments. Education and training. Legacy application support.
Hypervisors Type 2 in the market:
1. VMware Workstation: Popular desktop virtualization solution for developers, testers, and IT professionals. Supports running multiple operating systems simultaneously on a single host machine. Offers features like snapshots, cloning, and virtual networking.
2. Oracle VirtualBox: Free and open-source desktop virtualization platform. Supports various guest operating systems, including Windows, Linux, macOS, and Solaris. Offers features like snapshots, seamless mode, and guest additions.
3. Parallels Desktop (for Mac): Hypervisor solution specifically designed for macOS. Allows running Windows, Linux, and other guest operating systems on Mac hardware. Offers features like Coherence mode, which integrates Windows applications with macOS.
4. QEMU (Quick Emulator): Open-source hypervisor and emulator. Supports various CPU architectures and can be used for both Type 1 and Type 2 virtualization. Often used in conjunction with KVM for virtualization on Linux systems.
5. Microsoft Virtual PC: Legacy Type 2 hypervisor developed by Microsoft. Used for running multiple operating systems on Windows hosts. Mainly used for testing, development, and legacy application support.





Hypervisor choice:

[image: Crash course: How do virtual PCs actually work? | PCWorld]Oracle VM VirtualBox:

Ease of Use and Setup: Oracle VirtualBox is known for its user-friendly interface and straightforward setup process. It’s easy to create and manage virtual machines without extensive technical knowledge.
Platform Compatibility: VirtualBox is available for multiple hosts operating systems, including Windows, macOS, Linux, and Solaris. This broad platform support ensures flexibility and accessibility, allowing users to run virtual machines on their preferred operating system.
Feature-Rich Environment: Despite being a free and open-source solution, VirtualBox offers a comprehensive set of features comparable to commercial alternatives. Features like snapshots, shared folders, virtual networking, and USB device support enhance the virtualization experience.
Community and Documentation: VirtualBox benefits from a large and active user community, providing extensive online documentation, forums, and resources. This community support ensures that users have access to troubleshooting assistance, tutorials, and best practices, facilitating the learning process.
Flexibility and Customization: VirtualBox offers a high degree of customization, allowing users to configure virtual machine settings according to their specific requirements.
Performance and Stability: Despite being a Type 2 hypervisor, VirtualBox delivers reliable performance and stability for running guest operating systems. With proper configuration and resource allocation, VirtualBox can efficiently handle various workloads, including software development, testing, and coursework assignments.

Research on IP Addressing:

1. Introduction to IP Addressing:
IP (Internet Protocol) addressing is a fundamental aspect of computer networking that enables communication between devices over the Internet. Every device connected to a network, including the Internet, is assigned a unique identifier known as an IP address.
Role of IP Addresses: IP addresses serve as the destination and source addresses for data packets traveling across networks. They allow routers and switches to route data packets to the correct destination by identifying the source and destination devices.

2. How Data Travels on the Internet:
Data travels from one computer to another on the Internet through a series of interconnected networks. When a user sends data (e.g., a web page request), it is broken down into smaller packets. These packets are then routed through various networks based on their destination IP addresses until they reach the intended recipient.
3. Role of Routers and Switches:
Routers and switches are networking devices that facilitate the flow of data between different networks.
Routers: Routers operate at the network layer (Layer 3) of the OSI model and use IP addresses to forward packets between networks. They examine the destination IP address of each packet and determine the best path for it to reach its destination.
Switches: Switches operate at the data link layer (Layer 2) of the OSI model and use MAC addresses to forward data within a single network. They maintain a MAC address table to efficiently forward data to the correct device within the network.
4. Structure and Format of IPv4 and IPv6:
IPv4: IPv4 addresses are 32-bit numerical addresses represented in dotted-decimal notation (e.g., 192.168.1.1). The address space of IPv4 is limited, leading to the adoption of IPv6.
IPv6: IPv6 addresses are 128-bit hexadecimal addresses represented in colon-separated notation (e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334). IPv6 provides a much larger address space to accommodate the growing number of devices connected to the Internet.
5. Concept of Subnetting:
Subnetting is the process of dividing a larger network into smaller, more manageable subnetworks. It allows for efficient utilization of IP addresses and better organization of network resources.
6. Efficient Utilization of IP Addresses:
Efficient IP address utilization is crucial to conserving address space and accommodating the increasing number of devices connected to the Internet. Techniques such as CIDR (Classless Inter-Domain Routing) and NAT (Network Address Translation) help optimize IP address allocation.

IPv4 Addressing Example: 
[image: IPv4 vs IPv6, What Is IPv4, What Is IPv6, IPv6 to IPv4 Basis - FS.COM | FS  Community]

IPv6 Addressing Example:
[image: IPv4 vs IPv6, What Is IPv4, What Is IPv6, IPv6 to IPv4 Basis - FS.COM | FS  Community]

Subnetting Example:
[image: What is Subnetting?]

Efficient IP Address Utilization: 
[image: What is NAT and its Types? Best Explained - 2023]

Topology:
[image: A diagram of a computer network
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Why Windows Server 2022:
Latest Features and Improvements: Windows Server 2022 is the latest version of Microsoft's server operating system, offering the most up-to-date features, security enhancements, and performance improvements. 
Compatibility: Windows Server 2022 maintains compatibility with a wide range of software applications, tools, and services, ensuring that your existing applications can seamlessly run on this platform without compatibility issues.
Security: Windows Server 2022 includes various security features, providing protection against cyber threats.
Performance: Windows Server 2022 is optimized for performance, offering improvements in areas such as virtualization, storage, and networking. This can result in better overall performance for your virtualized workloads.
Management and Administration: Windows Server 2022 includes tools and features that make it easier to manage and administer your server environment.


SW Server:
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SW Client:
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Ping test Swansea Server/Client:
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LD Server:
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LD Client:
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Ping test London Server/Client:
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Ping test both Servers SW/LD:
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Network testing:

Connectivity Tests:
Ping Test: Use the ping command to test basic connectivity between devices by sending ICMP echo request packets and receiving ICMP echo reply to packets. If ping fails, check for network configuration issues, such as incorrect IP addresses, subnet masks, or gateway settings.
Packet Loss Testing: Ping Test with Packet Loss Statistics: Use ping with the "-n" option on Windows to specify the number of packets to send and analyze packet loss statistics. High packet loss indicates network congestion, hardware issues, or faulty connections.
Security Testing: Review firewall configurations on devices to ensure that necessary ports and protocols are allowed for desired network communication.

Systematic Approach to Diagnose and Troubleshoot Connectivity Issues:
Gather Information: Collect information about the network topology, device configurations, IP addresses, subnet masks, gateway settings, DNS configurations, and firewall rules.
Isolate the Issue: Determine if the issue is specific to a single device, a segment of the network, or the entire network.
Perform Tests: Conduct connectivity tests such as ping, traceroute, and netcat to identify where connectivity fails and gather relevant data.
Analyze Results: Analyze test results, including error messages, response times, packet loss statistics, and network traffic captures.
Identify Potential Causes: Based on test results, identify potential causes of the connectivity issue, such as misconfigurations, hardware failures, network congestion, or security issues.
Troubleshoot Methodically: Address each potential cause methodically, starting with the most likely scenarios and ruling out or resolving issues step by step.
Document Findings and Solutions: Document the findings, troubleshooting steps, and solutions for future reference and knowledge sharing.
Implement Remediation: Implement necessary changes, configurations, or fixes based on the identified solutions to resolve the connectivity issue.
Verify Resolution: Re-test connectivity and verify that the issue has been resolved. If not, revisit the troubleshooting process and continue troubleshooting until the issue is resolved.

Problems encountered:
Host Unreachable, Packet lost 100%, Request timeout, Window edition (Desktop Experience), IP address/Subnet mask/Gateway manual change, connecting both SW and LD servers.
Successful Network after:
Network Configuration
Firewall Settings (Off)
Edit manually IP Addresses (Following the Topology)
Network Adapter Type (In Oracle VirtualBox)
[image: A computer screen shot of a computer]
Resources
https://en.wikipedia.org/wiki/Hypervisor
https://phoenixnap.com/kb/what-is-hypervisor-type-1-2#what-are-hypervisors
https://www.vmware.com/uk/topics/glossary/content/hypervisor.html
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https://aws.amazon.com/compare/the-difference-between-type-1-and-type-2-hypervisors/#:~:text=The%20type%201%20hypervisor%20sits,on%20the%20host%20operating%20system.
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