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Research 
Context 

Workplace related – currently working 
within Penetration Testing.

Firsthand experience of applications 
with different development time and 
maintenance levels. 

Hoping to improve knowledge and 
understanding of both secure 
development and vulnerabilities. 



Research Problem

Inadequate maintenance and rushed development cycles by 
service teams lead to vulnerabilities in web applications, 
infrastructure, and APIs. 



Research Aim & Objectives

Aim: To evaluate the impact of development practises, including the thoroughness and duration of the development 
cycle, on the security of web applications, their supporting infrastructure, and associated APIs, using security testing tools 
and providing recommendations for enhancing secure development practises.

Objectives:

• To review and analyse a range of penetration testing tools and vulnerability management solutions applicable to web 
applications, infrastructure, and APIs.

• To conduct a comparative security assessment of web applications, including their infrastructure and APIs, based on 
variations of development time and thoroughness.

• To identify common security vulnerabilities associated with rushed development and insufficient testing across 
applications, infrastructure, and APIs.

• To provide actionable recommendations for improving security practises in the software development lifecycle, 
emphasising the importance of adequate development time, regular maintenance, and thorough security testing. 



Literature 
Review 

Web applications were the 
top attack vector of 2023

80% of incidents

60% of breaches

Misconfigurations and outdated components were 
the most targeted areas [1].

Mainly researched organisations and standards 
bodies.

Gaps in literature – couldn’t find anything 
specifically for rushed development and 
inadequate maintenance of applications.



Software Development Life Cycle (SDLC) 

• Repeatable developer framework for the full process of creating and 
maintaining software [3]. 

• Waterfall and Spiral Models [4].

[2]



Secure Coding

Attackers often target 
the source code [5]. 

Automated security 
monitoring, logging, 

and alerting.

Scan code for issues so 
they can be 

mitigated/remediated.

Ensure encryption and 
protection against 
Cross Site Scripting 

(XSS) attacks. 

Validate any external 
data sources [6]. 



Security Testing Methodologies

• Authorised test of applications that look for security weakness.

• Use same tools and techniques as an attacker.

• Annual tests or as needed [7].

• Can test all elements of an application [8].

Penetration 
Testing

• Tenable Nessus VMS – Infrastructure scanning.

o Tenable cloud and web application scanning also possible [9].

• Qualys Web Application and API scanning.

o Uses OWASP top 10 [10].

Automated 
Scanning Tools



Standards, Guidance and Frameworks - OWASP

Standard awareness detailing most critical security risks.

Covers various areas, including web applications and APIs.

Similarities between results:
Access control

Broken authentication

Security misconfigurations

[11] [12] 



Standards, 
Guidance and 
Frameworks – 

NIST & ISO

• Cybersecurity 
framework for 
managing risks.

• 6 core 
functions [13].

NIST

• Defined 
standard for 
ISMS [14].

ISO 
27001



Research 
Philosophy 

and Approach

Mixed method approaches

Philosophy

• Positivism – facts through observation.

• Interpretivism – contextual factors to be 
considered [14][15][16]. 

Abductive Approach

• Deductive – specific hypothesis.

• Inductive – existing data and individual 
instances used [17]



Research Strategies

Existing literature covering relevant areas.Literature Review

Specific instances already known to be compared.

Instances of applications with varying development and maintenance.
Case Study

Gain insights into development experiences. Survey



Risks, 
Limitations 
and Ethical 

Issues

Risks Sensitive data involved.

Limitations
Approval of 
documentation usage.

Approval of 
survey/interview.

Ethical 
considerations

Anonymity of data, 
individuals, and services.

Gaining approval.

Potential bias.

Alternative data sources.



Validity, 
Reliability and 

Generalisability

• Research methods relevant to achieving aim.

Validity

• Consistent data collection.

• All sources treated with the same anonymity 
and respect. No bias.

Reliability

• Mainly valid for similar projects.

• Useful to show importance of development, 
maintenance and security practises.

Generalisability



Data Evaluation

• Quantitative – vulnerability severity and frequency.

• Qualitative – vulnerability data and interviews/surveys

Collection

• Most common vulnerabilities and severity.

• Themes and insights.

Evaluation



Research Development Methodology

Agile development 
methodology – 
understanding that 
challenges may emerge.

Collaboration and 
feedback are important.

Overall goal to create a 
workplace policy for 
secure development and 
security testing.



Resources/Materials

Hardware Software

Web Browser

Tenable VMS

Microsoft SharePoint

Work Document storage 
solution

Office packages (word, 
excel and outlook)

Information 

Publicly accessible – 
books, journals, reports

Private documents from 
work

Human

Work laptop

Personal Laptop

Application Developers

Security Professionals



Project Plan
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