From Awareness to Assurance: A Structured Secondary-Evidence Framework for Microservices Adoption Readiness and Security (MARS-F)

Highlights
1. Extends TOE theory with Security as a fourth adoption-readiness dimension.
1. Introduces MARS-F, linking readiness diagnosis to a staged adoption roadmap.
1. Synthesises 44 verified sources (2020–2026) to ground each TOES construct.
1. Reframes the vendor-roadmap gap as an absorptive-capacity problem.
1. Proposes a four-stage roadmap with a continuous governance feedback loop.
1. 
Abstract
Microservices architectures have moved from early adoption to mainstream practice, yet organisational uptake remains uneven. Industry surveys indicate persistent uncertainty about the time, cost, and expertise required for adoption, and 2025 data show a notable share of organisations consolidating microservices back into larger units, citing operational complexity as the primary driver. Academic reviews confirm that microservices' distributed, polyglot architecture produces a wider attack surface than monolithic systems, and that inter-service security remains only partially addressed by existing research. Service providers rarely offer adopting organisations a structured, security-integrated roadmap, leaving many to adopt reactively.
This paper develops MARS-F (Microservices Adoption Readiness and Security Framework), a conceptual framework grounded in a structured synthesis of secondary evidence from academic and industry sources published between 2020 and 2026. Extending the Technology-Organization-Environment (TOE) framework with a fourth, Security, dimension (TOES), MARS-F combines a diagnostic readiness assessment with a staged adoption roadmap, theoretically supported by Diffusion of Innovation, Absorptive Capacity, Sociotechnical Systems, and Dynamic Capabilities theory. The contribution is conceptual: a citable, theoretically grounded framework giving organisations and providers a shared, actionable structure for secure, phased microservices adoption.
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1. Introduction
1.1 Background and problem context
Microservices architecture has become a dominant pattern in enterprise software design, valued for its modularity, deployment speed, and scalability. Most large organisations, those with more than 1,000 employees, have already embraced it in some form, and most technology leaders now believe that firms unable to support microservices effectively will struggle to compete (Kong Inc., reported via DevOps.com, 2020). What adoption at scale has not done, though, is resolve the underlying uncertainty many organisations still face. Recent observability research names a lack of team knowledge as practitioners' leading operational challenge, a figure that rose sharply between 2023 and 2024 (Logz.io, 2024). That looks like a persistent awareness and capability gap, not simply a technical one.

This gap has real consequences. The Cloud Native Computing Foundation's 2025 annual survey found a substantial share of organisations now consolidating microservices back into larger deployable units. Operational complexity, not isolated implementation failures, was the driver cited most often (summarised in SoftwareSeni, 2026). Read together with the knowledge-gap finding above, this suggests many organisations proceed to adoption without an adequate readiness assessment, whether technical, organisational, environmental, or security-related, and pay for it later in costs a structured pre-adoption diagnostic could have anticipated.

Security makes the problem worse still. Reviews of inter-service security consistently find that microservices' distributed, network-spanning structure creates a wider attack surface than monolithic systems almost by design, an effect made sharper by the mix of languages and technologies typically used across services in the same deployment (Haindl, Kochberger, & Sveggen, 2024). Even the U.S. National Institute of Standards and Technology has concluded that microservice-based systems need dedicated secure-development guidance of their own — a clear signal that conventional software-security frameworks do not map cleanly onto distributed architectures (NIST, 2023).

Moreover, organisations rarely get a clear implementation pathway from the vendors and platform providers whose tools they are using. Migration guidance sits scattered across vendor documentation, generic best-practice commentary, and one-off case studies, with little pulled together into a coherent, security-integrated roadmap a non-specialist decision-maker could follow.

1.2 The gap this paper addresses
Three gaps run through the evidence above.
1. An awareness gap — organisations frequently lack the internal knowledge to assess their own readiness before adopting microservices.
1. A security integration gap — security gets treated as a downstream technical concern instead of a readiness dimension assessed alongside technological, organisational, and environmental factors.
1. A roadmap gap — neither academic literature nor vendor guidance currently offers a staged, actionable adoption pathway connecting readiness diagnosis to phased implementation.
Existing adoption theory, and the Technology-Organization-Environment (TOE) framework (Tornatzky & Fleischer, 1990), offers a partial answer, but it was not built with the distributed security profile of microservices in mind. As far as I am aware, no widely adopted framework currently extends TOE to treat security as a co-equal readiness dimension while also turning that assessment into a staged roadmap. That is the gap this paper tries to fill.

1.3 Research aim
To develop and theoretically ground MARS-F, a conceptual framework built through a structured synthesis of secondary evidence that enables organisations to assess their readiness for microservices adoption across technological, organisational, environmental, and security dimensions, and to translate that assessment into a staged, actionable adoption roadmap.

1.4 Research objectives
1. O1: To synthesise secondary evidence (2020–2026) on organisational awareness, adoption barriers, and vendor-roadmap gaps in microservices adoption.
1. O2: To identify and structure the security-specific risks and readiness gaps most consistently reported in academic and industry literature.
1. O3: To extend the TOE framework theoretically into TOES by establishing security as a distinct, evidence-grounded readiness dimension.
1. O4: To design a staged adoption roadmap that operationalises the TOES readiness diagnosis into actionable, sequenced guidance for organisations.



1.5 Research questions
1. RQ1: What does current secondary evidence reveal about organisational awareness and vendor-roadmap gaps in microservices adoption?
1. RQ2: What security-related risks and readiness gaps are most frequently reported across academic and industry sources on microservices?
1. RQ3: How can the TOE framework be theoretically extended to incorporate security as a distinct readiness dimension?
1. RQ4: What staged roadmap structure can translate a TOES-based readiness diagnosis into actionable adoption guidance for organisations?

1.6 Positioning statement
It helps to be precise about what kind of paper this is, since the label affects what a reader should expect from it. This is a conceptual framework paper. It is not a systematic literature review, and it is not a purely theoretical exercise either — it sits deliberately between those two poles. A full systematic review, following something like PRISMA, would owe the reader exhaustive coverage of a defined literature and would treat the resulting map of that literature as the contribution itself. A purely theoretical conceptual paper, at the other extreme, could develop MARS-F entirely from first principles and existing theory, without grounding any of its constructs in current empirical or industry evidence. Neither approach suited this paper. An exhaustive review would have produced a literature map instead of a usable framework, and a purely theoretical paper would have left the four TOES constructs asserted instead of demonstrated. That matters because the whole motivation for this paper is an empirical problem: organisations adopting microservices without adequate readiness assessment.

The approach taken instead, set out in full in Section 3, is a semi-systematic search process: defined keywords, named databases, and a bounded 2020–2026 date range, used specifically to ground each TOES construct in current evidence instead of mapping the literature comprehensively. The search parameters are transparent and replicable, but source inclusion beyond that point is selective and purposive, guided by relevance to construct development, not a target of exhaustive coverage. What results is the framework itself: its constructs, its theoretical justification, and its staged roadmap. It is not a review of what has been published on microservices adoption or security. This positioning also matches how the target journal categorises submissions of this kind. The International Journal of Information Management's own scope explicitly welcomes papers that offer integrative reviews of existing literature and develop frameworks that organise knowledge and guide future research, a reasonably close description of what this paper sets out to do.

1.7 Contribution
The contribution here works at three levels and separating them serves the paper better than folding them into a single claim.
At the theoretical level, MARS-F extends TOE into TOES by treating security as a fourth, co-equal readiness dimension instead of a sub-factor buried inside the technological context. This is not merely a labelling change. As Section 4.1 argues, the case rests on microservices having a qualitatively different security profile from the technologies TOE was originally built around: a distributed, network-spanning attack surface that expands by design. Extending an established adoption framework to accommodate a genuinely different risk profile, instead of assuming the original three contexts still capture everything that matters, is the kind of theoretical move IJIM's own scope description points to when it asks for papers that challenge existing assumptions or unveil new constructs and relationships within IS theory.

At the mechanism level, MARS-F contributes something that, as far as the evidence gathered in Section 3 shows, does not currently exist in either the academic or the practitioner literature. It is a diagnostic-to-roadmap mechanism connecting a readiness assessment directly to a staged, sequenced adoption pathway, with a remediation gate determining entry into that pathway and a feedback loop keeping the diagnosis current after initial adoption. Existing vendor guidance tends to stop at general best-practice advice; existing academic reviews tend to stop at cataloguing challenges. MARS-F sits between those two things and operationalises one into the other.

At the practical level, the paper reframes the vendor-roadmap gap that motivated it in the first place. Section 4.3's use of Absorptive Capacity theory treats unclear vendor guidance as partly an organisational capability problem, not something only providers can fix, which gives adopting organisations something to act on directly instead of something they can only wait for providers to improve. Taken together, these three contributions place the paper as a Review-category conceptual submission, distinct from either a narrower technical contribution or a broader literature survey.



1.8 Structure of the paper
Section 2 positions MARS-F against existing microservices maturity models and prior TOE extensions. Section 3 outlines the secondary-evidence synthesis protocol. Section 4 reviews the theoretical foundations. Section 5 presents the TOES constructs grounded in synthesised evidence. Section 6 develops the MARS-F framework and staged roadmap. Section 7 discusses theoretical and practical implications and revisits the research questions directly. Section 8 concludes with limitations and directions for future empirical validation.

2. Related Work
Before setting out the search protocol and theoretical grounding, this section is clear about where MARS-F sits relative to work that already exists. Three strands of prior literature come closest to what this paper attempts, and none of them, on its own, does what MARS-F sets out to do.

2.1 Existing microservices maturity and readiness models
The closest direct precedent is Gouigoux, Tamzalit, and Noppen's (2021) MiMMo, a Microservices Maturity Model built from observations of around thirty organisations and structured around two dimensions and five maturity levels, intended to let organisations benchmark their current use of microservices and identify next steps. MiMMo is a genuine readiness-assessment tool, grounded in real organisational experience instead of asserted from theory. It is not, however, built on an established adoption-theory base: its dimensions come from observed practice, not from a framework-like TOE, which makes it harder to situate within the wider technology-adoption literature or to extend systematically. It also does not treat security as a distinct assessed dimension, and it stops at diagnosis. MiMMo tells an organisation where it stands; it does not connect that diagnosis to a staged implementation pathway the way MARS-F's remediation gate and four-stage roadmap do.

Practitioner-originated maturity models follow a similar pattern to MiMMo, and there are several of them, which is itself telling. Application-networking vendors have published four-stage maturity models aimed at the same underlying problem, typically organised around technical dimensions such as application design, infrastructure, and observability, refined through direct customer engagements instead of peer review. These tools have real value: they reflect deployment experience at scale in a way an armchair framework cannot. But they also illustrate the fragmentation problem this paper's introduction describes. Each vendor's model uses its own dimensions, its own maturity labels, and its own scoring logic, with no shared theoretical vocabulary connecting one to another. An organisation comparing two vendors' guidance side by side often cannot tell whether it is looking at genuinely different advice or the same advice described differently. None of these tools, to date, has been built on an established adoption-theory foundation, tested through peer review, or extended into a mechanism connecting diagnosis to a theoretically justified staged rollout.

2.2 TOE extensions incorporating security and other constructs
The second strand is prior work that has already tried to extend TOE. Two things make this matter for MARS-F's own claim to novelty. Extending TOE beyond its original three contexts is already a recognised, legitimate theoretical move, not something improvised for this paper, and reviewing that prior work lets this paper be precise about what, specifically, is new in TOES rather than claiming credit for the whole idea of extension. Awa, Ojiabo, and Orokor (2017) extended TOE by integrating Task-Technology-Fit and UTAUT constructs into a five-context, twelve-factor framework, arguing that the standard three-context structure under-represents task-level and individual-level adoption factors; their extension was empirically tested across small service enterprises and found statistical support for most of the added factors. Independently of anything specific to security, this confirms that the literature already treats TOE's original three contexts as a starting point, not a fixed and complete structure.

Closer to this paper's specific concern, Wallace, Green, Johnson, Cooper, and Gilstrap (2020) interviewed C-level executives and IT consultants and found that the traditional TOE framework did not fully capture the range of issues organisations face in cybersecurity-adoption decisions. They proposed an extended framework adding new dimensions, described as cyber catalysts and practice standards, alongside new factors within the traditional three contexts. This is a genuinely important precedent: it confirms independently that TOE's standard three-context structure has been found wanting on security grounds before, not only on the task and individual grounds Awa et al. identified. Two differences from MARS-F stand out. Wallace et al.'s extension is general to cybersecurity-adoption decisions, not specific to microservices, so it does not engage with the distributed, service-mesh-specific attack-surface characteristics that Section 5.4 argues make microservices a qualitatively different case from cybersecurity adoption in general. And their contribution, like Awa et al.'s, is a qualitative or statistical factor-based extension: it identifies what belongs in an extended TOE model but does not turn that model into a staged, sequenced adoption mechanism with a scoring system, a remediation gate, or a governance feedback loop. MARS-F's TOES structure and these prior extensions read as complementary, not competing. This paper's theoretical scope is narrower, microservices specifically, not technology adoption or cybersecurity adoption generally, but its mechanism goes further: a full diagnostic-to-roadmap system, not just a validated set of adoption factors.

2.3 General cybersecurity maturity models
The third strand sits adjacent to the first two: maturity models built specifically for cybersecurity readiness but not tied to microservices or to TOE. Büyüközkan and Güler (2025) conducted a systematic literature review combined with bibliometric analysis across the cybersecurity maturity model literature and proposed a new model comprising five dimensions, fifteen factors, and five levels, validated through application in three companies. Their review is useful here for a reason beyond its own model. It explicitly notes that, despite a substantial number of existing cybersecurity maturity models, no prior academic study had combined a systematic literature review, bibliometric analysis, and expert validation into a single model applicable across industries and organisation sizes. That is essentially the same fragmentation diagnosis this paper's own introduction makes about microservices adoption guidance specifically. Büyüközkan and Güler's model is comprehensive and rigorously constructed, but it addresses general-purpose cybersecurity maturity, not microservices specifically, and it is not grounded in an adoption-theory framework like TOE; its five dimensions come from bibliometric synthesis of the cybersecurity literature, not from technology-adoption theory. It also, like MiMMo, stops at diagnosis instead of connecting the assessment to a staged implementation roadmap with a remediation gate.

2.4 Where MARS-F is positioned
Taken together, these three strands leave a genuine space between them. Microservices-specific readiness models exist but lack theoretical grounding in adoption theory and do not treat security as a distinct dimension. TOE extensions that do incorporate security, or other under-represented factors, exist but are not specific to microservices and stop short of a staged implementation mechanism. General cybersecurity maturity models exist and are rigorously built, but address neither microservices specifically nor TOE grounding. MARS-F sits at the intersection of the three: a microservices-specific, TOE-grounded, security-inclusive readiness framework that also operationalises its diagnosis into a sequenced roadmap. No single piece of prior work reviewed here occupies that intersection, though each supplies part of the case for why it is worth building something that does. Section 4 develops the theoretical grounding for this position in full; Section 5 develops the evidence base; Section 6 sets out the resulting framework and roadmap mechanism itself.
3. Secondary-Evidence Synthesis Protocol
3.1 Rationale for a semi-systematic approach
This paper does not follow a full PRISMA-style systematic review protocol, since the deliverable is a conceptual framework, not a literature map. To ground the TOES constructs credibly instead of asserting them from theory alone, it uses a semi-systematic search process: transparent and replicable in its search parameters, but selective and purposive in its final source inclusion, guided by relevance to construct development instead of exhaustive coverage.

3.2 Databases and source types
Academic databases: Scopus, Web of Science, IEEE Xplore, ACM Digital Library, and Google Scholar (supplementary). Grey literature and industry sources are included deliberately, given the paper's premise that vendor and practitioner guidance is itself part of the problem being addressed: Cloud Native Computing Foundation (CNCF) annual surveys, vendor and industry survey reports (e.g., Kong/Vanson Bourne), standards and government guidance (e.g., NIST Special Publications), and established technical publishers.

3.3 Search strings and clusters
1. Adoption/awareness: ("microservices" OR "microservice architecture") AND ("adoption" OR "awareness" OR "readiness") AND ("organi?ation*" OR "enterprise")
1. Security: ("microservices" OR "microservice architecture") AND ("security" OR "cyber security" OR "attack surface" OR "vulnerability")
1. Vendor/roadmap: ("microservices" OR "cloud native") AND ("vendor" OR "provider") AND ("roadmap" OR "guidance" OR "migration strategy")
1. Theoretical grounding: ("TOE framework" OR "Technology-Organization-Environment") AND ("adoption" OR "cloud" OR "microservices")

3.4 Date range and justification
2020–2026. This range captures the post-early-adopter inflection point at which microservices moved from innovator and early-adopter organisations into mainstream enterprise use, making adoption-barrier evidence from this period more representative of the late-majority organisations MARS-F targets. It also captures the CNCF's most recent survey cycles and the post-2023 security literature responding to the maturing threat landscape. Foundational theoretical sources (Tornatzky & Fleischer, 1990; Rogers, 2003; Cohen & Levinthal, 1990; Teece, Pisano, & Shuen, 1997; Trist & Bamforth, 1951) sit outside the date filter, since they are cited for theoretical grounding, not current-state evidence.

3.5 Inclusion and exclusion criteria
Inclusion: published or updated 2020–2026 (evidence sources; any date for foundational theory); English language; directly addresses microservices adoption, security, or TOE-based technology adoption; grey literature sourced from an identifiable organisation with a stated methodology (sample size, survey date, respondent profile); academic sources from peer-reviewed journals, conference proceedings, or recognised standards bodies.

Exclusion: marketing content without underlying data or methodology; duplicate reporting of the same underlying survey without added analysis; sources focused exclusively on a single vendor's product features without generalisable insight; non-English sources without a validated translation.

3.6 Screening, selection, and quality appraisal
Sources proceed through title/abstract screening, full-text screening for construct relevance, and construct-mapping extraction, in which each retained source is tagged to the specific TOES construct(s) it evidences. Rather than a full CASP or MMAT appraisal, disproportionate for a conceptual paper, each source is checked against three lightweight criteria: provenance (identifiable author or organisation and methodology), currency (within date range, or foundational theory), and relevance fit (direct evidence for a named TOES construct, not tangential mention). This protocol is disclosed as a limitation in Section 8: a semi-systematic approach cannot claim exhaustive coverage, and construct-mapping involves a degree of interpretive judgement, an acceptable trade-off given the paper's conceptual contribution type.

4. Theoretical Foundations
MARS-F draws on five theoretical traditions, not because any single lens would be insufficient on its own, but because each does a different job. Four of them justify a specific construct: they explain why a particular dimension belongs in the model at all. The remaining two, Sociotechnical Systems Theory and Dynamic Capabilities, work differently. They shape how the whole framework behaves, cutting across every dimension instead of anchoring just one.


4.1 Technology-Organization-Environment (TOE) Framework
Tornatzky and Fleischer's (1990) Technology-Organization-Environment framework is still one of the most widely used lenses for studying how organisations take up new technology. There is a good reason for that. It does not assume anything about the technology itself, which is why it has survived from EDI systems in the 1990s through to cloud computing and now, microservices. Three of its original contexts, technological, organisational, and environmental, map directly onto three of MARS-F's four dimensions. Where TOE falls short is security. In its original formulation security barely features, and where it does appear it is folded into the technological context almost as an afterthought. That may have been defensible for the technologies TOE was originally built around. It is harder to defend for an architecture whose defining characteristic is a distributed, network-spanning footprint that expands the attack surface by design. That gap is why TOE becomes TOES here.

4.2 Diffusion of Innovation (DOI)
Rogers' (2003) Diffusion of Innovation theory is often read as an account of why innovations succeed. It works at least as well, arguably better for this paper, as an account of why they stall. Rogers breaks adoption into five stages, knowledge, persuasion, decision, implementation, and confirmation, and the theory's real value here is that an organisation can get stuck at the very first one. If a firm never properly completes the knowledge stage, nothing that follows compensates for it, however strong the underlying technical case. That looks close to what recent survey data is showing: Logz.io's (2024) Observability Pulse survey found that a lack of in-team knowledge, not budget or tooling, was practitioners' single most-cited operational problem, and the figure rose sharply year over year. Read through Rogers' lens, this looks less like a technology problem and more like a stalled knowledge-stage problem, which is exactly what Stage A of the MARS-F roadmap is built to address.

4.3 Absorptive Capacity
There is a temptation, given how this paper opened, to treat the vendor-roadmap gap as a purely supply-side failure: providers simply are not producing clear guidance. Cohen and Levinthal's (1990) concept of absorptive capacity complicate that framing usefully. Absorptive capacity is an organisation's ability to recognise valuable external information, absorb it, and put it to use, and the theory's central claim is that this capacity does not arrive automatically alongside adoption. It has to be built separately. Liao, Liu, and Li (2023) tested something close to this empirically across a large public-sector sample and found what the theory predicts: adopting an information system does not, by itself, generate absorptive capacity. Capacity instead emerges from the interaction between adoption and whatever organisational capability already existed beforehand. Applied here, that means better vendor documentation on its own would not close the gap this paper opened with, since an organisation still must be capable of using it. That is why vendor roadmap clarity sits inside Environmental Readiness instead of being treated as something wholly outside the organisation's control, and it gives MARS-F something concrete to offer organisations beyond simply waiting for providers to improve.

4.4 Sociotechnical Systems Theory
Sociotechnical Systems Theory has a much older pedigree than the other four traditions here, tracing back to Trist and Bamforth's (1951) studies of coal-mining crews, long before anyone was writing software. Its core claim has aged well regardless: technical and social systems must be designed together, and interventions that touch only the technical side tend to underperform. Applied to Security Readiness, that is why the dimension is not simply a list of technical controls. Haindl et al. (2024) note that most existing security research still concentrates on technical mechanisms, leaving the cultural and organisational side of security comparatively thin. Malatji, Von Solms, and Marnewick (2019) found much the same pattern building a sociotechnical cybersecurity framework of their own: organisations relying on purely technical security models kept leaving social and procedural vulnerabilities unaddressed, and Ewoh, Vartiainen, and Mantere (2025) found the pattern repeat in healthcare settings. Beyond grounding Security Readiness specifically, this theory does something broader for MARS-F as a whole: it keeps every one of the four TOES dimensions from collapsing into a checklist.

4.5 Dynamic Capabilities
Teece, Pisano, and Shuen's (1997) Dynamic Capabilities framework concerns how firms build and reconfigure internal competences to keep pace with a changing environment, usually broken into sensing, seizing, and reconfiguring. It does two jobs within MARS-F. It explains why the roadmap is staged at all instead of a single readiness check: Stages A through D mirror that sensing-seizing-reconfiguring sequence directly. More importantly, it justifies the feedback loop running from Stage D back into the readiness profile. Without this theory, MARS-F would amount to a one-time diagnostic tool. With it, the framework is explicitly built to keep re-scoring itself, matching what actually happens in practice: both the microservices threat landscape and an organisation's own capability continue to move long after initial adoption.

4.6 Synthesis: how the five theories interlock
Taken together, the five theories do different work, and none could carry MARS-F alone. TOE gives the model its skeleton, since three of the four dimensions map straight onto it. DOI explains the specific failure mode, a stalled knowledge stage, that the roadmap exists to fix. Absorptive Capacity reframes the paper's opening problem in a way that gives organisations something to act on instead of leaving them waiting on vendors. Sociotechnical Systems Theory keeps every dimension, not just Security, from being reduced to a checklist. Dynamic Capabilities is the only one of the five that explains why the whole model must loop instead of stopping after a single diagnosis.

Figure 1 sets this same argument out visually, mapping each theory on the left to the specific construct or mechanism it justifies on the right. The two theories that operate as cross-cutting logics, Sociotechnical Systems Theory and Dynamic Capabilities, sit separately at the bottom of the figure instead of being tied to a single arrow, since their influence runs across the whole model instead of into one dimension. Reading the figure alongside the five subsections above should make clear that each arrow corresponds to a specific piece of reasoning already made in the text, not an assumed or self-evident link. The figure summarises an argument; it does not substitute for one.
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Figure 1. Theoretical framework underpinning MARS-F (Source: Designed by the author).
Two things stand out from the figure. The base structure on the left mirrors the ordering used throughout this paper, TOE, DOI, Absorptive Capacity, Sociotechnical Systems Theory, Dynamic Capabilities, so the visual and textual arguments can be read side by side without re-mapping labels. And the figure deliberately does not show arrows between the theories themselves. That is a simplification: TOE and Absorptive Capacity, for instance, interact in the sense discussed in Section 4.3, where Absorptive Capacity qualifies, rather than replaces, the Environmental context TOE originally supplied. The figure keeps to a single layer of theory-to-construct mapping for readability; the fuller set of interactions between theories is left to the prose synthesis above instead of attempted diagrammatically.

5. TOES Constructs Grounded in Secondary Evidence
This section works through the four TOES dimensions one at a time, setting out the secondary evidence used to ground their constituent constructs, following the protocol described in Section 3.

5.1 Technological Readiness
Technological Readiness covers legacy architecture decomposability, container and orchestration maturity, CI/CD pipeline automation, API gateway and service-mesh readiness, and data consistency capability across services. This dimension turns out to be more volatile than a simple adopted/not-adopted checklist would suggest. The CNCF's 2025 Annual Survey found service-mesh adoption declining sharply between 2023 and 2025 even as core container and orchestration adoption stayed high, something industry analysts have read as a sign of architectural fatigue: organisations taking on more operational complexity than they can comfortably manage (SoftwareSeni, 2026). Söylemez, Tekinerdogan, and Tarhan's (2022) review of microservice architecture challenges points in the same direction, finding that decomposition and service-boundary decisions remain a persistent source of difficulty well after teams have adopted the basic tooling. Resilience testing tells a similar story. Esen, Akbulut, and Catal's (2025) review of chaos-engineering research in microservices found the practice still fragmented across 38 different fault-injection tools with little consolidation. Al-Said Ahmad, Al-Qora'n, and Zayed's (2024) empirical study of fault injection under varying load adds a further wrinkle: resilience characteristics shift substantially depending on user load. A system judged resilient under one load profile cannot simply be assumed resilient under another. Taken together, this evidence supports treating technological maturity as a graduated variable that keeps moving after initial adoption, not a box that gets ticked once. On the decomposition side specifically, the Strangler Fig migration pattern, now formalised in AWS's own architectural guidance (AWS, 2024), shows that mainstream cloud providers treat incremental, risk-bounded decomposition as the default recommended approach, not a wholesale rewrite. That is why legacy decomposability appears here as its own gradable construct instead of being folded into a generic technology score.

5.2 Organisational Readiness
Organisational Readiness covers executive sponsorship, DevOps/SRE skills capacity, change-management maturity, and cross-team communication structure. The clearest signal for this dimension comes from Logz.io's (2024) Observability Pulse survey, which found that a lack of in-team knowledge, not infrastructure, had become practitioners' top-cited operational challenge, and one that rose sharply year over year. That is consistent with older data: Kong's 2020 survey (reported via DevOps.com) found management complexity a persistent adoption barrier among senior IT leaders even at high overall adoption rates, and IBM's 2021 practitioner survey found uncertainty about time, cost, and required expertise was the single most common reason organisations had not yet adopted microservices. The picture looks much the same at the workforce level: the ISC2 (2025) Cybersecurity Workforce Study found that many surveyed organisations report at least one critical or significant skills shortfall, driven mainly by budget constraints, not any shortage of interest. This construct also draws on the wider organisational digital-transformation-readiness literature. Michelotto and Joia's (2024) systematic review found that readiness for digital transformation remains a fragmented, inconsistently measured idea across the information-systems field generally. That is really an argument for building a purpose-specific readiness instrument for microservices, since a generic digital-transformation readiness score cannot simply be assumed to transfer cleanly.

5.3 Environmental Readiness
Environmental Readiness covers vendor and provider roadmap clarity, regulatory and compliance exposure, industry adoption pressure, and access to external expertise, and it is the dimension that most directly operationalises the problem this paper opened with. Survey evidence suggests organisations widely believe that competitors who fail to adopt microservices effectively will struggle to compete, which generates real adoption pressure without an equivalent maturity in structured vendor guidance to match it (Kong Inc., reported via DevOps.com, 2020). As Section 4.3 argued, Absorptive Capacity theory complicates this construct further: vendor roadmap clarity is necessary but not sufficient, because an organisation's capacity to act on available guidance is itself a variable that needs capturing separately. Liao, Liu, and Li (2023) found empirical support for exactly this in the public sector, where adoption alone did not generate organisational absorptive capacity; capacity instead depended on the interaction between adoption and whatever capability already existed. Broader TOE-based reviews of cloud adoption in comparable settings (Entsie, Aidoo, & Vaz, 2025) reach a similar conclusion from a different angle, finding environmental and institutional factors consistently under-theorised relative to technological ones.

Three further evidence streams ground the more specific sub-components of this dimension. On vendor lock-in, Opara-Martins, Sahandi, and Tian's (2016) UK survey found that only a minority of business decision-makers had even a basic understanding of the concept, despite most already being exposed to its risks. More recent predictive tooling (Alhosban, Pesingu, & Kalyanam, 2024) confirms dependency and switching-cost analysis are still unresolved problems needing dedicated frameworks instead of ad hoc evaluation. On regulatory exposure, Issaoui, Örtensjö, and Islam's (2023) interviews with Swedish public organisations found persistent uncertainty about how GDPR obligations map onto specific cloud-service configurations. Separate technical work by Barati and Rana (2022) and Zhou, Barati, and Shafiq (2023) shows that automated, verifiable compliance tracking for cloud-hosted services is still an open research problem, not something already solved off the shelf. And on governance capability, Bounagui, Mezrioui, and Hafiddi's (2019) evaluation of established models, COBIT, ITIL, ISO/IEC 27001/2, against cloud-specific governance requirements found real coverage gaps, echoing their earlier COBIT-specific findings (Bounagui, Hafiddi, & Mezrioui, 2016). The Open Group's own TOGAF Series Guide on Microservices Architecture backs this up. It treats governance and readiness assessment as a distinct preliminary phase in its own right — a useful confirmation from a practitioner body that governance capacity deserves to be measured separately, not assumed.

5.4 Security Readiness
Security Readiness covers distributed attack-surface awareness, identity and access management complexity, data protection in transit and at rest, observability and incident-response maturity, and security-by-design culture. Of the four dimensions, this is the one with the strongest academic backing. Haindl, Kochberger, and Sveggen's (2024) review of 54 publications on inter-service security found that the distributed, polyglot nature of microservice architectures produces a wider attack surface than monolithic systems almost by construction and flagged a persistent gap connecting identified threats to actual mitigation strategies. Berardi et al.'s (2022) much larger review, covering 290 publications, reached a similar conclusion at greater scale, reporting a fragmented evidence base and specifically noting the absence of established security-by-design guidelines. The pattern holds at the infrastructure layer too: Devi Priya, Sethuraman, and Khan's (2023) threat-modelling review of container security identified several distinct attack pathways across the container lifecycle that current mitigation frameworks address only inconsistently.

Policy guidance points the same way. NIST's Special Publication 800-237 (2023) sets out a secure-software-development framework built specifically for microservice-based systems. Its companion Special Publication 800-207A (Chandramouli & Butcher, 2023), which extends the earlier Zero Trust Architecture model (Rose, Borchert, Mitchell, & Connelly, 2020), directly addresses access control for the kind of distributed, multi-location environments this paper is concerned with. Yeoh, Liu, Shore, and Jiang (2023) add a useful piece here too: their zero-trust maturity-assessment framework treats adoption as graduated, not binary. That is the same design choice this dimension makes with its five-point scoring. Rahaman, Islam, Cerny, and Hutton's (2023) mapping of static-analysis security solutions, drawn from over 1,000 screened publications down to 50 primary studies, found that defensive tooling still clusters around a narrow set of technical mechanisms — another argument for a broader, culture-inclusive construct instead of a tooling checklist. Together, this supports treating Security Readiness as its own dimension, not a sub-factor buried inside Technological Readiness. It also lines up with the sociotechnical argument made in Section 4.4: Malatji, Von Solms, and Marnewick (2019) found that purely technical security models consistently leave social and procedural vulnerabilities unaddressed, a pattern Ewoh, Vartiainen, and Mantere (2025) found again in healthcare settings.

5.5 Summary of construct grounding
Across all four dimensions, the synthesised evidence converges on a consistent pattern. Organisations are adopting microservices at a rate that outpaces their internal capacity to assess readiness across any of the four TOES dimensions. Knowledge gaps, operational complexity, and security immaturity are each independently and consistently reported across both academic and industry sources published within the 2020–2026 window. The pattern repeats too often to be coincidence.

6. The MARS-F Framework and Staged Roadmap
6.1 Overview
Where Section 4 dealt with why MARS-F is built the way it is, this section deals with how it works. At a high level, MARS-F operationalises the four TOES dimensions into a diagnostic-to-roadmap mechanism made up of four connected steps. Organisations are first scored across all four dimensions, producing a composite readiness profile that identifies whichever dimension is weakest, not a single blended score. A remediation gate then checks that weakest dimension against a minimum threshold and decides, on that basis, whether the organisation proceeds to phased adoption or first addresses the gap it has found. Assuming the gate is passed, a four-stage roadmap, informed by the Dynamic Capabilities reasoning set out in Section 4.5, carries the organisation from initial awareness through to continuous governance. Finally, a feedback loop returns the outcomes of that governance stage back into the readiness profile, so the whole mechanism re-scores itself on an ongoing basis instead of treating the initial diagnosis as final.
The remainder of this section works through each of these four steps in turn: the scoring mechanism behind the readiness profile (6.3), the logic of the remediation gate (6.4), the content of each roadmap stage (6.5), and the mechanics of the governance feedback loop (6.6). Figure 2, immediately below, gives an overview of how these four steps connect before the detailed discussion unpacks each one separately.

6.2 Figure 2: process and roadmap model
Figure 2 lays out the full MARS-F process in a single diagram, organised as four steps running roughly left to right and top to bottom. Step 1 is the TOES diagnostic itself: the four colour-coded dimension boxes at the top of the figure, each listing its constituent constructs, correspond directly to Sections 5.1 through 5.4. Step 2 is the composite readiness profile, shown as the amber box beneath the four dimensions, where the four individual dimension scores get compared to identify the weakest one. Step 3 is the remediation gate, shown as the diamond decision point: this is where the weakest dimension's score is checked against the minimum threshold discussed in Section 6.4, and the diagram's two branches from that diamond, one looping back to targeted remediation and one proceeding forward, correspond to the two possible outcomes described there. Step 4 is the staged roadmap itself, shown as the four connected boxes along the bottom of the figure, Stage A through Stage D, with the dashed arrow running from Stage D back up to Step 2 representing the governance feedback loop discussed in Section 6.6.
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Figure 2. MARS-F process and staged adoption roadmap (Source: Created by the author).

Two features of the diagram deserve a flag before the detailed discussion of each step. The colour coding carried through the four-dimension boxes at the top is intentionally not repeated further down the diagram: by the time the process reaches Step 2, the four dimensions have been collapsed into a single readiness profile, and the figure's use of a neutral colour there signals that transition instead of representing an inconsistency. And the remediation loop shown around Step 3 is drawn as a cycle, not a single pass, for a reason: an organisation may need more than one round of targeted remediation before its weakest dimension clears the threshold, and the diagram should be read as permitting repeated cycles through that loop, not just one.

6.3 Scoring mechanism
Each construct within the four TOES dimensions is scored on a five-point maturity-anchored scale, running from 1 (absent or ad hoc) to 5 (fully institutionalised). This is a deliberate choice over a simple present/absent binary: maturity anchoring allows an organisation to record, for instance, that a security-by-design culture exists but is inconsistently applied, instead of forcing a yes/no answer that would lose that nuance. Dimension scores are then calculated as the mean of their constituent construct scores, producing a four-axis readiness profile instead of a single composite figure across the whole organisation. This design choice matters more than it might first appear. An organisation strong in Technological Readiness but weak in Security Readiness needs a genuinely different remediation entry point than an organisation with the inverse profile, since the two organisations are failing for different reasons even if a single blended score might make them look similar. Collapsing the four dimensions into one number, as many conventional maturity models do, would obscure exactly the distinction MARS-F is designed to surface.

6.4 The remediation gate
An organisation's weakest-scoring dimension must reach a minimum threshold, proposed here at three out of five, before the organisation proceeds to Stage B, the Risk-Bounded Pilot. Below that threshold, the organisation enters targeted remediation specific to its weakest dimension, not a generic improvement programme, and is then re-scored on that dimension before the gate is checked again. This is the single feature that most clearly distinguishes MARS-F from a conventional maturity model. A maturity model typically scores an organisation and stops there, leaving the organisation to work out what to do with the result. MARS-F instead routes the organisation through differentiated remediation before piloting or migration is allowed to proceed at all, turning a diagnostic instrument into something closer to a decision procedure. As noted in Section 8.3, the specific threshold of three out of five is a face-validity judgement, not an empirically calibrated cut-off, and is one of the clearer candidates for refinement once the framework is tested empirically.

6.5 The staged roadmap
Once an organisation clears the remediation gate, it enters a four-stage roadmap, each stage addressing a different piece of the theoretical argument developed in Section 4. Stage A, Awareness and Sensemaking, addresses the knowledge-stage failure identified through Rogers' Diffusion of Innovation theory in Section 4.2, using structured internal diagnostic exercises to surface what leadership and technical teams understand about the implications of adopting microservices, as distinct from what they merely assume they understand. Stage B, Risk-Bounded Pilot, applies the strangler-fig migration pattern discussed in Section 5.1 to a single, bounded service, allowing security controls and operational processes to be tested at small scale before the organisation takes on wider exposure. Stage C, Phased Migration, sequences further service decomposition according to business criticality and organisational risk tolerance, instead of pursuing a uniform, all-at-once rewrite of the kind that industry evidence in Section 5.1 associates with higher operational complexity. Stage D, Governance and Continuous Assurance, establishes ongoing security-posture monitoring and vendor-accountability checkpoints, and is also where the absorptive capacity discussed in Section 4.3 gets deliberately built as an internal organisational asset, instead of remaining a standing dependency on providers eventually improving their own disclosure practices.

6.6 The governance feedback loop
Consistent with the Dynamic Capabilities argument made in Section 4.5, Stage D does not simply conclude the process. It feeds back into the composite readiness profile from Step 2, re-scoring the organisation on an ongoing basis instead of treating the initial diagnosis as a one-time event. This closes the loop between initial diagnosis and continuous adaptation, which matters because both the microservices threat landscape and an organisation's own capability keep moving well beyond initial adoption; a framework that only diagnosed readiness once would already be out of date by the time an organisation reached Stage D.

Two further evidence streams ground what this stage involves in practice. On service-level-agreement management, Mubeen, Asadollah, Papadopoulos, Ashjaei, Pei-Breivold, and Behnam's (2018) mapping of 328 studies on cloud SLA management found that monitoring and violation-response mechanisms remain the most active but least standardised part of the field. Swain and Garza's (2023) empirical study of IT incident data adds a sharper point: specific, identifiable process factors, not simply staffing levels, predict whether SLA commitments get met. That is a useful corrective. It supports Stage D's emphasis on process-level governance instead of assuming more headcounts alone would solve the problem. On business continuity, Russo, Mamede, Reis, Martins, and Branco's (2023) review of organisational business-continuity maturity assessment found that existing standards and frameworks remain fragmented and lack agreed maturity metrics between them precisely the gap Stage D's emphasis on continuous, standardised assurance, instead of one-off compliance reporting, is meant to address.




7. Discussion
Having set out the framework itself in Section 6, this section steps back to ask what MARS-F means for the surrounding literature and for practice, beyond the immediate claim that the framework works as designed.

7.1 Theoretical implications
The first and most direct theoretical implication concerns the TOE literature specifically. Section 2.2 showed that TOE has already been extended twice in ways relevant to this paper, once by Awa, Ojiabo, and Orokor (2017) to incorporate task and individual-level factors, and once by Wallace et al. (2020) to incorporate cybersecurity-specific factors. MARS-F's contribution sits alongside these as a third extension, but it differs from both in a way worth stating plainly: neither prior extension was tied to a specific technology whose risk profile differs qualitatively from the technologies TOE was built to explain. Awa et al.'s extension is domain-general, and Wallace et al.'s is cybersecurity-general. MARS-F's argument, developed in Section 4.1, is narrower and more specific: a distributed, network-spanning architecture differs enough from the monolithic and client-server systems TOE originally addressed that no general extension, however well-constructed, can be assumed to transfer automatically. If that argument holds, it implies something for TOE research more broadly: technology-specific extensions may sometimes be theoretically necessary, not merely convenient, at least where a technology's risk profile is not just quantitatively larger but qualitatively different from what came before it.

The second implication concerns method, not content. This paper's semi-systematic secondary-evidence protocol, set out in full in Section 3, is itself a reusable template for conceptual framework papers more broadly, not just for this specific framework. Conceptual papers in the IS literature face a persistent tension between two failure modes: frameworks asserted from theory alone, which risk floating free of current evidence, and full systematic reviews, which produce literature maps instead of usable frameworks. The middle path taken here, transparent search parameters combined with purposive, construct-directed source selection, resolves that tension in one workable way. Other researchers building evidence-grounded conceptual frameworks in fast-moving technical domains could reasonably reuse it, particularly where a formal systematic review would be out of date before the framework built from it could be usefully applied.

The third implication concerns the relationship between security research and sociotechnical theory specifically. Section 2.3 showed that even the most comprehensive existing cybersecurity maturity models, including Büyüközkan and Güler's (2025) rigorously constructed five-dimension model, are built from bibliometric synthesis of the security literature, not from an explicit sociotechnical grounding of the kind Section 4.4 develops. MARS-F's Security Readiness dimension arrives at broadly similar content, technical controls alongside culture and process, but by a different route: not from cataloguing what the security literature already discusses, but from asking what Sociotechnical Systems Theory would predict is missing if only technical controls were measured. Two different starting points, bibliometric synthesis on one side and sociotechnical theory on the other, converge on a similar conclusion about the need for a culture-inclusive construct. That convergence is itself a modest piece of triangulating evidence that the conclusion is right, even though neither this paper nor Büyüközkan and Güler's set out to test the other's claim directly.

7.2 Practical implications
For organisations already using or considering microservices, MARS-F offers a structured self-assessment that does not depend on vendor disclosure practices getting better first, which is the whole point of grounding the framework in absorptive capacity instead of supply-side clarity alone. An organisation can, in principle, run the Section 6.3 scoring exercise internally using only the construct definitions in Section 5, without waiting for any external party to publish clearer guidance.

For providers and platform vendors, the framework offers something to be measured against a shared reference structure their own guidance materials could be benchmarked to, potentially narrowing the roadmap gap from the supply side as well as the demand side. A vendor could, for instance, map its existing migration documentation onto the four TOES dimensions and identify which of them its guidance currently addresses well and which it leaves largely to the customer to work out alone a more structured self-audit than most vendor documentation currently receives.

For consultancies and systems integrators who run migration engagements on organisations' behalf, MARS-F offers a shared diagnostic vocabulary that could sit between the consultant and the client instead of being party’s proprietary methodology. This matters in practice more than it might first appear: one of the frictions in the vendor and consultant landscape this paper's introduction described is that every provider tends to bring its own undocumented readiness heuristics, making it hard for a client organisation to compare two competing proposals on a like-for-like basis. A framework with published, citable construct definitions gives both sides a common reference point.

For policymakers and standards bodies, the fact that Security Readiness already draws on NIST guidance (NIST, 2023; Chandramouli & Butcher, 2023) suggests a fairly natural route for mapping sector-specific regulatory expectations onto the diagnostic in later applied work, extending the Environmental Readiness dimension along the lines Section 8.4 sets out as a future research direction.

7.3 Boundary conditions and applicability
MARS-F is built with mid-to-large enterprises in mind, organisations with enough internal structure to complete a multi-dimensional readiness diagnostic in a meaningful way. Very small organisations, or those adopting a single, narrowly scoped service, may find the full diagnostic more than the situation calls for; a five-person start-up building its first product on a handful of services is unlikely to need a formal remediation gate before it can proceed.

A second boundary condition concerns organisational IT maturity more broadly. The framework assumes an organisation already has, or can readily establish, the kind of internal structure needed to conduct a credible self-assessment: some existing DevOps or platform-engineering capability, some executive sponsorship mechanism, and some capacity to act on whatever the diagnostic finds. An organisation with essentially no existing technology function would likely need to build that baseline capability before MARS-F's diagnostic became meaningful. This paper has not attempted to specify that precondition formally.

A third boundary condition concerns sector. Organisations in heavily regulated sectors, financial services or healthcare, for instance, are likely to find the Environmental Readiness dimension under-specified as it currently stands, since the framework's regulatory construct is general, not sector specific. This is the same gap Section 8.4 identifies as the clearest direction for near-term extension. It deserves naming here as a boundary condition on the current version's applicability, not only as a future-research aspiration. An organisation in a heavily regulated sector applying MARS-F today would need to supplement the Environmental Readiness score with its own sector-specific compliance assessment, since the general-purpose version presented here does not yet do that work for them.

8. Conclusion, Limitations, and Future Research
8.1 Summary and how the research questions were answered
This paper set out to build MARS-F, extending TOE into TOES by adding Security as a fourth, evidence-grounded readiness dimension, and turning that diagnostic into a staged, theoretically justified adoption roadmap. It is grounded in a semi-systematic synthesis of 2020–2026 academic and industry sources, positioned explicitly against prior microservices maturity models and prior TOE extensions in Section 2, and supported by five theoretical traditions in Section 4. On that basis, the framework set out to close three gaps identified in the introduction: an awareness gap, a security-integration gap, and a roadmap gap. That closure is worth checking against the specific research questions Section 1 posed, instead of leaving the connection at the general level.

RQ1 asked what current secondary evidence reveals about organisational awareness and vendor-roadmap gaps in microservices adoption. This was answered principally in Sections 5.2 and 5.3. The evidence, from Logz.io's (2024) knowledge-gap findings through to IBM's (2021) adoption-barrier survey and the vendor lock-in and governance literature reviewed in 5.3, converged on a consistent picture: organisations proceeding without adequate internal awareness, and vendor guidance existing but not translating into organisational capability on its own. Objective O1 is satisfied by that same evidence base, drawn from the protocol set out in Section 3.

RQ2 asked what security-related risks and readiness gaps are most frequently reported across academic and industry sources. Section 5.4 answered this directly: the Haindl et al. (2024) and Berardi et al. (2022) reviews, together with the container-level and policy-level evidence discussed alongside them, converged on a wider attack surface and a persistent gap between identified threats and established mitigation guidance. Objective O2 is satisfied by the same construct-grounding work in 5.4.

RQ3 asked how TOE could be theoretically extended to incorporate security as a distinct readiness dimension. This was answered in Section 4, particularly 4.1 and 4.6, where the case for TOES was built from TOE's original three-context structure and the argument that security could not be adequately folded into the technological context alone. Section 2.2's discussion of Wallace et al.'s (2020) prior TOE extension is relevant here too: it confirms the same underlying theoretical move has independent support in the literature, even though this paper's specific TOES formulation and its microservices focus are new. Objective O3 is satisfied by that theoretical development.
RQ4 asked what staged roadmap structure could translate a TOES-based readiness diagnosis into actionable adoption guidance. Section 6 answered this in full: the four-stage roadmap, the remediation gate, and the governance feedback loop set out in 6.3 through 6.6 together form the mechanism RQ4 was asking for. Objective O4 is satisfied by that same design work. Taken together, the four research questions map onto identifiable sections of the paper's development, Sections 2 through 6, instead of being answered only in a diffuse, general sense.

8.2 What the paper adds, stated plainly
Stripped of qualification, the contribution comes down to three things. Existing microservices readiness tools are not grounded in adoption theory and do not treat security as its own dimension; MARS-F is. Existing TOE-security extensions are not specific to microservices and do not extend into an implementation mechanism; MARS-F's TOES structure does, through the remediation gate and staged roadmap set out in Section 6. And the vendor-roadmap problem that motivated this paper in the first place turns out on the Absorptive Capacity reading developed in Section 4.3; to be something organisations have more agency over than the original problem statement assumed. None of these three points depends on the framework being empirically validated to be true as stated; they hold true of the conceptual and evidentiary work already done. What empirical validation would add is confidence that the specific mechanism, the scoring, the threshold, the stage sequencing, works as intended in practice, exactly what the limitations below turn to.

8.3 Limitations
Three limitations follow directly from the paper's conceptual, secondary-evidence design, and they deserve to be taken in turn instead of compressed into a single caveat.
The first concerns evidence coverage. The search protocol in Section 3 is transparent and replicable in its parameters, but it is semi-systematic, not exhaustive, and the 44 sources underpinning the construct grounding in Section 5, while each individually verified, do not constitute a full census of the relevant literature. Construct-mapping, deciding which source evidence which TOES construct, also involved a degree of interpretive judgement on my part that a second coder might not have applied identically. This is an acceptable trade-off for a conceptual contribution, as argued in Section 1.6, but it remains a real limitation, not merely a formal one.

The second concerns empirical validation, or the current absence of it. Every element of MARS-F's mechanism, the five-point scoring scale, the four-axis profile, the remediation gate, the four-stage roadmap, is theoretically defensible on the grounds set out in Sections 4 and 6, but none of it has yet been tested against real organisational data. A framework can be internally coherent and still fail in practice for reasons that only show up once organisations actually try to use it: items interpreted inconsistently across raters, stages taking longer in practice than the roadmap logic assumes, or the remediation gate producing false negatives for organisations whose weakest dimension sits genuinely close to threshold. None of that can be ruled out from the desk.

The third, more specific limitation concerns the remediation-gate threshold itself. The value proposed in Section 6.4, three out of five, is a face-validity judgement, not an empirically calibrated cut-off. It was chosen because it sits at the midpoint of the scale, and because organisations scoring below it are, by construction, reporting more absent-or-ad-hoc constructs than institutionalised ones within a dimension, which seems a reasonable point to require remediation before proceeding. But reasonable is not the same as tested, and the threshold is one of the more obvious candidates for revision once empirical data exists to calibrate it against, whether that means raising it, lowering it, or replacing a single fixed threshold with something that varies by dimension.

8.4 Future research directions
Four directions follow from the limitations above, roughly in the order a research programme would need to tackle them.
The first and most immediate is instrument development: turning the five-point maturity scale sketched in Section 6.3 into a properly validated psychometric instrument, with item wording tested for clarity and consistency across raters, and construct validity established through the standard scale-development literature instead of assumed from face validity alone. The second is empirical testing of the roadmap itself, through case studies or multi-organisation fieldwork that tracks organisations through Stages A to D and checks whether the sequencing, timing, and remediation logic hold up in practice, and where they do not. The third is calibrating the remediation-gate threshold against that same empirical data, since the current three-out-of-five figure, as Section 8.3 makes clear, is a starting assumption, not a finding. The fourth is extending Environmental Readiness to incorporate sector-specific regulatory mappings, building on the NIST (2023) and NIST (Chandramouli & Butcher, 2023) grounding already established in Section 5.4, so organisations in more heavily regulated sectors could apply a version of the diagnostic tailored to their specific compliance obligations instead of the general form presented here.

8.5 Closing statement
The problem this paper opened with was not that microservices adoption lacks enthusiasm; the evidence reviewed throughout says the opposite. The problem is that enthusiasm has consistently outpaced the structured readiness assessment needed to support it, on the technological, organisational, environmental, and now, as this paper has argued, security fronts alike. MARS-F does not close that gap by itself. What it offers is a theoretically grounded, evidence-informed starting point: a structured way of asking the readiness question instead of an ad hoc one, and a roadmap connecting the answer to a sequenced path forward. Whether that starting point holds up under empirical testing is now a question for the research this paper's limitations point toward. It is not one this paper can answer alone.
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