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[bookmark: _Toc1100746677]Task 1
[bookmark: _Toc533061477]Introduction
In this section of my assignment, I will summarise some of the key points of knowledge that I have gained from completing the first four modules of the CISCO Devnet course and from the same topics covered in my lectures coving the same topics. 

[bookmark: _Toc649094136]Module 2 
Module 2 is an introduction to the Cisco DevNet resource. The introduction summarises what tools and resources are available, the main tools that are presented to the user are as follows, Learning labs, Sandboxes, Code exchange, Developer support and Developer documentation. 
The first resource learning labs are guided learning environments that aim to teach the learner a wide range of subjects such as programming and Cisco Rest-APIs. The sandbox environments are production (real world) like environments that provide a safe space to test a wide range of development solutions in a realistic and reversable way. Arguably the most commonly used tool on the DevNet is the code exchange, this a verified forum where developers can share solutions to problems when using cisco APIs and products. The final section that is highlighted in the module are the main support tools that are available to developers, the main way a developer can access support is through the support portal that can provide access to a qualified technician who will answer you within 24hrs. This goes hand in hand with the documentation centre that holds all the technical documentation for all cisco products so a developer can have ready access to all relevant material. 
The DevNet environment does not only provide technical help but is also a useful place to find in person events and online seminars where you can network with other industry professionals, an example of this may be one of the Cisco Developer days where developers can meet other developers and discover the newest technologies and practices. 

[bookmark: _Toc1413343321]Module 3 
The first part of module 3 (3.1) describes the six stages of the software development life cycle (SDLC) and the various software development methodologies, such as Waterfall, Agile and Lean. The SDLC is a methodology that describes various steps that can be taken when developing software, from initial requirement analysis through post release support. The stages of SDLC are, Requirement/Analysis, Design, Implementation, Testing, Deployment and Maintenance can be organised and defined by the software development methodologies, these determine how one should go about implementing the SDLC stages. For example, the waterfall method describers completing every stage before starting the next and does not provide a process of going back, this method encourages careful planning and accurate execution. The choice of methodology is dependent on many requirements and factors such as team size, timeframe and experience. 
The module also describes various design standards and principles that are used to build modular and code to solve common problems. 
The second main topic covered is Version control. Version control is the process in which you can save different versions of your project so that it is possible to go back (revert) changes or develop separate independent versions of software. The module describes the two main types of version control, these being centralised and distributed systems. The difference being that in a centralised system only one copy of a file can be open at one time whereas a distributed system allows as many copies as users as they all have a copy of the repository to work off. The most common VC software is GIT, this software employs the distributed model and employs other technologies such as branching. The most common implementation of GIT is through GitHub.  
The final main subject covered by this module is code review, this is the process of reviewing code to determine its completeness and reliability. This can be done using various methods such as peer review, formal and informal. 

[bookmark: _Toc1822481646]Module 4 
Module 4 covers a wide range of concepts relating to different types of APIs and going into more detail on CISCOs REST APIs. To summarise an API (Application Programming Interface) is a piece of software that is used to talk to another piece of software in order to communicate data between the two applications, they can add a wide range of functionality and integration to a potential program. There are two main types of API, synchronous and asynchronous, the difference being that a synchronous API processes the request and sends the response before acting on the next request whereas an asynchronous API will take request then confirm that said request has been received then again notify the client when the request has been processed and then sends the data. synchronous APIs are most commonly used when data is readily available and can be efficiently accessed, whereas asynchronous APIs are used when there is the possibility for there to be a delayed response e.g. the server needs to fetch data form a separate location and preform an operation on said data. 
When it comes to modern APIs there are three main architectural concepts that should be understood, these are RCP, SOAP and REST.  RPC (Remote procedure call) is the model that defines how requests and responses are handled, this follows the client server model, where the client makes a request (A call), and the server processes it and sends it back. The model that defines how these messages are structured is known as SOAP (Simple Object Access Protocol), SOAP breaks a message up into four main elements, the envelope which defines the xml file as a SOAP Protocall message, the Header which is an optional element that contains SOAP attributes and information such as authorisation,  the Body which contains the data (must be in the XML format), and the Fault which is another optional element used for error handling. Finally, REST is the overall conceptual architecture behind the APIs it describes different requirements make an API a rest API. 
The final two concepts covered are authentication and rate limits. When it comes to REST APIs there are two main ways to achieve authentication, the first is through Basic authentication which sends a username and password encoded using base 64 through the http Protocall, because the information itself is not encrypted it is vital to use the https Protocall to ensure security. The second method is using API keys/ tokens, this model uses both public and private keys that are issued to a user to complete authentication, as with the previous method it is vital that HTTP sis used. 
Rate limiting is the process of ensuring that the API is not overwhelmed with requests from one or more users, there are several models that are used for this e.g Leaky bucket, Token bucket, Fixed window counter and Sliding window counter. 

[bookmark: _Toc2089499438]Conclusion 
In conclusion this course has given me a wide range of knowledge on the various aspects of the CISCO DevNet and key principles that relate to collaborative development as a concept. Furthermore, it has given me the opportunity to explore the learning opportunities provided by the CISCO DevNet website.
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[bookmark: _Toc1528845291]Activity 1
Before conducting my research, my understanding was that CISCO Devnet ecosystem was a centre where industry professionals could access technical information for CISCO products. 
However, after conducting my research of the cisco Devent environment, I came to the following conclusions about the content of the and depth of the Devnet resources. 
 
The cisco Devnet environment is an invaluable tool when it comes to learning and implementing a collaborative development system. The Devnet consists of many different aspects that cover a wide range of topics and resources that are used to aid in collaborative development through knowledge sharing, learning opportunities and centralised documentation. 
 
Cisco Devnet consists of four main resources, the cisco documentations centre, learning labs, code exchange and sandboxes. The documentation centre is collection of technical documentation for all cisco products (software and hardware) like the cisco REST API and switches. This allows developers and technicians to spend less time searching for such resources and enables them to increase productivity. The second aspect of Devnet is the learning labs, learning labs are learning tools and environments that are used to teach key concepts related to cisco products and the collaborative development process. These labs are guided experiences, these learning labs also include integrated environments to practise the skills that where learnt. One of the most important sections of the Devent is the CISCO code exchange, this is a collaborative forum for the exchange of solution to problems that may be encountered when using cisco software. One of the key insights thar I had when exploring the code exchange is the advantage that the collaborative process has on efficient software development, and through my research I discovered how key this process is and how it should be encouraged in a professional environment [1]. The final of the four key resources provided by the Devnet is the sandbox environments. The cisco sandboxes are a set of pre-built environments that are made to mimic real life scenarios to enable the learner to test their skills and solutions in an environment that can mimic real-world situations and setups. These vary from testing API's to testing automation code on cisco networking equipment set up in imitation of real environments. The sandboxes are also valuable learning tools in the fact that they can provide access to production environments that may not be accessible for those who are learning how to use them and are not members of pre-established organisations [2]. 
One key component that I also discovered was the fact that the Devnet is readily accessible to everyone as all that is needed to gain access is a CISCO, GITHub or even google account. This allows the resources to be available to all of those who may want to enter the field of networking or DEVOPS and people of all skill levels as all aspects are provided for free [5]. 
When conducting a group discussion with my peers I gained valuable insights into some of the Devnet resources in areas which I had not previously considered. One of these insights was given by Group 1 in our discussion, they highlighted the point that the sandbox environments act as a hassle free alternative to VMs (Virtual machines)[3], this is the case because the sandbox environment is a completely web based tool so avoids the sometimes lengthy process of creating and configuring a VM that may meet the same needs of a sandbox. However, it is important to note that a sandbox environment may not be able to as accurately portray a user's specific circumstance, therefore it is important to consider the trade-offs and constraints when using a sandbox environment. 
During my research into the CISCO Denet and its tools I made a point to explore possible alternatives to CISCO Devnet, however I came to the swift conclusion that the CISCO Devnet is unrivalled when it comes to the depth and volume of resources that it offers. The closest alternative that I discovered was the Microsoft Learn program which offers guided courses (not unlike the Cisco learning labs) on the use of Microsoft's Azure ecosystem, this is their own cloud computing platform [4]. 

[bookmark: _Toc2073578494]Activity 2
When it comes to the modern software development landscape there can be many previously unforeseen challenges that may arise during development. This Is especially true because of our modern fast paced consumer market which is often saturated with many rival software solutions. It is for all the aforementioned reasons that I believe that the Agile methodology is uniquely suited to the challenges faced in modern development such as the fast-paced changes in scope and complexity that is often required when aiming to keep up with the ever-shifting trends of the market [6]. An example of some of the key features of the agile methodology that enable this are as follows, an emphasis on customer needs, the willingness to embrace sometimes drastic change and finally the priority of delivering functional builds of the software that can then be iterated on at a later date. The agile methodology also benefits from the fact that it is not ridged and various versions of agile can be employed depending on the needs and resources available to the development team, e.g scrum and lean variations which can be implemented at short notice without a drastic team restructure. [7] 
In conclusion I believe that the agile method for software development is best suited for modern development, for the simple reason that it allows for quick changes to scope and is modular in the why it can be implemented. 
In the case of deciding the best methodology for working in a team, strong arguments can be made for all of the three of the main software development methodologies depending on the size of ones said team. However, in this section I am going to argue for the lean software development methodology. When it comes to working in a team a key aim for the team leader is to extract as much value from each team member as is possible. This is where the lean methodology shines, one of the key pillars of the lean method is what is known as 'empowering the team', this emphasises taking full advantage of each members specific skills and experiences in order to reduce overlap and increase the productivity of assigned tasks. Furthermore, the idea of 'optimising the whole' plays a key role as it advises empowering team members to make choices based on their areas of knowledge, this also works well with the collaborative development process (DEVOPs) as increased collaboration between members can allow robust implementation of various systems through the use of tools like SCM (source control management). The overall idea of lean is to reduce the number of unwanted tasks and processes and focus on delivering software that does not stray from the original scope (scope creep), all of this is needed when working in a team as the increased member count can facilitate unwanted scope creep. 
To conclude I have chosen this methodology due to its emphasis on focused development and the empowering of team members which can facilitate a more cohesive team as all members feel valued and empowered. [8] 
When deciding where to start my research I chose to look into alternative distributed SCM/VCS solution, this however proved to be difficult due to the fact that this space is dominated by GIT and its immensely popular cloud-based implementation GITHub. However, through my research I identified one competitor that was continually recommended this was Mercurial SCM [9], this is a free alternative to git it is open source and widely extendable due to it being constructed mainly in the python programming language. [9,10,11] 
For software that only operates in the local space I could not find any modern software that only operates locally, they all know operate as distributed or centralised models with local components. However, I did find a software called QVCS which is a version control system that operates entirely locally but was deprecated back in 2012 but us know operated as freeware and is still maintained under an open-source licence. [12] 
Finally when it comes to centralised VCS software there are many different options, through my research I discovered that much of this space Is filled with expensive corporate software that is part of a closed ecosystem, it is for this reason that I chose Subversion VCS to research further as it is a free and open source project that can support scaling to large user bases and is easy to use for the individual user or small development team, this software has also been in development since 2000 so therefore has a been in successful operation for some time and is renowned for being reliable [13].  
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