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Section 1
It is a well-known fact that digital media became prevalent in the latter half of the 20th century, taking the forms of advertisements, music, virtual reality, videos, and articles, on any device that can transmit digitally, for example, computers, mobile phones, and tablets (Maryland University, 2021). Children born in recent years are known as ‘digital natives’ due to the fact they are growing up surrounded by digital media. Jamili (2018) states that children and adolescents up to the age of 24 make up one-third of internet users globally. The parents of these children, however, are ‘digital immigrants’ due to their lack of involvement with the digital world. This was indicated in a recent survey carried out by the Welsh Government (2021) which reported that 84% of 16 – 49 years old had at least five digital skills compared to 36% of 75 years of age and older. A report published by UNICEF (2021) also showed how the younger generation are digital natives with 71% of them being online. Furthermore, Naveed (2018) believes the introduction of digital devices has brought forth a change in the children of this generation bringing with it a clear influence on their thinking, behaviour, and creativity. 
Children’s rights are covered by the UNCRC in the offline world, with ambassadors pressing for these rights to be carried through to the digital world. During February 2021, Livingstone (2021) unveiled, through the UNCRC, General Comment 25. This is to be adopted into the current’s rights of the child, giving them specific rights in relation to the digital world. The General Comment will help governments worldwide to refine what the digital world will mean for a child’s rights, their protection, their education along with many more. 
Research undertaken by Bleeker (2020) found that parents have concerns regarding the role that digital media plays in everyday life, the biggest ones being over exposure, inappropriate content, and long-term side effects of a child’s development. This said parents feel that digital media does play a necessary part by providing certain benefits. Bleeker (2020) highlighted that digital media is taking a parent away from parent-child interactions thus the parent in turn needs to become the child’s digital role model by using their devices less around their children. By modelling the behaviour of a balanced digital life as a parent/adult, children will learn there is more to be gained from the real world and not just the digital world.
 The idea of being a digital role models forms part of Bandura’s Social Learning Theory. Kilinc, Yildiz and Harmanci (2018) discussed how learning through observation and modelling is a key factor in the Social Learning Theory. The research claims that being a positive role model can lead to others demonstrating greater communication and thinking skills whilst providing them with an opportunity to improve their behaviour and attitudinal skills. Barr (2013) points out that children learn from direct observation along with resources such as a television, a picture book or touchscreen technology. The author claims that if children are shown 2D input for an hour or two a day the possibility of the misuse of these digital devices can be a cause for concern. This exposure to 2D digital devices is making it difficult for younger children to transfer their knowledge from screen to reality. Barr (2013) also suggests that adults should try to enhance a child’s learning when digital devices are used in addition to scaffolding for further enhancement of learning, this links the research to Vygotsky’s theories. Vygotsky believed that adults should support a child whilst they build a firm understanding of their world, he called this technique scaffolding (Hoy, 2016). Furthermore, Dias et al (2016) suggests that as scaffolders to children in a digital world the adults need to be supportive and instructive to enable appropriate boundaries regarding online access. The Bell Foundation (2021) claimed Vygotsky believed that scaffolding could be used as a tool of growth with scaffolding enabling a lesser digitally minded child to complete tasks taking smaller steps to reach their goals than those who are more digitally competent. 
The use of digital media within education settings are considered fundamental to help promote and improve on the more traditional forms of teaching. Mashhadi and Kargozari (2011) claims the presence of digital media/learning has transformed the education system especially with the older students applying for universities not necessarily having to leave their home as a variety of online learning is provided. Notably, this style of digital learning has been highlighted by the coronavirus pandemic. The OECD (2020) points out that teachers are using remote learning as a technique for bringing the classroom to the children whilst they are at home, as most have access to a laptop, smartphone, or tablet. While this might be true for most children, UNICEF (2021) has stated that during the recent pandemic a digital divide has become apparent in some communities as not all children have access to the internet or any devices which puts them at a disadvantage to their peers when it comes to home learning. As a result of this the Welsh Government (2020) acted quickly to solve this digital divide amongst students by re-generating their stock of laptops and acquiring internet routers to send to the homes of those disadvantaged children. 
Digital media, technology and social media platforms have reshaped children’s recreational time, the way they form friendships and how they are educated. One third of the world’s children have no access to the digital world, that equates to 346 million children, placing them at a disadvantage in an ever increasingly digital world with 3 out of 5 African children being unable to access the internet compared to just 1 in 25 children in Europe (UNICEF, 2021). Although there are positives to the use of social media it brings with it a significant risk and harm to children. An article in the Lancet (2018) points out how, for children, the risk of child sexual abuse and exploitation has increased, how bullying is no longer just in the spoken word but also through the digital world. The article continues by suggesting an excessive use of social media can have a damaging effect on a child’s mental health with the charity Barnardos (2019) similarly finding evidence that one in eighteen 2- to 4-year-olds are suffering from a mental health disorder with boys between the age of 2 and 10 more likely to suffer a mental health disorder than girls of a similar age. Additionally, Papamichail and Sharma (2019) argued that the positive influences from social media on a child’s life could include a growth in social connections, a decrease in social isolation, they gain access to support networks and unlimited information enabling them to wider their knowledge base and letting them express their creativity and individuality. 
Consequently, this positiveness can be linked to Carla Rinaldi’s theories of a competent child based on the Reggio Emilia approach. Rinaldi (2013) believes that a child should know its own directions along with a desire for further knowledge and should be full of curiosity, imagination and with potential. The ‘hundred languages of children’ of the Reggio Emilia approach can be seen as a base for digital skills to be enhanced as the digital language increasingly grows. Cowan (2019) stated that it is an approach which can acknowledge that digital media can play a vital role in a child’s experience of making sense of their surrounding world. The author claims it can be used as a foundation for a child’s use of digital media which will lead to the digital tools, they use becoming rooted in their daily practice alongside more traditional forms of recreation and education.
Santiago (2017) believes that social media dictates the way children should appear from the way they dress to the way they physically appear with most needing their appearance to be validated by likes on a social media platform. The author continues by stating peer pressure of this type can have an undesirable effect on children, where most have a strong aspiration to please others and fit in. In addition to this an Ofcom (2018) study found that 78 per cent of 12- to 15-year-olds have felt the pressure of needing to look good with girls feeling the pressure the most to be perfect all the time. Girls were also found to choose more aesthetic filters over the cuter animal ones as they make their appearance flawless. Furthermore, a survey carried out by the Prince’s Trust (2019) stated that 57 per cent of teenagers feel social media places unnecessary pressure on them to succeed with 46 per cent feeling their lives inferior compared to their peers on their social media. In addition to this O’Keefe, Clark-Pearson and the Council on Communications and Media discussed a new mental health condition referred to as ‘Facebook Depression’, so called due to the amount of time a child spends on social media. The research claims that this form of depression carries with it the same risks as offline depression along with an added one of the children turning to higher risk internet sites to try and find “help” which could result in them being encouraged to turn to drugs, alcohol, or even self-destructive behaviour.
Donohue (2015) wrote that digital media can be used by a child as an outlet for creativity, a device that can go anywhere and be used at any time whilst becoming anything, but it is wise to remember that it should not be used as a substitute for real things, such as paints, play – doh, or musical instruments whilst Barr (2019) argued that the younger child will learn more from real life experiences with objects as opposed to learning through a screen. In addition to this research carried out by the National Literacy Trust (2017) found that regarding reading, appropriate digital media can play a vital role for some children especially those that come from a disadvantaged background but argues that it is not a substitute for adult interaction.
Welsh Government (2021) understand that children need to be supported in digital resilience and have developed three focus areas: - online safety, data protection and cyber resilience along with The Well Being of Future Generations (Wales) Act 2015 which hopes that children who have digital resilience will be reasonable with their use of technology to promote a culture where physical and mental health are not impacted by the internet (Welsh Gov, 2015). Lilley, et al. (2014) believes resilience amongst children depends on the type and seriousness of the incident they experienced along with their own capability to overcome the situation. The authors also stated that one in ten young individuals have been affected by an incident emotionally for longer than a month. An equally important aspect to note is that Young Minds and Ecorys (2016) pointed out how vulnerable children’s online choices can be determined through other weakness whilst acknowledging some children will need additional support to negotiate certain experiences they may come across in the digital world. With this in mind the Digital Inclusion in Health and Care Wales (2018) report was generated by the Carneige UK Trust and the Wales Co-operative Centre. The report indicates how the health and well-being of the people with disabilities can be improved through digital inclusion. Unfortunately, the report discovered that Wales is falling behind the rest of the UK for digital inclusion in the health sector for those with long term disabilities. It was found that 74 per cent of Welsh people in this category are using the internet compared to 90 per cent of people who have no limiting conditions. The report recommended, for the improvement of digital inclusion, that it needs to be at the fore front of health and social care planning along with delivery across Wales.
To conclude children growing up in a digital world have the ability to gain more knowledge, friendships, and universal skills than generations before them but they are also the ones at the epicentre of the risks associated with it. To help protect the children from the harms of the digital world they need to be at the head of national, as well as global, digital policies. It is, however, of equal importance for the children to be able to use the digital world to enhance their learning potential so they may achieve their life’s ambitions.
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Description automatically generated with medium confidence]               An Adult’s Guide…
   An insight into a ‘Digital World’



(Charlesworth Primary School, 2015)

Introduction
As a parent/carer it can be hard to keep up with the ever-changing digital world and may seem like a minefield to understand but if, as a parent/carer, the risks are not understood then it may be difficult to keep children safe. The aim of this leaflet is to provide parents/carers with a background knowledge to support and safeguard children when accessing digital media.


Why is Digital Media important?
Summarised with in the Digital Childhood Report (2017) is the need for children to be able to access digital media to enable them not to feel at a disadvantage. Through digital media children can start to learn at an early age, they can be exposed to new ideas and knowledge, communicate with relative’s, and it is widely used in education settings to support early communication, language, and literacy. Children’s hand-eye coordination can be easily developed through digital media which will aid your child in nursery/school with their drawing and writing whilst there are various apps that adults can use to encourage basic reading and writing skills. Also, technology can help to develop or improve your child’s problem-solving skills.
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Social Media
NSPCC (2020) believes that the use of social media, such as Facebook, Instagram, Twitter and Snapchat, can have benefits for children, such as, staying connected, and finding new ways of expressing themselves but also poses the risk of children being exposed to inappropriate or upsetting content, such as grooming and cyberbullying. The platforms that they use should have appropriate privacy and security settings. There are numerous civil and criminal legislations, UK wide, that are in place to prevent abusive activities online.
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Safeguarding/Legislations
There are a variety of disturbing acts under the umbrella of online abuse, for example, stalking, sexting, grooming, and cyberbullying. However, there are appropriate legislations in place to protect children from this.
Key Legislations for Digital Safety
· A new regulatory framework, The Online Harm White Paper 2020, has been set up by the Department of Digital, Culture, Media, and Sport (DCMS) and the Home Office, to help protect children from dangers online (NSPCC, 2021). 
· To safeguard against sexual abuse: - Sexual Offences Act 2003.
· To safeguard against cyberbullying: - Equality Act 2010 and Protection from Harassment Act 1997.
· Responsibilities for website/hosts/social media: - Defamation Act 2013 and Digital Economy Act 2017.
· To safeguard whilst at nursery/school: - Policies will be put into place in accordance with legislations drawn up by the Welsh Government.

Age-appropriate sites/apps for children
As an adult it is your responsibility to ensure that your child is using age-appropriate sites and apps as these will be safe, fun as well as being educational. Such sites/apps are: -
· Nick Jr
· YouTube Kids
· BBC iPlayer Kids
· CBebbies
Parental Controls
Parental controls are a group of settings that put the adult in control of a child’s online content to hopefully prevent inappropriate content.
Parental controls can: -
· Filter the content you and your family view through your internet provider.
· Ensure the content your child is searching online is age appropriate.
· Be used for Netflix and YouTube to allow your child to watch age-appropriate programmes.
· Be used to arrange a suitable time during the day along with the length of time spent online.
For more information on parental controls and how to set them up please visit Parental Controls & Privacy Settings Guides - Internet Matters
Supporting your child
Barnardo’s (2019) states it is essential that a parent/carer under go an open dialogue with their child regarding their online activity. 
· Talk to your child on a regular basis about how essential digital media is in everyday life but remind them that it is important for them to stay safe and talk to you about any worries/concerns they experience online.
· Be a digital role model for you child by using less of your laptop/smartphone around the home. Set appropriate boundaries for you and your child regarding screen time, teach by example and your child should follow suit.


Screen Time and your child
Here are a few ways to have safe screen free time with your child: 
· Share the screen with your child, sit and chat about what they are doing.
· Set a time limit for the amount of screen time they access.
· Switch off devise when they are not in use as they will cause a distraction to your child’s listening skills.

Screen Time and your child
On average children aged between 3 and 5 years will spend 6 hours plus online a week whilst 54% of those children will own their own devices. (Internet Matters, 2021). Children learn to communicate through interaction with adults, the more they interact the better their language and communication skills will become. Screen time can limit this interaction leading to slower language and communication development (NHSGGC, 2021). Too much screen time can lead to children having an unhealthy diet with a higher energy intake which are markers for obesity. It can also lead to depression, lack of sleep, lack of exercise as well as poor educational outcomes. 
Screen time has an effect on a child’s behaviour, brain and sleep pattern. If a child constantly uses a device along with the auto-play features this could lead the child to spend longer on a device and become habit forming. A screen can make a child anxious due to it’s drug-like effects whilst the blue light that is omitted from a device can trick a child’s brain into thinking it’s daytime resulting in difficulty sleeping and a poor sleeping pattern (InternetMatters, 2021).

Further Information
If you require any further information, here are some links you might find useful: -
· https://www.nspcc.org.uk/keeping-children-safe/online-safety/
· https://www.barnardos.org.uk/online-safety
· https://childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/staying-safe-online



	Activity Plan for Digital Literacy Skills

	Number of children:
 2

	Age of children:
4 to 5 years old
	Number of adults:
1


	Location:
ICT Suite in setting.

	Preparation time:
10 minutes
	Activity time:
30 minutes

	Resources:  2 Laptop’s or computers, 1 laptop for the adult with examples of a snowy day animated to be named example 1 and example 2.


	Links to digital literacy/competence outcomes:
The children will be saving their work to the Hwb profiles therefore showing they can store data whilst understanding that the work can be retrieved at a later date. This is in accordance with the interacting and collaborating strand of the DCF. The activity will also link in with the producing strand of the DCF as the children will be creating animation by selecting the appropriate software from limited range to create and explore the world of animation (Welsh Gov, 2019).


	Details of the activity:
Using their Dojo portfolios, the children will access their task. This will be a pre-recorded video of the teacher explaining what the task is going to involve. This will support the blended learning of each child, encouraging them to practice the skills they will require to use during blended learning at home. They will also become familiar with seeing the teacher on the screen and accessing the learning this way. 
Once in the ICT Suite, using a laptop or computer the children will log onto the Hwb accounts. When successfully logged in the children will navigate to the ‘Just2easy’ tool. Once clicked upon the children will find themselves on the J2 Launch page. Here they will find a tile named ‘jit5’ which they must click on to launch the drawing homepage. The children will then click the ‘animate’ tab on the top right hand of the page.
 Once on the correct page the adult will then show the children example 1whilst asking them “Which parts of the animation are drawn in the background? “Which are added into frames.” The adult will recap on previous animate lessons and remind the children how they create a starry sky. 
The children are then to create their own child led snow scene using the paint tools in the program, remembering to make a background first. Once completed the adult will then show the children example 2 before letting the children create another child led snowy day scene depicting a child disappearing in the snow.
To differentiate some of the more abled children will be asked to create a more complex snowy day animation using their own ideas whilst unsupervised. If the children finish within the time frame given their challenge then would be to create an animation showing a snowman being built which could be extended to adding images of birds, animals etc. All this is to be child led and unsupervised. The adult will then direct the children to save their work so it can be retrieved later. 
The learning objectives for this activity is for the children to use technology purposefully to create, organize, store, manipulate and retrieve digital content.




Section 4
Alongside literacy and numeracy, digital competence is one of the cross-curriculum responsibilities that will focus on the children developing their digital skills whilst applying them to a broader range of subjects (Welsh Gov, 2018). This was highlighted in the Donaldson report (2015) which recommended that digital competence be included in the cross-curriculum responsibilities to ensure children developed a higher level of competency, following this a framework, known as the Digital Competence Framework, was established to demonstrate the progress of a child’s learning.
In the activity plan the children engaged with the interacting and collaborating strand, of the DCF, by storing and sharing (Welsh Gov, 2019). Through this element children saved their work onto HWB and understood that it could be retrieved at any given time. On reflection, the activity could have been widened to include the collaboration element, with two or more children working together to produce the digital artwork.
The producing strand was also used for this activity as the children created images whilst being able to explore animation software (Welsh Gov, 2019). Upon reflection the planning, sourcing, and searching element could have been implemented with the children using the internet beforehand to source images. Donohue (2015) pointed out that by previously searching for an appropriate image beforehand the children would be enhancing their learning with decision making. The children, again as part of the planning, sourcing, and searching element of DCF, began their task by navigating their way through the HWB website which, with reflection, shows how the children can use given software to navigate their way to a desired object (Welsh Gov, 2018).
Whilst reflecting on the activity plan the data and computational thinking strand could also have been implemented as the children followed the instructions of the adult on digital devices to complete their given task. (Welsh GOV, 2018).
The activity falls into one of the areas of learning described within the Donaldson report (2015). The expressive arts area is implemented within the activity to try and extend a child’s knowledge in the use of digital media in a creative way whilst making them ambitious, capable learners who can use digital technology creatively to help them analyse, find, and communicate various information.
The role of the adult within this activity is to instruct and recap from previous lessons. If the adult had sufficient training of digital technologies, the activity could be enhanced further by the use of a slightly more complex software programme that gives a greater scope for more complex animation. A study carried out by Sillot, Kollam and Tammets (2017) concluded that the use of digital technologies within the early years requires the adult to have sufficient knowledge of how to best develop the child’s skill and knowledge. Furthermore, Reedy and Parker (2018) claimed that the responsibility of developing digital competences, through the use of given digital technologies, along with the skills and knowledge to perform this, is with the teacher and other staff. The adult, by instructing the children, has scaffolded the activity around creation. This is drawing on Vygotsky’s zone of proximal development which will lead the children to gain knowledge of self-directed learning (Nutkins, McDonald and Stephen, 2013). If an ALN child was present for the activity the adult would also need to be familiar with any additional software or hardware the child may use and again will scaffold the activity to help support the child in the best possible way to become an independent learner (Lancashire SEND Partnership, 2018).
This activity plan could be widened to accommodate both KS1 and KS2 children with the degree of animation becoming slightly more complex the further along the key stages. By Year 6 the children could be asked to create a short, animated piece of work that shows a snowman being created through to the snowman being shown exploring its surroundings with various cold weather animals frequenting the animation.
The Foundation Phase Curriculum (Welsh Gov, 2015) has seven areas of learning. The activity falls into two of these areas, Language, Literacy and Communication skills and Knowledge and Understanding of the world. Within these areas, the children, with this activity would be using the interactive software provided from the HWB website to help develop their creativity and imaginative minds. Whilst using the animation software the children have to use their imaginations to create a snowy day picture. This environment for imagination sits within Vygotsky’s zone of proximal development as the children will be autonomous whilst creating their picture. Berson and Berson (2010) suggests that the activity could be of benefit to a child’s resilience along with helping to improve their impulses whilst anticipating further outcomes. 
The ‘Just2Easy’ programme, used in the activity, that is within the HWB website has been designed with children’s needs in mind. The ‘Jit5’ tool has been designed for education, by teachers, for children to create and combine images, graphics, animation, text and sounds with ease (Just2Easy, 2021). The software would need very little teaching and the children can experiment within the programmes to see what it will lead to.
There is easily scope for differentiation within the activity plan. The less able children could simply create a picture of a snowman on a snowy day background that has been pre-loaded onto their page whilst the more able children could animate the process of creation. The level of progression through the animation software lends itself to Piaget’s theory of continuous development. As a child develops more animation knowledge through the programme so they are experimenting with their environment, which in the activity, would be the computer and its software. Piaget believed, according to Lefa (2014) that the childs understanding of given tasks can only be supported by the knowledge that they have already gained through experience. However, Babakr, Mohamedamin and Kakamod (2019) argued that Piaget’s theory of cognitive development did not consider a child’s cultural and social influences. The authors believe that there are now emergent cognitive stages that inevitably will differ through a child society.
Children with additional learning needs should be afforded the same rights, as any other child when it comes to education, under the Additional Learning Needs and Educational Tribunal (Wales) Act 2018 (Welsh Gov, 2021). Reflecting on the activity it could be accessed by children with ALN, if certain accessibility tools were included, these could be keyboard short cuts to prevent the use of a mouse, increased font size and an adjustment of the screen’s resolution for the visually impaired and a picture communicating software for a child who has speech and language delays (Futurelab, 2008).
On reflection, the activity overall both balances the child’s desire to learn for itself whilst helping to guide the learning onto the correct course as Nutkins, McDonald and Stephen (2013) would suggest. 
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