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[bookmark: _Toc71070878]Abstract
This paper is concerned with unfolding data centre virtualisation concepts in the face of a recommended proposal for centralising all IT operations of the University of Wales – Trinity Saint David by building a virtualised data centre or migrating to a cloud computing solution. The most suitable solution is proposed in compliance with the university’s needs and requirements and also some assumptions are made about the current IT infrastructure that is already managed by the organisation. Included are the main technical aspects of virtualised architectures, advantages and disadvantages of the chosen implementation. One of the key aspects of virtualisation – security, is presented as a reflective research regarding ABC Data Ltd. and its adopted security policies, including the benefits for them of implementing a SAN solution.
[bookmark: _Toc71070879]Introduction
The subject of this report is separated in two distinctive scenarios. The first one is concerned with the IT operations of UWTSD and how they could be improved by centralising and virtualizing their data facilities. Since there is limited information about the organization’s requirements and their existing data centre facilities and equipment, some assumptions were made, which comply with the proposed solution later in the paper. It is assumed that the university owns at least five different facilities (campuses), physically located at least 30 miles away from each other and are spread across the UK. It is safe to assume that each campus has a server facility of some kind with one central location that holds most of the IT resources and has access to the data and services of all of the other locations. Their database accommodates around 10000 users in total, which include students and staff members, each of them with their own account, used to access different level of the organization’s resources. And since there is a need of a migration to a virtualized data centre solution, it is obvious that the existing server facilities do not provide the required scalability levels and do not comply with the university’s future development strategies. 
The second scenario includes a reflective research of the IT security policies that exist and which of the are suitable for the business processes of ABC Data Ltd. It also lays out the security advantages that come with the implementation of a Storage Area Network.
[bookmark: _Toc71070880]UWTSD
[bookmark: _Toc71070881]Research Methodology
Looking at the requirements of the given task, a research has been conducted by collecting secondary data and building upon already existing theories regarding adopting the best approach in migrating the central IT operation of UWTSD to a virtualised data centre environment. The formulating of the proposal is built upon choosing the most suitable solution in regards to complexity, financial costs and benefits. It assumes the use of a pragmatic research philosophy and the interpretation and critical analysis of existing literature [1]. 
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[bookmark: _Toc71070883]Data Centre Technologies
Keeping in mind early inventions such as Pascal’s calculating machine and Leibniz improvement of the binary system and jumping ahead to the second half of the twentieth century with the invention of the first transistor [2] and the first general purpose microprocessor by Intel [3], might be considered a foundation of today’s interpretation of data centre technologies. Later on, the development of the first desktop machines started to and passing through the old-fashioned high-cost and robust mainframes whose main purpose of maintaining reliable, regardless of efficiency and environmental footprint, they became the base for building data centre infrastructures as we know them today. With the Internet revolution during the 1990s requirements for high performance equipment, high-speed connectivity and keeping data safe and intact, rapidly increased [4]. This was the time when more and more businesses started to invest in building their own modular racks which would inevitably lead to the need of standardisation in data centre operations. This is how the shape of a standard data centre was developed. Along with the computing equipment, it also facilitates physical systems for power supply, fire protection and prevention, physical security and many more components, needed for the proper operation of the data centre for meeting its purpose and intended functionalities [2].
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Figure 1. Server Consolidation (Source: Author)

At this point the ever-increasing technological demands are pressing for high-cost solutions. The dedicated application for each physical server is profoundly inefficient, since it creates a pool of idle resources that cannot be used for anything else. This, coupled with the need of higher storage capacity, higher performance and faster networks lead to more under-utilized equipment, higher energy consumption and environmental footprint [5] and it becomes more and more difficult for businesses to accommodate their requirements. 
[bookmark: _Toc71070884]Virtualisation – how it works
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Figure 2. Virtualisation

Virtualization comes in as a taming solution to the above concerns. Virtualization as a concept is not a novelty. It exists since the 1970s when IBM introduced their Virtual Machine Facility/370 [6]. Server virtualization however, comes along in the 1990s and thrives when the above-described pressing matters appear. Simply put, virtualization software allows the server to be separated in several virtual servers (machines) with different functionalities, operating systems, services, tools and applications and run independently from one another [7], mimicking the work of separate physical machines, but sharing the actual physical resources of the given server [8]. It works on the principle of abstraction, where the virtual machines (VM) lie over the physical infrastructure and the coordination between the two is done by the so-called hypervisor. 
The hypervisor is a piece of software that separates the VM from the hardware and utilizes the amount of resources that would be used in each VM, such as disk space, memory etc [8]. There are two types of hypervisors depending on their deployment. The above described is hypervisor type 1, or the otherwise called bare-metal hypervisor. It is the preferred type for big enterprises with large server clusters. It provides higher security, since it does not accommodate the extra layer of software provided by the host OS [9]. More often than not, this type of hypervisor requires a dedicated management control, which makes the support centralised and remote friendly. Some popular examples of type 1 hypervisors are VMware vSphere/ESXi, Microsoft’s Hyper-V, Citrix XenServer etc.
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Figure 3. Hypervisor Layout [9]

Type 2 hypervisor however, has the same functionalities as the previous one, with the difference that it is being deployed on top of an already existing operating system of the server (host OS) and after, the VMs are created, housing their own operating systems (guest OS) and application bundles. This type of hypervisors is more suitable for individual use on a computer, where the simultaneous running of different OS may be used for testing purposes of various software platforms. 
Another application of virtualization technology is the ability to consolidate multiple physical resources into one common pool of that particular resource (for example - storage) [8]. This allows for easier management of these resources.
Other implementations of virtualisation exist, such as network virtualisation and application virtualisation [8].
[bookmark: _Toc71070885]Virtualization – benefits
The above said shows how using virtualisation techniques, significantly optimizes the usage of resources, which inevitably leads to decreased energy consumption and environmental footprint and much lower cost on deployment, operation and maintenance of IT equipment [10]. In addition, a few more benefits of deploying virtualization software are mentioned in [10]. One of them is the increase of efficiency of the system and the productivity of the IT personnel, who have much less physical equipment to support. Another benefit is the much-reduced downtime in case of a failure of any server component. Since the virtual machines are easily replicated and therefore, deployed to another physical body, therefore is a key component in building more efficient disaster recovery strategies.
[bookmark: _Toc71070886]Cloud Computing Implementations
Since building your own data centre is a high-cost and extremely complex initiative, which comes with even bigger long-term maintenance expenditure, cloud computing overtakes the market and becomes a leading player in data centre technologies. Fully adopting the abstraction and virtualization concepts, cloud computing is a way of rapidly providing and distributing computing services and pools of resources [11] (software or hardware), which are flexibly configurable to accommodate any user or enterprise needs. Such resources are infrastructure, networking, storage, computing power, database management and many more. There are many definitions which explain cloud computing in different aspects, but the main concept it takes advantage of, is the reusability of IT capabilities [12]. 
According to US’s National Institute of Standards and Technology (NIST), Cloud Computing provides three main types of service models.
1. Software-as-a-Service (SaaS) – this service provides access to fully functional software applications, where the user is not concerned with installing or managing it. It is accessible in most cases through a web browser and very little configuration capabilities are delegated to the user. The maintenance of the underlying infrastructure and back-end technologies is left for the provider [11].
2. Platform-as-a-Service (PaaS) – this model provides a platform for developing and deploying user’s applications and all technologies needed for the purpose. This includes an operating system, programming platforms, databases etc [13]. The control of the underlying infrastructure and the provided platforms is allowed to service provider only. However, the user has full access over the deployed applications.
3. Infrastructure-as-a-Service – this model provides the raw metal infrastructure of an existing server facility, which includes the computing power, network connectivity, virtualization environment, storage and resources to build upon. The capacity of the computing resources is distributed on an on-demand principal. In this case the user has full control and is allowed to facilitate the given resources the way they like. They can migrate their own software platforms, deploy their own applications and house their own virtual machines [11].
Some advantages of this services are the reduced cost for housing and maintaining of the hardware base. The hosted data is safe and secure under the security policies deployed by the provider.
Another aspect of the cloud computing services are the deployment models. Again, there are three basic types.
1. Public cloud – this type of deployment, in many cases free of cost, provides services which are fully under the provider’s ownership and maintenance. They are deployed over the provider’s infrastructure and are made available for use by the public on a multi-tenancy principal. The data security level in this case is very basic, most of the time in the face of authentication process for users, in order to access their personal data.
2. Private cloud – this type of deployment provides services exclusively to one organisation and may be done in two ways. One is where the customer owns and houses their own hardware infrastructure and the management may be done by a third-party provider. This way the customer has full control over a trusted facility and the access to it is strictly for authorised personnel. A disadvantage here is the lack of scalability, and the cost for maintaining the hardware facilities which would be handled by the customer.
The other case, where the infrastructure is hosted by the cloud provider on a designated location and the connectivity is provided by a private network.
3. Hybrid cloud – this deployment model combines the above two in the most suitable way for the specific customer. It utilizes the security levels and confidentiality of the private cloud, along with multi-tenancy model of deployment and flexibility of the public cloud [11]. 
The hybrid cloud would present a suitable solution for UWTSD, where they can use their on-premises facilities to store sensitive and critical information, accessible through a private and secure network and combine it with a public cloud-based infrastructure-as-a-service which will be used for deployment of all the services and applications that will need to be accessed by the majority of users in the university. This includes providing a secure connection to the resources from any remote location. This way the local equipment will be utilized and if there are any concerns about the security of the premises or the physical environment, they can be collocated onto the provider’s premises.
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In recent days, led by the economic environment, many companies take up different approaches for data centre modernization. This is necessary for increasing resilience, lowering expenses and ensuring business continuity [14]. Also, the rapid growth of data generated every day, premises the need of larger storage capacities, managing and analysis capabilities. In this context, the migration to a cloud based virtualised data centre has gained most popularity as a solution, but is also met by many challenges [14]. It requires extensive research and planning. Here are some of the considerations that need to be taken in mind, according to [15]:
1. Comprehensive understanding of the already existing data centre facilities of the organization and more specifically - 
a. How old are they?
b. Do they meet the current needs and will they meet future demands?
c. Is expanding the current facilities a feasible option and is it worth taking the risk of possible downtime?
2. Understanding the business needs of the organization –
a. What is the role of the IT infrastructure in supporting those needs?
b. How much data is being generated, stored and accessed and how are these numbers expected to change in the future?
c. What types of government regulations and policies is does the data need to comply with?
3. Understanding of the current physical environment – 
a. What is the current power consumption and how is it forecasted to change in the future?
b. What types of cooling solutions are currently used?
c. Existing fire protection and fire prevention systems?
d. Existing physical security system?
e. Existing data centre monitoring solution?
To answer these questions and following the given scenario, an assumption is made that UWTSD has an existing infrastructure of servers of some kind, which does not meet the forecasted future growth of the organization and a major update of the IT operation is needed. This need, along with the financial considerations, will be met by adopting a data centre cloud migration solution of some type.
Before jumping to a final conclusion, there are some approaches that might be used in modernizing the current data centre facilities.
[bookmark: _Toc71070888]Different Approaches
In [14] Zhyruk states a few steps that could be assumed as a more cost-effective way of modernizing.
Firstly, as stated in the literature review, server virtualization can be immensely beneficial for the organization by implementing server consolidation. Hence, efficient utilization of resource, cutting down the under-utilized servers, reduced hardware costs and software mobility. The virtualization of traditional components such as network, storage and compute will be the underlying premise of availability, scalability and higher security.
Optimizing the resources can also be done by thoroughly filtering the instances that are no longer in use. Intelligent monitoring can be applied in advance to the server’s operation which will help identify and leave the clutter behind [16].
Another step towards modernization could be updating currently existing servers with the more compact and high-performance blade servers. They are designed to be more lightweight and at the same time more durable (stress-tested). As for their high performance, they are made to accommodate resource-intensive applications and save space [17].
Server colocation is a very popular practice, where company-owned servers are relocated to live inside of a third party’s data centre, taking advantage of their secure premises, connectivity abilities and physical environment in general. Colocation can also be done towards public cloud.
Each of the above steps, if completed singly would not bring the expected benefit for the customer. That’s why most companies adopt all of them one way or another, partially or fully, usually in a combination with adopting a cloud solution to some extent. This approach is called hybrid and would be the most suitable approach for an enterprise like UWTSD, where partial migration to a hybrid cloud would also be executed.
[bookmark: _Toc71070889]Challenges
A major transformation like this is inevitably accompanied with various challenges and risks along the way. Zhyruk also states 5 main categories of data centre migration challenges.
1. Downtime – it can become a major issue for the business if the migration is not done properly. For example, instead of cloning whole servers to new virtual machines using Physical to Virtual tools and trying to fit in some impossible deadlines, the migration of data and apps can be done step by step with careful planning, including rollback plan at every step. Thorough testing must be done after, before cutting away the old infrastructure. 
2. Monitoring the IT operations, means also monitoring the costs and not paying for unused instances as well. Reducing the financial load as much as possible, by optimizing the processes to their maximum capabilities.
3. Data corruption/loss – before initiating a large system update like this, backing up the data is practically mandatory. This is the way to enable recovery of the original data in case of loss or corruption.
4. Latency – it becomes crucial with business services that require uninterrupted data flow, such as video streaming, online gaming or in the case of UWTSD, online learning. In these cases, the network traffic needs to be optimized, to avoid unexpected latency.
5. Security is one of the most pressing issues when it comes to data centre operations. Especially when the data is on the move. Starting from SLA breaches, policies and regulations violations, accidental errors. Passing through the external malicious attacks, malware and man-in-the-middle attacks. And finishing with any possible issues on the service provider’s side.
Keeping all of the above in mind and following the recommendations for managing with the challenges, an extensive research needs to be done about the organization’s exact demands and requirements, their future needs. Cloud vendors such as AWS, Google, Azure and IBM need to be researched closely, deciding on the specific services they provide and their fees, to find the most efficient and low-cost solution.
[bookmark: _Toc71070890]ABC Data Ltd.
According to the task in hand, ABC Data Ltd. is an organization that owns three physical data centres, which mirror each other’s data storage to provide better reliability and availability. They are interconnected by high-bandwidth fibre connections. One of the data centres is used to offer virtualized cloud services to customers. To better understand the operations of the organisation an in-depth look is given on the suitable security processes of the company, including disaster recovery solutions.
[bookmark: _Toc71070891]InfoSec and Security Policies
Information security is one of the most pressing matters when it comes to the safe storage, access and managing of an organization’s data. With the constant innovations in technology and the rapidly growing amounts of data generated every day, it is of most high importance for a business to take proactive steps in keeping its IT assets safe and secure. This starts with properly identifying procedures and rules that need to be followed by the company’s employees. They are outlined with the implementation of a Security Policy document which is carefully created according to the company’s unique processes, requirements and culture. For an IT Security Policy to be effective, it needs to change and adapt along with the organization’s business and IT progress and needs to be in tune with the people’s ways of accessing, using and sharing data. When talking about keeping data safe, this includes data-at-rest (data that simply resides on the storage device) and data-at-flight (data that travels through network channels).
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Figure 4. CIA Triad [18]

	Data security is built upon three main concepts.
1. Confidentiality refers to keeping someone’s sensitive information, data or other assets private and secure and restricting access to them from unauthorized parties.
2. Integrity refers to keeping the data from being altered by unauthorised users. It also includes the ability to recover the data after an undesirable alteration already occurred [19].
3. Availability is the assurance that the authorised parties have uninterrupted access to the data in question.
Security policies main objectives are keeping the confidentiality, integrity and availability of data intact by identifying security threats, implement strategies to prevent vulnerabilities and recover from a possible external or internal breach [20], malicious or unintentional. They also act as a guideline for employees and is a good practice to be combined with social engineering strategies to train the personnel how to comply with them and keep their own sensitive data undisclosed and secure.
There are some standards and practices recommended by international organizations like ISO and NIST. Some examples for policies that would be suitable for ABC Data Ltd.’s business models are:
· Acceptable Use Policy
· Security Awareness and Training Policy
· Change Management Policy
· Remote Access Policy
· Password Creation and Management Policy
· Network Security Policy
· Monitoring and Logging Policy
· Data Backup Policy
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Another factor in significantly increasing data security strength is implementing Storage Area Network solutions to ABC Data Ltd.’s data centres. Reference [21] gives a few examples about how a SAN automatically improves the safety of the company’s data. 
1. The first and most straightforward is the fact that critical data is stored separate from the organization’s LAN and should there be any attack directed to the LAN, it will not affect any of those assets.
2. Responsive Backup – SAN technology allows for duplicating data in significantly reduced time and serves as a backup solution at any point of time with a configurable duration, according to the company’s needs.
3. Reliable Disaster Recovery – this is one of the biggest benefits of implementing a SAN. Its algorithms for replicating data make it easy and reliable and the recovery time objective (RTO) significantly decreased, regardless of the type of fail – a simple component fail or a natural disaster that stroke the main site of the facility. 
Another technology that is an inseparable part of a SAN is the RAID technology. It assures higher performance and reliability of data storage. A RAID system is basically an array of two or more storage devices that work in parallel as one. Depending on the function they perform, there are different levels of RAID systems. 
For example, RAID level 0 splits all the data across all drives in the storage array. This feature is called striping and is not very popular since there is no replication of data and if a drive fails, the data it stores is lost.
Another RAID level 1 called mirroring replicates the data blocks across each drive in the array. These two levels can be combined to form level 0 + 1, which initiates striping on a set of drives and mirrors them onto another set of drives.
The most popular RAID systems are levels 5 and 6. These systems work with minimum of three drives (four for level 6) where the data blocks are divided between the drives and on the last drive a checksum of parity bits that are distributed across the rest of the drives. This way, in case of a drive failure, the data can be recalculated from one of the other data blocks and recovered.
[bookmark: _Toc71070893]Conclusion
The current economic and technological environment imposes many companies to choose to migrate to virtualized data centre solutions. This decision inevitably allows for innovation and entering new markets. Since the development of technology never stops, keeping the business continuity requires companies to constantly adapt to that concept in order to move forward. Despite that a transformation of such scale would imply a high initial expenditure, it is a necessity that UWTSD is right to embrace.
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