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1. [bookmark: _Toc239983243]Introduction

Cyber security teams rely on operational data from specialist tools, operational systems and communication channels to understand, make decisions and act to protect, defend or recover. Development of specialist tools to handle the data can support individual operational requirements but brings financial and resource considerations. Where data is fragmented across multiple sources, additional effort is needed to locate, reconcile and collate before use.  
This adds resource pressure, relevant for small cyber security teams within public sector departments. Budgets can be set well in advance, with resources competing against organisational priorities, including core public services. This limits counterbalance via additional staffing or more (expensive) specialist tooling. 
Within the Civil Service, increasing emphasis is on organisational efficiency, adoption of digital technologies and Artificial Intelligence (AI). The Government Cyber Action Plan identifies fragmentation at an institutional level and data silos  among challenges [1].  While at higher levels than this study focus, it highlights value gained from more harmonised approaches. 
The Spending Review 2025 announces additional funding, setting a reform programme focusing on productivity, efficiency and reducing administrative costs. Although additional funding and support is announced, the need to bridge capability, skills and capacity gaps suggests these gaps are expected to be reduced rather than fully closed [2].
These principles have influenced the examination of existing tools and processes to improve delivery value. This is the focus as relying on further funding for additional resource is uncertain.  
The NCSC Annual Review 2025 report acknowledges increasing complexity of threats and digital environments, with an ongoing increase in significant incidents. AI is expected to add to intrusion attempts [3]. This will add to data complexity and volumes to be assessed. 
This paper considers these issues alongside the potential for improving how operational information can be brought together and presented to support cyber security activity.

[bookmark: _Toc239983244]1.1 Background to the Proposed Research

Cyber security analysts work across multiple sources of operational data while managing alert volume, false positives and wider workload pressures. The problem this research focuses on is additional manual handling created by information fragmented across multiple sources. It must be located, reconciled and collated before it can be used effectively for investigation, oversight and reporting. Further pressure builds when additional staffing or specialist tools are limited.
The operational environment explored contains multiple systems, monitoring feeds, ticketing sources and communication channels, with information moving between these sources and team members through a combination of automated and manual processes (Appendix A).
[bookmark: _Toc239983245]1.2 Research Question

To what extent can integrating fragmented, multi-source cyber security operational data, enhanced where viable by AI, reduce avoidable manual handling and improve analyst abilities to surface actionable insights within a resource-constrained government cyber team?
[bookmark: _Toc239983246]1.3 Aim

To design, develop and evaluate a proof-of-concept (PoC) solution that improves the collation, structuring and presentation of fragmented cyber security operational information to support investigation, operational oversight and reporting within a resource-constrained government cyber team and evaluate added value from AI enhancement.

[bookmark: _Toc239983247]1.4 Objectives

The project has 4 objectives, shown in Table 1.  
[bookmark: _Toc239983336]Table 1: Research Objectives
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Success criteria have been defined for each objective shown in Table 2. 

[bookmark: _Toc239983337]Table 2: Success Criteria
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2. [bookmark: _Toc239983248]Literature review

[bookmark: _Toc239983249]2.1 Exploring the problem through literature review

The literature review examines how fragmented information contributes to analyst workload, how operational data can be collated and structured more effectively and how presentation, filtering and decision support can improve its use. It also considers where AI may add value without increasing information or cognitive burden, while retaining analyst judgement.
[bookmark: _Toc239983250]2.2 Fragmentation, Cognitive Load and Analyst Burden

[bookmark: _Toc239983338]Table 3: SIDE-BY-SIDE ANALYSIS OF LITERATURE ON FRAGMENTATION, INFORMATION LOAD AND ANALYST BURDEN [4], [5] 
[image: ]
Fragmentation is a recurring contributor to analyst burden, not the only cause. Tariq et al. identify disconnected and overloaded dashboards alongside staffing shortages, false alarms and inefficient processes, placing fragmentation within a wider workload problem [4].  Zhong and Yayla show a different part of that problem. Analysts gather, synthesise and correlate increasing volumes of information across sources to understand an incident. The cognitive demand is therefore not just volume but making sense of that information. 
Fragmentation can add further work where information across sources is inconsistent. Also identified are differences in log formats and variable names, with analysts interpreting, standardising and consolidating information before use [5]. Some use scripts they create to manage these inconsistencies. Tariq et al. identify similar issues caused by disconnected tools and difficulties consolidating information [4]. The problem is therefore not simply that several systems exist, but the additional activity needed where information cannot readily be used together.
Together, the papers show fragmentation as one contributor to wider analyst pressure, while also showing how cross-source inconsistency creates additional handling and cognitive demand.




[bookmark: _Toc239983251]2.3 Collation, Structuring and Integration 

[bookmark: _Toc239983339]Table 4: SIDE-BY-SIDE ANALYSIS OF LITERATURE ON COLLATION, STRUCTURING AND INTEGRATION [6]-[8] 
[image: ]
Putrama and Martinek show that information from different sources may not be directly usable together because data structures, models and content can differ. Sources are often designed for specific applications. Duplication, incomplete information and differences between structured and unstructured data add further reconciliation problems [6]. 
Javeed et al. provide more of an in-practice example. Their study combines real incident records before prediction with different alert source types added through simulation. This supports the need to bring information into a consistent form before analysis although the simulated source identities provide weaker evidence for real multi-source integration [8].
Li and Zhang provide a cyber-specific example. Their multi-source fusion model reports improved detection and situational awareness after combining security data. However, the evaluation is simulation-based and the authors identify testing with real-world datasets and situations as future work. It also focuses on live data posing separate challenges around changing states of data [7]. This gives stronger evidence for the technical potential of integration than for its use in operational settings.
Putrama and Martinek show that the way data is integrated affects query efficiency, maintenance, implementation and complexity. Li and Zhang focus on the technical performance of data fusion, but do not assess the wider implementation considerations identified by Putrama and Martinek.
[bookmark: _Toc239983252]2.4 Supporting Analyst Interpretation and Use

[bookmark: _Toc239983340]Table 5: SIDE-BY-SIDE ANALYSIS OF LITERATURE ON ANALYST INTERPRETATION, FILTERING AND VISUALISATION [9], [10]
[image: ]
Once information has consistent structure, the next question is how to present and filter to support investigation, oversight and reporting without adding further information burden.
Cobilean et al. show that visualisation should reflect the task, time constraints and user needs. Their review also identifies filtering, drill-down and detail-on-demand as ways of helping users move from an overview to the information needed for the task [9]. High data volume remains a challenge, so presenting more information is not automatically better. 
Ferreira et al. identify filtering and prioritisation as key mechanisms for managing information overload and supporting decision-making. The studies reviewed also show how recommendations can be used to surface relevant alerts, actions and investigation paths [10].
Together, this suggests that useful presentation depends on showing what needs attention while allowing further detail where needed. Zhong and Yayla add a related caution that additional information can increase cognitive demand [5]. The aim is to support interpretation and investigation without adding further burden.
2.5 [bookmark: _Toc239983253]Judicious Use of AI


[bookmark: _Toc239983341]Table 6: SIDE-BY-SIDE ANALYSIS OF LITERATURE EXPLORING USE OF AUTOMATION AND AI [11], [12]
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AI is used for different tasks across the literature. Wang et al. show that AI can support activities such as analysis and assessment within network-security situational awareness. This indicates potential for AI to enhance how structured security information is used, although the review focuses on network-security applications rather than wider operational use [11].
AI support can also involve explaining model outputs to analysts. Zhong and Yayla found that explanations can support understanding and verification but can also increase processing time and cognitive demand. They also found that analysts needs for explanation change during the investigation [5].
Ruth et al. show that security technology decisions are also shaped by staffing, budget and deployment constraints [12]. These constraints are therefore relevant when considering whether an AI enhancement is practical.

[bookmark: _Toc239983254]2.6 From Review to Research

Across the review, fragmented information creates additional work where it has to be located, reconciled or prepared before use. Theme 2 shows that information from different sources may require structuring or preparation before it can be used together, while Cobilean et al. place data processing before visualisation and user interaction [9]. Taken together, this suggests that the value of presentation cannot be considered separately from how the underlying information has been collated and structured.
While Section 2.5 shows that technical approaches can support analysis and interpretation, Ruth et al. show that their practical value also depends on staffing, budget, labour requirements and deployability (Table 6). This supports considering implementation effort and resource constraints alongside technical capability. 
Across the literature reviewed, fragmentation, integration, visualisation and AI-supported analysis are addressed in different ways, but there is limited evidence of an approach focused on improving the collation and utilisation of fragmented operational information within a resource-constrained public sector cyber security team.
The research will therefore focus on whether mixed operational information can be collated and structured into a lightweight, usable process that reduces avoidable manual handling while keeping analyst judgement central. Visualisation can then be used to make that information easier to interpret. AI will therefore be considered only after the core information has been structured and only where it could reduce further handling without adding disproportionate checking or cognitive demand.
3. [bookmark: _Toc239983255]Methodology

[bookmark: _Toc239983256]3.1 Research Approach

A positivist approach was selected because the evaluation is based on measurable outcomes, including data completeness, accuracy, task completion and completion time. A deductive approach will use existing research on fragmentation, integration, visualisation and analyst information handling to define the PoC requirements and evaluation criteria.
The study will use a quantitative multi-method approach because it combines technical validation of the PoC against known expected results with scripted operational tasks comparing the fragmented baseline and PoC.
The baseline and PoC will be compared within the same evaluation stage, without tracking participant or operational change over an extended period.
Measures will include the number of tasks completed, correct identification of required information and known data issues and completion time. Unexpected results will also be recorded for troubleshooting and analysis.

[bookmark: _Toc239983257]3.2 Research and Development Strategy

Action research and software development will be used as research strategies. Action research was selected. The research addresses a practical problem for the researcher in the operational environment, with the PoC developed through planning, testing, observation and refinement.
Software development was selected because the research requires a working PoC to be designed, built and tested against the fragmented baseline. A staged data pipeline will be developed (Table 7), with collation and structuring completed before presentation and any AI enhancement.
[bookmark: _Toc239983342]Table 7: DATA PIPELINE
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[bookmark: _Toc239983258]3.3 Data and Implementation

The PoC will use representative synthetic data from two operational cyber security source types, a general enquiry inbox containing varied, less structured information and a cloud security alert inbox containing notifications with more consistent fields and formatting. Both require manual handling before the information can be viewed collectively. Data will be created as individual email records (Appendix B)  to reproduce this fragmented baseline instead of being pre-structured for testing. 
The dataset will reflect typical categories, content and fields from the selected sources. Expected record counts, categories and key fields will be defined when the dataset is created to provide known results for validation. Deliberate inconsistencies or missing values will be introduced where needed to test ingestion and structuring. Unintended errors introduced during dataset creation will be reviewed and corrected where identified. This will deliver Objective 2. 
The PoC will follow the pipeline in Table 7, ingesting and extracting information from the two sources, cleaning and structuring it, storing and linking records and making the resulting information available to the presentation layer.
The stages have different requirements. Extraction and transformation require scripting that can handle the two email formats. Structuring and storage require a local record store that fits the project constraints. The presentation layer will support filtering and reporting based on the structured information produced by the PoC. 
Together, these components support Objective 2 by moving the two source types from fragmented information into a structured form. The solution will run inside a virtual machine to keep the PoC environment isolated from the host machine.
AI enhancement will only be introduced after the core PoC has been validated. Where developed, a locally run model will use selected structured database output to generate headline information or short summaries. AI-generated output will be stored separately without changing the underlying source records, keeping trust in the structured records.

[bookmark: _Toc239983259]3.4 Evaluation

Evaluation will compare the fragmented baseline with the completed PoC.
A scripted test procedure will be used, assessing data completeness and accuracy. This includes omissions, duplication, incorrect mapping and distortion. Known record counts, categories and key fields will provide expected results to check against. The same core checks will be repeated at development checkpoints and during final evaluation.
For the fragmented baseline, the enquiry and cloud-alert emails will be held in two separate Outlook accounts. A fixed set of operational tasks will be applied to the baseline and completed PoC. Tasks will cover investigation, operational oversight and reporting, with fixed steps or instructions to locate, compare and collate the information needed to complete each task. Results will record task accuracy and completion time, with descriptive statistics used to compare baseline and PoC performance. This will provide the main evidence for Objective 3.
The depth of AI evaluation will depend on technical feasibility and project constraints. Where the enhancement is implemented, it will be compared with the core PoC using the same tasks and measures to assess whether it adds further value.
Where only limited development or feasibility work is possible, the work completed and the remaining evaluation required will be reported. Where implementation is not viable, the proposed approach, tools and evaluation method will be discussed as future work.  This will provide evidence for Objective 4, with the depth of evaluation dependent on the level of AI development achieved within the remaining project timeframe.

[bookmark: _Toc239983260]3.5 Research Quality, Risks and Ethics

Research quality will be supported through the repeatable evaluation procedures described in Section 3.4. Using predefined checks and consistent operational tasks and measures will support comparison between the fragmented baseline and PoC and reduce the influence of researcher judgement.
The main project risks, limitations and controls are summarised in Table 8.









[bookmark: _Toc239983343]Table 8: Project Risks, Limitations and Controls
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Live operational data and organisational credentials will not be used. Representative synthetic data will be processed within the ring-fenced environment.
Where evaluation activity involves participants, participation will be voluntary with the right to withdraw. A participant information document will explain the purpose of the activity, confirm that individual performance is not being assessed, explain the voluntary nature of participation and set out how test data will be handled. Results will be recorded using non-identifiable labels such as Participant A instead of names, teams or other identifying information. Any evaluation activity involving participants will be subject to university ethics approval.
Only the minimum participant information required for the research will be collected and handled in accordance with applicable UK data-protection requirements.
Direct access to research data will be limited to the researcher, with access provided to the project supervisor, university or exam board staff only where required for support or assessment. The employer and line manager will receive only collated results from participant evaluation. Any other requests for access to research data will only be considered if conditions meet the  commitments set out in the project ethics form.


[bookmark: _Toc239983261]4.	Resources and Planning

[bookmark: _Toc239983262]4.1 Resources and Budget

The project will primarily use existing or low-cost resources so that delivery is not dependent on additional funding or specialist infrastructure. The technical approach described in Section 3 creates requirements for hardware, software, data, security and project support.
[bookmark: _Toc239983344]Table 9: RESOURCE REQUIREMENTS
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Resources were selected against these requirements, taking account of compatibility with the intended operational environment, security, available skills, setup, administration and cost. Where more than one option could meet the requirement, preference was given to tools already available or already used in the operational environment, where they also met the technical need. The selected resources and reasons for selection are shown in Table 10. 
[bookmark: _Toc239983345]Table 10: RESOURCE SELECTION AND COSTINGS [13]-[18]
[image: ]
The initial plan is to allocate 8 GB RAM to the virtual machine and minimise unnecessary applications running on the host during development and testing. Resource use will be reviewed during early compatibility and feasibility testing and adjusted where required.
Any AI enhancement will use a locally run model where feasible so that project data does not need to be submitted to an external AI service.
The expected cost of the core project is £0. If a Windows image is not available through the University, the maximum currently identified direct cost is £119.99 for a Windows 11 licence [18]. Funding will be sought first through university grants and then, if necessary, limited personal funding. 
[bookmark: _Toc239983263]4.2 Phases and Project Plan

Delivery will be phased as shown in Fig. 1.
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[bookmark: _Toc239983197]Figure 1: PROJECT PHASES AND KEY TASKS

 Phase 1 establishes the development environment, representative dataset, fragmented baseline and initial feasibility checks.
Phase 2 develops the core PoC, including the common record structure, ingestion of both source types, storage of structured information and the presentation layer.
Phase 3 tests the PoC through validation checks and scripted operational tasks, with participant validation used where available. Results will be reviewed before any AI enhancement proceeds.
Phase 4 evaluates AI enhancement after the core PoC has been built and validated. This includes model setup, limited functionality development and testing, integration and comparison with the non-AI PoC.
Phase 5 analyses the results, reflects on project limitations and challenges and completes the final report.
The minimum viable project (MVP) is completion of the core collation, structuring, presentation and evaluation of representative information from both selected source types against the fragmented baseline. AI enhancement is additional to MVP delivery. Reducing or removing practical elements can be used to balance time or technical constraints. Where this occurs, proposed approach, tools and evaluation method will instead be considered as future work.
The expected outcome includes the MVP plus Should-have activities, including the preferred direct database connection and end-to-end build testing. Participant validation and AI enhancement are Could-have activities and will only be undertaken where time and technical feasibility allow.

[bookmark: _Toc239983264]4.3 Project Timelines and Planning

The plan (Appendix C) uses task dependencies and checkpoints to control when later activities can begin. Core delivery progresses from preparation, through PoC development and testing, to final analysis and reporting. Phase 5 can proceed once the ‘Must’ work through Phase 3 is complete.
Tasks are prioritised using a simplified MoSCoW-style approach. ‘Must’, ‘Should’ and ‘Could’. ‘Must’ activities deliver the MVP, ‘Should’ activities strengthen the expected outcome where time allows and ‘Could’ activities can be removed to prevent project overrun.
A formal checkpoint towards the end of Phase 3 will review technical results, remaining time and resource availability before any AI enhancement proceeds. Phase 4 will only begin where the core PoC has been validated and sufficient time and resources remain. It will be reduced or moved to future work if continuing it could compromise delivery or quality of the core project.
Built-in staged delivery, checkpoints and removable lower-priority work provide contingency without reducing the time allocated to essential activities.
[bookmark: _Toc239983265]5. Potential Industrial Impact and Future Work

Earlier work such as OwlSight [19] demonstrated the value of bringing multi-source security data together for preparation, analysis and visualisation. Developments in the approaches discussed in Sections 2.3 to 2.5 have since extended how that information can be structured, filtered and supported through AI. This project builds on that development by applying these principles to the fragmented operational information identified in the industrial environment.
The project could reduce manual collation by bringing information from separate cyber security activities into a common structure for use. This could make patterns and items to focus on easier to identify, supporting investigation, operational oversight and reporting. A lightweight approach may also provide these benefits without the cost and resource requirements of a larger specialist platform.
The project is limited to representative synthetic data, two selected operational sources and a contained PoC. Production-scale performance and deployment are therefore outside scope. Findings may not generalise to other teams or larger environments.
By starting with one of the more fragmented operational sources, the PoC has the potential to reduce more of the burden created by fragmented data. If successful, the same collation and structuring principles could be expanded to additional data types, with the required connectors and integration methods explored as future work.
Further research could examine whether structured and linked information improves the effectiveness or reduces the resource cost of subsequent AI processing, including whether it reduces the volume of data or prompts required. Further work could also examine the approach at enterprise scale, including additional operational sources, live security, incident-management platforms and larger operational datasets.
[bookmark: _Toc239983266]6. Personal Reflection

Working through project details and dependencies is not unfamiliar. Challenging assumptions through hands-on processes and applying that awareness was reinforced as a valuable activity. Previous project experience is helpful, but fresh exploration of techniques, tools and perspectives will be welcome.
Adding an academic element was initially challenging but opened up considerations of experimental and review work that feeds into everyday working practice and tools in industrial environments. Working through the literature review highlighted a wider issue of fragmented operational information. It also highlighted that AI could reduce or increase burden. For an industrial environment where AI integration is relatively new, this insight will feed directly into industrial conversations and development.
The project workload and timeframe, alongside an industrial role, is a concern. Checkpoints, progress reviews, smaller timeboxed activities and stretch targets should help time management. However,  discipline and firm decisions will be essential. Organisational tools such as Trello and Microsoft OneNote can support progress but require consistent effort to support progress checks and realignment. 
Confidence in the approach is increased by the success of a feasibility test. Confirming the representative data can be created has helped move the project from an abstract concept, clarifying practical design. A contained environment and representative data also increase confidence that approaches can be explored, reset and tested without affecting live systems.
Overall, there is confidence in taking the project forward, with concerns around technical delivery and timeframe. Maintaining focus on the core MVP and being prepared to remove optional elements if needed will be important to maintaining quality and achieving the research aim.
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Objective 1

To analyse existing research on fragmented cyber security informat

and approaches for improving its collation and use.

Objective 2

To design and develop a proof-of-concept solution that collates,
structures and presents representative information from two.
operational cyber security source types.

Objective 3

To evaluate the proof-of-concept against the fragmented baseline for
accuracy, completeness and support for investigation, operational
oversight and reporting.

Objective 4

To evaluate the feasi
the proof-of-concept.

ity and potential value of Al enhancement for
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Objective Success Crite

Objective 1 Literature review completed. Information from academic literature, vendor documentation, legal and framework
requirements, and government guidance has been reviewed, with any relevant updates or changes documented
before work on Objective 2 begins.

Objective 2 Representative information from both selected sources can be ingested, structured and presented through the
core PoC, confirmed against the known record counts, categories and key fields.

Objective 3 Success is shown where the quantitative evaluation provides clear findings against the fragmented baseline. This
may demonstrate improvement in accuracy, completeness or task performance or, where improvement is not
shown, the findings and possible reasons are captured and explored in the report.

Objective 4 Success is shown either where the Al enhancement is implemented and quantitative comparison against the
baseline and core PoC shows whether it adds value, with the findings captured and explored in the report, or
‘where full implementation is not possible and the design, feasibility findings and recommendations are captured
under future work.

The overall aim is met where the project advances understanding of how Al could enhance the solution and
whether that enhancement adds value.
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Problem / Signific

Method / Approach

Environment and

Tools and Methods Discussed

Tarig etal.
(2025)

Review
Journal review
article

Examines causes of SOC
alert fatigue, including
staffing shortages, false
alarms,
disconnected/overloaded
dashboards and
inefficient standard
operating procedures.
Problems are identified
across a wider body of
academic and industry
literature.

Systematic review (2024),
using sources from 2018-
2023. Examined through
the A2C framework
(automation,
augmentation and
collaboration)
Categorises key findings
and examines strengths
and limitations of
approaches. Uses
findings from academic
studies and industry
reports.

Sources
‘Academic and industry
literature on SOC alert
fatigue, including SANS,
1BM, Mcafee
reports/case studies.
NIST, 1SO and MITRE
ATT&CK frameworks,

‘Automation, augmentation and
visualisation. Explainable Al (XAI),
active learning and
conversational interfaces for
human-Al collaboration and
investigation support.

Further Al enhancement options
active learning (categorise and
understand) and interactive
conversational interfaces
(consolidate data, process
streamlining and investigation
recommendation).

Cognitive strain and
overwhelm.
Importance of accurate
correlation.
Fragmented and
overloaded
dashboards. Difficulties
consolidating data
from different source.

Does not weight the.
relative importance
orimpact of the
identified causes.

Zhong and
Yayla (2026)
Journal
research
article

Incident response
requires analysts to
integrate and interpret
substantial information
from multiple sources.
A/XAI may change that
cognitive demand.

Multi-method empirical
study using analyst
interviews and a case
study examining how
analyst needs for Al
explanations changed
during incident
investigation.

Cyber Security Incident
Response (IR)
practitioners across
multiple industries.

Security Information and Event
Management (SIEM).
XAl-supported investigation.

High data volumes and
inconsistent formats
increase integration
and interpretation
demands. XAl
explanations can add
further processing
effort.

Focused on cyber
security incident
response and XAl
Findings may not
apply to all analyst
workflows or Al
deployments.
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Paper / Type

Putrama and
Martinek
(2024)

Journal review
article

Problem / Significance

Integration is challenging when
data sources differ in format,
structure, meaning, or level of
structure. Duplication and
incomplete data add further
problems,

Method / Approach

Review of 58 studies on
heterogeneous data integration,
covering physical/virtual
integration and structured, semi-
structured and unstructured
data.

Relevant Outcome

Identifies persistent issues with
data format, semantics
(meaning), duplication, mapping
and handling of unstructured
data.

Limitation / Caution

General data-integration
evidence not specific to
operational cyber security
contexts.

Liand zhang
(2025)
Journal
research article

Cyber security data from
different sources needs to be
combined before it can support
situational awareness.

Multi-source data fusion using
dynamic graphs (network
models), Bayesian inference
(probabilistic reasoning) and
trust-based weighting.

Simulation demonstrates
improved detection and
situational awareness after data
fusion.

Simulation-based. Does not
directly measure analyst
‘workload or usabilty.

Javeed et al.
2026 Journal
research article

Different alert sources can vary in
format, granularity and context
making them harder to process
together.

Two real-world incident datasets
are combined into one dataset
before prediction. Different alert
source types are simulated.

‘Shows incident records being
combined before later analysis
and prediction.

‘Weaker evidence for real multi-
source integration because the
alert source identities are
simulated.
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Paper / Type

Cobilean et al. (2023)
Journal review article

Problem / Significance

Complex security data
can be difficult for
operators to interpret

Method / Approach

Literature review using
academic database

searches. Selected

Environment and
Sources

Cyber-physical systems
and smart grid security
using cyber and

Tools and Methods
Discussed

Data processing
filtering, visualisation
methods and user

Relevant Outcome

Visualisation can
support interpretation
by highlighting

Limitation / Caution

Focused on smart grid
and cyber physical
settings. Some

Journal review article

can face information
overload and difficulty
identifying which
information or actions
need attention.

recommender-system
approaches in
cybersecurity.

literature. Examples
from operational and
experimental systems.

systems (filtering,
prioritisation,
recommendation
algorithms).

ritisation can help
address information

overload and support
analyst decision-
making.

and use. physical data. interaction. important information | systems tested only
compared across data by showing patterns | experimentally.
processing, and relationships.
visualisation and user
interaction.

Ferreira et al. (2023) Cyber security analysts | Survey and review of Academic and industry | Recommender Filtering and Evidence ranges from

tested systems to
experimental and
proposed approaches.
Focus on
Recommender
systems.
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Paper / Type

Problem / significance

Method / Approach

Environment and
Sources

Tools and Methods
Discussed

Relevant Outcome

Limitation / Caution.

Wang et al. (2023)
Journal review
article

Network security
situational awareness
increasingly uses Al to
analyse large and

complex security data.

Research on network
security situational
awareness.

‘Academic and industry
research on network
security.

Machine learning and
neural-network
approaches for
situational assessment
and prediction.

Shows that Al can
support analysis and
interpretation of
security information
across different tasks.

Focused on network
security situational
awareness rather than
‘wider operational
information use.

Ruth et al. (2025)
Conference paper

Security decisions are
shaped by business
priorities, resource
limits and deployment
constraints as well as
technical risk.

Semi-structured
interviews with 16
current and former
CIsos.

Enterprise security
across technology,
finance, healthcare and
higher education
organisations.

Risk frameworks,
maturity models,
security controls,
automation and
deployment
considerations.

Budget, staffing,
disruption and
deployment effort
affect which security
solutions are practical.

Qualitative evidence
from a small interview
study. However,
findings are
recognisable within the
industrial context.
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Stage Activity

1| Fragmented sources Structured and unstructured emails.
2| ingest and extract Collect and extract key information.

3 | clean, validate and structure Clean, validate and structure data.

4| storeandlink Store in structured format and link related data.

5 | Alenhancement Add Al-assisted insights from structured data.

6 | Dashboard and reporting Present data through an interface.

7| Analyst review and decision Analyst retains control to review data and insights for decision-making.





image10.png
itations

Risk/
Synthetic data may not
fully reflect the
operational environment

Controls

Data will reflect typical categories, content and fields from the selected sources. The dataset will be checked with the line manager to
confirm itis representative and does not expose staff, operational data or network information prior to use.

Loss or unavailability of
project data

Project material will be backed up to university storage,  separate protected project-only OneDrive location and an encrypted, password-
protected external drive. VM snapshots will be taken following significant environment changes.

Project account or
credential misuse

Project accounts and credentials will not be shared. Passwords will be unique to the project and only stored in a reputable password
manager. Host and VM credentials will be separate. Project accounts will be closed or deleted once retention period complete,

Technical, software or
compatibility issues

Environment, software and account compatibility will be confirmed early in the build stage before dependent development activities
begin. Alternative tools or interfaces wil be used where required. Initial feasibility checks for representative emails have been carried out.
(Appendix B). These will be repeated at the start of the project along with checks of version functionality and updates on known issues.

Risk from downloaded
software or code

Internet access will be enabled only where required for environment setup, updates, dependencies and approved model downloads. A
firewall and antivirus/security suite will be used. Software will be kept updated and patched. Code will be reviewed before execution, run
only within the VM and limited to the stated project functions,

Small participant sample
limits wider conclusions

Participant evaluation will be used as supporting validation only. Results will not be used to make broad claims beyond the project.

‘Al model containment
and data handling

‘Where Al enhancement is undertaken, project data will not be used to train or fine-tune the model and will not be submitted to external
Al services. The model will run locally within the project VM. Source records will remain unchanged, with generated output stored
separately for review. Checks will be made for updates to relevant security guidance and incidents before testing.
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Resource type
Hardware

Requirement
PoC host device

Project need/ Specification
Host the VM and project software. Host device minimum 32 GB RAM.

Virtual environment

Virtual machine

Separate the PoC environment from the host. Initial 8 GB RAM allocation, with CPU and storage capacity
available on existing hardware (tested previously with a small network of VMs).

Operating system | Windows GUI Run the email baseline, development tools and presentation software.
environment
Test data Two separate email Hold the representative enquiry and cloud-alert email data in separate inboxes.

accounts

Data processing

Scripting capability

Extract, clean and transform information from the two email formats

Development

Code development and
testing environment

‘Write, test and troubleshoot project scripts.

Data storage

Local structured
database

Store, link and query the structured records created by the PoC.

Presentation

Visualisation and
reporting capability

Filter and visualise structured data to support investigation, operational oversight and reporting.

Version control

Code versioning

Track changes to project code and recover earlier versions.

‘Al model Locally hosted, Use structured PoC data to generate headline information and short summaries, with Al-generated output
compact, cost-effective | stored separately from the core records.
um

Security Project security Protect the host and VM, project accounts, credentials, code and downloaded software;

controls

Storage and backup.

Protected storage and
recovery

Back up project files and provide recovery points for the VM.

People

Operational validation

Review representative synthetic data and support limited task-based PoC validation.

Project planning and
notes

Taskand note
management

Track tasks and progress and keep project notes,
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Requirement Selected resource Expected cost

PoC host device Employer-provided lapiop, 32 | Mests planned host requirement. Allows initial & GB VM allocaion. Provided by employer. B
GBRAM.

Virtual machine Viiviare. ‘Already instlled. SUppOTEs planned solaton and sTapshors. ‘Already on host machine. E]

Windovs GUI
environment

Windovs virtual machine.

Watches Outiook/Power Bl workiow and intended GUI environment.

University image sought st I unavaiable, Tonding
sought through university grants, then limited
personal fundine.

E07T avalable through the.
university. Othervise
£119.9 Windows 11

licence.
Twio separate emall | Tvio OUIook project accounts. | Wiatches operational emallplatiorm and keeps the fragmented baseline representative, | Basic Outlook: 15 GB mailoox storage 3nd 5 GB doud E]
accounts storage per account.
Scripting capabiity | Python and supporting ibraries. | Recommended in UK government analytical work (RAP guidancel Existng/ives soware E]
Developmentand | Visual St Coge Familiar Gevelopment environment. Alreacy available SUppors planned Python Existing sortvare E]
testing workfiow.
Toca stuctored e Suts i Of project. AVoiGs server setup and Gatabase sdmInStration needed for other | Free/local sortware. E]
database QL options.
Visualiationand | Power B Deskiop, Existing operational 100l More transferable 1o team Use than Streami/Tableau. Avoids | Alreacy available and use formally spproved across E]
reporting adtional licensing or deployment organisation
Gode versioning Private GITHUB repositary. Private code repository with version istory and rollback. (RAP guiGance) Project Gata | Free project account 1o be created and conigured a5 £
kepr outside repository. private
Tocal Al model Smalllocally hosted pretrained | Keeps processing ocal. Avoids external Al processing and ime- consuming mogel Free/open-source model Fnal cholce sUblect ©o £
LM, e Uama. training. compatibilty and current government guidance.
Project security Firewallantires, passwrd Watches the control aready planned for dowinioaded code, project redentials and | Existing resources E]
controls manager, regular patching and | account access in Table 7.
MFA where available
Protected storage | Universty storage, project-only | Separate unversity coud storage personal rngienced cloud secondary backup. Offine | istng resources £
and recovery OneDrive, encrypted exteral | storage and devices password protected and encrypted for VM recovery backup. Avoids
hard drive and VM Snapsnots. | reliance on one copy. Resience.
Gperational Tine-manager review and Imited | Line manager can check synthellc data s reprasentative, Small paricipant £roup o asditional cost E]
validation participant validation (2-4]. Validates the inftial tests via repeition.
Teskand note Trello and OneNe. Trello for ta5k/progress monTtoring only. Generc actions such as to-00 Fems. No project | Trelo account already held. OneNote avaiable E]

management

specificdata recorded. OneNote for capturing and orgarising project notes, with
university cioud backup.

through the university.
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*Further enquiry-ingest iterations can be reduced or removed as a contingency.
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BobJones@test.com
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Hi team, Could you confirm the process for..

helpdesk@test.com

Suspicious email reported - possib,
Forwarded on behalf of a staff member

sat0e-22





image16.png
Suspicious email reported - possible phishing
[ Copyto ~ 4 Replyall @ Zoom

Suspicious email reported - possible phi

1) helpdesk@example-agencygovtest a e~

To: testinbox@example-agency.govtest Sat 2026.0

Forwarded on behalf of a staff member:

I received an email claiming to be from IT asking me to verify my login at http://secure-
verify-test-domain.example. It looked odd so | didn't click it."

Please advise if this needs escalating.

© Reply > Forward
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OUTPUT
Project setup - representative data and

baseline state ready

Functional

Report
Completion

Notes, Diagrams, plans, schemas and misc initial Preparation | Must
confirmed initial project document |

Field mapping document / schema diagram Initial Preparation Must 1

VNI with software and tools up to Gate, and set up [Environment setup | Must Y
Software and tools configued and corfirmed[Ervironmenteen [Vt i
working

Validated data set. Scripted process checks for | Data setup Must

baseline v PoC testing.

55 resolved, adjustments to plan or [Contingency, checkpoint [Checkpoint

workarounds identified. Report notes updated
Develop the core proof-of-concept

land review

Small data store ready and manually tested with |Object build Must
sample records (add/query)

Python script ready and tested with representative|Script build Must

cloud-alert emails (run/check stored output)

Python script ready and tested with representative]Script build Must

general-enquiry emails (run/check stored output)

Dashboard software used to setup data fields and | Configuration Must

basic view.

SQLite ODBC driver and Power Query connection | Integration build [should

configured and tested

Structured database records loaded; filters, [Configuration Must

counts and views built and tested

Test results demonstrating stages and end to end |Build Checkpoint [should T+
process works.

Issues resolved, adjustments to plan or [Contingency, checkpoint [Checkpoint

workarounds identified. Report notes updated

land review





image18.png
Evaluate fragmented against unfragmented

Completed testing checklist for the baseline

Activity Type

Data tests

timeframe - proceed or document as future work
Evaluate if Al can enhance PoC further

Model installed into VM Environment. Testing.
against sample of PoC records

Reporting
Activity Type

[Object build

Completed testing checklist for the PoC Data tests Must
Participation form provided and particpation |Validation Could
confirmed before tasks. Scripted tasks repeated

with selected/ anonymised participants

Timings, accuracy and outcomes checked. Further |Reporting Must
validation checks included (if time)

Decision - s Al feasibility test viable in current _|Checkpoint and Must

workarounds identified. Report notes updated
Analyse findings and complete reporting

land review

Separate database table ready and manually |Object build |could
tested with sample Al output (add/query)

Python script ready and tested [script build |could |
Database-model connection completed and tested [Integration build |could 1 ‘
with sample PoC records

Al output fields and separate reporting view |Configuration |could

completed and tested

Completed testing checklist for the Al Data tests |could

enhancement

Issues resolved, adjustments to plan or [Contingency, checkpoint [Checkpoint

Results analysed against objectives and literature [Analysis and Reporting |Must
Write up limits, impact and what the PoC shows | Analysis and Reporting |Must
Buffer, corrections and submission preparation |Analysis and Reporting [Must





