Record your reflection 
List the applications in the CyberOps menu.
· IDLE
· SciTE
· Wireshark
Type ip address at the prompt to determine the IP address of your virtual machine. What are the IP addresses assigned to your virtual machine?
· 10.0.2.15
Can you navigate to your favorite search engine?
Yes
What are the advantages and disadvantages of using a virtual machine?
Using VM’s stops malware from being downloaded to your actual machine and allows other types of software to be installed and run with no chance of negatively affecting your proper PC. Also keeps your personal data, applications, files etc separate. However, you need to ensure you have a PC capable of sharing it’s resources and being able to run VM’s
H1-eth0
· Ip. Address: 10.0.0.11
· Mac address: 9e:1c:e1:9c:78:5f
H2-eth0
· Ip. Address: 10.0.0.12
· Mac address: aa:88:56:3c:1f:ca
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Reflection
· The source MAC address matches
· The destination MAC address matches

H4-eth0
· I.P Address: 172.16.0.40
· Mac Address: 4a:97:1a:14:a2:28
R1-eth1
· I.P Address: 10.0.0.1
· Mac address: d2:fc:21:21:13:d6
R1-eth2:
· IP Address: 172.16.0.1
· Mac Address: d2:a0:47:2f:e9:92
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· IP address: 172.16.0.40
· MAC address: d2:fc:21:21:13:d6

Traceroute
Record your reflection 
Review the geographical locations of the responding hops. What did you observe regarding the path?
For www.cisco.com, The traffic left UK, travelled into Germany before routing out to Finland
How is the traceroute different when going to www.cisco.com or other websites from the terminal (see Part 2) rather than from the online website? (Your results may vary depending upon where you are located geographically, and which ISP is providing connectivity to your school.)
NA – Unable to get TRACEROUTE working from terminal within VM, needs further investigating
Record your reflection 
What is significant about the contents of the destination address field?
The destination address field is a broadcast address (ff:ff:ff:ff:ff:ff)
Why does the PC send out a broadcast ARP prior to sending the first ping request?
The PC needs to know the MAC Address of where to send the encapsulated packet. 
What is the MAC address of the source in the first frame? 
F4:8c:50:62:62:6d
What is the Vendor ID (OUI) of the Source’s NIC? 
Intel
What portion of the MAC address is the OUI?
First 6 Hex Numbers
 What is the Source’s NIC serial number?
62:62:6d


H3-eth0
· Ip address: 10.0.0.13
· Mac Address: 0e:74:bf:8b:90:72
What is the IP address of the default gateway for the host H3?
10.0.0.1
What is the MAC address of the PC’s NIC?
0e:74:bf:8b:90:72
What is the default gateway’s MAC address?
7a:9e:89:99:14:60
You can click the arrow at the beginning of the second line to obtain more information about the Ethernet II frame.
 What type of frame is displayed?
IPV4
The last two lines displayed in the middle section provide information about the data field of the frame. Notice that the data contains the source and destination IPv4 address information. 
What is the source IP address? 
10.0.0.13
What is the destination IP address?
10.0.0.1
In the first echo (ping) request frame, what are the source and destination MAC Addresses?
Source: 0e:74:bf:8b:90:72
Destination: 7a:9e:89:99:14:60
What are the source and destination IP addresses contained in the data field of the frame?
Source: 10.0.0.13
Destination: 172.16.0.40
Wireshark does not display the preamble field of a frame header. What does the preamble contain?
This field contains synchronizing bits, processed by the NIC hardware.
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