



Modernising Endpoint Deployment and Management with Microsoft Intune and Windows Autopilot
Jonathan Morgan
Employer: Wales & West Housing
Sponsor: 


Contents
1. Introduction	4
2. Background to the Proposed Research	5
Historical Development	5
Zero-Touch Provisioning and Unified Endpoint Management	5
Industrial Adoption and Real-World Impact	6
Market Context and Strategic Relevance	6
Summary	7
3. Aim & Objectives	8
Aim:	8
Objectives:	8
4. Methodology	9
4.1 Research Methodology	9
4.1.1 Philosophy	9
4.1.2 Approach	9
4.1.3 Strategies	9
4.1.4 Risks & Limitations	10
4.1.5 Ethical Issues	10
4.1.6 Validity, Reliability & Generalisability	10
4.1.7 Data Evaluation Methods	11
4.2 Development Methodology	11
4.2.1 Software Development Methodology	11
4.2.2 Other Methodologies	11
5. Resources and Planning	12
5.1 Hardware Resources	12
5.2 Software Resources	12
5.3 Information Resources	12
5.4 Human Resources	12
5.5 Project Plan	12
References	13

[bookmark: _Toc208524461]1. Introduction
Wales & West Housing (WWH) currently uses the Microsoft Deployment Toolkit (MDT) and Active Directory Domain Services (ADDS) on premises to provision and configure its endpoint devices (Windows desktops and laptops). While effective in the past, MDT has become increasingly ill-suited to modern hybrid working arrangements. It requires IT staff to manually prepare and physically handle devices, and regularly update the ‘master’ deployment images.
This traditional approach can create delays in onboarding new employees, places a high workload on IT staff, and struggles to meet the needs of a workforce that is often working remotely. In response, this project proposes to evaluate, pilot, and assess the implementation of Microsoft Intune with Windows Autopilot, in conjunction with Entra ID (formerly Azure Active Directory) for cloud-based identity services in place of ADDS — as a cloud driven zero-touch provisioning and endpoint management solution.
As an IT practitioner within WWH, I am well-positioned to undertake this work. My knowledge of the current processes and my direct access to their IT infrastructure provides both the insight and access needed to evaluate deployment efficiency and the end user experience.



[bookmark: _Toc208524462]2. Background to the Proposed Research
[bookmark: _Toc208524463]Historical Development
Endpoint deployment and management have long been essential tasks for IT departments. Most organisations adopted image-based provisioning, where a preconfigured 'master image' of the operating system, applications, and security settings was created and rolled out across their devices. Microsoft Deployment Toolkit (MDT) emerged in the mid-2000s as a widely used tool for this process, offering automation, driver integration, and scripting capabilities [1]. When combined with System Center Configuration Manager (SCCM), MDT provided a powerful framework for mass deployment in large enterprise environments too.
Now however, MDT reflects the thinking and limitations from an earlier era of IT. Each time the operating system or applications are updated, the master images must be rebuilt and retested. Microsoft themselves note [2] that with image-based deployment, IT staff must build and maintain custom images and update them constantly—something Windows Autopilot and Microsoft Intune helps avoid by using OEM-optimized versions out of the box and applying the required settings, policies and updates from the cloud instead. Additionally, MDT relies on physical device access—a model unsuitable for today’s distributed or hybrid workforces.
In short, while MDT’s centralised imaging was effective for more static, office-based IT environments, it is now less than ideally suited for the fast-moving, cloud-centric, remote-enabled workplace that many organisations—including Wales & West Housing—now find themselves supporting.
[bookmark: _Toc208524464]Zero-Touch Provisioning and Unified Endpoint Management
The concept of Zero-Touch Provisioning (ZTP) partially emerged in the networking field as a way to automate the configuration of routers, switches, and other devices without manual intervention—Dynamic Host Configuration Protocol (DHCP) is an obvious example. Demchenko et al. [3] have outlined a comprehensive open model for distributed cloud services utilising ZTP concepts and strongly emphasise the need for vendor neutral interoperability and automation across providers. Subsequent empirical research by Boškov et al. [4] demonstrated the potential operational benefits, showing provisioning time improvements (for IoT type devices) of between 154% and 434% compared to manual configuration methods.
Recent academic surveys confirm that ZTP is now central to next-generation digital infrastructure. Liyanage et al. [5] highlight both ZTP and Zero-Touch Service Management (ZSM) models as critical enablers of scalable, automated management in 5G and in future enterprise IT.
The principles of ZTP underpin the development of Unified Endpoint Management (UEM) systems. UEM consolidates the management of desktops, laptops, and mobile devices within a single, policy-driven platform. Microsoft Intune, a leading UEM solution, integrates with Windows Autopilot [2][6] and Entra ID to apply ZTP concepts directly to endpoint provisioning. Instead of imaging, administrators create cloud-based deployment profiles that define the intended configuration of devices, which are then automatically downloaded and applied when an enrolled device is unboxed, powered on and connected to the internet [7].
This approach represents a clear paradigm shift: IT staff now focus specifying the desired end-state for a device, its software and configuration, rather than detailing step-by-step installation scripts or deploying an entire operating system and application package. Antonakoglou et al. [8] describe this model as intent-driven orchestration: administrators describe the desired end-state, such as compliance with security baselines or the presence of required applications, and the orchestration system and endpoints ensure these outcomes are achieved.
This intent-driven model is mirrored in both Windows Autopilot’s deployment profiles and Intune’s configuration and compliance policies. Together, these tools enable administrators to describe what devices should look like, leaving the cloud management platforms and endpoints to handle how they get there.
[bookmark: _Toc208524465]Industrial Adoption and Real-World Impact
Industry reports and customer success stories provide strong evidence of the practical value of the combined use of Autopilot and Intune. Forrester Consulting’s Total Economic Impact study of Microsoft Intune concluded that organisations reduced device provisioning times by up to 80% and achieved a Return On Investment (ROI) in under a year [9]. Proxar reported similar benefits in sectors such as healthcare and finance, with IT staff workload reductions of around 70% following Autopilot adoption [10]. Microsoft reports that customers such as Carlsberg and ENGIE achieved correspondingly significant improvements, reducing their  deployment times and improving the end-user experience [11][12]. Similarly, Marvell Technology’s transition from MDT to Autopilot demonstrated a streamlined device lifecycle with reduced IT overhead [13]. Microsoft also provides technical guidance on deployment scenarios, including pre-provisioned deployment for network-constrained environments [6][14].
Academic views complement these industry findings too. Barrachina-Muñoz et al. [15] demonstrate how cloud-native orchestration techniques enable scalable, remote provisioning across distributed infrastructures, consistent with the results of Autopilot’s design and capabilities. Sabin [16] and Nurse et al. [17] further highlight the security and compliance challenges posed by remote and hybrid work models, making cloud-managed endpoints an increasingly important mechanism for ensuring organisational resilience.
[bookmark: _Toc208524466]Market Context and Strategic Relevance
The market for endpoint management reflects this growing demand with a plethora of vendors and products available, and Microsoft’s position in this market is reinforced by independent analysis. IDC’s MarketScape 2024 report recognised Microsoft as a leader in UEM solutions, particularly for its integration of AI-driven management features such as anomaly detection and Copilot capabilities [18], underscoring a UEM’s strategic role in managing hybrid workplaces. The continued advancements Microsoft design and develop demonstrate that the ecosystem around Intune and Autopilot continues to evolve beyond basic provisioning into intelligent, automated endpoint management. Grand View Research’s report [19] also projects strong growth in the UEM market through 2030, driven by the continued expansion of hybrid work, the resurgence of Bring Your Own Device (BYOD) and the need for unified compliance management.
For WWH, this strategic context is crucial. As a housing association with staff operating across the whole of Wales, the adoption of a modern endpoint management solution is not only a matter of efficiency but also about remaining relevant and resilient to threats in an ever-changing digital world.
[bookmark: _Toc208524467]Summary
The literature demonstrates a clear trajectory:
1. Legacy imaging (MDT): suited to centralised, office-based IT, but now resource-heavy and inflexible.
2. Zero-touch provisioning (ZTP): established in networking, now applied to endpoints with measurable efficiency gains.
3. Unified Endpoint Management (UEM): integrates ZTP principles into cloud-native platforms like Intune, enabling scalable, secure, policy-driven deployments.
4. Industry and market validation: academic studies and industry case reports consistently show reduced deployment time, improved compliance, and lower IT costs.
Taken together, this body of research provides for a strong case for WWH to evaluate and consider adopting Microsoft Intune with Windows Autopilot, replacing MDT as its primary endpoint provisioning strategy.



[bookmark: _Toc208524468]3. Aim & Objectives
[bookmark: _Toc208524469]Aim:
To design, implement, and evaluate Microsoft Intune and Windows Autopilot as a replacement for MDT-based deployment within Wales & West Housing.
[bookmark: _Toc208524470]Objectives:
1. Analyse the current MDT workflow and identify inefficiencies.
2. Configure Intune and Autopilot profiles to meet WWH requirements.
3. Pilot zero-touch provisioning on a small pool of test devices.
4. Evaluate the outcomes, better or worse, against deployment time, IT workload, and user satisfaction.
5. Recommend strategies for full-scale organisational adoption, if outcomes support it.
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[bookmark: _Toc208524472]4.1 Research Methodology
[bookmark: _Toc208524473]4.1.1 Philosophy
This project adopts a positivist research philosophy, emphasising measurable, observable data, which suits the project well because it is possible to record deployment times, IT staff hours, and end-user satisfaction scores. The advantage of this philosophy is objectivity: results will not depend on individual interpretation but on quantifiable evidence. For example, comparing average deployment times between MDT and Intune Autopilot gives a clear indication of efficiency gains.
A drawback of positivism is its limited ability to address qualitative aspects, like how IT staff perceive change or express resistance. To address this, short surveys will gather relevant qualitative input from both end-users and IT staff, offering some insight into their personal experiences while preserving the project's mainly positivist approach.
[bookmark: _Toc208524474]4.1.2 Approach
The research follows a deductive approach. The initial hypothesis is that Microsoft Intune and Windows Autopilot will improve provisioning efficiency compared to MDT. This hypothesis is derived from both the literature and industry case studies, which consistently report efficiency gains.
The advantage of deduction is that it enables the structured testing of a hypothesis using empirical data. A limitation is that it may overlook unexpected findings not directly related to the hypothesis. To mitigate this, the project will remain open to identifying additional themes, such as security or user experience, even if they are not central to the original hypothesis.
[bookmark: _Toc208524475]4.1.3 Strategies
The methodology combines several strategies:
Literature Review: An in-depth review of academic and industry research will provide the theoretical and practical context for the project.
Case Study: Wales & West Housing will act as the case study environment, enabling real-world application of Intune Autopilot deployment.
Survey: User feedback, end-user and IT staff, will be collected through structured questionnaires, administered a short time after pilot deployments.
This combination of document analysis, case study testing and observation, and survey responses should ensure a more rounded understanding of the deployment’s impact.
4.1.3.1 Literature Review
The literature review synthesises evidence on endpoint management, zero-touch provisioning, and UEM adoption. It draws from both academic publications, industry reports and real-world case studies.
4.1.3.2 Case Study
A ‘proof-of-concept’ pilot deployment at WWH will act as a case study, allowing evaluation in a natural organisational context, capturing operational constraints, staff practices, and infrastructure limitations that a more tightly controlled experiment might miss.
4.1.3.3 Survey
End-user satisfaction will be measured using a short online survey distributed to staff who receive devices via Autopilot. Closed-ended Likert-scale questions will quantify satisfaction, while optional open questions will capture qualitative feedback.
[bookmark: _Toc208524476]4.1.4 Risks & Limitations
Connectivity risk: Autopilot and Intune both require internet access—if a device cannot connect, deployment may fail. Mitigation: Use Windows Autopilot for Pre-provisioned Deployment (White Glove) for users with poor connectivity, ensure staged pilot deployments occur in reliable network environments, have other network connectivity options available e.g. 5G Hotspot. These measures may allow Autopilot provisioning to succeed even in the face of challenging connectivity.
End user readiness: Users likely to be completely new to self-setup. Mitigation: Provide clear communication, documentation and support.
Sample size limitation: A small pilot group may reduce generalisability. Mitigation: ensure the pilot covers a cross-section of roles/departments/device models.
Change resistance: IT staff accustomed to MDT may be sceptical. Mitigation: involve IT staff early in configuration and testing, keeping them engaged with the project.
Time constraints: The project has a fixed 6-month window for completion. Mitigation: Strictly plan a phased, structured approach with a clearly defined scope.
[bookmark: _Toc208524477]4.1.5 Ethical Issues
The project likely poses minimal ethical risks. No sensitive personal data will be collected. User surveys will be anonymous and voluntary, with participants informed of the purpose and how results will be used. 
[bookmark: _Toc208524478]4.1.6 Validity, Reliability & Generalisability
Validity: Measuring deployment time and IT workload directly relates to the aim of improving efficiency. Surveys will provide valid measures of user experience.
Reliability: Standardised test procedures (e.g. same software set for each device) ensure that another researcher could repeat the study with similar technological results, if not survey/experience data.
Generalisability: Findings will apply most directly to medium-sized organisations with Microsoft 365 infrastructure. While smaller or larger organisations may differ, the principles of Autopilot adoption remain relevant across sectors.
[bookmark: _Toc208524479]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
Quantitative data:
Deployment times recorded for MDT vs Autopilot.
IT staff hours logged for deployment tasks.
Qualitative data:
End-user surveys with Likert-scale and open-ended questions.
The minimum dataset will be deployment metrics for at least five Autopilot-deployed devices compared against equivalent MDT deployments. 
4.1.7.2 Data Evaluation
Quantitative data will be analysed using descriptive statistics (averages, percentage improvements).
Survey data will be analysed using frequency analysis for closed questions and thematic coding for open responses.
Results will be presented in tables and charts to illustrate any comparative improvements or regressions.
[bookmark: _Toc208524480]4.2 Development Methodology
[bookmark: _Toc208524481]4.2.1 Software Development Methodology
Although this is not a coding project, the configuration work will follow an Agile Feature-Driven Development (FDD) style. This involves breaking the deployment into features—such as creating Autopilot profiles, assigning applications, and testing compliance policies—and implementing them iteratively. This helps to ensure incremental progress and early identification and remediation of any issues.
[bookmark: _Toc208524482]4.2.2 Other Methodologies
Secondary methodologies include aspects of ‘Action Research’, since the researcher (myself) is embedded within WWH and actively influencing the IT environment while also studying it. This dual role helps align the project’s practical outcomes with organisational goals.
[bookmark: _Toc208524483]5. Resources and Planning
[bookmark: _Toc208524484]5.1 Hardware Resources
5–10 Windows 11 devices for testing.
[bookmark: _Toc208524485]5.2 Software Resources
Microsoft 365 E3/E5 licences (with Intune); Entra ID and Intune administration access.
[bookmark: _Toc208524486]5.3 Information Resources
No external data will be required, only reference documentation for the various software components and platforms being configured and implemented.
[bookmark: _Toc208524487]5.4 Human Resources
IT staff for pilot setup, monitoring, and survey facilitation.
[bookmark: _Toc208524488]5.5 Project Plan
	Month
	Activity
	Milestone

	1
	Analyse MDT process, collect baseline data
	Baseline report

	2
	Configure Intune tenant
	Intune setup complete

	3
	Create and test Autopilot profiles
	Test deployments

	4
	Pilot deployments
	Pilot phase complete

	5
	Analyse data and survey results
	Evaluation draft

	6
	Final recommendations
	Project report submitted
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