




Synthesize a Solution to a Potential Real Life Scenario

By Benjamin Kiddie

Student Number: 1800242

Bachelor of Science: Computing (Games Development)

School of Applied Computing

Submitted: 13 / 01 / 19


Abstract
The growing popularity of BYOD, with the advancements of modern technology face companies with many advantages, but not without risks. This report attempts to create a framework that analyses what the risks are in an attempt to set measures in place that mitigate them as much as possible. These include a BYOD (Bring Your Own Device) policy, a network topology that sets out how to properly set up a BYOD network, an analysis of current mobile device management software that stand out in the market, and a data flow diagram which details the inner workings of the BYOD architecture. A list of risks and benefits is also provided to help decide whether BYOD is worth implementing. 
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1. Introduction

BYOD is a relatively new concept being implemented in companies more frequently nowadays due to accessibility to mobile devices becoming easier by the year. BYOD is an acronym that stands for “Bring Your Own Device”, such as bringing mobile phones, tablets and laptops into the workplace and using those instead of company issued equipment. As a result, employees can use devices familiar to themselves while the company doesn’t need to pay for new equipment – however, issues also arise such as when devices are stolen or carry malware, therefore the company holds a responsibility to upkeep a system with enough integrity to prevent issues, or deal with them swiftly. The assignment being carried out aims to design a strong framework for BYOD implementation, which includes the following: 

· Policy describing how the company handles devices brought into the network 
· Example network topology handling devices being brought into the company
· Data flow diagram showing the process of connecting new devices
· Mobile device management software








2. BYOD Policy

When designing the BYOD policy, the 4 key areas to look at building around include which devices are supported within the network, what acceptable usage of devices is considered as, how devices should be secured and what happens in the event harm comes to devices. To gain an idea of what to look for in a BYOD policy, research into different templates [1, 2] helped gain perspective on what is necessary for a successful policy. The created BYOD policy is added as Appendix 1.

When considering the devices that are to be supported, it is important to realize that devices eventually stop being supported by the companies that made them, which opens up security risks such as malware being developed that won’t be patched out. An article by Jesse Emspak [3] suggests that iPhones are supported for 5 years, whereas Android is supported for 3 years. It was decided that devices that are 4 years and older would not be supported, as these devices pose a threat in the form of operating system backdoors being open to malware once the device is no longer supported. 

When an employee brings their own device into the network, the company managing the network cannot physically control the device e.g. the company cannot install monitoring software or other physical restrictions. As a result, guidelines detailing what acceptable device usage must be put in place of other restrictions. It is assumed that Hyper-Fort can assign permissions to devices when they connect to a network. The areas considered are listed below:

· When an employee works on their own device without restrictions, they may feel inclined to not do work at times, therefore acceptable usage must be detailed as work that directly relate to the company. 
· Entertainment media does not relate to Hyper-Fort’s business, therefore these are prohibited during work hours. 
· Working on personal business also does not relate to Hyper-Fort, and is prohibited. 

· When using the Internet, malicious websites should be avoided at all costs, however employees may not know which ones are hazardous. Therefore it is assumed Hyper-Fort has a means of controlling what sites can be visited, but employee devices may carry software that allows bypassing these restrictions. The acceptable use policy therefore states that bypassing restrictions is prohibited. 
· Downloading company data to personal devices should also be prohibited without authorization, in addition to using personal devices for transmitting company data. 
· Smart device usage should also be used, such as not visiting malicious websites, clicking on suspicious links or downloading material from an unverified source – this is to prevent malware from infecting a system. 
· Using personal devices to harm Hyper-Fort’s employees or assets should also be prohibited, as this indirectly affects business.

Data protection practices and general security measures should be employed by people who bring personal devices. They are the employee’s responsibility, therefore setting rules for what good security looks like is important. Whether it’s Hyper-Fort or the employee at risk, what was considered when thinking of security measures are below:

· Data owned by Hyper-Fort shouldn’t be carried on personal devices without authorization, as it could be taken elsewhere and used for activities that do not benefit the company.	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
· Locks, such as pins, passwords or patterns should be put in place to protect the data which the device carries.
· Devices shouldn’t be left unattended, as this opens them up to being stolen or used maliciously by others.
· Any means of accessing a device, such as a lock passkey or where you keep the device when unattended should be kept secret as another security measure.
· Security methods employed should meet a high degree of security, e.g. do not use weak passwords (usually less than 8 characters or can be easily guessed).
· To protect against potential malware infections on the network, downloading items to devices is restricted without authorization.
· If a device does not meet the guidelines set for “Supported Devices” they may have potential security risks and should therefore not be used in the network.
· Remotely wiping lost, stolen or damaged devices must always be available in the event the device becomes a threat e.g. the device contains sensitive company data and should not be out of the control of Hyper-Fort.
· In the event a device is lost, stolen, damaged or becomes infected, a report should immediately be filed to the IT dept. so that the device may be cut off from the network in an attempt to mitigate any potential or further damage to the network.
· Up to date OS and anti-malware software is necessary to prevent backdoors to a device from opening up to potential malware.
· Additional security software used should be reviewed by the IT dept. to ensure that it is safe and reputable for usage within the network.

When devices are brought into the workplace, accidents will happen where a device will become unusable, and whether or not the responsibility of the accident falls on Hyper-Fort or an employee will vary by situation. The policy sets out guidelines which will define whether or not Hyper-Fort reimburses employees after an accident. Hyper-Fort will not reimburse an employee if any one of the below conditions are met:

· The device does not belong to the employee requesting reimbursement. This is so that they can’t request reimbursement on a device that is owned by someone who may not work for Hyper-Fort.
· The device was intentionally lost, damaged or stolen. This helps prevent some exploitation of reimbursement.
· The device is not intended for use within the company. If an employee accidentally damages a device, but doesn’t use it in the work environment, then it can be considered it is for personal use only, therefore it is not Hyper-Fort’s responsibility.
· In the event a device becomes a potential threat to Hyper-Fort, it should be reported to Hyper-Fort’s IT dept. as quickly as possible. The longer it goes unreported, the more of a threat it becomes. Therefore 24 hours is the set time period in which an employee can claim a reimbursement following an accident, otherwise responsibility for potential harm to the network falls on the employee. 

So long as an employee follows the previously detailed policies, upkeeps the security of their device and does not meet any of the conditions for preventing reimbursement, Hyper-Fort will cover costs for device repair, or up to 50% of the cost for device replacement.


3. Network Implementation
3.1. Packet Tracer Topology

When designing the topology, it was assumed that Hyper-Fort already maintains a network that includes a PC lab and a server room. Therefore, to implement a BYOD framework, wireless access points will need to be integrated into the network.
[image: ]
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The features of this network are as follows:
· A PC lab, which contains PC’s and a switch to connect to the outer network
· A server room, which hosts servers and a switch that connects to the outer network
· A BYOD connection, containing a wireless router connected to a switch, leading to the outer network
· Routers in the outer network, which connect different networks around the company
It is assumed that the PC labs and server rooms across Hyper-Fort’s network are scalable, thus fewer devices are used for representing each area of the network within the above topology.
When designing the BYOD connection for the network, it is important to have a WAP (Wireless Access Point) available for employees to connect devices to. In the topology, a laptop represents the employee device, and the wireless router it is connected to provides access to the company network.


3.2. Mobile Device Manager

An MDM (mobile device manager), according to Webopedia [4], is defined as “a type of security software used by an IT department to monitor, manage and secure employees' mobile devices that are deployed across multiple mobile service providers and across multiple mobile operating systems being used in the organization”. The functions they provide can range from outlining how devices connect to the network, what company software they can use, as well as enabling remote management connectivity for troubleshooting. To identify the best MDM for the BYOD framework, some research into which are the best will need to be done. The research involved reading reviews within lists of the best MDM’s. Some results of this research are below:

- VMware AirWatch MDM appeared in a number of favourable reviews, such as Finances Online [5]. It is described as being easy to configure, it can push out regular software updates to connected devices, it is scalable, it provides high security for in the form of robust data protection policies, and also sports a simple user access interface. Access to resources is controlled, e.g. employees can use company assigned software that is rolled out, a VPN, the company intranet, etc.
- Manage Engine MDM is another software that is mentioned throughout reviews. According to Paul Ferril [6] Manage Engine sports simple device registration, in addition to QR code registration. The user interface provided is also described as “pleasingly simple” with quick links to frequently used functions of the software. The device management section is also simple in the sense it uses widgets to display recent activity. Each device platform can be individually configured with profiles for each and can be provided to users where necessary.
- Microsoft Intune is also recommended across the lists reviewed. According to Christina Mercer [7], Intune is a strong pick and is even better when used with Microsoft devices. Device registration requires downloading an app and registering, and multiple devices can be assigned per user. Sporting a customizable front page, a report section highlighting more important details of within up to 3 months activity, and a page where policies are developed and assigned (templates for policies are included) are the key features of Intune. 
The MDM that stood out the most in reviews was VMware AirWatch. This will be integrated into the framework, as it fulfils the need to control access to the network via a simple login portal, control data that can be accessed with the use of policies that change with the type of user connected, while delivering its resources through a simple interface for managing devices at a reasonable price ($15 per user for enterprise level, or about £11.67).

3.3. Network DFD

The process in which employees bring a device and connect to the network will be described below in the form of a Data Flow Model Diagram.
[image: ]
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DFD definitions are as follows:
- Employee / customer / manager details include name, e-mail + other personal details used in the registration process.
- Employee / customer / manager credentials are e-mail and password.
- Resources include access to the company intranet, e-mail, webpages, software and other online resources.
- Permissions are provided depending on the access level of a user. Customers are lowest level with only extranet access, IT technicians have highest level, with access to all resources.

4. BYOD Advantages & Disadvantages

BYOD, when implemented correctly, can serve a number of improvements to productivity within a company. After researching what kinds of perks and risks BYOD poses, a number of sources have been compiled and will be detailed below. Benefits include:

· Cut costs for the company, where equipment and software doesn’t need to be provided to employees, in addition to less maintenance costs.
· More money to spend on content – an article written by Margery Weinstein [4] suggests that companies that spend less on equipment (i.e. content delivery) can invest more in the actual content they want employees to work on, or money can be invested in training elsewhere.
· A study done by BT, which was analysed in an article [5] suggests employees who work from their own device are more flexible, leading to higher productivity in employees who use BYOD.
· According to an article by Simmons [6] BYOD devices are “invariably more advanced than anything the organisation could afford or issue”, meaning an employee can work more effectively on their own device compared to cheaper issued devices from the company.
· The company IT dept. will have less strain put on them in regards to maintaining their IT systems. When researching advantages of BYOD, a website [7] highlighted that if a device were owned by an employee rather than provided by the company, they are more likely to be conscious of security risks.




BYOD isn’t all perks – security issues are a big issue for any company looking to integrate employee devices into the network. Some of those include:

· Server side security measures – a website [8] describes employee devices being harder to control and monitor, therefore more measures will need to be considered and implemented on the company’s end to ensure no harm is done, intentionally or not.
· Legal liability – an article by Chris Rose [9] poses the question “If a BYOD device that has thousands of customer's personal and confidential credit information is lost or stolen, is it the company or is it the employee who is liable?” which is very hard to answer, as many factors can play into where this responsibility lies. A strong BYOD framework will attempt to account for as many scenarios as possible.
· Employees may attempt to bypass restrictions or policies set in place. According to a study analysed by Gordon Thomson [10], “three out of four employees surveyed believe their companies should allow them to access social media and personal sites with their work-issued devices. Additionally, 40% of college students said they would break a company's social media rules” – this hints at potential disruption within the workplace, depending on how strict the policies are.


5. Conclusion

The issues brought up through BYOD are countered by the measures set in place by the framework outlined. The BYOD policy, in tandem with the AirWatch will define what data a user can access in the network. In the event data is accessed without authorization, or it is leaked / at risk of leaking, the AirWatch set in place can remotely wipe devices. If a device is used inappropriately, AirWatch can pick up on this and take control, however the BYOD policy only protects employees who follow it, therefore actin against it will be a deterrent. AirWatch will cover multiple operating systems, including the popular choices – Windows, macOS, iOS, Android and Chrome OS, and the devices that support these OS’s are covered by the BYOD policy. Software within user devices cannot be directly controlled, however any that require network access can be monitored or restricted by AirWatch. 
Further work could be done to establish a more robust policy, e.g. more scenarios outlined to protect against risks. More research into MDM solutions could also be done to make a more well-informed decision on which to implement.
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Appendices

Appendix 1:

Hyper-Fort BYOD Policy

This policy aims to set guidelines for how employees are enabled to bring their own technology into the workplace. Guidelines for the following will be detailed:

· Supported devices
· Acceptable usage of devices
· Data protection & security
· Device reimbursement

Hyper-Fort enables employees to bring their own devices into the workplace. The guidelines set out must be followed to allow data and assets owned by Hyper-Fort to remain secure within the working environment. Hyper-Fort also reserves the right to revoke BYOD rights from employees if the following guidelines are not met.

Supported Devices

Hyper-Fort supports select devices, and versions of device software should be kept up to date to maintain device integrity. Devices 4 years or older are not supported within the network. iOS, Android, Windows phones & tablets and Windows, Mac & Chromebook laptops are supported.










Acceptable Use

When an employee connects a device to Hyper-Fort’s network, they are expected to follow the guidelines below:

· Hyper-Fort perceives acceptable use as activities that directly relate to the company’s business.
· Activities such as engaging with entertainment media is prohibited during work hours.
· Usage of devices for personal business is prohibited during work hours.
· Access of websites is controlled by Hyper-Fort, as such the types as sites employees may visit is up to Hyper-Fort’s discretion. Attempts at bypassing these restrictions is prohibited.
· Devices are not allowed to retain company data without authorization.
· Transmission of company data via personal devices is prohibited.
· Smart usage of devices should be employed, i.e. do not visit malicious websites that may install malware.
· Using personal devices to inflict harm on Hyper-Fort, it’s assets or employees is prohibited.













Data Protection & Security

In order to maintain the integrity of Hyper-Fort’s network, the following guidelines set out must be adhered to by anyone connecting a device to the company network:

· Data owned by Hyper-Fort should not be transmitted or carried off-site through a personal device without permission.
· Devices are expected to have security measures put in place, such as password locks.
· Devices should not be left unattended.
· Means of accessing personal devices should be kept safe and secure, e.g. do not leak your password.
· Security measures taken for personal devices should meet a high level of security e.g. passwords should be complex and of 8 characters long.
· Downloading items from the internet without permission is restricted within the company network.
· Devices not listed under the ‘Supported Devices’ should not connect to the company network.
· A means of wiping or disconnecting a device from the network must be available at all times in the event a device becomes a threat e.g. the device becomes lost, stolen, damaged or hosts malware that may propagate itself into the network and damage company assets.
· As such, devices become a potential threat must be reported to Hyper-Fort’s IT dept. immediately.
· Devices introduced into Hyper-Forts network must have up to date versions of both the running operating system and an anti-malware software.
· Any additional hardware and software that modify device security must be reviewed by Hyper-Fort’s IT dept. for integrity checks.









Device Reimbursement

Devices owned by a Hyper-Fort employee, in the event they become damaged, lost or stolen, will have the costs for repair or half the cost of replacement covered by Hyper-Fort if the following conditions are met:

· The supported devices, acceptable use and data protection & security policies are met.
· If the device is to be replaced, the employee will cover 50% of the cost for a new device.

Hyper-Fort will not reimburse the costs for repairing or replacing devices if any one of the following conditions are met:

· Any one of the conditions described in the previous list in this Device Reimbursement section are not met.
· The device was not owned by the employee.
· The device was intentionally damaged, lost or stolen.
· The device is not intended for use within the company.
· A report for the device becoming a potential threat was not filed to the IT dept. within 24 hours of the claim for cost coverage being made.



	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Excellent engagement with the literature.  A number of credible sources consistently utilise throughout the report. Few areas could do wit some. (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS][bookmark: _GoBack]Demonstrated excellent knowledge and understanding of the underlying concepts and principles (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]This was done exceptionally well.  All areas discussed and analysed with a final conclusion at the end of the report. (Grade mark: 90.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]36

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design and implementation works and security measures was implemented on the routers.  However your wireless router uses WEP which is not a recommended encryption method. (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Flow, written, formatted and organised exceptionally for this level.. Try not to use contraction grammar. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]86%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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