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On server 1, the IP for the PublicNet and PrivateNet1 was checked to makes sure that they were statically defined. The DNS was also checked to ensure that no DNS was setup. 
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On server 1, the firewall was also checked to ensure that the firewall was turned off for both the private and public network settings.
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On server 1, the name of the PC was changed to ‘DC1-NWT’. After this, the PC restarted.
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After the PC restarted, it was checked to see if the name of the PC had changed which it did.
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First, Server Manager was opened, and the user navigated to the Dashboard. They then clicked on Add roles and features.
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On the Before You Begin page, the Next button was clicked. Then at the Installation Type page, Role or feature-based installation was chosen.
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[image: ]On the Server Selection page, the server was selected. The Next button was then clicked.


In the select server roles window, the radio button next to Active Directory Domain Services was selected.
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An additional window popped up which displayed the features that would be installed. The ‘Add Features’ button was then clicked.
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[image: ]On the Active Directory Domain Services page, the Next button was clicked.



On the Confirmation installation page, the Install button was clicked. This installed the ADDS.
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In the notifications in the Server Manager, there was an option to promote this server to a domain controller. This option was clicked which started the process of promoting the server to a domain controller.
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In the Deployment Configuration page, add a new forest was selected. The root domain name was ‘nwtraders.msft’.
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[image: ]On the Domain Controller Options page, Windows Server 2016 was selected for the Forest and Domain functional level. When specifying the domain controller capabilities, DNS and GC were checked. The DSRM password was set to ‘N3tW0rk1’. The Next button was then selected.


In the Paths page, the locations for the Database, Log files, and SYSVOL were left at their default options. The Next button was then clicked.
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After the pre-requisites check was performed, the Install button was clicked. Once the installation had finished, the system automatically rebooted.
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At the login screen, the network domain now appeared. The user logged in with the account that was previously created.
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[image: ]On server 1, the Administrative Tools were opened. The Active Directory Users and Computers page was then opened.



The arrow next to nwtraders.msft was clicked and then the Domain Controllers window was opened. Inside of the window, the server is listed as the nwtraders.msft domain controller.
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[image: ]The Users container was then opened. The Type column was clicked which sorted the groups by their type.


The Domain Admins group was clicked which opened up their properties. The Members tab was opened. Ok was clicked to close this window.
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On the Users container, the admin right clicked, and then selected New and User. They then entered their first name and last name. The full name field was automatically populated. In the User logon name field, ‘NWT-KH’ was entered. The Next button was then clicked.
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In the password window, the password ‘K@lanPassword1’ was entered. In the options, the ‘User must change password at next logon’ option was unchecked. The ‘Password never expires’ option was checked. The Next button was then clicked.
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At the summary page, the Finish button was clicked. The user had now been created.
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In the Domain Admins Properties page, the Members tab was opened. The Add button was then clicked. The name of the account was entered and then the Check Names button was clicked. Once the account was found, the Ok button was clicked. The account had now been added as a Domain Admin account in nwtraders.msft.
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A new user was created. Their first name and last name was entered. The full name field was automatically populated. In the User logon name field, ‘NWT-JS’ was entered. The Next button was then clicked.
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[image: ]In the password window, the password ‘J@ckPassword1’ was entered. In the options, the ‘User must change password at next logon’ option was unchecked. The ‘Password never expires’ option was checked. The Next button was then clicked.

The new account that was created was now in the Members tab of the Domain Users global group.
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The properties for the new account was opened. The Account tab was then opened. In here, the Logon Hours button was clicked.
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In the Logon Hours page, the user was permitted to login between Monday 8am and Thursday 5pm. The user was denied logon rights between 1pm and 2pm from Monday to Friday.
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On the Account tab, under Account options, the ‘User cannot change password’ option was checked. The Ok button was then clicked.
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On server 1, the Active Directory Users and Computes was opened. The Computers container was then opened. There was no computer account for either clients. A new computer was then created in this container.
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The computer that was created had the name ‘WS1-NWT’.
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On the client 1, an IP address configuration was made. The admin right clicked on ‘PrivateNet1’ and opened the properties. The ‘Internet Protocol Version 4 (TCP/IPv4) was opened.
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The ‘Use the following DNS server address’ option was enabled. In the preferred DNS server, the value 192.168.100.1 was entered. The Ok button was then clicked.
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In the search bar, ‘This PC’ was entered. The admin right clicked on it and displayed the properties. The Computer Name tab was clicked. The Change button was then clicked. Under the ‘Member of’ section, the Domain button was clicked. ‘nwtraders.msft’ was entered and the Ok button was clicked. The domain admin level account details were entered to adjoin the domain.
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A dialog box then appeared which welcomed the admin to the nwtraders.msft domain.
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The client then restarted. After restarting, the user has the option to login locally or they can logon to the nwtraders.msft domain.
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When attempting to login with the non-administrative user account that was created,  an error message appears. This is because only admins are able to logon to systems with the Domain Controller role.
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a) DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services. 
The Domain Name System (DNS) transfers the hostname into an IP address. This means that the user does not have to enter the IP addresses of websites they want to go to. They can just enter the hostname and the DNS will automatically transfer it to the IP address and it will take the user to the website. DNS works by sending each website address into a DNS server. The sever then pairs the website address with the correct IP address. The root server stores all of the IP addresses for the top-level domain. When a user enters a website address, the root server processes the information and then sends it to the next step in the lookup process. After this step, the domain name is sent to the Domain Name Resolver (DNR). The DNR finds the correct IP address for the website address that has been entered. It then sends back the information to your device and it opens the website that you requested [1]. DNS is significant in Active Directory Domain Services as it allows for the domain controllers to communicate with each other. It also allows the users to locate domain controllers [2]. This is why DNS is important.


b) AD is one critical ‘Role or Feature based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles? 
One critical role is Group Policy (GPO) [3]. This is a critical role as it allows the administrators of the network to handle the computer accounts in the active directory. It also allows then to control the users working environment. Group Policies allow administrators to improve the security on the computers on the network. This can help to prevent any unauthorised access to the computers which also prevents any sensitive data from being mishandled. Group Polices allow administrators to control everything on the network in one place. This means that the administrators would not have to go to each user’s computer every time they wanted to configure their computer. The administrators would be able to configure all of the users computers from one place which can help to save them a lot of time which could be better spent doing something else. One benefit of Group Policies is that they allow administrators to regularly rotate passwords on the user’s computer. This makes it harder for unauthorised people to gain access to their computer. This helps to improve the security on the network. Another benefit of Group Policies is that the administrators are able to perform software updates on all of the computers. This helps to make sure that the computers are up to the latest version which can help to prevent bugs and any security threats [3].
The second critical role is Hyper-V [4]. This is a critical role as it allows administrators to create virtual machines. These virtual machines can be used for a variety of reasons. For example, they could be used to test a new operating system before implementing it onto all of the users computers. By testing the operating system in a virtual machine, the administrators will be able to see if there are any problems which could occur if they were to implement the new operating system. The virtual machines could also be used to see how well programmes and software would run without having to actually install the software on the users computers. One benefit of Hyper-V is that the virtual machines could be used to look for solutions to problems. This means that the administrators could test different solutions to see which ones would fix a problem. Once they find a solution that works, they could implement it onto the users computers. This is good as it means that they do not have to risk making the problem worse by implementing a solution which does not work as it could cause more problems.

c) Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc). 
There are many reasons why it is important to have different levels of access within the Network User Account groups. One reason why it is important is because it allows certain groups of people to access certain features. For example, the Domain Admins group have complete control over everything on the network. No other groups have complete control over the network which can help to prevent unauthorised changes being made to the network. Another example of why levels of access is important is DHCP Admins. This is because only the people on the DHCP Admins group can manage the DHCP servers. This prevents unauthorised people from making changes to the DHCP server. One benefit of having different levels of access is security. This is because it makes certain features of the network accessible by people who are authorised to access them. This can help to prevent people from accessing sensitive information. Another benefit of having different levels of access is programmes and software. This is because people who are in certain groups could have access to programmes and software that other groups do not have. This can prevent users from using software that they are not authorised to use.


d) Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network? 
From a system administrators perspective, Microsoft’s recommendations on AGDLP and AGUDLP are a good idea. This is because it can help to make creating users, groups, and permissions easier because you will be following a guide. This can reduce the risk of making errors when making changes to a network. One benefit of Microsoft’s recommendations is that it can help to make it faster when adding users. This is because they help you to keep track of what step of the process you are on. For example, if the administrator has created a user, they will know that the next step is to add them to a group. This will help save the administrators time as they will not have to try to remember what step they are on. Another benefit of Microsoft’s recommendations is that it helps to improve security. This is because it can help to prevent the administrator from forgetting to assign permissions to a user. If they forget to assign permissions to a user, the user may be able to access things that they should not be able to. This is why Microsoft’s recommendations are a good idea.
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