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Placeholder text for turnitin:
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Etiam viverra dolor vel mi iaculis, luctus sollicitudin risus sagittis. Morbi dapibus commodo ligula at tempor. Curabitur sit amet risus diam. Fusce nec vulputate nunc, ut elementum nibh. Curabitur sit amet suscipit elit. Donec diam sem, aliquet id efficitur sed, malesuada eu sapien. Duis fermentum nulla metus.

Phasellus sagittis felis et venenatis suscipit. Vestibulum accumsan ex nec ipsum volutpat tristique. Nunc eleifend aliquet vulputate. Nam risus lacus, commodo vel nibh et, ultricies iaculis purus. Donec vel ultrices elit, quis posuere justo. Sed euismod ultrices ante sed pharetra. Curabitur sit amet suscipit odio. Mauris quis cursus sem, ut sagittis felis. Aenean at lectus congue, varius nibh sed, fringilla lacus. Interdum et malesuada fames ac ante ipsum primis in faucibus. Vestibulum accumsan, urna bibendum tempor commodo, urna tellus aliquet erat, vitae volutpat nulla justo vitae sem. Donec quis rhoncus est. Phasellus egestas magna sed enim consectetur malesuada. Vestibulum et velit faucibus, elementum urna at, pharetra mi. Nulla nec fermentum nisl.
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To store all my research, | had decided to use the bookmarking feature on my browser of choice. This is because |
tend to use a browser a lot, so having the research being at most 2 clicks away was extremely helpful in getting me:
motivated to do more research as it was very easy and fast to continue where | had left off.

References:

[1] R. Tourangeau, F. G. Conrad, M. Couper, and F. G. (Frederick G. Conrad, The science of web surveys. New York:
Oxford University Press, 2013. Available: htips:/dol.org/10.1093/acprof:0s0/9780199747047.001.0001

[2] L. M. O'Dwyer and J. A. Bemauer, Quantitative research for the qualitative researcher. Thousand Oaks,
California: SAGE, 2016. Available: https://dx.doi.org/10.4135/9781506335674

[3] University of Bath. Working with data: Organising data (2022). Available: https://library.bath.ac.uk/research-

data/working-with-data

Cameron Brown

2004688 @student uwtsd ac uk




image6.png
Changemakers

Home Task1(A1) Task2(AT) Task3(A1) Task1(A2)

2) Task3(A2) Screenshots

Intrusion Detectio d Preve
By Cameron Brown (2004688)

Which IDPS fits best? Flow chart of the project

For this project, signature-based detection
would be the best pick. This is because it
uses a database of existing attacks to track
and detect if any harmful activity happens
on the network.

The “Trend Micro Cloud One” is the

IDPS of choice for this project. This

IDPS is used in many big compani

which makes it very promising. It also
prides itself “..with clarity and simplicity
with the broadest and deepest cloud
security services..” [4] which would help
make the project a lot easier.

ystems

What is an IDPS system?

This project is based on testing an IDPS
system on an isolated network. What is an
IDPS system? It's a system that works to
“detect when an attacker has successfully
compromised a system by exploiting a
vulnerability in the system.” [1]

What is the project?

The point of this project is to see what files
are being accessed, when the files are
being accessed, who is accessing them and
the number of attempts used to log onto
the system.

How will it be don

To do this, we're going to need to talk
about the 3 kinds of IDPS that exist.
Signature-based detectior

"Signature-based detection is the process of

comparing signatures against observed oos mm— Requirements
v I —

sientstoldentifypossibieincentAI2 8 i — 1) A virtual machine to help
Anomaly-based detection: - —
“Anomaly detection is an important data - SR U E N e
analysis task that detects anomalous or - device to host it on.
abnormal data from a given dataset." [3] L 2) AnlDPS systemifrom Trend
State 0 2 - 5
Stateful Protocol Analysis: Micro Cloud One
‘Stateful protocol analysis is the process of -
comparing predetermined profiles of 3) Away to expose the
generally accepted References: network to intruders
definitions of benign protocol [1] Scarfone K, Mell P. Intrusion Detection and Prevention Systems (2010) HOEE

ot Available: https: /tsapps.nist.gov/publication/get_pdf.cfm?pub_id=901146 4) A way to document the
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Task 3 (Assignment 2)

My project is about using an IDPS to monitor intruders on an isolated network that | will set up. Due to the nature of
this project, | willinevitably develop some important skills that will help me in the future. The quote “You should
regard success as a joumey rather than a destination” [1] was vital in helping me understand that the process of this.
project will be full of challenges and failure. These will allow me to build up the necessary foundations to eventually
succeed in the project while also developing skills such as planning, time management, risk management and
allowing me to work with software that's relevant to the cybersecurity and networking field.

I believe that the general public isn't as “tech savvy” as they should be. What's considered tech savvy can vary from
person to person, but | believe someone who's tech savvy would know how to protect themselves online. According
o statista, 7% of people aged 45 to 54 own a smartphone while 45% of those that are 55+ own a smartphone [2].
Our population is already incredibly reliant on technology to get by in our day to day activities and as time goes on,
‘we will only become more reliant. Due to this, | believe that the population not only needs to use technology more,
butto also learn about how to protect themselves online. | believe that my project will help in this aspect as people
will be able to see just how easy itis for people to intrude into an unprotected network and all of the harm that they
can do while inside.

One of the main challenges of this project would be attracting intruders into the system. If | cannot get any intruders,
then the whole project would be ruined. To counter this, visiting tons of compromised and exposed websites with an
unprotected network should do the trick. Another issue would be time restraints. This project is quite lengthy by
default as Il need to monitor the unprotected network for a while to let enough intruders gain access. | can allocate
enough time for this project by starting it very early, which would leave me with enough time to complete the whole:
project and possibly enabling me to allocate more time if needed. Giving myself more time won't solve the issue
entirely though, since I'll need to be able to manage the time well in order to get the most out of it. Time management
can be described as * a habit developed only through determination and practice” [3] Due to this, time management
will need to be a habit that | develop overtime to help me complete the project without any time restraint issues.
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Task 1 (Assignment 2)

While researching my project plan, | had decided to produce a survey of my own to gather information. | had chosen
aweb survey as “One of the major attractions of Web surveys for many researchers is their relatively low cost."[1]
They are also easy to spread and easy to manage which will help me gather more responses. Face-to-face
interviews could have also been considered but it would have taken a lot longer to gather a respectable amount of
data. *...quantitative research often requires a relatively large representative sample..."[2] This quote helped me
realize just how convenient and useful quantitative data is for gathering info en masse. The title of this survey was
“How secure do you think your device/network is?” The goal of this survey was to find out how secure people think
they are.

How secure do you think your device/network is?

i aarars R L N L . e
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they were unsure while 22% of people thought that their device was unsecure. Having a large percentage of people
with their device/network unsecure is worrying as they e exposed to harm while they're online. Due to this, | think
the project s very important as the results can show people exactly what happens when intruders get access to their
systems and can show what steps they can take to battie them.

While collecting the research necessary to gain an understanding of and to complete my project, organizing the data
that was collected had been vital. According to the University of Bath, in order to have good data organization, you
need to do the following;

“use folders to sort out your files into a series of meaningful and useful groups

use naming conventions to give your files and folders meaningful names according to a consistent pattern” [3] Taking
all that into account, the following screenshots underneath showcase how | had organized my data for the project.
The first folder titled “what is an IDPS” contains research about what exactly an IDPS is. The second folder titled
“how to implement” contains different websites and articles about how to implement an IDPS as well as some
websites that show ratings/reviews for different IDPS.
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