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[bookmark: _Toc1108298227]Introduction
MedAssist Clinic is a private healthcare provider that offers different services such as outpatient medical services, including general consultations, diagnostic services, specialist referrals and patient treatment. As the expansion of the clinic and growing volume of healthcare, it is inefficient to rely on manual or outdated record keeping methods that will lead to inefficiencies in managing appointments, patient records and staff information. To address these problems, the clinic will need a relational database system that can store and handle data securely while ensuring accuracy, consistency and accessibility for users. A system like this will allow administrative staff and healthcare professionals to effectively manage patient information, appointments, treatment records and patient feedback. The purpose of this report is to design and implement a relational database system for MedAssist Clinic. It will go in depth about the database design, implementation and the techniques used to ensure data integrity, security and efficiency.
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Figure 1: MedAssist clinic Entity Table

Figure 1 provides an overview of six entities that are required to support the MedAssist clinic database system. The entities identified from the case study are Department, Doctor, Patient, Appointment, Treatment and Feedback. Each entity represents a specific aspect of Medassist clinic operations. For example, the patient entity stores patient information, while the doctor entity records details of medical staff. The department entity organises doctors into their respective departments and the appointment entity links patient and doctors to record consultations. Furthermore, the Treatment and Feedback entities store information relating to the outcome of each appointment, including diagnoses, prescriptions and patient feedback. 
To create relationships between the entities, primary and foreign keys were implemented. For example, the Appointment entity uses foreign keys to reference both the patient and doctor entities, ensuring that each appointment is linked to a valid patient and doctor.  

The doctor entity also has a foreign key that references the department entity. This relationship allows doctors to belong to a single department while allowing multiple doctors to be associated with the same department and it will also allow the clinic to organise its medical staff more effectively. In addition to this the treatment entity is another one that has a foreign key that references the appointment entity. This allows treatment information to be linked directly to the appointment in which the consultation took place in. As a result of this every treatment record is associated with a specific consultation, helping to maintain accurate and consistent medical records. The feedback entity is linked to both the Patient and Appointment entities through foreign keys. This allows each feedback record to be traced back to a specific consultation, ensuring the information is valid and can be used to assess the quality of care provided. 

The database was designed by using the principles of Third Normal form to minimise data redundancy and improve data integrity [3]. Demba states that database normalisation organises data to minimise redundancy while improving consistency and reducing update, insertion and deletion anomalies. Applying these principles allowed the database to store related information in separate but connected tables through primary and foreign keys. As a result of this data can be managed efficiently while maintaining integrity between entities. 

Overall, the entity relationship diagram shows an overview of the MedAssist clinic database and the relationship between its six entities. The implementation of primary keys, foreign keys and third normal form help maintain data integrity, minimise duplicate data and ensure that information is stored consistently across the database.
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Data Definition Language was used to create the database tables and define their structure. Each table was created with suitable data types and constraints to make sure that information is stored correctly. Primary keys were used to uniquely identify records, while foreign keys were used to create relationships between tables and maintain data integrity.


	CREATE TABLE Department (
    DepartmentID VARCHAR(8) NOT NULL,
    DepartmentName VARCHAR(50) NOT NULL,
    Location VARCHAR(100) NOT NULL,
    PRIMARY KEY (DepartmentID)
);
CREATE TABLE Doctor (
    DoctorID VARCHAR(8) NOT NULL,
    DepartmentID VARCHAR(8) NOT NULL,
    FirstName VARCHAR(50) NOT NULL,
    LastName VARCHAR(50) NOT NULL,
    PhoneNumber VARCHAR(15),
    Email VARCHAR(100),
    Specialisation VARCHAR(50),
    PRIMARY KEY (DoctorID),
    FOREIGN KEY (DepartmentID) REFERENCES Department(DepartmentID)
);
CREATE TABLE Patient (
    PatientID VARCHAR(8) NOT NULL,
    FirstName VARCHAR(50) NOT NULL,
    LastName VARCHAR(50) NOT NULL,
    DateOfBirth DATE NOT NULL,
    Gender VARCHAR(10) NOT NULL,
    PhoneNumber VARCHAR(15),
    Email VARCHAR(100),
    Address VARCHAR(150),
    PRIMARY KEY (PatientID)
);
CREATE TABLE Appointment (
    AppointmentID VARCHAR(8) NOT NULL,
    PatientID VARCHAR(8) NOT NULL,
    DoctorID VARCHAR(8) NOT NULL,
    AppointmentDate DATE NOT NULL,
    AppointmentTime TIME NOT NULL,
    ReasonForVisit VARCHAR(255) NOT NULL,
    PRIMARY KEY (AppointmentID),
    FOREIGN KEY (PatientID) REFERENCES Patient(PatientID),
    FOREIGN KEY (DoctorID) REFERENCES Doctor(DoctorID)
);
CREATE TABLE Treatment (
    TreatmentID VARCHAR(8) NOT NULL,
    AppointmentID VARCHAR(8) NOT NULL UNIQUE,
    Diagnosis VARCHAR(255) NOT NULL,
    Prescription VARCHAR(255),
    TreatmentNotes TEXT,
    PRIMARY KEY (TreatmentID),
    FOREIGN KEY (AppointmentID) REFERENCES Appointment(AppointmentID)
);
CREATE TABLE Feedback (
    FeedbackID VARCHAR(8) NOT NULL,
    PatientID VARCHAR(8) NOT NULL,
    AppointmentID VARCHAR(8) NOT NULL UNIQUE,
    Comments TEXT,
    FeedbackDate DATE NOT NULL,
    PRIMARY KEY (FeedbackID),
    FOREIGN KEY (PatientID) REFERENCES Patient(PatientID),
    FOREIGN KEY (AppointmentID) REFERENCES Appointment(AppointmentID)
);
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	INSERT INTO Department
(DepartmentID, DepartmentName, Location)
VALUES
('DEP001', 'General Medicine', 'First Floor'),
('DEP002', 'Dermatology', 'Second Floor'),
('DEP003', 'Physiotherapy', 'Ground Floor');

INSERT INTO Doctor
(DoctorID, DepartmentID, FirstName, LastName, PhoneNumber, Email, Specialisation)
VALUES
('DOC001', 'DEP001', 'Kisuke', 'Urahara', '07700123456', 'kisuke.urahara@medassist.com', 'General Medicine'),
('DOC002', 'DEP002', 'Retsu', 'Unohana', '07700123457', 'retsu.unohana@medassist.com', 'Dermatology'),
('DOC003', 'DEP003', 'Makima', 'Control', '07700123458', 'makima@medassist.com', 'Physiotherapy');

INSERT INTO Patient
(PatientID, FirstName, LastName, DateOfBirth, Gender, PhoneNumber, Email, Address)
VALUES
('PAT001', 'Kerry', 'Nwagu', '2005-08-15', 'Male', '07451236789', 'kerry.nwagu@medmail.com', '15 Chester Road, Castle Vale, Birmingham'),
('PAT002', 'Kelvin', 'Nwagu', '2004-11-22', 'Male', '07452347890', 'kelvin.nwagu@medmail.com', '42 Yatesbury Avenue, Castle Vale, Birmingham'),
('PAT003', 'Kai', 'Nwagu', '2003-05-10', 'Male', '07453458901', 'kai.nwagu@medmail.com', '8 Farnborough Road, Castle Vale, Birmingham'),
('PAT004', 'Minji', 'Kim', '2004-05-07', 'Female', '07111111111', 'minji.kim@email.com', '40 Apple Road, Birmingham, B62 9MN'),
('PAT005', 'Hanni', 'Pham', '2004-10-06', 'Female', '07222222222', 'hanni.pham@email.com', '12 Churchill Road, Birmingham, W78 9PS'),
('PAT006', 'Danielle', 'Marsh', '2005-04-11', 'Female', '07333333333', 'danielle.marsh@email.com', '123 London Road, Birmingham, EG5 6PS'),
('PAT007', 'Haerin', 'Kang', '2006-05-15', 'Female', '07444444444', 'haerin.kang@email.com', '87 Chogath Road, Birmingham, R45 9MS'),
('PAT008', 'Hyein', 'Lee', '2008-04-21', 'Female', '07555555555', 'hyein.lee@email.com', '83 Martin Road, Birmingham, M45 8ST');

INSERT INTO Appointment
(AppointmentID, PatientID, DoctorID, AppointmentDate, AppointmentTime, ReasonForVisit)
VALUES
('APP001', 'PAT001', 'DOC001', '2026-08-05', '09:00:00', 'Persistent headaches and fatigue'),
('APP002', 'PAT002', 'DOC002', '2026-08-06', '11:30:00', 'Dry, itchy scalp with flaking'),
('APP003', 'PAT003', 'DOC003', '2026-08-07', '14:00:00', 'Lower back pain after exercise'),
('APP004', 'PAT004', 'DOC001', '2026-08-08', '10:00:00', 'Routine health check'),
('APP005', 'PAT005', 'DOC002', '2026-08-09', '11:30:00', 'Skin irritation'),
('APP006', 'PAT006', 'DOC003', '2026-08-10', '09:00:00', 'Muscle pain after exercise'),
('APP007', 'PAT007', 'DOC001', '2026-08-11', '14:00:00', 'Persistent headaches'),
('APP008', 'PAT008', 'DOC002', '2026-08-12', '15:30:00', 'Follow-up consultation');

INSERT INTO Treatment
(TreatmentID, AppointmentID, Diagnosis, Prescription, TreatmentNotes)
VALUES
('TRT001', 'APP001', 'Tension headache', 'Paracetamol', 'Patient advised to stay hydrated and reduce stress.'),
('TRT002', 'APP002', 'Seborrhoeic dermatitis', 'Nizoral 2% Shampoo', 'Use twice weekly for four weeks and review if symptoms persist.'),
('TRT003', 'APP003', 'Lumbar muscle strain', 'Ibuprofen', 'Rest for one week and begin light physiotherapy exercises.'),
('TRT004', 'APP004', 'General health check', 'None', 'Patient is healthy and advised to maintain a balanced diet.'),
('TRT005', 'APP005', 'Mild eczema', 'Hydrocortisone cream', 'Apply twice daily for seven days.'),
('TRT006', 'APP006', 'Muscle strain', 'Ibuprofen', 'Rest and avoid strenuous activity for one week.'),
('TRT007', 'APP007', 'Migraine', 'Paracetamol', 'Increase water intake and monitor symptoms.'),
('TRT008', 'APP008', 'Follow-up completed', 'Continue medication', 'Patient showing good recovery.');

INSERT INTO Feedback
(FeedbackID, PatientID, AppointmentID, Comments, FeedbackDate)
VALUES
('FDB001', 'PAT001', 'APP001', 'The doctor was professional and explained the cause of my headaches clearly.', '2026-08-05'),
('FDB002', 'PAT002', 'APP002', 'The dermatologist recommended an effective treatment for my scalp condition.', '2026-08-06'),
('FDB003', 'PAT003', 'APP003', 'The physiotherapist provided useful advice for my back pain recovery.', '2026-08-07'),
('FDB004', 'PAT004', 'APP004', 'The doctor was friendly and explained everything clearly.', '2026-08-08'),
('FDB005', 'PAT005', 'APP005', 'The dermatologist was very helpful and the treatment was effective.', '2026-08-09'),
('FDB006', 'PAT006', 'APP006', 'The physiotherapist gave useful advice and answered all my questions.', '2026-08-10'),
('FDB007', 'PAT007', 'APP007', 'The appointment was well organised and the doctor listened carefully to my concerns.', '2026-08-11'),
('FDB008', 'PAT008', 'APP008', 'Excellent service and short waiting time. I am very satisfied with the care received.', '2026-08-12');
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Figure 1 shows the MedAssist Clinic database in phpMyAdmin. The database has 6 tables which are Department, Doctor, Patient, Appointment, Treatment and Feedback. These tables were made to store clinic information and form the foundation of the relational database. Each table was created with appropriate attributes and relationships to support the management of patients, doctors, appointments, treatment and feedback.
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Figure 2 shows the structure of the appointment table and it includes the constraints implemented within the database. The appointment id attribute was assigned as the primary key to ensure that each appointment is uniquely identified. The patient id and doctor id attribute were also used to establish relationships between the patient and doctor tables, supporting integrity within the database. These constraints help maintain consistent data by preventing duplicate primary keys and ensuring that related records can be linked correctly.
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Figure 3 shows the sample data that is inserted into the patient table. Test records were added to show that the database stored information correctly and that the table structure functioned as intended. Sample data was also inserted into the other tables, including Department, Doctor, Appointment, Treatment and Feedback, to test the relationship between entities.


Stored Procedure 
	DELIMITER //

CREATE PROCEDURE AddPatient(
    IN p_PatientID VARCHAR(8),
    IN p_FirstName VARCHAR(50),
    IN p_LastName VARCHAR(50),
    IN p_DateOfBirth DATE,
    IN p_Gender VARCHAR(10),
    IN p_PhoneNumber VARCHAR(15),
    IN p_Email VARCHAR(100),
    IN p_Address VARCHAR(255)
)
BEGIN
    INSERT INTO Patient
    (PatientID, FirstName, LastName, DateOfBirth, Gender, PhoneNumber, Email, Address)
    VALUES
    (p_PatientID, p_FirstName, p_LastName, p_DateOfBirth, p_Gender, p_PhoneNumber, p_Email, p_Address);
END //

DELIMITER ;

DELIMITER //

CREATE PROCEDURE UpdateAppointmentReason(
    IN p_AppointmentID VARCHAR(8),
    IN p_ReasonForVisit VARCHAR(255)
)
BEGIN
    UPDATE Appointment
    SET ReasonForVisit = p_ReasonForVisit
    WHERE AppointmentID = p_AppointmentID;
END //

DELIMITER ;

DELIMITER //

CREATE PROCEDURE AddPatientTransaction(
    IN p_PatientID VARCHAR(8),
    IN p_FirstName VARCHAR(50),
    IN p_LastName VARCHAR(50),
    IN p_DateOfBirth DATE,
    IN p_Gender VARCHAR(10),
    IN p_PhoneNumber VARCHAR(15),
    IN p_Email VARCHAR(100),
    IN p_Address VARCHAR(255)
)
BEGIN

    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN
        ROLLBACK;
    END;

    START TRANSACTION;

    INSERT INTO Patient
    (PatientID, FirstName, LastName, DateOfBirth, Gender, PhoneNumber, Email, Address)
    VALUES
    (p_PatientID, p_FirstName, p_LastName, p_DateOfBirth, p_Gender, p_PhoneNumber, p_Email, p_Address);

    COMMIT;

END //

DELIMITER ;
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As part of the database implementation, stored procedures were created to simplify common database operations which includes Insert and Update. A stored procedure is a group of SQL statements stored within the database that can be used repeatedly with input parameters, making database operations more efficient and reusable [2]. Stored procedures can also help improve query performance while reducing repetitive SQL code making database applications easier to maintain [2].

The add patient procedure was created to insert new patient records into the patient table by accepting patient information as input parameters. In addition, the update appointment reason stored procedure was used to modify appointment records. The add patient transaction stored procedure was created to demonstrate transaction handling. It starts a transaction before inserting a new patient record and commits the transaction once all SQL statements have been executed successfully. If a SQL error Is encountered, the transaction is rolled back to maintain the integrity of the database. This follows the standard transaction management principles by ensuring that all operations are completed successfully as a single unit of work or are rolled back if an error occurs, maintaining database consistency and reliability [6].

One example of transaction handling can be seen during patient registration. When a new patient record is made, the transaction commits only if the operation is successful. However, when an error occurs  during the insertion process, the transaction is now rolled back, ensuring that no incomplete data is added to the database.






Triggers

	DELIMITER //

CREATE TRIGGER UpdateFeedbackDate
BEFORE UPDATE ON Feedback
FOR EACH ROW
BEGIN
    SET NEW.FeedbackDate = CURDATE();
END //

DELIMITER ;
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This figure shows the update feedback date trigger implemented within the feedback table. The trigger is designed to execute before an update operation, meaning it is automatically activated whenever a feedback record is modified. During execution, the trigger will update the feedback date field to the current system date using the curdate function. This allows the date to refresh automatically whenever feedback information is updated, and it helps maintain accurate and consistent records within the database. In this implementation, the trigger ensures that the stored feedback date always reflects the most recent modification, improving reliability of the recorded information [7].
Performance Tuning
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Performance tuning was considered during the creation of the Medassist Clinic database. As the database only has a small amount of sample data, there were no noticeable performance issues detected during testing. Although the database contains a small amount of sample data, secondary indexes were implemented on the Patient ID and Doctor ID columns in the Appointment table to improve query performance. The current database uses primary keys and foreign keys to bridge relationships between tables and ensure efficient access to records. Since the database only has a minimal number of patients, doctors, appointments and treatments, the database management system can process queries without requiring further optimisation. Nevertheless, indexes should be implemented carefully, as unnecessary indexing can cause storage requirements and lessen performance of data modification operations [1]. The indexes created on the Patient ID and Doctor ID columns help improve query performance when retrieving appointment records and joining related tables. While the current dataset is small, these indexes would provide greater benefits as the database grows. [1]

[bookmark: _Toc60396854]Conclusions and Reflection
The aim of this project was to develop a relational database for MedAssist Clinic that supports the effective management of clinical information. The database was developed in phpMyAdmin and designed according to the principles of Third Normal Form, helping to minimise data redundancy, improve data integrity and ensure that information is stored consistently. Primary keys and foreign keys were implemented to create an established relationships between the six entities, allowing related information to be stored accurately while maintaining referential integrity. These features allowed common tasks, such as adding new patients, updating appointment information and maintaining feedback records, to be performed efficiently while protecting the consistency of the data. Overall, the final database fulfils the objectives of the project by providing a reliable system for managing the operations of MedAssist Clinic. The implementation demonstrates how relational database design principles and SQL features can be applied to support accurate data storage, efficient retrieval and the effective management of healthcare records.

Throughout this project, I developed a stronger understanding of a database design and the practical application of SQL. Although I learned the theory behind relational databases, this project allowed me to apply that knowledge by creating an entity relationship diagram, creating tables, defining relationships and implementing SQL features within phpMyAdmin. One of the main challenges I faced was ensuring that the relationships between tables were correctly implemented using primary and foreign keys. Another thing I found challenging was to create stored procedures, transactions and triggers because they required a better understanding of SQL syntax and database behaviour. Through testing and making improvements, I was able to resolve these issues and gain confidence in implementing more advanced database features. Working on this project gave me a better understanding of database normalisation. I learned how organising data into separate tables using Third Normal Form helps reduce duplicated data and keeps the database organised. 

If I were to continue developing this project, I would add additional security measures, such as user roles and permissions, to protect sensitive patient information. I would also implement indexes to further optimise the performance of the database. Overall, this project strengthened both my database design and SQL development skills while giving me valuable experience of designing a database	 that meets the requirements of a healthcare scenario.



Component 1b
SQL injection is a common cyberattack that targets database driven web applications by exploiting vulnerabilities in SQL queries. It happens when attackers insert malicious SQL code into input fields which causes the application to execute unintended database commands. This usually happens when user input is not validated properly or sanitised before being processed. If the SQL injection is successful, attacks can allow unauthorised users to access confidential information, alter or delete records, bypass login systems and compromise security of the entire database. As a result, preventing SQL injection is a crucial aspect of web application security [4]

A common SQL injection attack occurs when a website directly inserts user input into a SQL query without checking it first. For example, if a login page uses the username and password entered by the user to create an SQL query, the attacker could enter something completely different which can manipulate the SQL query and potentially gain access to the system without validating login details. In more extreme cases, SQL injected can be used to read, update or delete data stored in the database. To minimise this risk, user input should always be validated and handled securely [4].
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Within my website users can add new anime records through HTML form. This shows the php code used to process the submitted data and create an SQL insert. The values entered by the user are placed directly into the SQL statement without using prepared statements or parameterised queries. If a malicious SQL code were to enter one of these fields, it could alter the intended query and potentially compromise the database. This shows a weakness in the current implementation and shows why user input should be validated before being processed.

The forms that are used to add information to the database are a big risk because they accept user input before sending it to the database. Without protection against SQL injection, an attacker could access, change or delete data stored in the database. However, even though this is not a proper website, these security weaknesses would need to be fixed before it could be safely used in a real-world environment. To make the website more secure, prepared statements and parametrised queries should be implemented to prevent SQL injection attacks. Input validation, stored procedures and secure error handling would also reduce the risk of SQL injection and improve the overall security of the application [4].

Although SQL has been an issue for many years, it remains as a serious risk for modern web applications. Research also indicates that applications using Large Language Models can face similar challenges If user input is not properly validated. This shows that secure handling of user input is important for all websites and web applications [5].
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include("db.php");

if (isset($_POST['submit'])) {

$title = $_PoST[ "title'];
$episodes = $_POST["episodes'];
$release_year =

$genre_id = $_POST[ 'genre_id'];
$studio_id = $_POST[ *studio_id'];

$_POST[ 'release year'];

$sql = "INSERT INTO anime(title, episodes, release year, genre id, studio_id)
| VvALUES('$title’, '$episodes’, '$release year', $genre id', $studio id')";

if (mysqli_query($conn, $sql)) {
| echo "<script>alert(*Anime added successfully!');</script>";
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} else {

echo "Error:

. mysqli_error($conn);
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NULL

DepartmentiD VARCHAR (8) NOT NULL
DeparimentName VARCHAR(25) NOT

Location VARCHAR(100) NOT NULL

DoctoriD VARCHAR (8) NOT NULL

DepartmentiD VARCHAR (8) NOT NULL

FirstName VARCHAR (20) NOT NULL
LastName VARCHAR (20) NOT NULL

PhoneNumber VARCHAR(12) NOT NULL
Email VARCHAR(50) NOT NULL
‘Specialisation VARCHAR(15) NOT NULL

PaitientlD VARCHAR (8) NOT NULL
FirstName VARCHAR (20) NOT NULL
LastName VARCHAR (20) NOT NULL
DateOfBirth DATE NOT NULL

‘Gender VARCHAR(10) NOT NULL
PhoneNumber VARCHAR(12) NOT NULL
Email VARCHAR(50) NOT NULL

‘Address VARCHAR(100) NOT NULL

Appointment

4 PK | AppointmentiD VARCHAR (8) NOT NULL

Fk | PatientiD VARCHAR (8) NOT NULL

Fk | DoctorlD VARCHAR (8) NOT NULL

AppointmentDate DATE NOT NULL.

AppointmentTime TIME NOT NULL
ReasonForVisit VARCHAR (100) NOT NULL.

FeedbackiD VARCHAR (12) NOT NULL

PatientiD VARCHAR (8) NOT NULL
AppointmentiD VARCHAR (8) NOT NULL
‘Comments VARCHAR (500) NOT NULL
FeedbackDate DATE NOT NULL

3

TreatmentiD VARCHAR (10) NOT NULL
AppointmentiD VARCHAR (8) NOT NULL

Diagnosis VARCHAR (200) NOT NULL

Prescripion VARCHAR (500) NOT NULL
TreatmentNotes VARCHAR (500) NOT NULL





