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wmand Prompt

Microsoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

(C:\Users\a.ubhee>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms TTl
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

ping statistics for 192.168.1.1

Packets: Sent - 2, Received = 2, Lost = © (8% loss),
lApproximate round trip times in milli-second

Minimum = @ms, Maximum - 2ms, Average = 1ms
icontrol-C
e
lC: \Users\a.ubhee>ping 26.0.6.1

Pinging 26.6.6.1 with 32 bytes of data:
Request timed out.
Request timed out.

ping statistics for 26.0.6.1
Packets: Sent = 2, Received = @, Lost = 2 (166% loss),
icontrol-C
e
IC: \Users\a. ubhee>ping ping 10.6.0.1
Ping request could not find host ping. Please check the name and try again.

IC:\Users\a.ubhee>
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New Scope Wizard
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New Scope Wizard

Lease Duration

The lease duration specifies how long a dlient can use an IP address from this scope. @J

Lease durations should typically be equal to the average time the computer is connected
10 the same physical network. For mobie networks that consist mainly of portable
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You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detais.

Cancel
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5 Configure Remote Access

/| Configure Remote Access
J GetingSated Wizrd

Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPN

—> Deploy both DirectAccess and VPN (recommended)
Configure Directhccess and VPN on the server, and enable DirectAccess client computers. Allow
remote client computers not supported for DirectAccess to conct over VPN

—> Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers.

—> Deploy VPN only
Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multipl stes can be connected using VPN ste-to-site connections. VPN
can be used by clients not supported for DirectAccess.
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# Generated by dhcped from ensat.dhep

# /etc/resolv.conf.head can replace this line
domain arjun.acca

search arjun.acca

nameserver 192.168.1.1

#domain localdomain
#nameserver 192.168.190.2
# /etc/resolv.conf.tail can replace this line
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localuser@ClientL1: ~

source /etc/network/interfaces.d/*

auto lo
iface lo inet loopback

allow-hotplug ens33
iface ens33 inet dhcp

allow-hotplug ens34
iface ens34 inet dhcp

write out QiF Where Is Execute Location

i Read File @ Replace Justify Go To Line
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Tunnels Log

JSlvpn Interface: Slvpn
‘ Status:  Inactive

] Public key:  2jGe9TTIOXIHVEI12QX15gBS6/+feuEv+qOl+Fpd)js=
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Activate

Peer
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1 install-windowsfeature -name DNS -IncludeManagementTools

2 systeminfo

3 Get-DnsServerCache -force

4 resolve-dnsname 5-DC.arjun.acca

5 Add-DnsServerPrimaryZone -name “arjun.acca” -ReplicationScope Domain -DynamicUpdate Secure

6 Add-DnsServerPrimaryZone -networkID "192.168.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
7 Add-DnsServerPrimaryZone -networkID "192.168.2.0/24" -Replicationscope Domain -DynamicUpdate Secure
8

9
10
1

Add-DnsServerResourceRecordA -name "S-DC" -ZoneName “arjun.acca" -IPvdAddress "192.168.1.1"
Add-DnsServerResourceRecordA -name "CLI" -ZoneName "arjun.acca" -IPvdAddress "192.168.2.1"
Add-DnsServerResourceRecordPtr -Name "1" -ZoneName "1.168.192.in-addr.arpa” -PtrDomainName "s-dc.arjun.acca”
Add-DnsServerResourceRecordPtr -Name "10" -ZoneName "2.168.192.in-addr.arpa” -PtrDomainName "c1i.arjun.acca”

14  Get-DnsServerZone
15 Get-DnsServerResourceRecord -ZoneName "arjun.acca"
16 Get-DnsServerResourceRecord -ZoneName "1.168.192.in-addr.arpa”

18  Resolve-DnsName s-dc.arjun.acca
19 Resolve-DnsName cli.arjun.acca
20 Resolve-DnsName 192.168.1.1
21 Resolve-DnsName 192.168.2.10
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root@debian:/home/localadmin# sudo systemctl enable wg-quick@wg®
root@debian:/home/localadmin# sudo wg show
interface: wg@
public key: VSRU7h+pqClLFGVQfudGadORev31AUmibPGRY5bgpvCE=
private key: (hidden)
listening port: 65000

peer: ajGe9TTJoXIHVE912QX1SgBS6/+feuEv+q0I+FpdJj8=
allowed ips: 172.16.0.0/32, 192.168.1.0/24
persistent keepalive: every 25 seconds
root@debian:/home/localadmin# echo "net.ipvi.ip_forward=1" | sudo tee -a /etc/sysctl.conf
net.ipvl.ip_forward=1
root@debian:/home/localadmin# sudo sysctl —p
sysctl: /etc/sysctl.conf(3): invalid syntax, continuing...
sysctl: /etc/sysctl.conf(4): invalid syntax, continuing...
sysctl: cannot stat /proc/sys/net/ipvid_forward: No such file or directory
sysctl: cannot stat /proc/sys/net/ipvid_forward: No such file or directory
net.ipvid.ip_forward = 1
root@debian: /home/localadmintt
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| :

When you click Fiish,the folowing object il be created:

[Full name: Sam Sincai ‘

Userlogon name: s sinclar@aun acca
The password never expires. fe
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[interface]

Address = 172.16.0.2/24

PrivateKey = oFFrP500rKU2qPVGORyxVJIlnQywGdX/qM17Jrcn9I20=
ListenPort = 65000

[Peer]

PublicKey = ajGe9TTJoXIHVE912QX1SgBS6/+feuEv+q0I+FpdJj8=
AllowedIPs = 172.16.0.0/32, 192.168.1.0/24
PersistentKeepalive = 25
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root@debian:
root@debian:
root@debian:
root@debian:
root@debian:
root@debian:
root@debian:
root@debian:

/home/Llocaladmin#
/home/localadmin#
/home/localadmin#
/home/localadmin#
/home/localadmin#
/home/localadmin#
/home/localadmin#
/home/localadmin#

sudo
sudo
sudo
sudo

sudo
sudo

iptables
iptables
iptables
iptables

iptables
iptables

FORWARD -1 wg@ -3 ACCEPT
FORWARD -o wg® -j ACCEPT
nat -A POSTROUTING -o eth
nat -A POSTROUTING -o eth

nat —-A POSTROUTING -o ens33
nat —-A POSTROUTING -o ens36
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Command Prompt

operable program or batch file

C: \Users\a.ubhee>ipconfig /all
indows TP Configuration

Host Name .
Prinary Dns Suffix
Node Type . . .

Ip Routing Enabled.
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernete

Connection-specific DNS Suffix

Description .
Physical Address.

DHCP Enabled.
Autoconfiguration Enabled .
Link-local IPv6 Address .
TPva Address.

Subnet Mask

Default Gateway .

DHCPYV6 TATD .

DHCPV6 Client DUTD.

DNS Servers .

NetBIOS over Tcpip.

C: \Users\a. ubhee>

Clients1
arjun.acca
Hybrid

No

No
arjun.acca

Intel(R) 825741 Gigabit Network Connection
00-6C-20-A7-41-76

No

Yes

e80: :20c5:a6a3: 8482 : 33a0%5 (Preferred)
192.168.1.16(Preferred)

255.255.255.6

192.168.1.1

160666469
00-61-60-61-31-18-60-D6-06-6C-29-A7-41-76
192.168.1.1

Enabled
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Install
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<Previous | [ Next> Install Cancel
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Routing and Remote Access Is ~
Configured on This Server

This server has already been configured using the Routing and
Remote Access Server Setup Wizard. To make changes to the
current configuration, select an item in the console tree, and then
on the Action menu, dlick Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to
your dlients. You can use rich remote access experience based on
DirectAccess by enabling Directaccess on this server. Using
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Done.
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root@debiai home/localadmin# sudo systemctl start wg-quick@wg@®
root@debian:/home/localadmin# sudo wg show
interface: wg@
public key: VSRU7h+pqClLFGVQfudGadORev31AUmibPGRY5bgpvCE=
private key: (hidden)
listening port: 65000

peer: ajGe9TTJoXIHVE912QX1SgBS6/+feuEv+q0I+FpdJj8=
allowed ips: 172.16.0.0/32, 192.168.1.0/24
persistent keepalive: every 25 seconds
root@debian: /home/localadmin#
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# This file describes the netuork interfaces available on your system

source /etc/netuork/interfaces.d/x

# The loopback network interface
auto 1o
iface lo inet loophack

# The primary network interface
allow-hotplug ens37
iface ensa7 inet dhep

#this is the external interface to the server 5-DC
allow-hotplug ens3s

iface ens36 inet static

address 20.0.0.2

netmask 255.255.255.252

dns-nameservers 192.168.1.1

#this is the internal interface connected to the client
allow-hotplug ens3s

iface ens3g inet static

address 192.168.2.10

netmask 255.255.255.0

dns-nameservers 192.168.1.1
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SERVERS="192.168.1.1"

INTERFACES="ens36"

OPTION3=""
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root@debian:/home/localadmin# cat /etc/wireguard/privatekey
oFFrP500rKU2qPVGORyxVJILnQywGdX/qM17Jdrcn9I20=
root@debian:/home/localadmin# cat /etc/wireguard/publickey
VSRU7h+pqCLFGVQfudGadORev31AUmibPGRY5bgpvCE=
root@debian:/home/localadmin#
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oUmmary =
Upgrading: 0, Installing: 0, Removing: 0, Not Upgrading: ©
root@debian: /home/localadming sudo apt update
http://deb.debian.org/debian trixie InRelease
http://deb.debian.org/debian trixie-updates InRelease
http://security.debian.org/dehian-security trixie-security InRelease
http:/sdeb.debian.org/debian trixie-updates InRelease
http://deb.debian.org/debian trixie InRelease
http://security.debian.org/dehian-security trixie-security InRelease
http://deb.debian.org/debian trixie InRelease
http://deb.debian.org/debian trixie-updates InRelease
http://security.debian.org/dehian-security trixie-security InRelease
http://deb.debian.org/debian trixie-updates InRelease
Temparary failure resolving 'deb.debian.org’
Err:i http://deb.debian.orgsdebian trixie InRelease
Temparary failure resolving 'deb.debian.org’
Err:3 http://security.debian.org/debian-security trixie-security InRelease
Temporary failure resolving 'security.debian.org’
ALl packages are up to date.
Harning: Failed to fetch http://deb.debian.org/debian/dists/trixie/InRelease Temporary failure resolving 'deb.debian.org
Harning: Failed to fetch http://security.debian.org/debian-securitysdists/trixie-security/InRelease Temporary failure resolving 'security.debian.org
Harning: Failed to fetch http://deb.debian.org/debian/dists/trixie-updates/InRelease Temporary failure resolving 'deb.debian.org
Harning: Some index files failed to download. They have been ignored, or old ones used instead
root@debian: /home/localadning sudo realm discover arjun.acca
sudo: realm: command not found
rootedebian: /home/ localadming
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C:\Users\a.ubhee>ping 20.6.01
Pinging 26.0.6.1 with 32 bytes of data

Reply from 20.6.6.1
Reply from 20.6.6.1
0.0.0.1
0.0.0.1

Reply from 2
Reply from 2

bytes=32 time<ims
bytes-32 time-2ms TTL-127

ping statistics for 20.6.0.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = 2ms, Average = ims
C: \Users\a.ubhee>ping 20.6.02

pinging 20.0.0.2

ith 32 bytes of data

Reply from 20.6.6.2 oms TT
Reply from 20.6.6.2 ~1ms TTL-63
Reply from 20.6.6.2

Reply from 20.6.6.2

ping statistics for 20.6.0.2

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = 1ms, Maximum = 19ms, Average = 6ms

C:\Users\a.ubhee> v




