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Introduction:	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.
The purpose of this document is to recommend guidelines on a security policy for a company called CoffeeCapulus and the security policy is to cover all aspects of its network, including both online and offline resources. This document will cover a range of policies that includes user policy, BYOT policy and a security policy. This document will also have recommendations on what mobile device management software to use with pros and cons and have advantages and disadvantages of using BYOT with a flowchart/data flow diagram of the framework of the BYOT used for CoffeeCapulus.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

User Policy:
This policy is put in place to protect staff personal information and client information. This company will also follow the rules of the data protection act which is to protect customers information and staff personal data falling into the wrong hands. This act will also protect staff members since this will allow for prosecution of individuals stealing sensitive data that belongs to the company.

Staff members will have:
· Employees will have access to the internet for business purposes.
· Employees will have access to Emails to promote company deals.
· Employees will be able to see customer information.
· Use social media to promote company activities.
· Send company activities via text to customers.
Staff members will be limited to what they can do when using the company’s network and below are what staff members are limited or not allowed to do.
· Employees will not be able to send company data through Email.
· Employees will have limitations when using emails so that non business-related emails will not be sent.
· Employees will be limited to the amount of customer data they can see.
· Employees will not be allowed to sent company data to competitors. 
· Employees will not be allowed to download any third-party software. 
· All outgoing and incoming emails will be stored on the company’s server
· All employees should not use their business email to register with social media or gaming platforms
· Employees should make sure their devices are not infected with malware or viruses 
· Employees should not attempt to hack or purposely infect any of the company’s systems or customer systems.
· Employees should not steal any of the company’s equipment or customer devices.
The head of the company or senior employees will have powers to do the following things if an employee breaks any of the rules.
· The ability to suspend the employees account so that way they cannot access any of the company’s systems if they do not follow by the rules, this will include disciplinary action and depending on the damage done they will either have to pay a large sum or have it deducted from their pay if the crime wasn’t that serious.
The head of the company or senior management will have to do the following things depending on what rules the employee broke.
· Be let off with a warning if the crime wasn’t that serious
· Be disciplined for their actions which could be a week suspension from work or fired depending on how serious the crime was.
· Finally, if the crime was very serious it will be taken up with the authorities and the employee will be taken to court or be imprisoned for their actions

Employees are responsible for looking after personal and customer data. Employees are to use backup strategies in case of possible corruption, theft or loss. Employees are to make sure customer data is kept safe and backed up on a secure server so that way customer data doesn’t get lost, corrupted or damaged.
Malware and Viruses are increasing in the world since more and more people are gaining access to the internet and that means more and more people infecting their systems by opening unsafe attachments or visiting non verified websites and these then spread to other systems if a USB is used or if the user then sends out attachments via email or downloading through Facebook messenger.
· If an employee is certain that they have a virus on their machine they are to immediately shut it down and inform the manager that their machine is infected.
· Employees should not use external drives such as USBs or External Hard Drives
· Employees will not willingly infect the company’s or customers machine.

Each employee will be given their own unique username and password for security purposes, it is imperative that each employee keeps their own username and password to themselves so that way there is a minimum chance of a security breach and each employees account will have some form of restriction for example the manager will have unrestricted access and senior staff will have minimal restrictions but employees will have many restrictions so that way they cannot access sensitive information.
Passwords are a form of basic security in todays modern society and are vulnerable to a variety of attacks the most common being brute force attempts, employees will need to be able to do the following to ensure that these passwords are protected in the best possible way.
· Employees are not to share their username or password with anyone else.
· Employees are to not leave workstations logged in and unattended 
· Employees are to log out correctly when using company equipment 
· Employees are to not under any circumstance log another employee in with your account and password.
All data that employees gain at the end of every shift are to give physical copies of the data to the manager or email virtual copies directly to the manager and then delete all copies after the shift to minimise security breaches. [1] [2] [3] [4]

BYOT Policy:
Bring your own technology or BYOT for short is a policy that allows staff members to bring their own device to work from whether it is a laptop, smartphone and/or tablets if necessary.
If staff are planning on using their own devices, then staff must have the following requirements.

· Operating systems with either Windows 10 or Mac OS 10.15
· Smart phones that are Iphone7 or better and android phones that support Android 9.0 or better.
With BYOT being so popular there are also the problems that come with them such as those personal devices could have viruses, or these personal devices could be easily stolen if left unattended. Each employee is responsible for taking the correct measures to make sure that their personal devices are secure and are protected from viruses.
· If an employee is certain that their personal device has a virus then the employee is to backup only important data and then factory reset their device
· Take appropriate measures to make sure that they don’t infect another employee’s system.
· Take correct measures when installing software onto personal devices.
It is not just viruses that affect personal devices it can also be reckless abandonment of personal devices and anyone could walk up and steal sensitive data or corrupt or even damage it.
· Do not leave personal devices unattended
· Use Passwords on laptops that are 10 characters long and must have at least 1 capital and a special character such as * etc.
· Use of passcodes for android and IPhones that are 8 digits long to give an increase in security. [5]
Mobile Device management software recommendation:
There are many ways for managing devices on a network but there are tools to help with that so that way it makes it easier for the senior staff to restrict certain things for employee’s and make sure that employee’s are doing what they are supposed to be doing and not doing anything unproductive or malicious.
The software I recommend using is Scalefusion as it supports devices that are in the policy above from Android, IOS, Mac OS and Windows 10. According to the Scalefusion website “remarkable businesses across the globe trust Scalefusion” and there are logos that include the NHS and other businesses.
After looking at the total reviews for 2020 so far there have been 89 total so far and from those 89 reviews it has a 4 out of 5 star rating on one website but on another it has an 8 out of 10 rating whilst another website lists pros and cons about it 
After looking the reviews for one webpage there wasn’t too much negative to say about the software and that it was good all-around and easy to use for those that had been using it and from the reviews made by others they all agree on similar points and the most common being that the customer service when there are issues being extremely quick and helpful. There were a couple of reviews that had positive things to say about the representatives that helped them with features and even had good things to say about their representative’s knowledge of the software. Larger businesses that reviewed this app said that they found it easy to manage many devices from one dashboard.
on one of the websites it may be outdated but the review says it is only compatible with android but on the website, it says it is compatible with all kinds of OS and IOS. There were many negative reviews there were a lot of reviews that talked about the software being buggy and flawed. One of the bugs that stood out when looking at the reviews was some businesses where having to log into the software from a PC first before being able to manage other devices. 
There is also a standing point between price ranges, larger companies have to spend more to manage multiple devices and larger companies don’t really want to spend $36 or £29 a year for this software which is considerable cheap all things considered. [6] [7] [8]

Pros and cons for BYOT:
The first real advantage that comes from BYOT would be the fact that most companies can save a lot of money because they do not have to spend money on equipment for employees because they will already have their own device ready for use in a workplace.
The second major advantage to BYOT would be that the devices that people have and that they have bought will be user friendly to them and they will have familiarity with those devices for example if someone was to have bought a phone and used it for a certain amount of time, they would be familiar with the device and its software making it easier for them to use the device and increasing productivity.
Though as outlined there are a few pros for BYOT but there are many cons to BYOT, the first con being that a terms of use policy or BYOT policy to begin with needs to be clearly defined and needs to be very apparent as to what an employee is allowed to do and isn’t allowed to do when using their own device on the company network.
There is also the issue of employees personal data and important business data, which sometimes an employee can download a file for intended business use and then potentially lose that data whether it is to theft or damage or just placing it somewhere and forgetting where it is. Employees must have designated areas as to where they should keep personal data and an area for business related work.
The final issue would be that there can be difficulty in retrieving company data when it comes to an employee either leaving the company of their own accord or being fired since the work that an employee had been doing for the company will still be saved on their personal machine or phone and getting that data back can be a problem if said employee misplaced it, deleted it or even just in a bad mood with the company and refuses to give the data back to the company. [9]

Conclusion:	Comment by Carlene Campbell: 
This is more of a reflection than a conclusion.  A conclusion sums up all the key aspect from the entire report.  Do hope next time during your studies you will work closely with the lecturers.  Do not be afraid to ask question and get clarification if you don't understand.  We are here to help.
As a whole when doing this assignment there where a lot of things that was unclear to me and I found it very difficult to do a policy that didn’t have similarities to other companies that I had researched and it all turned out with many similarities and I wish I had done either more research when it came to making the policy or just asked for help from lecturers. I would have changed many things like going back and doing more research for the dfd since there is no DFD for this document as there wasn’t much research conducted to create the DFD for BYOT and the BYOT was created in text form and has similarity to another companies BYOT policy. There was a task to create a basic network for CoffeeCapulus’s network and that has been created but it is as basic as it comes with few security protocols and unconfigured devices connected to the switch and doesn’t have any user accounts or blocks to the network unless you try to manually access.	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used only websites/online sources for your referencing and did not engaged with any academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  (Grade mark: 46.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated some level of understanding. See comment above for improvement.  You have not used the IEEE report format. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed and MDM, written policy, BYOT.  NO DFD done. No security measures explained. Your conclusion was more of a reflection; see report for more comment.   (Grade mark: 45.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]18

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Your practical design is very basic, however, you have implemented passwords on the core devices.  No function port configured on your edge device, therefore could not test for functionality. (Grade mark: 40.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]8

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting alignment/justify to make it look more professional. Spell out all acronyms first time used. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]45%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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